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Abstract:

Small and Medium Sized Enterprises struggle to find strategies to achieve a high level of
information security or are unaware of the risks posed by information technology. A lack of
finance and IT departments that miss an information security officer increase the risk of
exploited vulnerabilities. The alignment of Business Process Management and Security
engineering manifested in the Security Requirements Elicitation using Business Processes
approach provides a solution of this sector wide issue by introducing Security Risk-oriented
Patterns applicable also for Business analysts. Patterns that are based on contextual areas
illustrate business assets, vulnerabilities and risk treatment in form of security requirements.
This is achieved by using the Business Process Model and Notation 2.0 modeling language
and specifically engineered extensions which add the IT security domain. Outcome of this
bridging is an applicable solution to elicit security requirements. Core of this thesis is the
pattern application to measure their performance in a German SME. After business assets and
security objectives were set, several pattern occurrences have been identified that resulted in a
number of security requirements. Implementation abilities and usefulness with regards to the
company underlined strong pattern performance. Moreover, a new pattern has been developed
by using the Information System Security Risk Management Domain Model. Finally, the
inclusion of prioritization and inspection techniques from the Security Quality Requirements
Engineering methodology is suggested and extensions from the theorem of organizational
configurations that enable further automation of SREBP. These modifications result in an
approach that increases the security of Small and Medium Sized Enterprises.
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Praktika Aruanne ariprotsessidest tulenevate ohutusnduete esile kutsumise
kohta

Luhikokkuvote:

Vaikesed ja keskmise suurusega ettevotted néevad vaeva, et leida strateegiaid saavutamaks
kdrgetasemelist infoturvet. Tihti ei ole need ettevotted teadlikud infotehnoloogiaga
seonduvatest riskidest. Lisaks suurendab haavatavuse riski finants- ja IT osakondade vahesus,
kellel ei ole oma teabeturbe ametnikku. Ariprotsesside juhtimise ning joondamine, mis
omakorda avaldub turvalisuse vajaduste esiletoomises kasutades &riprotsessidepdhist
ldahenemist, pakub sellele sektoripdhisele teemale oma lahenduse, vGimaldades juurutada
turvalisuse riskidele orienteeritud mudeleid ka drianaltiutikute jaoks. Kontekstuaalsetel
valdkondadel pdhinevad mustrid illustreerivad ettevottevarasid, haavatavust ja riskikohtlemist
turvanduete kujul. See saavutatakse kasutades d&riprotsesside mudelit, Notation 2.0
modelleerimiskeelt ning spetsiaalselt projekteeritud lahendusi, mis lisanduvad IT turvalisuse
valdkondkonnale. Selle tulemuseks on kohaldatav lahendus, mis kutsub esile turvanduded.
Selle uurimuse keskmes on mustrite rakendumine, médtmaks nende sooritust saksa SME-s.
Arivahendite ja ohutusalaste eesmarkide méairamise jarel identifitseeriti mitmed mustri
esinemised, mis kulmineerusid mitmete ohutusnduete maaramisega. Rakendamise oskuste ja
kasutatavusega seoses ettevottega, tOi esile véga selge mustrite esinemise. Lisaks arendati
eelnevaga seoses uus muster kasutades informatsioonististeemi turvariski juhtimise domeeni
(Information System Security Risk Management Domain) mudelit. Lopetuseks soovitab autor
kéesolevas uurimuses prioritiseerimise ja inspektsiooni meetodite kaasamist ohutuskvaliteedi
nduete tehnika metoodikast ning organisatsioonilise koosseisu teoreemi laiendust, mis
omakorda voimaldab SREBP-i tdiendavat automatiseerimist. Need muudatused toovad kaasa
késitluse, mille alusel suureneb véikese ja keskmise suurusega ettevatete turvalisus.

Marksdnad: vaiksed ja keskmise suurusega ettevOtted, d&riprotsesside juhtimine,
ohutusnduete esilekutsumine ariprotsesside baasil, ohutusriskialased mustrid, ohutusnduded,
mustri esinemised, informatsioonististeemi turvariski juhtimise domeeni mudel.
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