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Abstract. In recent years end-to-end verifiable voting (E2EVV) has
emerged as a promising new paradigm to conduct evidence-based elec-
tions. However, E2EVV systems thus far have primarily been designed
for the developed world and the fundamental assumptions underlying the
design of these systems do not readily translate to the developing world,
and may even act as potential barriers to adoption of these systems.
This is unfortunate because developing countries account for 80% of the
global population, and given their economic and socio-political dilemmas
and their track record of contentious elections, these countries arguably
stand to benefit most from this exciting new paradigm. In this paper, we
highlight various limitations and challenges in adapting E2EVV systems
to these environments, broadly classed across social, political, techni-
cal, operational, and human dimensions. We articulate corresponding
research questions and identify significant literature gaps in these cate-
gories. We also suggest relevant strategies to aid researchers, practition-
ers, and policymakers in visualizing and exploring solutions that align
with the context and unique ground realities in these environments. Our
goal is to outline a broader research agenda for the community to suc-
cessfully adapt E2EVV voting systems to developing countries.
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1 Introduction

In recent years end-to-end verifiable voting (E2EVV) has emerged as a revolu-
tionary new paradigm to enable secure and transparent elections [8]. E2EVV
voting systems preclude implicit trust in administrators, polling staff, and vot-
ing machines, and instead make voters themselves active participants in auditing
the election and certifying its results - “the Holy Grail for electronic voting” [82].
These systems are backed by expert bodies [55] and have been piloted in numer-
ous small-scale mock elections and pilots [37] [89] [76], some large-scale politically
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binding elections - Australia in 2016 [18] and, most notably, nationwide deploy-
ment in the Estonian parliamentary elections in 2019 [30]. This technology is
also on the cusp of commercialization[17].

As these systems transition to the mainstream, we consider it an opportune
moment to revisit gaps in the research literature, particularly with regards to
deploying these systems in developing countries - environments which would ar-
guably benefit most from the superior integrity and trust guarantees offered by
these systems. E2EVV systems thus far have primarily been designed for the de-
veloped world, where it is largely assumed that there is a sufficient infrastructure
for elections, voters are largely literate and relatively technically sophisticated,
and dispute resolution mechanisms are reliable and effective. These assumptions
do not necessarily translate to the developing world and may even act as poten-
tial barriers to adoption of E2EVV systems in these countries.

To motivate this study, we consider the fact that the overwhelming major-
ity of the global population - approximately 80% - hails from the developing
world [87]. Distrust in democracy and electoral processes runs high in many of
these countries [56], and election fraud has resulted in mass protests [48], po-
litical deadlock [75], and violence [35]. Some of these countries have introduced
electronic voting systems, and, in several, results have proved controversial [22].

We believe that E2EVV systems, with their potential to restore trust and
confidence in electoral processes, have a vital role to play in the developing world.
In recent years there have even been public calls to explore application of this
technology in countries including Brazil [10], Pakistan [40] and India [19].
In this paper, we make the following contributions:

– We contend that certain fundamental assumptions implicit in the design of
E2EVV systems developed thus far conflict with ground realities in develop-
ing countries. To make these assumptions explicit, we highlight the manifold
challenges in adapting E2EVV systems to these environments.

– This reorientation opens up significant new ground. We identify various so-
cial, political, technical, operational, and human concerns specific to E2EVV
systems in developing countries and frame specific research questions.

– We suggest potential strategies for the way forward based on relevant trends
and success stories in developing countries as well as re-purposing solutions
from research literature. Our goal is to aid the community to devise solutions
that are appropriate to the unique ground realities of the developing world.

There is a considerable body of research on the challenges of deploying elec-
tion technology in the developing world [38] [5]. To the best of our knowledge,
we are the first to focus specifically on adapting E2EVV systems to the socio-
political realities and infrastructure in these countries. One of our primary con-
tributions is a detailed review of the literature, election experiences, and news
reports from the developing world.

We believe this is a critical research gap, addressing which requires close col-
laboration between researchers, technologists, practitioners, and policymakers.
We hope our paper stimulates exciting and impactful new thinking and research
and extends the benefits of E2EVV voting systems to the developing world.



2 Background and Prior Work

In this section, we briefly describe E2EVV voting systems, we motivate the case
for their application in the developing world, and we discuss prior work.

2.1 End-to-End Verifiable Voting Systems

E2EVV systems are a promising new class of voting systems which offer voters
the benefits of automation, ease of vote-casting and quick reporting of results,
along with stringent cryptographic guarantees of voter privacy and correct com-
putation of the tally. Numerous such systems have been proposed over the years
for precinct-based and Internet voting [8]. We summarize next the high-level
workings of a representative system to convey to the reader a non-technical and
intuitive understanding of end-to-end verifiable voting.

On the day of elections, our citizen, say Alice, arrives at a polling station and
identifies herself as an eligible voter. She makes her candidate choice on a voting
terminal. The machine records and encrypts her vote and issues her a printed
receipt, bearing a unique serial number and a cryptographic commitment to
her vote. This receipt allows her to later verify that her vote has been correctly
processed and counted. However, the receipt does not reveal Alice’s choice of
candidate and she cannot use it to sell her vote.

However, Alice may suspect the machine is malfunctioning or has been tam-
pered with. In this case, she avails an option to force the machine to reveal
the cryptographic parameters it used to encrypt her vote. This step effectively
‘spoils’ her ballot but allows her to double-check that the machine is operating
correctly. She can repeat this step several times until she is ready to cast her
vote. In the parlance of E2EVV systems, Alice is now confident that her vote
has been cast as intended.

When polls close, election staff post copies of all receipts online. Alice uses
the serial number to navigate to her receipt. If anyone has tampered with her
vote, she can detect it by comparing the receipt to the physical copy she holds
in her hand, and can file a complaint using her physical receipt as hard evidence.
This gives her confidence that her vote has been recorded as cast.

E2EVV systems usually employ two key techniques to tally results in a
privacy-preserving manner: systems such as Prêt á Voter [71] and Scantegrity
[21] rely on mixnets to anonymize and decrypt cast votes which are then added.
The other approach, exemplified by STAR-Vote [13], employs homomorphic en-
cryption to aggregate encrypted votes and decrypt only the tally. Both processes
offer voters and observers cryptographic proofs of correct operation. Alice can
use these proofs to verify that her vote has been tallied as recorded.

These three guarantees span all critical steps of the election life-cycle, and
empower users to verify the integrity of the process for themselves. By empow-
ering voters to verify the integrity of the process themselves, E2EVV represents
a dramatic improvement over traditional ‘black box’ voting machines.

Because of space constraints, we have eschewed technical details and refer
the reader to [8] for the same.
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2.2 Prior Work

There is little work specifically on E2EVV systems and the developing world. Ex-
ceptions include E2EVV systems Threeballot, Twin [73] and Aperio [29], which
are geared to provide verifiability in “minimally equipped election environments”.
These systems are of considerable interest due to their novel paper-based design
which precludes any use of technology or cryptography. Unfortunately there has
been no effort to adapt or pilot these systems in a developing country. Moreover,
they lack the highly desirable benefits of automation such as less spoiled votes,
prompt reporting of results, and enfranchisement of marginal communities [79].

There is, however, a considerable body of research on the application and
challenges of electronic voting in the developing world which is relevant to our
purposes. This includes feasibility studies [51], holistic frameworks [63], cost
benefit analyses [58], and adoption studies [9] [5]. Some studies focus on specific
topics, such as economic determinants of voter behaviour [57] or technical con-
cerns [7]. There are case studies on e-voting in individual countries [10] [42], and
efforts to adapt insightful metrics, such as the E-Voting Readiness Index [50].

This literature contains several findings, which generalize to E2EVV systems
and which, as we noted earlier, clash directly with the ground realities in tech-
nologically advanced countries. For instance, in the developing world resources
and infrastructure for elections is commonly inadequate [51] [63] and countries
often face severe financial constraints [10] [51] [58]. Governments may also lack
technical, administrative, and operational capacity to conduct elections [51] [10].
Election management bodies often face issues of autonomy [72] [6]. The political
environment may be volatile which affects conduct of elections [58]. Corruption
and election fraud are systemic and transparency and accountability are lacking
[57] [58] [10]. Voters may be suspicious of election technology and acceptance
and adoption can be problematic [9] [5] [20].

Any effort to introduce E2EVV systems has to engage with these fundamental
ground realities. We explore these themes in more detail in the following sections.

3 Motivation

The vast majority of the world’s population, a staggering 80%, live in the devel-
oping world [87], covering the landmass of Africa, Latin America, and much of
the Middle East and Asia. These include six of the world’s ten most populous
countries, namely India, Indonesia, Pakistan, Brazil, Nigeria and Bangladesh
[87]. Despite significant variance in size, demography, history, and culture, many
of these countries face similar economic and socio-political problems: widespread
poverty and inequality, low literacy, poor governance, systemic corruption, and
dependence on foreign institutions [86]. Elections are routinely contentious and
frequently result in political deadlock, street protests, and violence [56].

For instance, in Pakistan, major rigging allegations in the general elections
of 2013 resulted in mass protests and a public sit-in by a major opposition party
[68]. Likewise, in 2014, the Bangladesh saw a national strike lasting 85 days



and a violent crackdown on opposition workers. Opposition parties boycotted
the election and over half the seats went uncontested [75]. Opposition boycotts,
street protests, and civil unrest, also featured recently in Venezuela [44].

Perceptions of rigging can also trigger major political disruptions and take
on life-threatening consequences. Allegations of “terrible fraud” were a key jus-
tification for the recent military coup in Myanmar, where army officials claim
to have identified some 10.5 million irregularities in the voter list used in the
last general elections [35]. The violence following the coup resulted in over 700
deaths and more than 3,300 people detained.

Technology has often been introduced, with mixed results, to resolve this
issue of trust. Reported improvements in India include a significant decline in
electoral fraud, a more competitive electoral process, and increased participa-
tion of marginalized groups in society [79]. Automated counting in Philippines
corresponded with dramatic reduction in result compilation time. [78].

However, there are frequent discrepancies and irregularities which undermine
trust in technology. In 2017, the Supreme Court of Kenya nullified election results
citing irregularities in the results transmission system [16]. In Pakistan, in 2018
the results transmission system broke down inexplicably on the night of elections,
raising extreme suspicion [84]. In Azerbaijan, introduction of a smartphone app
in 2013 to report election results backfired when it released the election results
the day before the actual election [14]. In India, numerous incidents were reported
in different polls where electronic voting machines ‘malfunctioned’ by recording
all votes in favour of the ruling party, no matter which choice the voter made [26].
In 2018, the introduction of untested voting machines in Democratic Republic of
Congo was strongly opposed by opposition parties, and thousands of machines
were subsequently destroyed in an act of arson [64].

Researchers have sought to explain these “unintended consequences” of elec-
tion technology in terms of a “fetishization of technology” [22], or a silver bullet
[27], which distracts stakeholders from rigorous assessments and stringent checks
and balances in the overall ecosystem. This lack of attention can render election
processes even more vulnerable than before.

To situate the potential contribution of E2EVV systems, it is helpful to differ-
entiate between electoral efficiency and transparency as two desirable yet distinct
outcomes of using election technology [88]. Unfortunately, there is a marked ten-
dency to prioritize efficiency over transparency, and favor a “black box” approach
which concentrates trust “away from the many” and into the ”hands of the few”.
We anticipate that E2EVV systems - by incorporating security and integrity
as core design features of the system - can help redress this balance between
electoral efficiency and public transparency.

Similar sentiments have recently been voiced in the developing world, namely
Brazil [10], Pakistan [43] [39], and India [19], where security professionals, re-
searchers, and civil society organizations have urged election authorities to ex-
plore the adoption of E2EVV systems to restore credibility of electoral processes.
Indeed, very recently in India, some 11 opposition parties unanimously passed
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resolutions affirming that the existing EVMs do not comply with “democracy”
principles in that his or her vote is not verifiable [1].

4 East is East and West is West: Misplaced Assumptions,
Knowledge Gaps, and Other Challenges

As we noted earlier, the design of most E2EVV systems is based on implicit
assumptions which hold true for technologically advanced countries and do not
necessarily translate easily to developing regions. A key goal in this section is
to make these assumptions explicit by describing the challenges and knowledge
gaps relevant to these environments. We divide these into four categories: struc-
tural constraints, social and political factors, human factors, and technical and
operational concerns. We also include issues which are generic to adapting elec-
tion technology and are well studied, but which may become more pronounced
or take on added dimensions for the case of E2EVV systems.

4.1 Structural Constraints

Shoestring Budgets: Developing countries routinely suffer from severe finan-
cial constraints, and, due to large populations, election funding can take on
disproportionate dimensions compared to other government priorities, such as
poverty alleviation, and healthcare. For instance in 2018 general elections in
Pakistan cost 21 billion PKR ( 175 million USD) [45], comparable to the an-
nual allocation for healthcare at 25 billion PKR ( 208 million USD) and almost
quarter the education spending at 97 billion PKR ( 808 million USD) [33].

Expensive technology interventions further strain these shoestring budgets.
For instance, upgrading voting machines with paper trails in the Indian context
cost 32 billion INR ( 492 million USD) [41]. Nationwide deployment of electronic
voting machines in Pakistan are estimated to cost 350 billion PKR (2 billion
USD), almost three quarters the national GDP [2]. These realities can foster
undesirable trends: to quote the UN Secretary General, “techniques and systems
that might cause a State, in the conduct of its own elections, to be financially
dependent on donors” [22].

There is therefore a pronounced need to develop compact and minimalist
E2EVV systems in a low-cost, sustainable manner, along the lines of India’s
famous voting machines. Perhaps, existing minimal FPGA-based E2EVV solu-
tions like VoteBox Nano could be adapted for these settings [59]. A modular
design approach would further maximize options to recycle components.

The research community can contribute with open-source tools, software
packages, libraries, kits, or hardware platforms to facilitate the development
of such projects, similar to the ElectionGuard [17] effort or the wide availability
of blockchain platforms like Hyperledger or Ethereum.

Another promising direction is to develop E2EVV solutions which integrate
with existing voting systems in developing countries. This is the design approach
behind Scantegrity [76]. Recently, Mohanti et al. adapted risk limiting audits for



Indian voting machines [52]. Is it possible to upgrade Indian or Brazilian
machines in a similar cost-effective manner for verifiability?

Resource and Infrastructure Woes: Developing countries frequently suf-
fer from resource shortages, including lack of essential equipment, IT systems,
labs and storage facilities. Infrastructure problems include lack of utilities es-
pecially electricity, telecommunications, and Internet service. Expertise issues
include poor access to IT expertise, quality technical support, and shortage of
qualified polling staff. There is a dire need for indigenous capacity building and
reforms for restructuring of broader management structures.

However there is encouraging evidence that technology can be creatively
deployed within these constraints. India and Brazil’s homegrown electronic vot-
ing machines are largely considered a success story. The under-banked in sub-
Saharan Africa bypassed traditional banking and leap-frogged onto mobile money,
accounting for 70% of the global 1 trillion USD mobile money market [62]. Al-
ternatives need to be researched in response to specific challenges encountered
in each country.

To consider how infrastructure issues relate to E2EVV systems, we consider
the specific example of the online bulletin board requirement. Whereas Internet
access is ubiquitous in the developed world, in developing countries basic cell
phone coverage and Internet access can be limited and unreliable due to net-
work faults or traffic congestion. Our question becomes: what kind of public
bulletin board for vote verification could we offer in Asia and Africa
where cell phone coverage is unreliable and an estimated 1.3 billion
people still use dumb phones [23]?

The popularity of text-messaging services (like SMS) may offer a way forward.
These services have been successfully used in phone-based financial services,
voter registration drives, social security programs, and mass vaccination efforts.
Researchers have proposed SMS-based primitives including one time pads, return
codes and transaction authentication numbers to harden remote voting systems
[12] which may potentially be leveraged for a bulletin board service over SMS.

Infrastructure constraints may also be leveraged by malicious actors (e.g. a
spoofing attack which misdirects voters to a fake bulletin board [81]).

4.2 Social and Political Factors

Electoral Fraud is Systemic: It is well documented that developing countries
often suffer from poor governance and endemic corruption [61], trends which
also manifest in electoral practices. Vote buying, coercion, and suppression are
commonplace: the 2013 Afrobarometer survey noted that 48 percent of voters
in 33 African countries reported fearing violence during elections, whereas 16
percent reported being offered cash or goods for their vote. In Pakistan, in 2013,
a watchdog body reported electoral irregularities at over 21,000 polling stations
[31]. In 2017, the Supreme Court of Kenya nullified election results citing irregu-
larities in the results received over the results transmission system [16]. In 2017,
in Venezuela, vendor Smartmatic disclosed that general results were “manipu-
lated” and off by a count of at least 1 million [32].
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Persistent and systemic security threats in these environments necessitate
additional security measures. But what about attack scenarios caused by
deploying E2EVV technology? Poll workers can collect discarded receipts,
voters may sell their receipts or surrender them on intimidation. Malicious par-
ties could then manipulate the corresponding votes without fear of detection.

A potential countermeasure is a verifiable encrypted paper audit trail (VEPAT)
which incorporates additional checks performed by independent auditing author-
ities [69]. These bodies could routinely verify the correspondence between the
audit trail and receipts posted on the bulletin board. Solutions allowing voters to
delegate the verification process to a trusted party [77] also merit investigation.

Another relevant concern: how would E2EVV systems fare in envi-
ronments where polling day security is lax and family voting, imper-
sonation, and collusion are common? These trends are well-documented in
developing countries: a patriarch or another party obtains credentials of multi-
ple legitimate voters and then casts votes on their behalf. Poll workers can cast
votes on behalf of absentee voters. It is not surprising that the earliest election
technology systems implemented in countries like Ghana, Nigeria, Kenya, DRC,
Somaliland, Afghanistan are biometric voter verification systems. Following up
on this, can we integrate biometric checks with E2EVV systems in a
binding way to provide enhanced security guarantees of voter identi-
fication, presence, and eligibility verifiability? Could these be done in
a way that is universally verifiable?
The Politics of Perfection: There is often lack of debate and rigorous analysis
of election technology in developing countries. The Venezuelan government has
described its electronic voting system as “the most perfect voting system in
the world”[49]. The Indian Election Commission reacted angrily to reasonable
security analysis of its voting machines [67]. Can developing countries who
see their particular EVM systems as already “perfect” even begin
to accept the need to evolve towards evidence-based elections and
E2EVV systems? What kind of outreach effort would this entail?

4.3 Human Factors

Linguistic and Cultural Diversity Developing countries, marked by their
linguistic diversity (dialects may change every few miles) ethnic diversity and
varying cultural constructs [85], require localization of both the voting system
and accompanying receipts and verification mechanisms, which adds complexity
to processes. People are often hesitant to carry out important transactions, espe-
cially ones involving finances in an unfamiliar language. Language can potentially
act as a barrier to election participation and disenfranchise certain voters [66].
Can E2EVV systems cope with the sheer scope and scale of linguistic
localization needed for many developing countries?
What about Mental Models?Mental models are essential to help foster pub-
lic understanding of novel technology and customize interventions. Most voters
think about a voting system first and foremost in terms of how to vote [4]. Men-
tal models for technology as well as attitudes and perceptions have been known



to vary considerably in developing countries for certain applications [36]. What
would mental models for E2EVV systems look like for voters in devel-
oping countries? How would these models vary, given the wide-ranging
social and cultural diversity in these regions?
Usability - the highest hurdle? Research points to correlation between low
literacy (including digital literacy) and rejected ballots [34]. Extending usability
recommendations (for low-literacy voters in traditional electronic voting) to the
E2EVV scenario is not trivial. A preliminary study involving Helios, Pret-a-
Voter, and Scantegrity II found that it took almost twice as long to cast a vote,
a significant number of voters failed to cast votes, and many did not realize their
errors [3]. Voting success rates in developing countries will likely be lower. How
will this play out in developing countries with massive populations and
already long queues, where voter or poll workers have been known to
die of exhaustion [80]. Can E2EVV systems be designed to emphasize
usability in low-literacy contexts??

Moreover, recent testing and ‘live’ applications of E2E systems have resulted
not just in consistently low rates of voter verification but even lower rates for
those who actually report discrepancies [53]. Chipcase [24] observe that non-
literate populations avoid complex functions and this reinforces the assumption
that if a step is optional, it will be skipped [28].

Can we develop technical solutions to simplify or automate the vote
verification process in the context of developing countries? Researchers
have proposed solutions to make verifiability universal [54] [70], delegate it, or
enable mass verification by bundling multiple receipts for batch verification [15].
Could these be made more usable and practical for low-literacy users? Perhaps we
could leverage research on textual key-fingerprint representations [25] and hash
visualization [11] for this purpose. Research also shows that motivating messages
can persuade voters to verify [60]. What sort of nudges or incentives could
we devise to encourage voter verification in developing countries?

4.4 Governance and Operational Factors

E-Governance and Digital Transformation:
Developing countries often lack overarching institutional frameworks for gov-

ernance, suffer from fragmentation and poor coordination of processes, and low
uptake of digital technology. In the context of E2EVV systems, this can manifest
in multiple ways. We consider the simple example of effective management of
cryptographic credentials, recognized as problematic in trials of E2EVV systems.
Logically, this problem will be more pronounced in developing countries.

Moreover, end-to-end verifiability and voter privacy are sensitive to human
behaviour in the protocol. Errors in use of cryptography could result in expo-
sure of critical data and undermine the integrity of the whole process. It would
be helpful to characterize the set of behaviours under which security can be
preserved and also higlight explicit scenarios where it fails [46]. How can we
customize the key management and ceremonies to ensure separation
of duties and principles of least privilege?
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Cybersecurity - Canaries in the Coalmine? Developing countries lag
far behind in terms of capacities and resources for cybersecurity. For E2EVV,
therefore, vulnerabilities such as DDoS attacks on bulletin boards become more
likely. Attacks on electoral information systems are on the increase and are often
conducted by external or state actors with significant resources. The design of
E2EVV systems must take this into account. Can E2EVV systems be de-
signed to be more "tamper-proof" (to use the infosec term) as well as
"tamper-evident" (the elections term)?
Legal Framework In case of E2EVV systems, it should be legally binding on
election management bodies (EMBs) to issue a receipt to every voter, upload
all the receipts on a bulletin board within a stipulated time frame, verifying the
results through the software provided to observers, making the software open
source, sharing of public cryptographic parameters, conduct of Risk Limiting
Audits. without which the security guarantees of E2EVV systems become moot.

As noted in the Brazil experience, “important judicial decisions are not based
on scientific research; they are often based on the personal opinions of judges who
have no understanding of (election) technology.[10]” Accordingly, for disputes in-
volving technologies, defining the requirements for the admissibility of evidence,
training the judiciary to handle the intricacies of E2EVV systems based digital
evidence is of utmost importance. Moreover, comprehensive and high quality
voter instruction is critical to uptake of a radically new system like E2EVV and
typically falls under the auspices of the legal framework ensuring equal access. [8]
Transparency and accountability are key to minimizing risk, and risk perception.

Although it is not possible to have a generic, one-size-fits-all set of require-
ments for E2EVV, we need to avoid the idea that all countries can do completely
different things - fundamentally, technical requirements, and regulations, laws,
and indeed constitutions, must deliver E2EVV systems that are fully compliant
with universal principles.
Toothless or Compromised EMBs and Ineffective Dispute Resolution
Many EMBs lack the regulatory teeth and political autonomy needed to ensure
that incumbent government and political parties do not interfere in their du-
ties, and they often operate under political influence and fear.[83]. The lack of
technical skills means there is unreliable implementation of technical protocols.

In developing countries, disputes over elections results often act as triggers for
mass protests, violence, political deadlock and animosity, often times bordering
civil war. This situation can be exacerbated when judicial mechanisms cannot
resolve these disputes in a timely, fair and transparent manner [56].

Another implicit assumption is that evidence of election malfeasance, if avail-
able from an E2EVV system, and provided to the authorities, would facilitate
interventions by said authorities. There are various examples of EMBs in devel-
oping countries ignoring compelling evidence of electoral malfeasance. Moreover,
in developing countries it is not uncommon for electoral processes to be politi-
cally controlled and for EMBs to be compromised. For instance, in Mozambique
in 2014, the regime turned biometric registration into a technique of manipu-
lation, suppressing registration in opposition areas by provisioning inadequate



equipment and under-trained teams. In Kenya, over a million dead citizens were
maintained in the voter register in an attempt to rig the polls [47]. Venezuelan
election results were internally ‘manipulated’ by at least 1 million votes [32].

In such situations, E2EVV systems, with their rigorous security guarantees,
may well be perceived as an existential threat. In this regard, to what de-
gree could E2EVV systems be corrupted in a compromised ecosys-
tem? Moreover, could E2EVV systems possibly be developed to offer
guarantees against a compromised ecosystem? Could solutions be de-
veloped to render these ecosystem issues transparent as well?
Electoral Integrity Theatre The security guarantees of E2EVV systems be-
come moot if the verification step is not undertaken, and the system is not au-
ditable. If legislatures in developing countries cannot pass and enforce laws that
are sufficiently detailed to address both core and ancillary processes, E2EVV
risks becoming nothing more than the electoral equivalent of "security theatre"
[74]. To quote Park et al “Auditability alone isn’t enough”, and “must be ac-
companied by auditing to be effective. [65]”. There is therefore a need for
public awareness on this issue and devising satisfactory mechanisms,
policies, and legislation to enforce electoral integrity checks.
Belt and Braces E2EVV systems need to be made resilient with backup ’belt
and braces’ mechanism. For instance, Star-Vote is a system which incorporates
Risk Limiting Audits to an E2EVV system. Risk Limiting Audits have even been
devised to cater to on-ground realities in India. It is essential to work in close
engagement with existing systems on the ground.

5 Conclusion

Despite formidable recent efforts to portray elections management in the United
States as dysfunctional and corrupt, the reality in developed countries is of well-
resourced EMBs, reliable infrastructure, competent staff, reliable dispute resolu-
tion mechanisms, digitally literate voters and empowered civil society and media
stakeholders. In contrast, we have outlined systemic problems in most develop-
ing countries in most of those aspects. Accordingly, the underlying assumptions
of most E2EVV systems mean that implementation of E2EVV in developing
countries is an uphill task. Some of the solutions we have discussed thus far even
clash with one another. For example, if biometrics need to be introduced to deal
with corruption and fraud, that would increase the cost, thereby counteracting
efforts to reduce that cost. Significant research with an explicit focus on devel-
oping country contexts is needed in order to bridge this gap. Given the potential
benefits of E2EVV, we believe this pivot is well justified. We hope our paper is
a catalyst in this regard.
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