JUNMING KE

Codes for Distributed Storage

DISSERTATIONES
MATHEMATICAE
UNIVERSITATIS
TARTUENSIS

143




DISSERTATIONES MATHEMATICAE UNIVERSITATIS TARTUENSIS
143



DISSERTATIONES MATHEMATICAE UNIVERSITATIS TARTUENSIS
143

JUNMING KE

Codes for Distributed Storage

@ UNIVERSITY oF TARTU
I press
6:



Institute of Mathematics and Statistics, Faculty of Science and Technology,
University of Tartu, Estonia.

The thesis has been accepted for the commencement of the degree of Doctor
of Philosophy (PhD) in Mathematics on 8 October 2024 by the Council of
the Institute of Mathematics and Statistics, University of Tartu.

Supervisors: Dr. Ago-Erik Riet
Institute of Mathematics and Statistics
University of Tartu, Estonia

Dr. Henk D.L. Hollmann
Institute of Computer Science
University of Tartu, Estonia

Opponent: Dr. Ragnar Freij-Hollanti
Department of Mathematics and Systems Analysis
Aalto University, Finland

Commencement will take place on November 4, 2024, at 16:15 in Narva mnt
18-1020.

The publication of this thesis was financed by the Institute of Mathemat-
ics and Statistics, University of Tartu.

ISSN 1024-4212 (print) ISSN 2806-240X (pdf)
ISBN 978-9916-27-693-3 (print) ISBN 978-9916-27-694-5 (pdf)

Copyright: Junming Ke, 2024

University of Tartu Press
http://www.tyk.ee



Acknowledgement

First, I would like to express my deepest gratitude to my Ph.D. advisors,
Ago-Frik Riet, and Hendrik Dirk Lodewijk Hollmann, for giving me the
opportunity to embark on this Ph.D. journey. Ago not only guided me in
the completion of this thesis but also helped me settle in Estonia. He provided
me with the freedom and support to explore my research topics while steering
me toward personal and professional growth. Henk taught me how to conduct
research and engage in academic thinking, shaping me into a better researcher
with refined professional skills. This journey would not have been as fulfilling
without their invaluable support.

I also want to extend my thanks to the institute for its kindness and
support, as well as the warm and gracious assistance I received. I am grate-
ful to the professors at the University of Tartu, who have shown passion
and dedication in their teaching. In particular, I would like to especially
thank professors Vitaly Skachek, Irina Bocharova, and Boris Kudryashov,
who taught me the foundational topics necessary for conducting research in
coding theory. I would also like to extend my thanks to professors Viktor
Abramov, Valdis Laan, Alexander Stolin, Lauri Tart, Krista Fischer, Mért
Mols, Kaur Lumiste, Nele Taba, and Eero Vainikko, who provided me with
valuable guidance and support in developing my professional skills.

I gratefully acknowledge the funding and travel grants I received for my
research from the Estonian Education Department, the University of Tartu
Foundation, the XRP Ledger Foundation, the Estonian Doctoral School,
the IEEE Estonia Section, the Institute of Mathematics and Statistics at
the University of Tartu, the IEEE Information Theory Society, and several
universities.

I am incredibly fortunate to have met many wonderful individuals during
my Ph.D. years, with whom I shared memorable moments: Sander Mikelsaar,
Karan Khathuria, Zahra Alijani, Hina Arif, Shahid Mubasshar, Anastassia
Kolde, Fan Zhang, Zhigang Yin, Jieru Li, Shuai Bi, Binghua Liu, Dongdong
Chen, Kailu Chen, and Wenyi Fang. I also want to thank those who offered
me encouragement during my Ph.D. studies: Xiangfu Song, Ye Dong, Yifan
He, Chao Yin, Zheng Yang, Dandan Yuan, Yingying Yao, Yilei Wang, Shi
Zhang, and many others who provided me with their warm support.

Finally, my deepest and most heartfelt appreciation goes to my family. I
am profoundly grateful for their continuous and unwavering love, help, and
support.



Abstract

Nowadays, vast amounts of data are generated by video, voice, text, web
content, and other information sources, and these amounts are still growing
each year. The storage of this data demands sustainable mechanisms to
ensure data integrity and availability. A distributed storage system (DSS)
provides a low-cost, but efficient and reliable approach to storage. In a DSS,
the data is stored in encoded form across a number of storage units, often
referred to as (storage) nodes, in a process that adds redundancy to the data.
Coding techniques are indeed crucial to ensure the reliability of the system,
for example for the following reasons. Data in a DSS is often updated,
thus making efficient update mechanisms essential. In addition, the repair
facilities for addressing potential node failures during the maintenance of the
DSS are a critical aspect of DSS design.

In this thesis, we present explicit update-efficient codes that focus on the
update performance. The codes are derived from finite projective planes.
These codes also feature efficient local repair and increased availability prop-
erties, and allow a short description. We provide pairs of sparse generator
matrices G and sparse parity-check matrices H for the codes. We have some
freedom in the choice of GG, thus enabling unequal update frequencies for
different data symbols. Moreover, we also evaluate the update and repair
performance of a DSS based on these codes.

Two important notions in storage codes are the node capacity, the amount
of data that can be stored on a storage node, and the repair bandwidth, the
total amount of data communicated between nodes during a node repair.
The trade-off possibilities between node capacity and repair bandwidth in
coding schemes are restricted by the cut-set bound. The achievable region
takes the form of a convex figure bounded by a piecewise linear function.
Two of the extreme points or corner points of this convex region are of
special significance. The extreme point where the node capacity is minimal is
referred to as the Minimum Storage Regenerating (MSR) point; the extreme
point where the repair bandwidth is minimal is referred to as the Minimum
Bandwidth Regenerating (MBR) point.

Previous research has primarily focused on ezact repair, which aims to
restore the lost content at the failed nodes exactly. Most interior points on the
cut-set bound curve, and in particular all extreme points other than the MSR
and MBR points, cannot be attained using exact repair codes. Interestingly,
they can be achieved by a repair strategy called functional repair, where the
lost content is not recovered exactly, but still data integrity and all further
functionality can be maintained over time. We will restrict our studies of
functional-repair codes to linear codes. Such codes can be described in terms



of collections of vector spaces called coding spaces inside the message space,
where at each time instant, the actual data stored at a node is described by
the coding space currently associated with that node.

Once we have constructed a code for every extreme point of on the cut-
set bound, we can construct codes for all other points on the cut-set bound
by employing a process termed timesharing. It is therefore of the utmost
importance to construct codes for each of the extreme points. Constructing
practical functional-repair codes that allow efficient repair is relatively easy
for the MSR and MBR points, and this has indeed been done for various
sets of parameters, but it seems to be very difficult to achieve for the other
extreme points. Indeed, after 15 years of research, only one such example
has been found. This functional-repair code, based on a certain vector space
partition of a 5-dimensional binary space into eight subspaces, features both
a small field size and an efficient repair algorithm, with parameters at a
corner point on the cut-set bound distinct from the MSR and MBR points.
We construct another such code, which is based on a vector space partition
of a 9-dimensional binary space into 73 subspaces of dimension 3. This
vector space partition is strongly related to the projective plane PG(2,8).
The new storage code is equipped with an efficient repair algorithm that can
be described using the underlying geometry. Additionally, we provide both
geometric and algebraic descriptions of the codes, along with efficient repair
methods.

Parts of this work have been presented at the international conferences
IEEE International Symposium on Information Theory (ISIT) 2022 and ISIT
2024, and have appeared in their proceedings. Another part of this work is
submitted for publication in the international journal Designs, Codes and
Cryptography (DCC).
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1.1 Communication Channel

Claude Shannon introduced the main concepts and theorems of what is
known as information theory in his paper “A Mathematical Theory of Com-
munication” [76]. Information theory attempts to analyze the communication
between a source and a destination through an unreliable channel. A typical
communication system, as described in information theory, can be illustrated
through a block diagram as shown in Figure 1.1.

Source *>| Source Encoder |—>| Channel Encoder |—>| Modulator |

| Noise |—>| Channel |

Destination <—| Source Decoder |<—| Channel Decoder |<—| Demodulator |

Figure 1.1: Communication system model.

Analog signals, such as a voice picked up by a microphone or light entered
into a digital camera, are first digitalized by an Analog-to-Digital (AD) con-
verter, then often compressed, perhaps encrypted, or otherwise processed.
All these processes take place in the source encoder; the resulting output is
a digital data stream referred to as source data.

The channel encoder then transforms the sequence of (source) data into
a sequence of channel data. During this process, redundancy is added, which
is crucial for ensuring accurate transmission in the presence of errors that
may occur on the channel, a process facilitated by error-correcting codes.
The modulator and demodulator are electronic circuits that convert channel
data into physical signals after adapting them for transmission over the spe-
cific channel, usually by employing modulation coding. The channel is the
communication pathway through which data is transmitted in some physical
form from the sender to the receiver. Here, the sender and receiver may
be separated by distance (transmission) or by time (storage). Due to the
physical nature of the channel, the signal carrying the information will be
corrupted during transmission by noise. Examples of possible causes of error
events include lightning interference during transmission or disk areas that
become damaged between the write and read operation. The task of the
system is to ensure reliable communication, even when the channel is noisy.
The demodulator converts the received physical signals back into digital data.
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The channel decoder exploits the redundancy in the received sequence to cor-
rect errors caused by noise and produces an estimate of the original source
data. Finally, the source decoder performs the inverse operation of the source
encoder, delivering the decoded (analogue) output to the destination.

When transmitting a string of coded channel symbols over a channel, we
typically distinguish five types of errors.

1. Error: The channel may change a coded symbol in the string.

2. Erasure: The channel may blur a coded symbol in the string, i.e., erase
a coded symbol.

3. Deletion: The channel may delete a coded symbol from the string.

4. Insertion: The channel may insert a coded symbol into the string.

5. Interchange: The channel may interchange coded symbols in the string.

Example 1.1.1 Suppose the sender transmits the string “11010011”7. Then
the receiver may obtain

“100100117 (a single error), “10010101” (multiple errors),

“110190117 (an erasure), “11212071” (multiple erasures),

“11100117 (a deletion), “111011” (multiple deletions),

“1101100117 (an insertion), “10101100101” (multiple insertions),
“11010101” (an interchange), “11100101” (multiple interchanges).

In this thesis, our primary focus is on erasure correcting codes, a special-
ized type of error correction code (ECC) that specifically addresses erasure
problems during data storage.

In this introduction, we present several modern techniques used in data
transmission and storage. We begin by discussing error correction, one of
the oldest techniques and a foundation for many others. Next, we provide
an overview of distributed storage systems, followed by a detailed discussion
on storage codes and update efficient codes. This thesis utilizes projective
planes to design and explain codes in various contexts, and therefore we will
explore some general properties of projective planes. We then examine two
key metrics in the repair process: repair locality and repair availability. We
also introduce group action as a handy tool, both for code construction and
for describing the automorphisms of our constructed code objects. Finally,
we conclude with a list of the author’s contributions.

1.2 Error Correcting Codes

Coding theory, as pioneered by Claude E. Shannon [76], explores the ef-
ficient transmission and storage of information using mathematical codes,
essentially by adding redundancy to the transmitted or stored message. The
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groundbreaking work of Shannon in the mid-20th century laid the founda-
tion for understanding how to design codes that maximize data transmis-
sion rates while ensuring reliable communication in the presence of noise.
His insights into information theory revolutionized telecommunications and
formed the basis for modern coding techniques as used in digital communica-
tion systems, data compression, error correction, machine learning, and data
storage [27,32,87]. Coding theory continues to influence advancements not
only in efficient and robust information transmission technologies but also
in related techniques across information processing fields like cryptography,
digital communication, and distributed storage systems [14,21].

In digital communication, there have been developments in implementing
Error Correcting Codes (ECC’s) to ensure that communications are not com-
promised by errors [88]. There are many types of ECC’s, with different types
of codes excelling in different scenario’s [69]. Among these, Reed-Solomon
(RS) codes and their derivatives are probably the most extensively studied
and utilized in modern technologies [63]. The most notable advantage of RS
codes is their Maximum Distance Separable (MDS) property, which makes
RS codes optimal in the sense of delivering the best error-correction potential
for their size. In addition, RS codes are known for their efficient encoding and
decoding algorithms [49]. Generalized Reed-Solomon (GRS) codes, which
are a generalization of RS codes, are also optimal in the sense of meeting the
Singleton bound on the minimum distance of an [n, k], code (we will explain
it in more detail in Section 1.4.1). Bose-Chaudhuri-Hocquenghem (BCH)
codes form a class of cyclic ECC constructed using polynomials over a finite
field [13]. Both RS and GRS codes are special cases of BCH codes, and most
of their error-correction algorithms are specializations of similar methods for
BCH codes.

The error correcting codes mentioned before are block codes, where blocks
of data symbols, each of the same size, are encoded into codewords, also all
of the same (longer) size. Convolutional codes are a different type of ECC’s.
In convolutional codes, a number of parallel sequences of data symbols are
encoded into a larger number of parallel sequences of coded symbols, where
each coded symbol is a function not only of the present data symbols, but
also of a fixed number of “earlier” data symbols [55]. These convolutional
codes transmit more data symbols per unit of time than the original amount
of data symbols per unit of time. The resulting redundancy can then be used
for error correction. Turbo codes, a newer form of convolutional-type codes,
are easier to decode and can closely approach the theoretical limits imposed
by Shannon [86]. The Viterbi algorithm is widely used as an efficient method
for decoding convolutional codes [29]. The Viterbi algorithm is equivalent to
a dynamic programming solution to the problem of finding the shortest path
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through a weighted graph [60]. Indeed, the Viterbi algorithm was recognized
as a maximum likelihood decoding algorithm for convolutional codes, that
is, the decoder consistently outputs the most likely original input sequence
given the output sequence [29].

Turbo codes compete with Low-Density Parity-Check (LDPC) codes,
which offer similar performances. Such a code is built using a sparse Tanner
graph, a special type of bipartite graph without small cycles. The LDPC
concept was developed by Robert G. Gallager in his 1960 doctoral disserta-
tion. It was not widely used for decades because the amount of hardware
needed for such an algorithm was not feasible at that time, but nowadays
this is no longer an issue. Gallager showed that LDPC codes can achieve
the Gilbert—Varshamov bound for linear codes over binary fields with high
probability [30]. About 30 years later, inspired by Turbo codes, an efficient
iterative decoding algorithm for LDPC codes was proposed, and this raised
renewed interest in these codes. Today, LDPC codes are widely used because
of their low Bit Error Rate (BER) values [54].

1.3 Distributed Storage Systems

In this section, we will introduce Distributed Storage Systems and discuss
some of their general aspects. Data storage refers to the recording of infor-
mation on computers, servers, or other devices with the aim of preserving the
data over time [79]. Before the information age, data was stored on analog
videotapes with low capacity, such as Video Home System (VHS) cassettes.
More recently, such low-capacity storage methods have been inadequate for
managing the large amounts of data that are currently generated. Globally,
the amount of data in need of storage has grown at 28 percent per year [40],
and is estimated to grow to 125 ZB (1 ZB = 10° TB) by the end of 2024, to
175 ZB in 2025, and to 393 ZB at the end of 2028 [90]. In the past decades,
efficient, reliable, and high-capacity data storage methods have been devel-
oped, and various techniques have been proposed to handle these enormous
amounts [9, 16].

Now we discuss Distributed Storage Systems (DSS’s), which have emerged
over the past few decades as a widespread solution for large-scale data stor-
age [27]. A DSS employs numerous physical storage units, typically data
racks or servers in a data center, often referred to as (storage) nodes. In-
coming data in need of storage is first encoded and then partitioned into
blocks, each of which is stored on a node. The system performs as a clus-
ter of interconnected physical storage units, providing mechanisms for data
synchronization and coordination between the various nodes within the clus-
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ter [17]. Many well-known DSS’s, such as Google File System [31], Facebook
Hadoop Distributed File System (HDFS) [70], and Microsoft Azure [15,44],
use low-cost, unreliable components to reduce costs, which increases the like-
lihood of failures. As a result, effective error-handling methods are necessary.

A smart use of added redundancy can enhance the reliability of data
stored in a DSS. The amount of redundancy that is added during encoding
is referred to as the overhead, and the fraction of information contained in
the data is referred to as the rate of the encoding in use. Of course, the
game that needs to be played is to get the most reliability from the smallest
overhead. A simple way to protect the data is by using repetition, where
nodes maintain multiple copies of the data. If one node is lost, the original
data can still be restored from other nodes. However, it turns out that this
simple method is not very efficient in terms of required overhead, and indeed
much more efficient methods are available. Typically, in these methods, more
advanced coding techniques offer the same level of reliability as repetition but
with significantly less overhead.

Codes have been commonly employed in situations where the unreli-
ability of the available communication channel causes erasure(s) and error(s)
during transmission [89]. As we saw before, the sender encodes the original
data before transmission or storage. Later, the receiver decodes the received
or stored data to restore the original information. This concept of sender,
receiver, and transmission between them has been extensively studied from
various perspectives, and plays a fundamental role, particularly in DSS’s.

Indeed, a DSS can be seen as a communication channel that involves
time, where the receiver is just the sender itself, but at a later time. As
we saw before, the user encodes the original data and then partitions the
coded symbols into data blocks, which are each stored on a storage node.
After some time, a user can collect the data stored in surviving nodes and
then decode that data to restore the original data. Even when some nodes
provide incorrect coded symbols, or no symbols at all, the original data can
still be recovered due to the employed ECC’s. However, the storage model
is more difficult to describe because it involves more operations during the
maintenance of the DSS.

The first additional operation is update: a user sometimes may want to
make a change in the data that the user stored previously, thus necessitating
an update of the encoding of that data as stored in the DSS. The second
additional operation is repair, which may be needed due to the failure of a
storage node. When a node fails, the DSS introduces a newcomer node into
the system to replace the failed node. An obvious problem is to determine
what data should then be stored in the newcomer. We will discuss the storage
process and explain update and repair operations in more detail later.
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1.4 Coded Storage

1.4.1 Linear Codes

In a storage system, text, numbers, images, audio, and virtually any other
type of information can be converted into a string of bits. Usually, binary
strings are used, where each bit is a variable on 0/1. For instance, characters
in text are often encoded using standards like ASCII or Unicode, images
are converted into binary through formats like JPEG or PNG, and audio is
digitized using formats such as MP3 or WAV. We refer to such a string of
bits as data.

To prepare for data storage, a DSS first partitions the data into blocks,
often referred to as data symbols. As already discussed in Section 1.3, apply-
ing replication to store data symbols is a viable, but inefficient method. A
better solution is letting the DSS store some well-chosen linear combinations
of the data symbols. We will provide further details on this solution in this
section.

To begin with, we need some preparations. Let F, denote the finite field
of g elements. Such a field exists if and only if ¢ is a power of a prime p [25].
We denote the space of row vectors of length n over F, by Fy, or, some-
times, by V(n,q). A subset S of F, is a subspace of F} if, for any two
elements si,s5, € S and any two scalars A\, Ay € Iy, the linear combina-
tion A1s1 + A2so also belongs to the subset S. A set B of vectors in a vector
space S is called a basis if elements of B are linearly independent and every
element in S is a linearly combination of elements of B. The dimension of
a subspace S is defined as the number of elements in a basis for S. For
more details on vector spaces, subspaces, and definitions of all these notions,
see [25].

Definition 1.4.1 (Block Code) Let n be a positive integer and let q be a
prime power. A g-ary block code C over Fy is a nonempty subset of Fy.

Sometimes we omit the reference to the field size q and simply speak of a
block code.

We will mostly focus on linear codes, which are defined below.

Definition 1.4.2 (Linear Code) Let n and k be positive integers and let
q be a prime power. A linear code of length n and dimension k over IFy is
a k-dimensional subspace of Fy. The dimension of the subspace C' is referred
to as the dimension of the code and is denoted by dim(C). The rate of the
code is k/n.
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We refer to the elements of the code as codewords, and we refer to a g-ary
linear code of length n and dimension k as an [n, k|, code, or simply an [n, k]
code if the field can be deduced from the context. Sometimes, we will refer
to elements of Fy as g-ary words of length n , or simply, as words of length n
if the value of ¢ is clear from the context. A generator matriz for a code C'
is a k X n matrix with as rows the vectors that form a basis for C.

Let & = (x1,...,x) be a row vector of k data symbols over F,. When
an [n, k], linear code is employed to encode data, a row vector of k data
symbols @ = (z1, ..., xx) over [, is encoded into a codeword ¢ = (cq, ..., ),
where each coded symbol ¢; (i = 1,...,n) is a linear combination of x1, ..., z.

As a consequence, we can write the codeword c as

g11 g12 -~ Oin
c—q [920 92 - G| _ e (1.1)
9kl 9k2 - Gkn

where G is a generator matrix for C'. Generator matrices are important since
they describe the mapping from data symbols to coded symbols, that is, they
describe the encoder for the code.

We say that a k x n generator matrix G is in systematic form if (up to a
permutation of the columns) it has the form G = [I; | P], where I}, denotes
the k x k identity matrix. Note that if the encoder uses a systematic generator
matrix, then the data symbols all appear in the corresponding codeword. In
this case, such an encoder is called a systematic encoder. Note that the
generator matrix of a linear code, like a basis for a code, is in general not
unique. If the generator matrix of an encoder is not systematic, then we say
that it is non-systematic. If the encoder employs a non-systematic generator
matrix to encode the data, then we say that the encoder is non-systematic.

When using a systematic encoder, every data symbol appears among the
coded symbols, so it is easy to recover the data symbols from the coded
symbols. In a non-systematic encoder, we need to compute some non-trivial
linear combinations on the coded symbols to recover the data symbols.

Example 1.4.1 1) Employing the generator matrix

10000011
01000100

Gi=1001000 10, (1.2)
00010100
00001001
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we can encode a data vector x = (1, T2, T3, T4, Ts5) into the codeword
c = xG = (11, 9, T3, Ty, Ty, To + Ty, T1 + T3, 21 + T5). (1.3)

Note that the generator matriz Gy is systematic.
2) Employing the generator matriz

Gy = (1.4)

O O ==
O = = O
_ -0 O
—_ 0 O
O~
—_ = O
— O~ =
e )

we can encode a data vector = (1, T2, x3,24) into the codeword

c=xGy = (1 + 22, X3 + T3, T3 + Ta, T1 + T4,
T+ X9+ T3,X1 + T3+ Xyg,T1 + T2 + Ty, T2+ T3 +$4). (15)

Note that in this case, the generator matriz Go is non-systematic.

Let C be an [n, k] code with k x n generator matrix G. A full rank (n—k)xn
matrix H such that HGT = 0 is called a parity-check matriz for C. Note
that then a vector ¢ € F7! is a codeword in C'if and only if He' = 0 [69]. As
for the generator matrix, a parity-check matrix of the code C' is not unique
for a similar reason.

Let C be an [n, k| code with k£ X n generator matrix G and (n — k) x n
parity-check matrix H. The dual C*+ of C is the code that has H as its
generator matrix. Note that the dimensions of code C' and its dual C* add
up to the length n, that is,

dim C 4 dim C* = n. (1.6)

This property is often referred to as the rank-—nullity theorem. As a con-
sequence, the dual Ct is an [n,n — k] code with generator matrix H and
parity-check matrix GG. In contrast to the situation for real or complex num-
bers, for finite fields it may happen that the hull C N C+ of a code C' is
nonempty. For example, over [y, the linear code C' := {(0,0), (1,1)} is its
own dual, hence its hull equals C.

Above we have seen that a linear code can be defined by specifying a
generator matrix, or by specifying a parity-check matrix for the code. For
example, a Low-Density Parity-Check (LDPC) code is a code specified by a
sparse parity-check matrix, i.e., a parity-check matrix that has many zeros.

The ability to correct errors depends on how well different codewords can
be distinguished in the presence of noise. For this reason, in the field of error
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Figure 1.2: In an e-error-correcting code, balls with radius e around code-
words have to be disjoint.

correction and detection, the following notions are fundamental. The Ham-
ming distance between two codewords is defined as the number of positions
in which they differ. Formally, we have the following.

Definition 1.4.3 (Hamming distance) The Hamming distance d(x,y) be-
tween two words x,y € Fy is the number of positions i € {1,2,...,n} such
that x; # y;. The Hamming weight w(x) of a word x € F} is the number of
positions 1 € {1,2,...,n} such that x; # 0; in other words, w(x) = d(x,0).

For any words @, y, z in Fj/, Hamming distance satisfies the triangle inequal-
ity d(x,z) < d(x,y) + d(y, z). The minimum distance d(C) of the code C'
is the smallest Hamming distance between two distinct codewords in C, and
the Hamming weight w(C) of a code C' is the smallest Hamming weight of a
non-zero codeword in C. Note that in a linear code, we have d(C) = w(C).
In fact, a code with minimum distance d can simultaneously correct e er-
rors and f erasures provided that 2e + f < d [69]. This can be simply
understood as follows. The ball with radius r around a word « is the set
By(z,r) == {y € F} | d(z,y) < r}, see Figure 1.2 for an illustration. Let
a codeword c from C' be transmitted, and let » be the word obtained by
the receiver. Suppose that during transmission, f erasures are introduced,
together with at most e further errors. Consider the code C’ obtained from
C by puncturing in the positions of the erasure. The resulting code C' has
a minimum distance (at least) d — f. If ¢ € C” and 7' are the result of
puncturing the codeword ¢ and the received word 7 in these positions, then
the situation is as if ¢ € C' was transmitted and r’ was received; since 7’
contains at most e errors, these errors can be corrected as long as 2e < d(C"),
so certainly if 2e < d— f. The f remaining erasures in  can now be resolved
easily. Indeed, if d > f, then distinct codewords remain distinct after punc-
turing in at most f positions; therefore, a code with d > f can correct up to f
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erasures. The size of an [n, k], code equals ¢* [69]. We can obtain a bound
for the minimum distance d of an [n, k], code C' by the following observation.
Delete the first d — 1 coordinates of all codewords (puncturing again). Since
any two codewords originally had distance at least d, after deletion any two
resulting words are still distinct. Since we can obtain at most ¢"~%*! distinct
words of length n — d + 1, we conclude that |C| < ¢"~ 4. Together with
|C| = ¢*, we obtain the Singleton bound, stating that

d<n-—k+1. (1.7)

An [n, k], code with a minimum distance d is also referred to as an [n, k, d],
code, or simply [n, k,d] code. When an [n, k, d] code satisfies d =n — k + 1,
we call this code a Maximum Distance Separable (MDS) code. Given an
[n, k,d]; MDS code, so with d = n — k + 1, the linear MDS conjecture states
that n < ¢+ 1 unless ¢ = 2" (that is, even) and k = 3 or k = ¢+ 1, in which
case n < g + 2 [71]. Recently, this conjecture has been proved for the case
where ¢ is a prime [7]. One of the most famous families of MDS codes are
Reed-Solomon codes [67]. These codes exist if n < g+1 [73]. Note that any k
columns of the generator matrix for an MDS code are linearly independent,
and any n — k columns of the parity-check matrix for an MDS code are also
linearly independent [85]. In other words, for an MDS code, the k original
data symbols can be constructed from any given k coded symbols.

Example 1.4.2 1) Consider a systematic generator matriz

1001101
G=10101011 (1.8)
0010111

over Fy. The code C' with generator matrix G has length 7 and dimension 3.
The minimum distance of this code is 4, so this code is not an MDS code. A
parity-check matriz of this code is

1101000
1010100

Bi=1o 11001 0 (1.9)
11100 0 1}

Another parity-check matriz of this code is

(01 1 1 1 0 0]
1100110

H2=1o 11001 0 (1.10)
10000 1 1]
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Both Hy and Hy satisfy HG" = 0 (i.e., HHG" = 0 and HyG" = 0). The
corresponding code C' is called the Simplex code of length 7, and the dual code
is the Hamming code of length 7.

2) For an example of an MDS code, consider a systematic generator matriz

G- [(1) ; ﬂ (1.11)

over Fy. The corresponding code C with this generator matriz G has length
3 and dimension 2. The minimum distance of this code is 2, so this code is a
(trivial) MDS code. In fact, MDS codes over the binary field are trivial, that
is, they are either [n,k =n,d = 1]y codes or [n,k =n — 1,d = 2]y codes.

1.4.2 Storage Codes

We will now discuss a commonly used model for a storage code used in a
DSS, known as regenerating codes, a model that we will use in our further
analysis. The maximum number of coded symbols that can be stored in a
node is termed the node capacity (or sub-packetization level), which we will
denote by . We will assume that, in order to store a data file consisting of
m data symbols from some finite field F,, the DSS first encodes this data file
into a coded file consisting of na coded symbols, then partitions this file into
n blocks of a coded symbol each, and stores each block on a node. Using
a small value of « is desirable since this is a measure for the coding rate
R =m/na.

The nodes in a DSS are prone to occasional failures. When a node fails,
the DSS first introduces a replacement node (often called a newcomer node)
into the system. To construct the data for this node, the DSS chooses a
certain subset of the nodes (called the repair set), and then contacts each
node in this set (called a helper node) in order to download a limited amount
of data from that node. The replacement data for the newcomer node is
then constructed by the DSS from the data thus obtained. The replacement
data on the newcomer node should be such that the DSS maintains the same
functionality and performance as before.

We distinguish two variations in the node repair model. We speak of
repair-by-transfer if, during node repair, a helper node can only deliver data
symbols that are actually stored on that node. In a less restricted repair
model, we allow a helper node to compute the data that it delivers from the
data stored on that node. Below, we adhere to this more general form of
repair, which lends itself better for a more information-theoretical analysis
(the repair-by-transfer model is more combinatorial in nature).
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We say that the code has repair locality r if every lost node can be repaired
with the help of at most r other nodes. A code has transport capacity ( if
during repair a node never provides more than g data symbols. In the part of
the thesis about regenerating codes, we will make the assumption that every
set of r live nodes can function as a repair set for a lost node; in addition,
we assume that a regenerating code every node has transport capacity 5.
In the part of the thesis about update efficient codes we will make no such
assumption. We will later discuss repair locality and related notions relevant
for update efficient codes more deeply. For regenerating codes, we assume
that at any time, the original data file that was stored by the DSS can be
reconstructed from any subset of size k of the nodes. During recovery, such
a subset will be referred to as a recovery set.

The total amount of data that is exchanged between the storage nodes in
the repair process is termed the repair bandwidth, which we will denote by ~y
(note that v = rf3). It is desirable to minimize the repair bandwidth because
a large value of repair bandwidth consumes valuable resources. A storage
code used in this model is referred to as an {m, (n, k), (r, o, B)} regenerating
storage code.

It has been shown that assuming the above model, the possible trade-offs
between the storage capacity a and the repair bandwidth v = r3, are guided
by the cut-set bound [24]

k—1
m < Zmin(a, (r—i)B), (1.12)

where as usual we assume r > k. Here, if £ > r, the same bound is obtained
when we lower k until k = r, so we may assume without much loss of gen-
erality that » > k. The cut-set bound is an inequality involving m, k, 7, o, 8
(and is independent of n). It can be used in (at least) two ways. First, we
can consider it a bound on m given the other parameters k, (1, «, 3); codes
attaining this bound on m are called optimal. Secondly, we can think of
the bound as showing the trade-off possibilities between o and S, for fixed
m, k,r. Indeed o and [ are more-or-less assumed to be integers. In terms
of the normalized parameters @ := a/m and § := 3/m, the cut-set bound
takes the form

1<) min(@, (r - i)B). (1.13)
The attainable (@, 3)-region takes the form of a convex region (for fixed
m, k,r), bounded by a piecewise linear function, as shown in Figure 1.3. The
cut-set bound is a purely information-theoretical bound, originally obtained
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M Normalized repair bandwidth 8
—— Exact-repair bound

—— Cut-set bound

Minimum Storage Regenerating (MSR) point

Minimum Bandwidth Regenerating (MBR) point

Normalized node capacity &

Figure 1.3: A conceptual sketch of the cut-set bound region.

by setting up a network representing the information flow during repairs, and
analyzing this flow by using the Ford-Fulkerson algorithm [28,64]. A code
attaining a point on the boundary of the cut-set region is termed optimal.

The piecewise linear boundary indicates the possible trade-offs between
a and . Two of the points on the cut-set bound are of special interest. The
extreme point where « is minimal is called the Minimum Storage Regener-
ating (MSR) point, and the extreme point where [ is minimal is called the
Minimum Bandwidth Regenerating (MBR) point; both are indicated in Fig-
ure 1.3. A code at the MSR or MBR point is called an MSR or MBR code,
respectively. Note that both an MSR and an MBR code are optimal codes.

To compute the MSR point, we first minimize « to obtain the absolute
minimum

m

o = ?,
and given this value for «, minimize  to obtain
o m

B

Tr—m+1 :K(r—m+1)'

To compute the MBR point, we first minimize g to obtain the absolute

minimum
2m

ﬁ:k@r—k+n’
and given this value for #, minimize « to obtain

2mr

== e k)

The simplest repair strategy is to let the data constructed on the new-
comer node be an ezxact copy of the data on the lost node. This is called
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exact repair. Although commonly used, not all attainable points on the
cut-set bound can be realized by codes that employ exact repair. A more
subtle repair strategy is to employ functional repair, where after repair the
reconstructed data can be different from the original data, but overall data
integrity is still maintained over time. A code that only employs exact re-
pair is referred to as an exact-repair code, otherwise, the code is referred
to as a functional-repair code. Obviously, every exact repair code is also a
functional-repair code. A functional-repair code that is not an exact repair
code is sometimes referred to as a strictly functional-repair code.

It is known that an MSR code is just an MDS code with optimal repair
bandwidth [92]. Moreover, it has been shown that only the MSR and MBR
points on the curve together with the points on a small segment starting from
the MSR point and ending before the first corner point can be attained by
exact repair codes [74,84]. As a consequence, a storage code with parameters
that attain an extreme point of the cut-set region different from the MSR
or MBR points cannot be an exact repair code. Once a storage code is
constructed for every extreme point on the cut-set bound, any point on the
cut-set bound between two extreme points can be attained by a code obtained
from the codes in the two extreme points by time-sharing [84]. It is therefore
of great importance to construct codes that realize the extreme points other
than the MSR and MBR points.

Example 1.4.3 Consider the code C' that stores a vector & = (x1, T, T3, 24,
x5) € F5 across four nodes, where

e The first node stores 1, x3,

e The second node stores xs3, x4,

o The third node stores x5, xo + x4,

e The fourth node stores x1 + x3, 1 + x5.

So the code C' has codewords ¢ = ((x1,x2), (x3,x4), (T5, Ta+x4), (x1+ 23, 1+
w5)), considered as a word in (F3)*. A failed node can be repaired exactly from
three other nodes in this storage code. For example, if the contents of the
first node are lost, then a replacement node can download from helper nodes
(second, third, and fourth) the coded symbols (x3,x4),xs + T4,71 + x3 and
exactly reconstruct the two lost coded symbols x1 and xo. In this example,
one node should provide two coded symbols during repair, i.e., the second
node provides x3 and x4. So this exact repair code has repair locality v = 3
and transport capacity 5 = 2.
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Example 1.4.4 (Continued) If the contents of the second node ((x3,14))
are lost, then a replacement node can download from helper nodes (first, third,
and fourth) the coded symbols (x1+x2), (x5+xo+14), (x3+25) (compute repair
vectors), respectively. The replacement node then uses the addition operation
over [y to obtain coded symbols x1 + x4 + x5, 1 + 2 + T3 + x5. Here, the
contents of the replacement node are different from the contents of the lost
node. Now codewords are ((x1,xa), (T5, T2 + x4), (X1 + T3, 21 + 25), (X1 + 24 +
x5, 21 + X9 + T3+ 5)). It is easy to verify that coded symbols stored in any
three nodes can recover the data vector @ = (x1, T2, x3, x4, T5). For the reason
why the subsequent functional-repair process still works, we refer the reader
to [46]. The functional-repair code in this example is a {5,(4,3),(3,2,1)}
code, which attains a point on the cut-set bound curve, i.e., this code is
optimal in terms of the cut-set bound.

Most storage codes used in practice are linear, in the sense that if we repre-
sent the data file stored by the DSS by a vector  of length m over a finite
field IF, (often the binary field Fy), then all the computations performed in
the DSS are linear, in particular,

(1) at any moment in time, each of the coded symbols stored by a node can
be represented by a linear combination of the original data symbols;

(2) the 8 symbols computed by a helper node during repair are each a
linear combination of the coded symbols stored in that node;

(3) the replacement data stored on a newcomer node during repair is a
linear combination of the v = rf symbols obtained from the helper
nodes in the repair set, and

(4) during recovery, the original data symbols are each computed as a linear
combination of the coded symbols stored on the nodes of a recovery set.

This leads to the following vector space view [41,57,59] on linear storage
codes. Define the dot product x -y of two vectors «,y in the m-dimensional
data space " as

Ty =T1Y1+ -+ TpYn.

Given vectors ay,...,a, € F, let (ai,...,a,) denote the span of these
vectors in i, that is, the subspace consisting of all vectors

Aag + ..+ dag

with Aj,..., A; € F,. Then as a consequence of (1), every linear combination
of the original data vector € F, that is stored by the DSS can be represented
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by a dot product u -  for some w € Fy". So at any moment in time, we can
associate with every node an a-dimensional vector space U = (uy,...,uq)
representing the actual data symbols w - @, ..., u, -« that are stored on that
node; we will refer to such a subspace as the coding space associated with
that node at that moment. Note that the storage code does not depend on
which basis is chosen in the actual coding space U associated with the node,
as long as both the node and the DSS know the actual basis. Now if, at a
certain moment, a coding space Uj; is associated with node i (i = 1,...,n),
then we refer to the (multi-)set U = {Uy,...,U,} as the actual state of the
DSS. Now suppose that node j is lost, and suppose that the DSS wants to
employ the repair set consisting of the nodes with node numbers in the set
R C {1,...,n}. First, according to (2), the data computed by node i € R
can be represented by an -dimensional repair space W; ; C U;. And then, as
a consequence of (3), the coding space U associated with the newcomer node
can be any a-dimensional subspace inside the span (W; ; | i € R) of the repair
spaces (we will refer to such a repair process as -repair). According to (4), a
collection of nodes with node numbers contained in a subset K C {1,...,n}
is a recovery set for the original data file precisely when the span (U; | i € K)
of the coding spaces associated with these nodes is equal to the entire data
space F7".

According to the above description, a functional-repair storage code con-
sists of the collections of states of the DSS, and to be a proper functional-
repair code, these states must have the property that if any coding space
in a state is lost, then every subset of size r of the remaining coding spaces
must allow the construction by S-repair of a new coding space U such that
U together with the n — 1 remaining coding spaces again forms a coding
state of the code. A (multi-)set consisting of n — 1 remaining coding states
when one coding space is lost will be referred to as a proto-state of the code.
Note that an exact repair storage code will have a single coding state: every
node is associated with a single coding space, which has to be reconstructed
ezactly during repair if that node is lost.

It is precisely the above precise mathematical description of linear func-
tional-repair storage codes that greatly helps to understand and to construct
such codes, and that allows us to actually prove that a constructed object is
indeed such a code.

In practice, a DSS with n storage nodes will be used to store not just
one data file, but will store a large number of data files simultaneously.
A linear functional-repair storage code as above needs to be aware at any
time of its associated coding space, where we assume that each coding space
comes with a particular basis. As a consequence, it is sufficient that the
node also stores an identifier (think a number) of its current coding space.
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If the DSS stores a large number of files simultaneously, and if the number
of coding spaces involved in the storage codes is relatively small, then this
extra overhead is just a wvery small fraction of all the data on the node. In
addition, the complexity of the repair process also depends directly on the
number of distinct coding spaces involved in the storage code, thus making
this number an important parameter of a linear storage code. Note that this
number equals the number of nodes for an exact repair code.

Some nonexplicit functional-repair codes have been proposed for all ex-
treme points [75], [91]. However, these codes require a large field size and
do not have an efficient repair algorithm. Currently, we know of only one
explicit example of a strictly functional-repair code with a small field size
and efficient repair that attains an extreme point on the cut-set bound dif-
ferent from the MSR and MBR points [41]. This storage code is based on a
certain vector space partition of 3. Here, a vector space partition of a vector
space V is a collection of subspaces Vi, ..., V;,,, not necessarily all of the same
dimension, such that every nonzero vector in V belongs to exactly one of
these subspaces. In the partition described in [41], eight 2-dimensional vec-
tor subspaces and one 3-dimensional subspace together form a vector space
partition of a 5-dimensional vector space, and the eight 2-dimensional spaces
can be used as coding spaces for a small functional-repair code.

Now we introduce some works related to optimal codes. Many of the code
constructions in MSR and MBR points proposed in the literature are derived
from well-studied geometric objects, providing a framework for generaliza-
tions and new constructions that offer more flexibility in trade-offs between
desirable properties [59]. There is an explicit construction of a high-rate
MSR code that allow for repairing any failed node [75]. This method uses
part of the information in a node as an exact component and other parts as
an auxiliary component. Upon node failure, the exact component is repaired
exactly, while the auxiliary component may change, making the repair func-
tional. Probabilistic functional-repair codes were proposed in [42], where the
data for replacing a failed node is randomly generated according to specific
computing rules.

The repair process discussed above addresses one failure at a time, allow-
ing multiple failures to be handled by performing sequential repairs. Recent
work has focused on developing methods to repair multiple failures simulta-
neously [53]. In these works, a trade-off between node capacity and repair
bandwidth for multiple failures has been explored [48]. The repair process for
multiple failures uses data from surviving nodes, and also other newcomer
nodes that are being repaired [77]. This process involves a collaborative
phase, during which nodes exchange data, and also a downloading phase
similar to that employed during a single failure. For multiple failures, the
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repair bandwidth takes into account both the collaborative and downloading
phases. For more details and computations, refer to [78]. By leveraging the
trade-off between node capacity and repair bandwidth, a scheme was pro-
posed for repairing multiple failed nodes to achieve optimal functional repair
in [57]. They show that the data can be recovered if three specific geometric
conditions on the coding spaces are met by the storage and repair scheme.

1.4.3 Update Performance

Next we discuss another relevant issue in a DSS, which is update performance.
In various applications, user data is frequently updated, therefore the data
stored across nodes in a DSS also needs frequent updates. Since stored
coded symbols depend on a number of user data symbols, an update of a
data symbol requires a number of updates of coded symbols. Performing an
update of coded symbols after every update of a data symbol may lead to the
waste of management resources across nodes. In practice, it is common to
integrate multiple updates of data symbols and perform an update for coded
symbols at fixed time intervals.

Example 1.4.5 Suppose that eight coded symbols (1, xo+ x3, To, T3+ T4, T3,
Xy + X1, 24,71 + T2) are stored in eight nodes. An update (change) of data
symbol x1 triggers updates of three nodes, namely the nodes that store the
three coded symbols x1,x4 + x1,x1 + T2 that involve 1.

Let the row vector & = (z1,...,2;) represent the data symbols and let
c = (¢1,...,¢,) = G be the coded symbols obtained by using a genera-
tor matrix G. The update efficiency of a data symbol is defined to be the
number of coded symbols that need to be updated when updating the data
symbol. In fact, the update efficiency u; of a data symbol z; is the weight
of the i-th row G(i) of G. The update efficiency u of the code is defined
to be the maximum value of u;, for ¢ = 1,..,n. Update efficiency was first
investigated in connection with error correction [4], then later an update ef-
ficient code ensemble was proposed in [66]. In general, an update efficient
code requires a sparse generator matrix [66].

When updating the i-th data symbol, the user of the DSS knows the
difference of the data A; = z, — z;, where x; is the old value of the i-th
data symbol and 2} is the new value. We refer to A; as the data delta and
such update strategies as data delta updates. In actual practice, the user can
collect the data deltas in a certain time slot and provide their sum to the
DSS. Write each data delta in a given time slot as Agl), AZ(-Q), ..., and the user
can provide the sum A; = Zj Agj) to the DSS, then the DSS updates its
coded symbols according to the A;.
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Example 1.4.6 The codeword ¢ = (x1, xo+x3, To, T3+Ty, T3, Ta+T1, Tq, T1+
xo) 1s stored across eight nodes in a DSS, where each node stores one coded
symbol. An update of data symbol x1 (x4) triggers updates of the three nodes
that store coded symbols x1, x4+ 1,21 + Ty (Tg+ T3, T, T1 + x2). If the DSS
performs the update of both 1 and xo simultaneously in a given time interval,
then the five nodes that store coded symbols x1, x4 + T1, T2 + X3, T2, T1 + X2
need to be updated. Notably, the node that stores x1 + xo needs to be updated
twice. Assume x1 is updated to x'y and x4 is updated to xfy. The DSS first
learns Ay = o) — xy and Ay = x4, — xo and then applies these changes to
each affected node. Consequently, the five nodes storing the coded symbols
T1,T4 + X1, X0 + X3, To, 21 + X9 are updated to contain xq + Ay, x4 + x1 +
A1, 29+ 23+ Do, 20 + Ao, k1 + 2o + A1 + Ay, respectively.

In this thesis, we construct the first family of update efficient codes having
efficient local repair with availability and a short description.

1.5 Projective Planes

This thesis uses projective planes to design new codes and explain the repair
process discussed in Section 1.4. A projective plane is a geometric structure
that adds points at infinity to a usual plane, which is defined as follows [37]:

Definition 1.5.1 (Projective plane) A projective plane is a 2-tuple (P, L),
where P is a set whose elements are called points and where L is a collection
of subsets of P called lines, such that the following properties hold.

A1l. Any two distinct points are contained in exactly one line.

A2. Any two distinct lines intersect in exactly one point.

A3. There exist four points, such that no three of them are on a line.

Axiom Al states that every two points determine a unique line, axiom A2
states that every two lines pass through a unique point, and axiom A3 ex-
cludes some degenerate cases.

It can be shown in a finite projective plane, that there exists a number ¢,
called the order of the plane, with the property that every line contains
q + 1 points, and every point is contained in g + 1 lines. Let P, = (Py, L4)
and Py = (P2, L2) be two projective planes. An isomorphism from P; to Ps is
an ordered pair of bijections (7, c), where 7w : P; — Py and o : L1 — Lo, such
that whenever a point p; is contained in line /1, the point 7(p;) is contained
in the line o(l;). The projective plane P is said to be isomorphic to the
projective plane P if there exists an isomorphism (7, ) such that 7 maps
Py to Py and o maps L1 to L.
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Let V(n,q) be an n-dimensional vector space over F,. We simply use V
instead of V(n,q) if the field F, and the dimension n are clear from the
context. The points in V' are vectors (zy,9,...,2,) with x; € F,. Let
x = (r1,22,...,x,) and y = (y1, Y2, ..., Y») be nonzero vectors from V(n,q).
We say that two nonzero vectors &,y € V(n,q) are equivalent, denoted by
x ~ y if there exists a nonzero A € F, such that y = Axz. The rela-
tion ~ is in fact an equivalence relation. The equivalence class to which
x = (r1, 2, ...,x,) belongs is denoted by (x1 : @ : ... : z,). The projective
space PG(n —1, q) corresponding to the vector space V(n, ¢) has as its points
the equivalence classes of nonzero vectors of V(n,q). The projective space
inherits the projective subspaces and their containment relations from the
vector space and its vector subspaces. We call PG(2,q) the Desarguesian
projective plane over F,. It is in fact a projective plane. A line in PG(2, q)
is the set of equivalence classes of points from a 2-dimensional subspace of
V(3,q). In other words, a line in PG(2, ¢) is a set of points X = (zo : z1 : 2)
in PG(2, ) satisfying an equation of the form apxg + a121 + agzs = 0 for
some projective point A = (ag : a; : az) in PG(2,¢q). It is easily verified that
the projective plane PG(2, q) has ¢* + ¢ + 1 points and ¢* + ¢ + 1 lines.

The existence of projective planes of order ¢ where ¢ is not a prime power
is an open problem [22]. The only general restriction known on the order
is the Bruck—Ryser—Chowla theorem stating that if the order ¢ is congruent
to 1 or 2 mod 4, then ¢ must be the sum of two squares; this rules out g = 6;
the existence of a plane of order ¢ = 10 was a longstanding open problem
until in 1991 Lam showed that no such plane can exist [50]. The existence
of a projective plane of order 12 (the next open case) is unknown.

Example 1.5.1 The projective plane PG(2,2), also called the Fano plane,
is shown in Figure 1.4. The Fano plane contains 2% + 2+ 1 = T points, they
are (0:0:1),(0:1:0),(1:0:0),(0:1:1),(1:0:1),(1:1:0),(1:1:
1). Ewvery line has three points, every point is contained in three lines, and
every pair of points determines a unique line that contains these points. For
example, (0:1:1) is on the line {(1:0:0),(0:1:1),(1:1:1)}, and the
points {(1:1:1),(0:0:1)} determine the line {(1:1:1),(0:0:1),(1:1:
0)}.

In recent years, codes derived from projective geometry have gained attention
because geometric objects in projective geometry can help to understand and,
sometimes, help to determine many parameters and bounds of these codes [5].
We first introduce some commonly used geometric objects [83] in PG(2, q).
An arc in PG(2,q) is a set of points, no three on a line. An arc with size
g+ 1in PG(2,q) is called an oval. If ¢ is odd, then an arc has at most ¢ + 1



CHAPTER 1. INTRODUCTION 32

(1:1:1) (1:0:1) (0:1:0)
Figure 1.4: The Fano plane PG(2,2).

points. When ¢ is even, the situation is different. In that case, an arc has
at most ¢ 4+ 2 points; an arc of the maximal size ¢ + 2 is called a hyperoval.
Furthermore, every oval is contained in a unique hyperoval. A line that meets
an oval at exactly one point is called a tangent. When ¢ is even, it can be
shown that all tangents of an oval intersect at one point, and this point is
called the nucleus of the oval [51]. The oval together with its nucleus forms
the unique hyperoval containing the oval. A conic in PG(2,q) is the set of
points X satisfying a quadratic equation of the form

2 2 2
QpoZy + 117 + A22T5 + ag1Xox1 + Ao + Q12X = 0 (114)

for some projective point A = (ago : @11 : a9z : ap1 : gz : aiz) in PG(5,q). If
q is odd, then every oval in a PG(2, ¢) is a conic [72].

Given an arc K, the matrix G(K) that has as columns the coordinate
vectors of the points of the arc generates a linear MDS code C(K). Con-
versely, the columns of a generator matrix of a linear MDS code form the set
of points on an arc [8].

An incidence matrix M of a projective plane PG(2,q) isa (¢*> +q+1) x
(¢*> + ¢+ 1) matrix, where rows of the matrix correspond to lines of PG(2, q),
columns of the matrix correspond to points of PG(2,¢), and the entries of
the matrix tell us which points are on a line and which lines contain a point.
The exact definition is as follows. Let M = (my;), (1,7 = 1,...,¢* + ¢+ 1)
where m;; = 1 if point j on line 4, and m;; = 0 otherwise. Since an incidence
matrix represents a projective plane, every row and every column has g + 1
ones. Two distinct rows have a common one in exactly one column, and two
distinct columns have a common one in exactly one row. We can express
these properties by the matrix equations

MJ=(q+1)J, M'M=ql+J
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where I and J denotes the identity matrix of size (¢° + ¢+ 1) and the all-one
matrix of size (¢* + ¢+ 1) X (¢* + ¢ + 1), respectively.

The rank of an incidence matrix of PG(2,q) over F, where ¢ = p" for
prime p is ‘12% + 1 [58]. Note that the rank of a matrix is invariant under
a reordering of the rows and columns. Hamada computed the ranks of the
incidence matrices of finite geometric designs (see [5]) over the underlying
finite field. He conjectured that, among all designs with the same param-
eters, geometric designs achieve the minimum rank [38]. In recent works,
designs with the same parameters and rank as geometric designs have been
discovered. However, no design has been found that achieves a rank lower
than that of geometric designs [19)].

Example 1.5.2 Two incidence matrices My, My of the Fano plane are

1101000 0110001
0110100 0101100
0011010 0011010

My={0 001101/, My=|1 010100 (1.15)
1000110 0000111
0100011 1100010
10100 0 1] 100100 1]

By interchanging the first column and the seventh column of M, the third
column and the fourth column of My, one can obtain My. The rank of both
My and M, is four.

Let PG(2,q) denote the projective plane over the finite field F,, where
q = p", p prime, h > 1, and let V (3, q) denote the underlying vector space.
Let M = (m;;) be the incidence matrix of points and lines in the PG(2, q).
The code associated with PG(2, ¢) is the p-ary linear code C that is the F,-
span of the rows of the incidence matrix M. Such codes are called incidence-
matriz (projective) codes. The dual code C* is the set of all vectors or-
thogonal to all codewords of C' [6]. Such dual codes are called (projective)
geometric codes.

A lot is known about the incidence-matrix codes associated with projec-
tive planes. It can be shown that the scalar multiples of the incidence vectors
of the lines provide the codewords of minimal weight ¢+ 1 in C'. Furthermore,
there are no codewords with weights between ¢ + 2 and 2g — 1, in fact, the
second smallest weight is 2g. These codewords of weight 2¢ are actually the
scalar multiples of the incidence vectors of the symmetric differences of the
incidence vectors corresponding to two different lines. For a proof of these
claims, see [18].
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Although not directly connected to our work, we want to mention some
interesting developments. We need the following definitions.

Definition 1.5.2 (Big-O notation) Suppose f(x) and g(z) are two func-
tions defined on real numbers, we write f(x) = O(g(x)) for x — oo if and
only if there exist constants C and D such that |f(x)] < C|g(x)| for all
x> D.

Intuitively, f(z) = O(g(z)) means that f(x) does not grow faster than g(x)
when x — oco. Let H be a k x n parity-check matrix where each row of H has
weight O(y/n). The code defined by H is called a Moderate Density Parity-
Check (MDPC) code. For a parity-check matrix H where every row has a
constant weight w; and every column has a constant weight wy, the MDPC
code defined by this matrix H is said to be of type (wi,ws). Therefore, the
p-ary linear codes C' generated by incidence matrices of PG(2, ¢) are MDPC
codes of type (¢ + 1,¢ + 1) [11]. MDPC codes were developed as a more
secure alternative for use in McEliece cryptosystems [56]. While MDPC
codes have a lower error-correction performance compared to LDPC codes,
they are sufficient to provide efficient decoding algorithms [10].

In most applications, the codes that are used are binary. Let M be an
incidence matrix of a projective plane PG(2, ¢), and let the code C be the Fo-
span of the rows of an incidence matrix M. If ¢ is odd, the dual code C*
has dimension 1 and minimum distance ¢?> + ¢ + 1, so these codes are not
interesting when ¢ is odd. If ¢ is even, specifically ¢ = 2" with h > 1, the
code C* has dimension 22" — 3" + 2" and minimum distance 2" + 2 [10].
The plane uses F, with ¢ the power of a prime p, and the code uses the
0-1 incidence matrix over a field F,; to define a p’-ary code, which is only
interesting if p’ = p. To overcome this limitation, new MDPC codes were
presented [11] using projective bundles from projective planes. A projective
bundle is a collection of ¢? + q + 1 ovals of PG(2, ¢), mutually intersecting at
a common point [33]. Another incidence matrix M’ can be created based on
the points and ovals in the projective bundle. By combining the incidence
matrices M and M’', we can obtain a matrix H = (M | M’). The minimum
distance of the code C' with parity-check matrix H is ¢ + 2. If ¢ is odd, the
dimension of the code C"is ¢> + ¢ + 2. If ¢ = 2" h > 1, the dimension of
code C" is 221 4 201 — 2(3M) 41 [10].

Next, we introduce the concept of a perfect difference set. In this thesis,
we utilize perfect difference sets to describe the generator matrix of the geo-
metric code. The use of perfect difference sets allows for a short description
of the generator matrix. Let Z, be the numbers {0, 1, ...,v — 1} with addition
and multiplication modulo v.
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Definition 1.5.3 (Difference Set) A (v, k, \) difference set is a subset D C
Z, of size k such that every element v € Z,\{0} can be expressed by x =
dy — do( mod v) for exactly X pairs (dy,dy) € D

Assume D is a set of k positive integers. If every nonzero integer (mod n)
has a unique representation as the difference of two elements of D, then D is
termed a perfect difference set [36]. So a perfect difference set is a difference
set with A = 1. For a difference set to exist, a necessary condition is that k(k—
1) = (v — 1)A. So a necessary condition for a perfect difference set to exist
is v = k> — k + 1. Note that taking k& = ¢ + 1, the necessary condition
is v = ¢®> + ¢+ 1. A sufficient condition for a perfect difference set to exist is
that ¢ be a prime power [35].

Example 1.5.3 1) A perfect difference set is D = {0,1,3} in Z;. We can
observe that if we construct a vector of length seven, assigning 1 to entries
at coordinates {1,2,4} and 0 to all other coordinates, we obtain a vector
(1,1,0,1,0,0,0), This vector aligns with the first row of My from the previous
example.

2) Another example is perfect difference set D = {1,2,5,7} in Z3.

Difference sets are closely connected to block designs. A block design is
a pair (P, B), consisting of a finite set P of points and a collection B of
distinct subsets of P called blocks, satisfying certain regularity properties.
The pair (P,B) is a t — (v, k, \)-design if |P| = v, if every block has size
k < v —1, and every set T of t points is contained in precisely A blocks.
So a difference set is a 2 — (v, k, \)-design, and a perfect difference set is a
symmetric 2 — (v, k, 1)-design, so with |P| = |B| = v.

1.6 Repair Locality and Availability

In this section, we will introduce two key metrics for evaluating the repair
efficiency of a code: repair locality and availability.

Given a k x n generator matrix G over Fy, a data vector = (z1, ..., z) is
encoded into the codeword ¢ = (cy, ..., ¢,) = G. Given a codeword h in the
dual code such that h; # 0, let R = R(h,1) :== {5 € {1,...,n}\{i} | h; # 0}.
We refer to such a set R as a repair set for the coded symbol in position 1.
The reason for this name is that if ¢ is a codeword, then

> hjc; =0, (1.16)
J
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hence an erased codeword symbol ¢; can be recovered from the collection
(¢+)rer of codeword symbols in the positions of R as

ci=— hjcj/hi (1.17)

JER

Let s; be the smallest size of a repair set for the coded symbol at position i.
Then the repair locality of the code is defined to be the maximum s of the
numbers s;. The families of codes with good local repair properties are often
studied under the name of Locally Repairable Codes or LRC’s.

LRC’s have been widely studied since their proposal [39,43]. It has been
shown that the minimum distance of an LRC with repair locality r can be at
most n—k— [%1 +2, where n is the length of the code and £ is the dimension
of the code [34,62]. The above minimum distance bound is a generalization
of the Singleton bound d < n — k + 1 (which is the value of this new bound
when we take r = k). An LRC that attains this bound with equality is called
an optimal LRC. It is possible to construct an optimal LRC from a so-called
2-layered MDS code [82]. Another construction of optimal LRC’s is by using
a two-level construction based on Gabidulin codes and a single parity check
code [80].

In addition to having small repair sets, it is also important for a code
to have many disjoint repair sets per coded symbol, since that enables si-
multaneous repair of copies of coded symbols [81]. Given a collection of
repair sets R, the repair availability of the coded symbol in position ¢ is the
maximum number ¢; of pairwise disjoint repair sets for the coded symbol in
position i (i = 1,...,n). The repair availability of the code is the minimum
t of the numbers ¢; (i = 1,...,n). A larger repair availability provides more
options to repair an erasure of a coded symbol, therefore providing enhanced
reliability for a DSS. Moreover, in a DSS, it is common for users to access
certain parts of the data (i.e., more popular data) more often than other
parts. We will discuss this issue in more detail later.

Example 1.6.1 Let
1000111
G=|0101011 (1.18)
0011101
be a matriz over Fy. Using G as a generator matriz for a code C, a vec-
tor & = (v1,22,23) is encoded as ¢ = (c1,...,c7) = (21, T9, T3, To + T3, 21 +

x3,T1+ X2, 1 + T2+ x3). The resulting code is systematic because every data
symbol appears in the codeword. The minimal repair sets for coded symbol ¢y
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are {2,6}, {3,5}, {4,7}, {5,7}, {6,7}. So the repair locality for coded sym-
bol ¢y is two. It is easy to see that every coded symbol has a repair locality
of at most 2, so the repair locality of the code is 2. It can be verified that the
repair availability for each coded symbol ¢; (i = 1,...,7) is 3. For example,
for c1, the disjoint repair sets are {2,6}, {3,5}, {4,7}. Therefore, the repair
availability of the code is 3.

Earlier Hadoop Distributed File System [12] (HDFS) employed Reed-Solomon
codes, while more recent versions employ LRCs, which are theoretically op-
timal in terms of repair locality [70].

A notion somewhat related to LRC’s is Private Information Retrieval
(PIR), where the focus is on recovering a data symbol rather than repairing
a coded symbol. A cryptographic PIR scheme allows a user to retrieve a spe-
cific data symbol from a DSS without revealing to any single node which data
symbol the user is interested in [26]. Originally, PIR codes were developed
to reduce the storage overhead as a coding layer on top of an information-
theoretically private PIR scheme on multiple non-colluding servers. Nowa-
days, PIR codes are also used for example in network switches to improve
the throughput rate. A ¢-PIR code enables a user to retrieve a specific data
symbol from the information on each of ¢ disjoint sets of nodes (these sets
are called recovery sets for that data symbol). So here the role played by
the parameter t is similar to the role played by the repair availability for
an LRC. In cryptography, much research focuses on enhancing the privacy
of users and nodes [20], while in coding theory, the focus is on decreasing
locality and increasing availability [93]. A t¢-functional PIR code allows a
user to retrieve a linear combination of data symbols from each of ¢ disjoint
sets of nodes. In coding theory, a significant amount of attention has been
devoted to batch codes [68]. A t-batch code enables t users to retrieve ¢ data
symbols from the data on each of ¢ disjoint sets of nodes, and a t-functional
batch code enables ¢ users to retrieve ¢ linear combinations of data symbols
from the data on each of ¢ disjoint sets of nodes [45]. It has been shown that
as the number of nodes used to store the data approaches infinity, serving
PIR requests becomes as hard as serving batch requests [52].

In the context of a DSS, repair problems are not the only concern, other
factors also play an important role. One significant issue is managing popu-
lar data, that is, handling a situation where certain information is frequently
accessed by multiple processes in parallel. A systematic code with repair
availability ¢ can serve t + 1 simultaneous requests for copies of any fixed
data symbol. There is a trade-off between the code rate, the minimum Ham-
ming distance, and the availability parameters. Concerning ¢-PIR codes, it
is possible to construct codes that support an increasing number of parallel
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reads while maintaining a large code rate [65]. Another way to address hot
data is to balance the popularity (that is, the number of requests) of the
data when designing a DSS. If too many requests go to one node, it may
cause the service to slow down. The MaxMin model spreads out the most
popular items evenly across servers to avoid overloads and thereby controls
the discrepancy of access requests [23]. Additionally, a method named Bal-
anced Trades can redistribute data items without changing the total number
of specific items on each node [61].

The service rate region of a DSS shows the possible data requests that
the system can handle. The service rate region is crucial to understanding
DSS efficiency [3]. The number of data requests that the system can support
can be increased by employing coding techniques, thus improving the service
rate region. It has been shown that by using a generalized version of a
specific type of batch codes, known as primitive multi-set batch codes, the
integer service rate region can be maximized [2]. For a given code, a DSS can
select nodes and split requests to be served, a process known as a request-
splitting scheme. It is possible to find the optimal request-splitting scheme
to maximize the achievable service rate region for certain classes of codes,
such as MDS codes. However, finding the optimal request-splitting scheme
for other code families is still an open problem [1].

1.7 Group Actions

The construction of the linear FR storage code in [41] is based on the idea that
an invertible linear map on the data space effectively “transfers” the available
(linear) repair procedures for a potential proto-state to repair procedures for
its image under this map. Now suppose that we can find linear maps that
map the initial potential proto-state to each of the proto-states resulting from
a repair and a subsequent node loss. Then by letting the group generated
by these linear maps act on the initial proto-state, we produce a collection
of proto-states, each of which automatically comes with the necessary repair
procedures transferred from the initial proto-state. As a consequence, the
orbit of the initial proto-state under the group in fact forms the collection of
proto-states of a linear FR, storage code, with the group acting as the group
of linear automorphisms of the code. In this thesis, we will use a similar
idea to describe the automorphisms of another functional-repair code. To
describe these ideas in detail later in this thesis, we need some preparation.

Definition 1.7.1 (Group Action [25]) A (right) group action of a group G
on a set S is a map (s,g) — s-g from S X G to S satisfying the following:

(1): (s-g1)-g2=15"(g1-92), forall s € S, 91,92 € G,
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(2): s-1=s, foralls€S.

A left group action is defined similarly. We write sg for the expression s - g
if no confusion can arise. The action of G on S partitions S into orbits,
where s1, s € S are in the same orbit if s1-g = s5 for some g € G. We denote
the orbit of an element s of S as s-G. Formally, the relation ~ defined by s1 ~
s9 if and only if s19 = s, for some g € G defines an equivalence relation, and
the equivalence classes are the orbits. Given s € S, the subset G, = {g €
G | s-g = s} is called the stabilizer of s € S. The stabilizer G5 of s € S is a
subgroup of G. If GG is a finite group, the orbit-stabilizer theorem states that
the number of elements in the orbit s - G is equal to the number of distinct
left cosets of G in G, that is, |s - G| = |G|/|Gs|. The action is said to be
transitive if there is only one orbit, necessarily the whole of S.

Example 1.7.1 Consider the collection

SR A O B S R R

of siz 2 X 2 invertible matrices with non-zero determinants over Fy. These
matrices actually form a group under the operation of ordinary matrix mul-
tiplication called the general linear group of order 2 over Fy, denoted by

GL(2,2). Let
10 11
g1 = [0 1] ;g2 = [O 1] (1.20)

and consider the group Gi := (g1,g2) generated by gi,g2. Let the set S
consist of all the non-zero vectors of vector space V(2,2), and consider the
right group action of G1 on S by matriz multiplication. So

S = {[1,0],[0,1],[1,1]}. (1.21)

In this group action, gy is a stabilizer of [1,0],[1,1] and [0,1], g2 is a stabilizer
of [0,1]. The orbits of this group action are Sy = {[1,0], [1, 1]}, S> = {[0,1]},
s0 this action is not transitive.

Concerning our new code, we use a group of order 677376 of linear auto-
morphisms of a 9-dimensional vector space, i.e. the data space, acting tran-
sitively on a collection of 72 subspaces, to construct the code and to describe
its automorphisms. Here, these 72 subspaces constitute the coding spaces of
the code.



CHAPTER 1. INTRODUCTION 40

1.8 Author’s Contributions

In this thesis, we mainly focus on the construction of update and repair codes
for DSS. Our contributions can be summarized as follows.

e We present a family of storage codes with a rate close to 1/2. These
codes achieve good update efficiency, have small locality and large avail-
ability, and have a short description (see below). To the best of our
knowledge, these are the first storage codes that achieve all these aims
simultaneously.

e We provide a pair of sparse matrices G and H for the above update
efficient codes. Our codes have some freedom in the choice of G, thus
enabling unequal update frequencies for different data symbols. The
codes have a short description, that is, the matrix H can be described
in O(y/nlogn) bits, and the matrix G can be described in O(nlogn)
bits.

o We probabilistically analyze the update and repair performance of the
distributed storage system based on our codes. Moreover, we experi-
mentally determine the critical probabilities for permanent server fail-
ure for small values of ¢.

The above contributions are based on a paper published at the 2022 IEEE
International Symposium on Information Theory [47].

e We construct a new small optimal binary linear functional-repair regen-
erating code, with parameters {m, (n, k), (r,a, )} = {9, (5,4), (4,3, 1) }.
This is only the second known example of a regenerating code with both
small field size and efficient repair, and with parameters in a corner
point on the cut-set bound different from the MSR and MBR points.
Unlike the codes constructed by Mital et.al. [57], our codes guarantee
that repair remains possible indefinitely, not just with high probability.
In addition, we have revisited the first example of such a code, a stor-
age code with {m, (n, k), (r,a, 8)} = {5, (4,3),(3,2,1)} first described
in [41].

e The new storage code has a relatively simple description involving
only 72 distinct coding spaces. These 72 vector spaces together with
one additional space form a vector space partition of V(9,2) into 3-
dimensional subspaces. There is a one-to-one correspondence between
the vector spaces in this partition and the points in the projective plane
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PG(2,8). This correspondence provides a rather unusual, namely non-
linear representation of PG(2,8). This partition, when considered pro-
jectively, is actually a plane spread. It is left invariant by a group of
order 677376 that is isomorphic to the subgroup of PGL(3,8) fixing a
point (in its action on PG(2,8)). The efficient repair algorithm of the
new storage code can be conveniently described in terms of conics in
the underlying geometry.

e We provide geometric and algebraic descriptions of both the old and
the new codes, together with efficient repair methods. We show that
the automorphism group of the code is isomorphic to the subgroup of
the full automorphism group of PG(2,8) that fixes a point.

The above contributions combine content from the paper published at the
2024 IEEE International Symposium on Information Theory [46] and a paper
submitted to the international journal Designs, Codes and Cryptography.

All authors listed in these published or submitted papers have contributed
equally.
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Abstract

Update performance is a common concern in modern distributed storage
systems. In this work, we construct explicit update-efficient codes via finite
projective planes, also having efficient local repair with availability, and a
short description. We compare to other existing solutions, including block
codes from convolutional codes.

We analyze the repair behavior of the codes via analogy with decoding of
LDPC codes over an erasure channel, and the performance of the distributed
storage system based on the codes involving updates and repairs.

Key words: erasure codes for distributed storage, update efficiency, locally
repairable codes with availability, decoding of LDPC codes, erasure channel,
projective geometry codes.

2.1 Introduction

For a prime ¢, the ¢g-ary linear code given by the row span of the 0-1 line-
point incidence matrix of the (standard, Desarguesian) finite projective plane
PG(2,q) is denoted by C(2,q) (here 0 and 1 are viewed and computations
are performed in the finite field F,; for definitions, see below).

This definition can more generally be made for prime powers ¢, and for
q a power of 2, the dual binary code C*(2,q) of the binary code C(2,¢) has
been proposed as an LDPC code [13] with geometric aspects discussed in [35].
We will instead let ¢ be a prime, and propose to use the code C+(2,¢q) for
storage. Later LDPC codes from finite geometry over other finite fields have
also been considered [36].

Note that there are constructions of quantum LDPC codes [1] based
on finite geometries, where (row space of) the parity-check matrix is self-
orthogonal over [Fy, whereas for our codes the generator matrix is self-ortho-
gonal over F,.

Codes for storage or erasure codes considered in the literature based on
finite geometry, optimized for different purposes, are often assumed to be
binary, e.g. [22], [24]. Our choice of a linear code over the field F, with ¢
prime has two reasons: we can provide a sparse pair of generator and parity-
check matrices G and H only for prime ¢ for this code C*(2,¢q); the code
C1(2, q) is non-trivial only as a g-ary code [14].

In fact the matrices G and H will have “moderate” density like in moderate-
density parity-check codes [5], i.e. row weight of order square-root of row
length. The sparseness of G provides for good update performance, while
the sparseness of H together with the structure of PG(2,q) provides for
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good locality and availability of local repair.

Storage codes for functional repair from projective geometry, optimized
for repair and data recovery, were considered in [21]. Codes with locality and
availability from projective geometry were considered e.g. in [23], [10], [27]
and [31], based on equidistant constant dimension subspace codes in [27],
and binary codes based on partial geometries in [23].

For us availability refers to multiple repair alternatives for local repair.
While codes with good updation and locality have been considered in the lit-
erature [28], [17], our codes have the advantage of being entirely explicit (they
do not exist for large lengths only) and achieving a good repair availability.

Block codes from convolutional codes recently proposed for distributed
storage [7], [15] also have sparse matrices and a good locality, but fail to
provide a good repair availability, see section 2.4.2 for some more comparison
details.

Additionally, PG(2, ¢) has an explicit incidence matrix in circulant form,
from which our matrix H, obtained by deleting some rows, and via H our
matrix G, obtained by taking some differences of pairs of rows, will both
have a short description.

Perhaps a disadvatage of our codes is that they are necessarily g-ary when
derived from PG(2,¢q), for ¢ prime, otherwise they are trivial [14]. But in
a prime field, computations are conceptually easy and permit optimizations
for, say, Fermat primes or primes close to powers of 2.

Perhaps another disadvantage is that data recovery from the distributed
storage system is not clearly seen to be cheap for an individual data symbol,
i.e. it is not clear how to recover a single data symbol from a small number
of coded symbols. This is left as further work. But this assumption is not
necessary for efficient updates.

We also analyze probabilistic models of updates and random (non-adversa-
rial) failures of servers, and a scheme for the respective repair analogous to
decoding of LDPC codes. We experimentally find the critical probability of
permanent server failure under the repair scheme for small primes q.

2.1.1 Contribution

Our contribution is providing a family of explicit storage codes, of rate close
to 1/2, specifically %, that achieve at the same time good update-
efficiency, local repair with both locality and availability, and have a short
description. To our knowledge, this is the first construction of an explicit
family of codes for storage having good update efficiency, repair locality and
repair availability at the same time.
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Both update, based on data delta update, and repair only involve ad-
ditions and subtractions in the field F, for a prime number ¢. Our pro-
posed simplified repair scheme is completely analogous to iterative decoding
of LDPC codes over an erasure channel, so the respective algorithms can be
used, and the relevant analyses apply. Our family of codes is a known family
of g-ary linear codes of length ¢®> + ¢ + 1 for any prime number ¢, and we
provide a pair of sparse matrices G and H for the codes. We have freedom
in the choice of GG, admitting support for unequal update frequencies for dif-
ferent data symbols. Achieving all these aims at the same time is novel to
the best of our knowledge.

Furthermore, we probabilistically analyze the update and repair perfor-
mance of the distributed storage system based on our codes, and experi-
mentally find the critical probabilities for permanent server failure for small

q.

2.2 Preliminaries

2.2.1 Distributed storage system, update efficiency, re-
pair locality and repair availability

A distributed storage system (DSS) will be given as a linear code with a
given k-by-n generator matrix G over IF,. Given a row vector a consisting of
data symbols a,...,a; € Fy we store a row vector b = aG of coded symbols
bi,...,b, € F;. A coded symbol corresponds to a server, and as is standard,
we can recognize when the server is down, i.e. when the coded symbol is
erased.

The support of a vector is its set of positions with non-zero entries, and
its (Hamming) weight is the size of its support.

The update efficiency u; of a data symbol a; is the weight of the i-th
row of GG, i.e. the number of coded symbols that need to be updated when
updating a;. The update efficiency u of the code given by G is u = max; u;.

The (repair) locality of a coded symbol b; is the minimum r; such that b,
is a function of some other r; coded symbols b;,,...,b;, € {b1,...,b,}\{b;}.
Then {b;,,...,b; } is a repair group for b;. The repair locality r of the code is
r = max; r;. A coded symbol b; has (r;,d;)-locality if there is a set of some
other 7; +¢; — 1 coded symbols such that any of its subsets of size r; is a
repair group for b;. The code has (r,d)-locality if all of its coded symbols
have (r, 0)-locality.

For a DSS given by a generator matrix G, a repair group {b;,,...,b; }
for coded symbol b; is containment-wise minimal if and only if {j,41,...,4,}
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is the support of a dual codeword (to the row space of G) that properly
contains no other non-empty support of a dual codeword.

The (repair) availability of a coded symbol b; is its maximum number ¢;
of pairwise disjoint repair groups; the repair availability of the code given by

2.2.2 Finite projective plane PG(2,q)

The pair (X, £), where X is a finite set and £ is a system of its subsets, is
(an aziomatic) finite projective plane [16] if 1) there exists a 4-element set
F C X with |[LNF| <2foreach L € L, 2) |LyNLs| = 1 for any two distinct
Ly, Ly € L, 3) for any two distinct z1, 22 € X there is exactly one L € L
with 1,29 € L. The elements of X are called points and the elements of
L are called lines, where a point P lies on a line L if P € L. Then there
exists ¢, the order of the projective plane, such that 1) |L| = ¢ + 1 for each
Lel, 2){LeL :PelL}=q+1foreach Pe X, 3)|X|=¢*+q+1,
4) 1L =¢+q+1.

Projective planes exist for all orders ¢ that are powers of a prime number,
and are conjectured to not exist for other gq.

For the Desarguesian finite projective plane PG(2, q) of order ¢, points are
given by 1-dimensional subspaces of the vector space IFS, lines are given by
2-dimensional subspaces, and a point lies on a line if one of the subspaces is
contained in the other. Formally, it has X = {v € F}\{0}}/ ~ where v ~ w if
and only if v = Aw for some A € F,\{0}, and £ = {((P,Q)\{0})/ ~: P,Q €
X, P # Q} where a point P lies on a line L if there are P € P, L € L with
PelL.

2.3 Linear codes from the finite projective
plane PG(2,q)

In this section, we describe the g-ary dual code C(2,q) of the g-ary linear
code C(2,q) corresponding to the standard (Desarguesian) projective plane
PG(2,¢q) for a prime number ¢, and note that it has both an explicit sparse
generator matrix and an explicit sparse parity-check matrix. For an overview
of linear codes from projective geometries, see for example [14].

2.3.1 Incidence matrix A,

From a given projective plane of order ¢ we can construct the transpose A,
of its (¢* + ¢ + 1)-by-(¢* + ¢ + 1) incidence matrix as follows. The rows of
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A, are indexed by lines of the projective plane, and columns by points. An
entry in the incidence matrix is 1 if the respective point lies on the respective
line, and 0 otherwise.
The weight of each row and each column of A, is ¢ + 1. The supports of
any two rows, or any two columns, intersect in exactly one element.
Ezample: An incidence matrix Az of PG(2,3) is

&

I
—HOOHOHOOOOOOH
[=lel el elelelelelelol
O—OFHOOO0OOORFO
HOrROOOOOO~HOO
(=l elalelelelaly telel iy
HOOOOOOHFOORO
COO0O0OO—HOO—OR
COCOO—HOO—OO
OO0 HOOROROO
COOHFHOO~ROROOO
OOFHFOO—O—ROOOO
O OOHOROOOOO
—HEOOROROOO0O0O

2.3.2 Circulant structure of A,

Note that in this example the matrix has a circulant structure. For any prime
power ¢ such a circulant transposed incidence matrix exists, corresponding
to PG(2,q), coming from a (Singer planar) perfect difference set [32].

A perfect difference set is a set of residues S = {ay,...,a,41} (mod n)
such that every non-zero residue mod n can be uniquely expressed as a; — a;
for distinct a;,a; € S. Then n = q(¢g+1) + 1.

From Fourier-theoretic arguments, no row of the circulant matrix A, can
have long blocks of consecutive zeros [11], so A, will have non-zero entries
far from the main diagonal.

We describe a construction [25] of a perfect difference set modulo ¢ +
q + 1 equivalent to Singer’s original construction [32]. Let Fy; = () be
the multiplicative group of the finite field Fs. Then [F, is a subfield of s
with F; = (@ *4t1) " The group G = F7s /I, is cyclic of order P +q+1,
corresponding to integers modulo ¢? + ¢ + 1. The cosets of the A € FZ3, for
which the trace Tr(A) = A+ A7+ A7 equals zero, form our desired perfect
difference set. From this we obtain an incidence matrix A, for PG(2,¢): a
row of A, will contain ones in positions indexed by an element of the perfect
difference set and zeros elsewhere, and other rows of A, will be its cyclic
shifts, so A, will be circulant.

From now on, let ¢ be a prime, not just a prime power.
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2.3.3 Parity-check matrix H for the linear code C(2,¢)
for ¢ prime

The g-ary linear code C(2, ¢) is the row span of A, over F,. A full-rank parity-
check matrix H for its dual code C1(2, q) is obtained by deleting some rows
of A,.

Moorhouse [19] proved that we get a basis for C(2,¢) as follows, this is
referred to as a Moorhouse basis; the proof is quite lengthy. Fix an arbitrary
row R of A, and let {ry,...,r,41} be an arbitrary ordering of the positions
with a 1 in row R. Of the rows other than R, for each i =1,...,q+ 1, keep
arbitrary ¢ — 1 rows with a 1 in position r;. Moorhouse proved this yields a
full-rank ((¢*> + ¢q)/2 + 1)-by-(¢*> + ¢ + 1) matrix H whose rows generate the
row span of A,. We will use such an H to later construct a generator matrix
G.

We will in fact use the parity-check matrix A, (with redundant rows) for
local repair.

FEzxample: First select the first row of A3 as the basic row R. Then delete
3 rows of Az which have 1 in position 1, delete 2 rows of A3 which have 1 in
position 2, delete 1 row of A3 which has 1 in position 5. Finally we obtain a
full-rank parity-check matrix H3 from the incidence matrix A; of PG(2,3).
(Here we kept the first few rows of A,, but this is not always possible.)

N 1100101000000
2 0110010100000
ha 0011001010000

H3=|hi | = 0001100101000 (2.2)
hs 0000110010100
he 0000011001010
e 0000001100101

2.3.4 Generator matrices G for the linear code C(2, )
for ¢ prime

The code C1(2, q) is generated by the differences v — w (computed over F,)
where v, w are the 0-1 incidence vectors of lines of PG(2,¢q) or the rows of
A, 2]

Thus a full-rank ((¢?+q)/2)-by-(¢*+g+1) generator matrix G for C*+(2, q)
can be obtained as follows. Let V be the set of the rows of any previously
obtained matrix H, or more generally any full-rank matrix obtained by keep-
ing (¢> + q)/2 + 1 rows of A, that generates the row space of A,. Fix any
(arbitrary) tree on vertex set V, i.e. a simple undirected connected graph
(V, E') without cycles. Then rows of G will be indexed by the edge set E of
the tree, and a row is v — w (computed over F,, with v and w taken in any
order) where {v,w} € E is the respective edge.
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Indeed, all pairwise differences of rows of H can be expressed via paths
between vertices, so the codimension of the row span of G in C(2,¢q) is at
most one (add a row of H). On the other hand, C1(2, q) is generated by all
pairwise differences of rows of A,, is contained in C(2, ¢), and has codimension
one in it [2].

Choosing a graph on V| we necessarily have to choose a tree. The graph
needs to be connected to express all pairwise differences u — v. The graph
needs to have no cycles for the matrix G to be full-rank: a cycle would
provide a dependency of the rows corresponding to the edges of the cycle.
We will use that rows of G are sparse since rows of H are sparse.

Example: We give two generator matrices Gél), Géz) from the parity-check
matrix Hs of PG(2,3). Number the rows of H; from 1 to 7, so the vertex
setis V' =1{1,2,3,4,5,6,7}.

Matrix Gél) corresponds to the balanced binary tree with edges 1 —6, 1—
7,6—-2,6-3 7—4,7-5:

hi—he 1

O i R
3 = | ha—he | = | 0
ha—hz 0

hs—hs 0

0. (2.3)

Matrix Géz) corresponds to the balanced binary tree with edges 1 —6, 1—
7,6-2,6-4 7-3, 7-5:

hi1—he 11001-10 00-10 —-10
h1—hz 11001 0 0 —100 —1 0 —1
G(2)_ ha—he¢ | _ | 011000 -1 1 0-1 0 —1 0 (24)
3 = | ha—he | — l 00110 0 -110 -1 0 -1 |- .
ha—h7 00011-1-1100 0 —1
ha—hs 000011 -1-110 0 0 —1

The trees are different in the edges 6 — 3, 7 — 4 versus 6 — 4, 7 — 3, and
G:(,)l) and GéQ) are different in rows 4 and 5.

2.3.5 Short description

Matrix A, is circulant [32], so to determine it, it suffices to list the positions
of ones in the first row. To determine the matrix H, we additionally need to
remember the numbers of rows of A, that we keep. For matrix G, we also
need to remember the tree. So we have a short description for G.

Ezample: Matrix Asz is determined by the support {1,2,5,7} of its first
row. Matrix Hj is determined by the set {1,2,3,4,5,6, 7} of the rows of As
that we keep. Matrix Gél) is determined by the rows of H3 and the tree with
edges 1 —6,1—-7,6—2,6—3,7—4, 7—5 (and the sign of its rows + or
—), analogously for matrix G{.
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2.3.6 Choice for G: support for unequal update fre-
quencies

By the choice of a different tree for forming G, having different vertex de-
grees, it is possible to support unequal update frequencies of different data
symbols. If the support of a column of G is bigger, roughly corresponding to a
bigger vertex degree, this support could correspond to a set of less frequently
updated data symbols. This is because a coded symbol corresponding to a
column of GG is updated precisely when updating a data symbol corresponding
to a row index in the support of the column.

It is possible to start using a new tree during system operation, involving
first a full repair, then recovering the full data vector a and then computing
the coded symbol vector b = aG’ for the new matrix G’ corresponding to the
new tree.

Example: Suppose the data symbols a4, ..., aq are updated respectively
a) 2,2,2, 22,2, b) 1,4, 1,4, 1, 1; ¢) 4, 1, 1, 4, 1, 1 times per time
unit, i.e. on average twice. Then, using matrix Gél), the maximum of update
frequencies of coded symbols is a) 8; b) 7; ¢) 10, and for matrix fo) it is
a) 10; b) 11; c) 8 times per time unit. So in cases a) and b) matrix G5 is
preferable, while in case c¢) matrix ng) is preferable.

2.4 Minimum distance of C(2,q) and C*(2,q)
for ¢ prime, efficient update and local re-
pair with availability, operation of the DSS

For ¢ prime, the minimum distance of C(2,q) and C*(2,¢) is known to be
respectively ¢ + 1 and 2q.

Thus update efficiency u > 2¢. The matrix G is already optimal for
update efficiency v among generator matrices of C+(2, ), since its every row
has weight 2q, so u = 2gq.

Similarly, locality r > ¢ = ¢+1—1, since repair can only be performed via
the support of a codeword of C(2, ¢), i.e. one coded symbol in the support can
be repaired knowing all the other coded symbols of the support; but r = ¢
because each projective line is a support of a codeword of C(2,¢q). That is,
the coded symbol corresponding to a point of a line can be repaired from the
coded symbols corresponding to all the other points of the line: it is repaired
to minus the sum of the other coded symbols of the line (over F,).

Furthermore, our code achieves the maximum possible availability ¢ =
qg+1=((¢*+q+1)—1)/q for codes of this locality r = q and this length
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n = ¢>+q+1: note that the pencil of all projective lines through a projective
point partitions the set of the other points of the projective plane into ¢ + 1
sets of size ¢ (the lines). That is, each coded symbol has t = ¢ + 1 pairwise
disjoint alternative repair groups of size r = ¢, jointly covering all other
coded symbols.

Example: From rows 1, 8, 10 and 13 of A3, we see that the 4 alternative
disjoint repair groups of size 3 for coded symbol by, which corresponds to the
first column of Ag, are {bg.b5.b7}7 {bg, bg, blg}, {b37 b107 bll}, {b4, b@, blg}.

2.4.1 Data delta updates

Updates are performed so that, when updating the i-the data symbol, the
user lets the system know the “data delta” A; = a; — a; with the old value
of the i-th data symbol a; and the new value a;. Since all non-zero entries
in the sparse matrix G are 1 or -1, this involves adding or subtracting A; for
2¢ coded symbols of the DSS (over F,).

The concept of “data delta updates” assumes the user can provide the
delta, i.e. the old data symbol was not lost.

Data deltas can be aggregated as Agl),AE2) ,... before providing their
sum A; = Zj AZ(-j) to the DSS. In practice, the data delta may be very
sparse compared to the size of the data symbol, allowing for source coding
techniques.

The order of implementing the updates is not important, as addition in
[F, is commutative and associative.

We remark that recovering a data symbol from the storage system is
a separate task, and to facilitate this other properties of the code may be
desirable, such as its batch-code-like properties [33], or as studied in the
service rates of codes problem [12]. An analysis of the feasibility of this
facilitation via optimizing the choice of G is deferred to further work.

Example: for the DSS given by the generator matrix Ggl) , when adding
A1 to data symbol aq, we see from the first row of Gél) that we have to add A,
to coded symbols by, b, b5 and subtract A; from coded symbols bg, big, bio.

2.4.2 Repair performance
Comparison with convolutional codes and (r,d)-locality

The block codes from convolutional codes [7], [15] obtain an (r, d)-locality for
d > 1. On the other hand, unlike our codes, the availability obtained in [7]
is very poor, only 2, at the cost of an increased locality.
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We can trivially obtain (r, d)-locality (ig,) by just taking the union of
lines/repair groups through the point that we repair; this does not capture
the full power of availability.

Repair scheme

We define the following scheme of repair, with similarities with LDPC de-
coding:

While possible, do:

Find a projective line with exactly one erased point or coded symbol
(corresponding to a server that is down), and repair this coded symbol or
server from the other points (coded symbols or servers) of the line.

Specifically, the coded symbol is repaired to minus the sum of the other
coded symbols of the line (over F,). O

We call the scheme a success if all servers get repaired and a failure
otherwise.

This corresponds to sequential repair similarly to the exact locally re-
pairable codes, e.g. [34]. However, here we do not fix the maximum number
of erasures that can be sequentially repaired beforehand. As we will see, this
number will be s, — 1, one less than the stopping distance.

Ezample: In the DSS (given by Ggl)) with parity-check matrix As, sup-
pose the set of erased coded symbols is {by, by, b3, by, bg}. At first, Algorithm
A cannot repair by or by, as each line through b; or by (each repair group)
has an erased symbol. But after repairing by, b3, bg respectively from, say,
repair groups {bg, bl(), blg}, {b5, blg, b13}, {b7, bn, blg} (here putting total load
3 on server by3), symbols by, by can then be repaired from, say, repair groups
{bg, b5, b7}, {b3, bg, bl()}.

LDPC decoding

This repair scheme is exactly analogous to message-passing decoding of LDPC
codes over an erasure channel for the code C*(2, q), for the parity-check ma-
trix A, (with redundant rows compared to H), as in [13], specifically it is the
Edge Removal algorithm [26]. A symmetric erasure channel is analogous to a
“static” probabilistic model of repair, i.e. first each server fails independently
with probability p, and later we start a repair process to repair them. So all
relevant algorithms and analyses of LDPC codes apply.
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Sets without tangents and stopping sets

We will subsequently compare with notions about stopping sets for LDPC
codes as in the survey [26], and explain their significance.

The stopping sets here are precisely the sets without tangents in geometry,
that is, sets of projective points intersecting no line in exactly one point [35],
see also [8] and [13].

Since sets without tangents are closed under unions, like stopping sets,
there is a unique largest set without tangents S that is a subset of a given
set T of failed servers. Given a fixed set T  of failed servers, the set S is
precisely the set of unrepaired servers as a result of Algorithm A, analogously
to stopping sets. So the result of Algorithm A is a success if and only if the set
of failed servers contains no non-empty set without tangents (no non-empty
stopping set).

Since any codeword of C*(2, ¢) has dot product over F, equal to zero with
the incidence vector of any line, the support of any codeword of C+(2, q) is a
set without tangents. But for odd ¢ > 5, the minimum distance of C+(2, q)
is 2¢, whereas there exist sets without tangents of size 2¢ — 2 [35].

We may ask for the smallest size s, of a set without tangents or stopping
set (stopping distance or stopping number [30], [26] of the incidence matrix
Ay, see also [37]). We have s, > ¢ + 2 since any point of a set without
tangents has another point on every line through it (for ¢ a power of two
this is sharp because of the existence of hyperovals). We have s, < 2¢ as the
union of two lines without the intersection point is a set without tangents.
Van de Voorde [35] provides s, for small odd ¢ as s3 = 6, s5 = 10, s; =
12, s9 = 15, s11 = 18. For odd ¢ > 5, we have ¢+ §/2¢+2 < s, < 2¢—2 [6].
For odd ¢ > 5, it was recently proved that s, > ¢+ 5 [20].

Ezample: In the DSS (given by Ggl)) with parity-check matrix As, sup-
pose the set of erased coded symbols contains the set {bs, bs, b5, bg, b7, bs }.
This is a stopping set (as it is the union of two lines through b, without b;),
so any line meeting this set meets it in at least 2 points. Algorithm A never
manages to repair any of those servers/coded symbols.

2.4.3 Operation of the DSS: server load, probabilistic
models of repair and update, and experimental
results

Server load

Note that we will have to assume that a server can handle load at least 2 or
3, i.e. 2 or 3 updates or repairs at the same time. This is because, most of



CHAPTER 2. UPDATE EFFICIENT CODES 63

the time, repair sets or the sets of updated servers will intersect in a small
number of elements: the supports of two rows of A, intersect in one element,
and thus most pairs of row supports of Gy will also intersect.

“Static” probabilistic model of repair, and error floor

In the “static” probabilistic model of repair, first all coded symbols are erased
or servers break independently with probability p, and then Algorithm A is
started for repair.

The dominating term of the failure probability of Algorithm A can be
approximated by the smallest size of a stopping set [8]. For the size of the
smallest set without tangents or stopping set (stopping distance) s, we have
max{q + 1v/2¢ + 2, ¢+ 5} < s, < 2¢ — 2 for odd ¢ > 5, so it is slightly
above the square-root of the length ¢*> 4+ ¢ + 1, providing the “error floor” as
in LDPC codes [29].

We should expect a “phase transition”, or a “sharp threshold” at the
“critical probability” as in [9], [3], and [4], that is: for p just slightly above
some critical probability p. (on the “error floor” of the “waterfall curve”),
Algorithm A will fail almost surely, and for p just slightly below p., Algorithm
A will succeed almost surely.

Experimental determination of critical probability

It is interesting to understand if this relationship between the dominating
term of the failure probability of Algorithm A and the stopping distance is
already apparent for small q.

For ¢ = 3,5,7,11, and for each failure probability p from 0% to 50% (with
step 1%), we ran 500 simulations of the “static” model. We let each server
fail independently with probability p, and ran Algorithm A for repair. This
took about one hour on a desktop computer. We recorded the size of the
largest stopping set S contained in the set of failed servers T', and whether
S was empty, i.e. if the repair succeeded.

For ¢ = 3, 5, 7, the set S sometimes had size s3 = 6, s5 = 10, s; = 12
respectively. For ¢ = 11, the set S always had size 27 or larger, whereas
s11 = 18. This shows that these ¢ are too small to show this relationship, or
that the number of experiments was too small.

The system failed 10% or more times, i.e. at 50 or more experiments
out of the 500, starting from server failure probability about p = 38% for
q=3 p=38%forq=05 p=234% for ¢ = 7; p = 29% for ¢ = 11.
For ¢ = 3,5, 7, 11, the value p’ = s,/(¢*> + q + 1) is respectively about
46%, 32%, 21%, 14% which is lower than p, as expected for such small ¢
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(here ¢ = 3 is an outlier, explainable by the large standard deviation of the
number of failed servers, and the abundance of small stopping sets).

“Dynamic” probabilistic model of repair and update

It may seem desirable to simulate the DSS where servers break at random
times and repairs and updates take a varying amount of time. For batch
codes, server load was simulated in [18].

But we may instead rely on our previous analysis: on updating, we ignore
erased servers and update working servers, separating the internal operation
of the DSS (repairs; use equally updated versions or propagate updates to
server being repaired) from the external operation of the DSS (updates).

2.5 Conclusions and future work

We proposed to use the g-ary linear codes C+(2,q) coming from the Desar-
guesian projective planes PG(2, ¢), for primes g, as storage codes. We showed
that they obtain a good update and repair performance. It would be desir-
able to understand if we can at the same time obtain a good data recovery
performance for individual data symbols.
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Abstract

Only a single example is known of a regenerating code with both small field
size and efficient repair, and with parameters in a corner point on the cutset
bound different from the MSR and MBR points. Here we present another
such code, based on a vector space partition of a 9-dimensional binary space
into 73 subspaces of dimension 3 that is strongly related to the projective
plane PG(2, 8); the coding spaces of the code consist of 72 of the subspaces in
the partition. The new storage code comes with an efficient repair algorithm
that can be described in terms of the underlying geometry.

3.1 Introduction

The global datasphere, the collection of all the data that we have gener-
ated up to now, is estimated to grow to 125ZB by the end of 2024 (here
1ZB=10TB and 1TB=103GB) see the IDC White Paper [18]. It is therefore
of great importance to devise methods to store these huge amounts of data
in an efficient, reliable, and economically feasible way. A distributed storage
system (DSS) is designed to store information reliably over time by storing
the encoded data on a distributed collection of potentially unreliable storage
nodes [4]. A DSS stores data with the aid of a so-called (distributed) storage
code.

3.1.1 Storage codes

In an often-studied model (see, e.g., [1,4,14,17]), the storage code stores a
file consisting of m data symbols from some field F, in encoded form across
n storage nodes, where each node contains o coded symbols from F,. If a
node is lost, the DSS replaces this node by a newcomer node; subsequently,
the DSS is allowed to choose any set of r helper nodes among the remaining
nodes; each helper node then computes 5 data symbols and send these to
the DSS, which uses this information to compute o« new data symbols that
are stored on the newcomer node. It is further required that over time, the
DSS can recover the original file from the information contained in any set
of k nodes. We will refer to such a code as a (g-ary) regenerative storage
code with parameters {m, (n,k),(r,a,)}. In the literature, the symbols
m and r are sometimes replaced by M or B and by d, respectively. Some
models [15,24,26] consider the repair of multiple erasures, but in this paper
we consider only the case of a single erasure.
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3.1.2 Exact and functional repair

The type of repair of lost storage nodes comes in two varieties. We speak
of exact repair if the content of a replacement node is an ezxact copy of the
content of the lost storage node [19]. A storage code that exclusively employs
exact repair to recover lost nodes is called an exact-repair (ER) storage code.
So an ER storage code is just a single-erasure-correcting code that allows for
a localized, more efficient correction method. A more subtle, and much more
difficult-to-understand repair method is functional repair. Here, the content
of the replacement node need not be an exact copy of the content of the lost
node, but still the repair and recovery properties of the code are preserved
over time. A storage code that does not always employ exact repair to recover
lost nodes is called a functional-repair (FR) storage code. A FR storage code
can be thought of as a family of codes, where an erasure in a code word from
a code in the family is corrected into a code word from possibly another code
in the family. We discuss linear FR storage codes in detail in Section 4.2,
and describe an example in Example 4.2.7. For a formal definition of FR
storage codes, we refer to [17, Section 3.1.1].

3.1.3 The cutset bound and regenerating codes

There are various ways to measure the efficiency of a storage code. Firstly,
it is desirable to limit the node capacity (or sub-packetization level) a, the
amount of data stored in each node, since this is a measure for the coding rate
R := m/na of the code. Secondly, we would also like to limit the transport
capacity (3, since this is a measure for the repair bandwidth v := r3, the
total amount of data that needs to be communicated during repair. In [4] it
is shown that there is a tradeoff between those two goals, described by the
cutset bound, which, under the usual assumption that k < r, takes the form

m < min(a, (r - i)B). (3.1)

For fixed m, k, r, the equality case takes the form of a piece-wise linear curve
that represents the possible trade-off between the storage o and the repair
bandwidth v = rf. Note that we necessarily have a > m/k and r > «; the
points on the curve where a = m/k with § minimal (so = a/(r — k + 1))
and 3 = «a/r with a minimal (so a = rm/(rk — (k* — k)/2)) are referred
to as the Minimum Storage Regenerating (MSR) and Minimum Bandwidth
Regenerating (MBR) points.

A regenerating (RG) code is an optimal regenerative code, so with param-
eters that meet the cutset bound (4.1) with equality, between the MSR and
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MBR points [4]. It is known [22, Theorem 7] that no optimal ER RG codes
can exist except in the MBR point (examples exist for any triple (n, k,r) [20])
and in a small segment starting in the MSR point; in particular, no ER RG
codes exist in the corner points on the tradeoff curve other than the MSR
and MBR points.

There have been some constructions of functional-repair RG codes [13,22]
at the MSR point. In addition, some nonexplicit FR RG codes have been
proposed [23], [25] for all corner points, which require large field size and have
high-complexity repair. To the best of our knowledge, the only functional-
repair RG code with parameters in corner points other than the MSR and
MBR points and with efficient repair is the binary linear storage code that is
constructed in [9]. Therefore, it is of great interest to find more functional-
repair RG codes allowing for efficient repair.

3.1.4 Our contribution

In this paper, we are especially interested in linear storage codes, since such
codes can be described relatively easily in terms of vector spaces. So in this
paper, we adhere to the vector space view ( [9,15,21,26]) on linear storage
codes, which we discuss in Section 4.2. Here at any moment in time, the state
of a storage node in a g-ary linear code is represented by an a-dimensional
vector space over the finite field F, of size ¢; the complexity of the code is
strongly related both to the size of ¢ and to the number of different vector
spaces that are required to describe the possible node states. Informally,
we will speak of a small linear code if both the field size and the number
of vector spaces involved is small. The binary linear FR RG code with
parameters {5, (4,3),(3,2,1)} described in [9, Section VI] is small, as it can
be described with only 8 vector spaces.

The main result of this paper is the construction of another small bi-
nary linear FR regenerating (so optimal) code, with parameters {m, (n, k),
(rya, B)} = {9,(5,4),(4,3,1)}. The new code has an efficient repair algo-
rithm, and has a relatively simple description involving only 72 distinct vec-
tor spaces. These 72 coding spaces together with one additional space form
a vector space partition [6] of F) with 3-dimensional subspaces; in addition
there is a one-to-one correspondence between the vector spaces in the par-
tition and the points in the projective plane PG(2,8). In fact, these vector
spaces form what could be termed a non-linear representation [3] of PG(2, 8),
as we will explain in [12]. The repair algorithm for the code can be described
in terms of conics in PG(2,8). The automorphism group of the code is in
fact isomorphic to the subgroup of the full automorphism group PI'L(3, 8)
of PG(2,8) that fixes a point. The construction itself is described in Sec-
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tion 4.5; the automorphism group of the code and the proof that the code is
indeed an FR RG code are the subject of Section 4.7.

In the long version [12] of this paper, we provide more details on the con-
struction and properties of this storage code and its relation with PG(2, 8),
and we also describe an efficient repair algorithm for the code.

3.2 Linear storage codes

For a formal definition of a linear exact-repair or functional-repair storage
code we refer to [17]. Below, we present a more intuitive derivation of the
model that will be used in this paper. See also [8,9,15,16,26] for additional
background.

Informally speaking, a storage code is called linear if the four processes
of data storage, data recovery, the generation of repair data from the helper
nodes, and the generation of the replacement data from the repair data, are
all linear (over some finite field). We consider the data file to be stored as
a vector  in an m-dimensional vector space V' = ;" over the finite field F,
with ¢ elements, the ambient space (or message space) of the code. For vector
spaces Ay, ..., Ay CV, we write A;+---+ A; or (Ay,..., A) to denote their
span or sum {a; + -+ +a; | a; € A;;i =1,...,t}, and we write (uy, ..., u;)
to denote the span of the vectors uq, ..., u;.

(a) (Storage) If a storage node stores the « linear combinations ¢; := wu;;xq +
<o+ Uy, (1 =1,...,a), then we associate with that node the vector space
U :=(uy,...,u,) over F, spanned by the a vectors w; := (w;1, ..., Um) in V,
so that ¢; equals the dot product u; - ® for i = 1,...,n. We refer to U as
the storage space associated with the node. Note that, as a consequence, any
linear combination y = w-& := u1x1+- - - Uy Ty With w = Mg+ -+ AUy €
U can be obtained as a linear combination A;¢; + - - - Ap¢q 0Of the data stored
in that node.

(b) (Recovery) We claim that the stored data can be recovered from k storage
nodes with associated vector spaces Uy, ..., Uy precisely when the sum U; +
- -« + Uy, of these vector spaces equals V. Indeed, if there are vectors u; € U;
(t=1,...,k) such that u; + - - - u; equals the j-th unit vector e; in V, then
the j-th data symbol z; can be recovered as z; = (uy - @) + -+ - + (uy - @)
where the dot product ;- is available from the node storing U; as explained
above.

(c) (Repair data) A helper node with associated vector space U can generate
B helper data symbols h; = r;-x (i = 1,..., 3) with repair vectors r; € U for
all i. We refer to the vector space R := (ry,...,rs) spanned by the repair
vectors as the repair space generated by the helper node.
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(d) (Replacement data) If the replacement node receives helper data from r
helper nodes Uy, ..., U,, where the node associated with U; contributes repair
space R; (i = 1,...,7), then the new node can be associated with a vector
space U, that is, it can construct all the data u - & with uw € U, provided
that UC Ry +--- + R,.

The above motivates and explains the following definitions.

Definition 3.2.1 Let Uy, ..., Uy be subspaces of some vector space V overF,.
We say that the collection {Uy,..., U} is a recovery set for V if the span
Uy +---+ Uy equals V.

Definition 3.2.2 Let Uy, ...,U,. and U be subspaces of some ambient vector
space V' over F,. We say that U can be obtained from the collection m :=

{U1,...,U,} by [-repair, written as N U, if we can find repair spaces
R, CU; withdmR; =0 fori=1,...,7 such that U C Ry +---+ R,.

Definition 3.2.3 A g-ary linear exact-repair (ER) regenerative storage code
with parameters {m; (n, k); (r, o, B)} is a collection Uy, ..., U, of a-dimensio-
nal subspaces of an m-dimensional vector space V' over F, (referred to as
coding spaces) such that (i) every k of the coding spaces form a recovery set
for' V and (ii) for every j € {1,...,n} and for every subset I C {1,...,n}\
{7} with |I| = r, the space U; can be obtained from {U; | i € I} by [-repair.

Example 3.2.4 Consider the code C' that stores a vector & = (g, x1, T2, x3)
€ 5 across four nodes, where node i stores the pair x;, ;.o + ;3 (indices
considered modulo 4). So the code C has code words ¢ = ¢(x) = ((zo, 2 +
z3), (21, 23+ To), (22, To+ 1), (23,21 + T2)), considered as a word in (F3)*. If
the contents of node 0 are lost, then a replacement node can download from
helper nodes 1, 2, and 3 the data symbols z3 + xg, x2, and x3, respectively,
which allows to ezactly reconstruct the two lost data symbols zy and x5 + 3.
So by the circular symmetry of the code, this is a binary linear exact-repair
storage code with parameters {m, (n, k), (r,«, 8)} = {4, (4,3),(3,2,1)}.

In the vector space description of this code, we have an ambient space
V = TF; = (eo, e, es, e3), and with node i we associate the subspace U; =
(ei,eira + €e;y3) (again with all indices considered modulo 4). If node 0
is lost, then a replacement node can download from nodes 1, 2, and 3 the
repair vectors 7o 1= ez+eq, r3 ;= ey, and r3 := e, respectively (so the repair
spaces are R; = (r;) (i = 1,2,3)). Then node 0 can be repaired exactly since
Uy C (71,79, 73), or, equivalently, since Uy C Ry + Ry + Rs. O

A functional-repair storage code can be thought of as a family of codes, all
with the same parameters; now if a symbol from a code word in one of the
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codes is lost, we require that this symbol can be g-repaired so that the new
code word again belongs to one of the codes in the family. And just as a
linear exact-repair storage code can be though of as a collection of subspaces
in an ambient space, we can think of a linear functional-repair code as a
family of collections of subspaces. This leads to the following definition.

Definition 3.2.5 A g-ary linear functional-repair (FR) regenerative stor-
age code with parameters {m,(n,k), (r,«,8)} is a family S of collections
{U1,...,U,} of a-dimensional subspaces of an m-dimensional vector space V
over [, referred to as (coding) states, such that (i) every k of the sub-
spaces in a collection in S form a recovery set for V and (ii) for every
state {Uy,...,U,} € S, for every j € {1,...,n} and for every subset I C
{1,...,n}\{j} with [I| = r, there exists a space U] that can be obtained from
{Ui | i € I} by B-repair such that {Uy,...,U;_1,Uj,Ujy1,..., Uy} is again a
coding state in S.

A proto-state of the FR storage code S is a collection of the form o\{U;}
where 0 = {Uy,...,U,} is a coding state in S.

We will refer to a subspace in a coding state as a coding space of the
storage code.

Note that ER storage code is just a FR storage code with a single state.
Note also that according to this definition, a regererating code is an optimal
regenerative storage code.

We will informally refer to a linear FR storage code as “small” if both the
field-size ¢ and set of all the coding spaces involved in the code are (relatively)
small.

We illustrate the above with an example.

Example 3.2.6 (See also [9].) Let V = F3, and let P consist of all collec-
tions m = {Uy, Uy, Us} of 2-dimensional subspaces of V' for which U; N U; =
{0} for ¢ # j and Uy + Us + U3 = V; in [9], such collections were termed
(3,1)-good. It is easily seen that m is (3,1)-good if and only if there are
T1,T2,73,a1,a2,a3 € V such that V = (ry, 79, 73,01, as), a1 + as + a3 =0,
and U; = (ry,a;) for i = 1,2,3 (here, the vectors a; are uniquely de-
termined, and each 7; can be replaced by 7; + a;). In that case, define
Uy := (r1 + ro,71 + 7r3). Obviously 7 —ﬂ—> Uy, and it is easily seen that
7\ {U;} U{Us} € P for i = 1,2,3. As a consequence, P is the collection
of proto-states of a binary storage code with parameters {5, (4,3),(3,2,1)};
the states of the code are the collections o = {Uy, Uy, Us, Uy} for which
o\ {U;} € P for all i = 1,2, 3,4. This code is optimal, with parameters in a
corner point different from the MSR and MBR point, so is a FR RG code.



CHAPTER 3. FR ON 72 CODING SPACES 76

Obviously this is not a small code since every 2-dimensional vector space is
a member of a coding state. In [9] a small code with the same parameters
was constructed (which is actually a sub-code of this code) that involves only
8 of the 2-dimensional subspaces of V. In [12] we will discuss that code in
detail. a

3.3 A new optimal FR storage code

In what follows we describe the construction of a new binary linear FR re-
generating (so optimal) code, which is small since it involves only 72 coding
spaces of dimension 3 in a 9-dimensional vector space over Fy. As the code
from [9], it is a member of the (r, s)-good code family with parameters sat-
isfyingn—1=k=r,a=s+1,=1,withm=(r—s)(s+1)+s+(s—
1)+---+1=(s+1)(2r — s)/2, where r, s are integers with r — 1 > s > 0,
see [9], [10], [11]. These codes are characterized by the property that if
o ={Ui,...,U1} is a state, then for any I C {1,...,r + 1}, the dimen-
sion d(I) of the vector space ) ., U; equals |I|(s + 1) if [I| < r — s, and
equals (r —s)(s+1)+s+---+ (r+1—1I]) if |I| > r —s. Such codes
are MSR if s = 0 and MBR if » = s 4 1; in all other cases these codes
are on corner points other than MSR and MBR and as a consequence their
parameters cannot be realized by ER storage codes. In [11], such codes are
constructed for all (r,s) with r —1 > s > 0, over any field in the cases where
s=0orr—s <2 and over F, when ¢ > r — 1. The code from [9] is a
small (3, 1)-good code, and the new code is (4,2)-good, so with parameters
{m, (n, k), (r,a, B)} ={9,(5,4), (4,3, 1) }.

Our original construction of the code employed the following result, first
mentioned without proof in [9].

Theorem 3.3.1 Let Uy, ..., U, be a-dimensional subspaces in an ambient
vector space V' over a finite field F, such that V = (U; | i € I) whenever
I C{l,...,n—1} with |I| > k (recovery) and

m:={U,...,Up1} LN U,.
Suppose L1, ..., L,_1 are invertible linear maps on V such that
Li:m— mU{U,}\ {U:}.

Then with G := (Ly,...,L,_1), the group generated by Li,..., L, 1, the
collection G(r) := {{g(U1),...,9(Un-1)} | g € G} is the collection of proto-
states of an {m, (n, k), (r,c, B)} linear FR regenerative storage code with r =
n—1andm=dimV.
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Proof. First, if V = (U; | i€ I) and L € G, then
V=L(V)=L({U|iel))=(LU)|iecl)

(transfer of recovery).

Next, for all L € G, since EN U, by linearity of the repair process, we
also have L(m) SN L(U,,) (transfer of repair).

And finally, L(w) U {L(U,)} is a coding state for all L € G, since for all
i, we have

L(m) ULLU) I \ALU:)} = L(7 U {Un} \ {Ui}),

and
L(x U{U}\ {U}) = Lo Li(x) € G(m).

O

In [12], we will show that a similar method can also be used to construct
other types of storage codes.

In this section, we define the 9-dimensional ambient space V and the 72
coding spaces of the new storage code, and (briefly) its relation with PG(2, 8);
in the next section we describe its coding states, discuss its automorphism
group, and use Theorem 3.3.1 to prove that the code is indeed a FR regen-
erative storage code.

Consider the finite field Fgy as a 6-dimensional vector space Y over Fy,
and consider the subfield Fg of Fg4 as a 3-dimensional vector space W; then
let V:=W @Y. Let a be a primitive element in Fg, for which af + a* +
a®+a+1=0; put v:=a’ and 8 := a’. Note that 3 has order 9 and that
7 is primitive in Fg; it is easily verified that v3 ++ + 1 = 0. The 72 coding
spaces are

Upa := {(w* + dw, bw) | w € Fg} (3.2)

for b € (8) and d € Fg. For later use, we also define the 6-dimensional vector
spaces V}, for b € () by
Vi := Fg @ bFg. (3.3)

We identify W with W @ {0} and Y with {0} @Y. Observe that W together
with the 72 coding spaces U, 4 form a vector space partition: every nonzero
vector in V' is contained in precisely one of these spaces. And observe also
that for every b € (), we have W C V, and U,4 C 'V, for all d, and every
vector in V, \ W is contained in U, 4 for exactly one d. This vector space
partition is strongly related to the projective plane PG(2,8). Indeed, for
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d € Fg and for b € (8) with b = by + by with by, by € Fg, define a point
P, € PG(2,8) by letting

Pyg = (bo: by : d); (3.4)

with the “left-over” space W, we associate the point Py := (0:0:1). First
we have the following.

Theorem 3.3.2 Let a,b,c € (5) be distinct and let d,e, f € Fg. Then the
three points Py 4, Py, Pe.y are collinear in PG(2,8) if and only if dim U, 4 +
Ub,e + Ucyf =9 (i.e., Zf Ua,d + Ub,e + Uqf = V)

Proof. See [12]. O

As a consequence, the coding spaces form a representation of PG(2,8). Let
P be the collection of the 72 coding spaces together with the “left-over”
space W. We define a collection L of lines as follows. With each of the 9
spaces V,, (b € (f)), we associate a line containing W together with the 8
coding spaces U 4 with d € Fs. Then, as a consequence of Theorem 4.6.1,
there are collections of 9 coding spaces, no two from the same space Vj,
with the property that any three span the message space V; these collections
form the lines in £ not containing W. In this way, we obtain a projective
plane (P, L), which is isomorphic to PG(2,8) by Theorem 4.6.1, with the
isomorphism given by the map Uy q — P, 4 and W — Py. Interestingly, this
representation is non-linear, that is, not every line is induced by a subspace
[3]. In [12], we describe a family of non-linear representations for projective
spaces PG(m, Q) with @ even that generalizes this example.

3.4 The automorphism group of the code

Let Tr : Fgy — Fg be the trace from Fgy to Fg, defined by Tr(z) = z + 28
Below, we need the following result.

Lemma 3.4.1 Let r,s € Fgy with r° + s° # 0. Then the map
frs b= (r?b+ 8071 /(r® 4+ 57 4 Tr(rs%))
is a permutation on ().

Proof. (Sketch) Let b € (8). If rb+ sb™' = 0, then r = s = 0 or s/r = V?
has order 9, that is, 7 = s%. So the conditions on r, s imply that rb+4 sb~! is
nonzero. Now if b € (3), then b® = b=!, so (rb + sb™1)® = r®~! 4 s8b, hence

(rb+ sb™ N (rb + sb™H)® = r? 4+ 5 + Tr(rs®h?);
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we conclude that f(0?) =1/(rb+ sb™')" € (3).
Next, if z,y € (3) with f(z?) = f(y?), then (rz +sz™1)7 = (ry + sy~ H)".
After multiplication by (rz + sx™1)(ry + sy™'), we obtain

0= (rPz7 ' + ) (ry + sy™") + (rPy " + y) (rz + sz 1)
(0 )y +ay ),

and since ¥ + s° # 0, we conclude that x/y = y/x, that is, 2% = y?, so that
T=1y.

For further details and generalizations, we refer to [12]. O
For all r, s,t € Fgy with 77 +s° £ 0, let g, 5, be the linear map on V =W aY
that maps a pair (w,y) € W @Y to the pair

(7 + s%)'w + Te((rs®y)") + Tr(ty), r?y + s°y°) (3.5)
and let the map I" be defined by
L (w,y) = (w?y?). (3.6)

Theorem 3.4.2 The collection G of maps g, s+ with r,s,t € Fgq with rd +
s9 £ 0 is a group under composition, with order 225792. The group G fizes
W and fixes the collection Uy 4 of coding spaces, in fact grsy @ Upg — Uy ar,
where

d = ((r" + s")'d + Te(th)) /(r® + 57 + Tr(rs®b))
and V' = (r*b + s?b71) /(r® + s + Tr(rs®h)).

Proof. (Sketch) We begin by noting that r?, s? € Fg, so g is indeed a trans-
formation on W @ Y. It is not difficult to verify that ggc f © Gape = Grsts
where

r=ad+ b, s =0bd+dbe,t = (d° +e”)c+ a’f + b0 f5;

note that 79 + s% = (a® 4 °)(d® + €”). The number of pairs (r, s) € F2, with
r?+5%#£0is 634+63+63-(63—9) =23-3%2-7% s0 |G| = 273272 = 225792.
The last claim in the theorem is also easily verified; the claim that ¥ € (3)
follows from Lemma 4.7.1. For further details, we refer to [12]. O

Now consider the group G = (G,T') generated by G and I'. Since I',T? ¢ G
and I® = go10 € G, we have |G| = 3|G|. It is easily seen that I' fixes W
and maps a coding space Uy 4 to Uz 2. As a consequence of Theorem 4.6.1,
the action of G on the coding spaces induces an action of G on PG(2,8)
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where each element of G acts as an automorphism of PG(2,8) that fixes Py .
Now by the fundamental theorem of projective geometry, the full group of
automorphisms of PG(n, ¢) is PT'L(n, ¢) [7]. So in fact G = PT'L(3, 8), the
subgroup of PT'L(3,8) fixing a point, as can be concluded by a comparison
of the orders of these two groups.

We are now in a position where we can prove the following result.

Theorem 3.4.3 Let Uy := Uy, Uy := Ugry, Uz 1= Upgsya, Uy 1= Ug s,
and let m := {Uy,Us,Us,Us}. Then the collection g(m) for g € G is the col-
lection of proto-states of a binary linear FR regenerative code involving the
72 wvector spaces Upq (b € (B), d € Fg) defined in (4.32), with parameters
{m, (n, k), (r,a, B)} = {9, (5,4), (4,3,1)}; these parameters represent an in-
ner corner point on the cutset bound and hence the code is regenerating (i.e.,
optimal).

Proof. (Sketch) We noted in Section 4.5 that the parameters correspond
to an interior point on the cutset bound. Define Uy := Ugs ;. With r; =
(73,75), 7y := (73, a), r3 := (v°,a%), and 7y := (1,0a°?), we have r; € U;
(1 =1,2,3,4) and Uy = (r1 + ro, 71 + 73,71 + 74) C (r1,79,73,74). Hence
T — Up. Next, let C' := T'" o goe1 g174, let L := I 0 gue2 4219, and let
M =T 0 ga21 433 46. It is not difficult to verify that C' : Uy — Uy = Us
U,U, = Uy, Uy— Uy, LUy — Uy, Uy Uy, U3 — Us, Uy — Uy, and M
Uy — Uy — Uz — Uy — Uy. So if we define Ly := L and Ly = C'MC™!
for i = 0,1, 2, then the claim in the theorem follows from Theorem 3.3.1 and
Theorem 4.7.2. O

With the notation as in the proof of Theorem 4.7.3, let Uy := (Uy, ;). Then
Uy \ Uy consists of the eight points 71,79, 73,74 and 75 := (7%, @) € Ugi 5,
re := (7%, a") € Ugs 15, 77 := (1,02*) € Ups 4, and 75 := (77, o) € Upz a.
It turns out that Py and the eight projective points associated to the eight
coding spaces containing the vectors in Uj™ \ Uy are contained in a unique
conic in PG(2,8) with as nucleus the projective point associated with the
coding space Uy. In fact, Py and the four points in PG(2, 8) associated with
the 4 coding spaces U; for i = 1,2,3,4 form a 5-arc in PG(2,8), and a 5-arc
is contained in a unique conic [2]. As a consequence of the group action, we
have the following.

Theorem 3.4.4 FEvery proto-state of the FR storage code in Theorem 4.7.3
repairs to the nucleus space of the conic determined by W and the four coding
spaces in the proto-state.

In [12], we describe an efficient algebraic repair algorithm for this FR storage
code.



CHAPTER 3. FR ON 72 CODING SPACES 81

3.5 Conclusions

We have constructed a regenerating (i.e., optimal) binary linear functional-
repair storage code with parameters {m, (n, k), (r,, )} = {9, (5,4), (4,3, 1) };
this code does not employ any symbol extension (i.e., 3 = 1). These parame-
ters represent a corner point on the cutset bound different from the MSR and
MSB points, and according to [22] these parameters cannot be realized by an
exact-repair storage code. The code is “small”: it is binary and the coding
states are made up from a collection of only 72 coding spaces. These coding
spaces together with one additional space form a wvector space partition of
the 9-dimensional ambient space V' = FJ of the code into 73 3-dimensional
subspaces, and constitute a non-linear representation of the projective plane
PG(2,8) of order 8 over Fs. The code (and the vector space partition) has
an automorphism group G of order 677376 consisting of invertible linear
maps on V that is isomorphic to the subgroup of the full automorphism
group PT'L(3,8) of PG(2,8) that fixes a point. After the small (3, 1)-good
binary linear code with parameters {m, (n, k), (r, o, 5)} = {5, (4,3),(3,2,1)}
involving only 8 coding spaces from [9], this is only the second small optimal
storage code known with parameters realizing a corner point on the cutset
bound different from the MSR and MBR points.
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Summary

Codes for Distributed Storage

Vast amounts of data are generated from sources like video, voice, and
text, and these amounts are still growing yearly, requiring sustainable stor-
age systems for data integrity and availability. Distributed Storage Systems
(DSS’s) offer a low-cost, reliable, and stable solution. A DSS stores data
across potentially unreliable storage nodes by adding redundancy to ensure
system reliability. Efficient update and repair mechanisms are critical for
maintaining stability, especially during node failures.

This thesis first constructs update-efficient codes based on finite projec-
tive planes, featuring efficient local repair and large repair availability. Sparse
generator and parity-check matrices are provided that also allow efficient up-
dates with flexibility in update frequencies. The performance of a DSS using
these codes is also evaluated.

Two key concepts in storage codes are node capacity and repair band-
width, where the possible trade-offs between them are determined by the
cut-set bound. Most research focuses on exact repair, where lost node data
is recovered exactly. However, functional repair, which does not recover lost
node content exactly but still maintains data integrity, allows to reach oth-
erwise unattainable points on the cut-set bound. This thesis constructs a
new optimal functional-repair code based on a vector space partition in 9-
dimensional binary space, strongly related to the projective plane PG(2, 8).
This storage code also has an efficient repair algorithm which is described
both geometrically and algebraically.
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Kokkuvote
Hajustalletuskoodid

Allikatest nagu video, audio ja tekst genereeritakse suuri andmehulki,
ja need hulgad endiselt aastast aastasse suurenevad, nii et nende talletamine
nouab andmete terviklikkust ja kattesaadavust garanteerivaid jatkusuutlikke
andmetalletussiisteeme. Hajustalletussiisteemid (HTS-d) pakuvad madala
hinnaga, téokindlat ja stabiilset lahendust. HTS talletab andmeid potentsi-
aalselt ebatockindlates talletussolmedes liiaga, mis garanteerib siisteemi t06-
kindluse. Efektiivsed andmeuuenduse ja parandusmehhanismid on stabiil-
suse hoidmiseks kriitilised, eriti solmede torgete korral.

See dissertatsioon esiteks konstrueerib uuendusefektiivsed koodid, mis
pohinevad loplikel projektiivsetel tasanditel ja mis voimaldavad efektiivset
lokaalset ja suure saadavusega parandust. Konstrueeritakse horedad generee-
riv- ja paarsuskontrollimaatriksid, mis voimaldavad ka efektiivseid ja paind-
like sagedustega uuendusi. Samuti hinnatakse neid koode kasutava HTS-i
joudlust.

Kaks talletuskoodide votmesuurust on solmemahtuvus ja paranduse labi-
laskevoime, mille omavahelist vastandlikkust kirjeldab loiketoke. Enamus
uurimusi keskendub tédpsele parandusele, kus mittetootava solme andmed
taastatakse tépselt. Seevastu funktsionaalne parandus, mille korral ei taas-
tata mittetootava solme andmeid tapselt, seejuures siiski tagades andmete
terviklikkust, voimaldab saavutada muul viisil mittesaavutatavaid punkte
loiketokkel. Dissertatsioon konstrueerib uue optimaalse ja funktsionaalse
parandusega koodi, mis pohineb vektorruumitiikeldusel 9-modtmelises bi-
naarses ruumis, ja millel on tugev seos projektiivse tasandiga PG(2,8). Sel-
lel talletuskoodil on ka efektiivne parandusalgoritm, mida kirjeldatakse geo-
meetriliselt ja algebraliselt.
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