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Study of cyber-aggressive behavior on social media

Abstract:

Antisocial behavior rises since every online environment encourages social engagement.
Recently, the expression of aggression in social networks has increased a lot, which
also causes a lot of adverse effects, such as mental health problems or some other
controversies. Hence we perform the first ever user aggressive behavior analysis on
Twitter social media official microblogging site, which has no restriction on aggressive
behavior. Using the proposed pipeline, we study the user’s aggressive behavior. The
pipeline is based on three stages such as data collection, aggression detection, and user
profiling. In this study, we detailed analyzed the aggressive behavior of users are depends
on their aggressive feeds and events. Further, our analysis revealed that user engagement
is higher in aggressive posts.
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Tiiiibituletus neljandat jarku loogikavalemitele

Lithikokkuvote:

Antisotsiaalne kditumine kasvab, kuna iga veebikeskkond soodustab sotsiaalset kaa-
satust. Viimasel ajal on sotsiaalvorgustikes palju suurenenud agressiivsuse viljendus, mis
pOhjustab ka palju korvalmojusid, nagu vaimse tervise probleemid voi moni muu vaidlus.
Seetottu viime ldbi esimest korda kasutajate agressiivse kditumise analiitisi Twitteri sot-
siaalmeedia ametlikul mikroblogi saidil, millel pole agressiivsele kditumisele piiranguid.
Kavandatava torujuhtme abil uurime kasutaja agressiivset kditumist. Konveieri pShineb
kolmel etapil, nagu andmete kogumine, agressiooni tuvastamine ja kasutajaprofiilide
koostamine. Selles uuringus analiilisisime iiksikasjalikult, kuidas kasutajate agressiivne
kditumine soltub nende agressiivsetest voogudest ja siindmustest. Lisaks nditas meie
analiiiis, et kasutajate seotus on suurem agressiivsete postituste puhul.
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Internetis sotsiaalmeedia, agressiooni tuvastamine, agressiivse kditumise analiiiis
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1 Introduction

Online social media has penetrated our lives, and it is one of the main sources to get
information from around the world. The information published on social media may
impact peoples’ personal lives. As time goes on and technology advances, more and
more social media becomes popular, and people are more likely to get harmful messages
or information from it. Social media could be defined as a forum where users can get
information on different topics, discuss and debate about them or seek out the help they
need. [AmelS]. Social networks are widespread worldwide and are the best way to
establish communication between people. Social network sites(SNS) make life easier
for people of almost all professions. Many people benefit from sharing information,
communicating with each other, or for other educational purposes. It attracts special
attention among scientists because the data it gives could be used for various scientific
works, and many things can be predicted by properly using it.

The ability to express one’s opinion freely in social networks has caused many obsta-
cles. There is no control, and anyone with internet access can publish/post whatever they
wish. One of the most common problems is the expression of aggression. In many cases,
Individuals might violate the Freedom of all individuals and respect for fundamental
rights. For example, the person can hide his personality and create fake accounts, and
by using it, he can express aggression towards anyone. Also, automated social network
accounts are called "bots’ with characteristics similar to a real person’s profile and have a
significant impact on people [HWGD™21]. They can cause aggression in people around
a specific topic or story by posting the same things frequently, misleading the users, or
having psychological pressure on them. Aggression on social media can be expressed by
politicians too, and they can completely change public discourse and it may cause some
threats to society. Politicians’ comments and their supporters’ behavior can cause any
threat and escalate political activities, mainly when political candidates use Twitter or
any other social media to conduct political debates.

Aggression detection has been particularly popular in recent years. It is one of the
most important and new research topics in natural language processing. Many researchers
have tried to identify hateful and aggressive posts or comments on social media. People
attempted to seek methods for detecting abusive behavior(such as cyberbullying, hate-
ful speech, or aggressive attitudes towards someone) and to prevent them in different
ways.[DS21] The concept of aggression has been defined and understood in various ways
by researchers and philosophers, and there is no single, definitive explanation. According
to researcher [EK19a], aggression may not always be considered a negative action aimed
at causing harm, but it can also be a form of defensive behavior. As mentioned, Freud
and Lorenz saw aggression as a genetic impulse rather than negative behavior. According
to [MD18] study, aggression may not be expressed directly and can instead be hidden. It
can be classified into the following three classes: Overtly Aggressive (OAG), Covertly
Aggressive (CAG), and Non-aggressive (NAG) and it is not always easy to differentiate



between them.

In this paper, we have analyzed user behavior on aggressiveness. We collected
3,39,390 tweets with respect to 3 events(section 3.2) that happened during the period
of collected data. They generated a lot of aggressive social media content, specifically
on Twitter. We gathered the data from January to July and included only these three
events. Firstly, we partially annotated 1k data with the guidelines discussed in advance.
Then, we evaluated annotation quality using inter-annotator agreement. After that, we
used a prediction model to predict the sentiment of the rest tweets. This study aims to
identify the sentiment of Twitter posts by creating an accurate machine-learning model.
The following research question (RQs) have been identified to analyze this issue:

* RQI: Do my feeds make me aggressive?
* RQ2: Do event feeds makes event specific aggressive?

* RQ3: Do user engagement is more toward aggressive posts?

In this paper, the following sections are as follows: In section 2, we are talking about
related work on the aggression and aggression detection model. What method did other
researchers use, and what results they had? Section 3 explains how the data was collected
and annotated. Section four will describe the methodology of our work. Then in section
5 aggression detection model will be analyzed in detail, as how data was preprocessed
and what models were used. Then the next section will explain how the aggression
intensity was calculated. Section 7 will provide the details about the users. In sections
8,9,10, each research question will be examined and answered. Then section 11 will
briefly discuss the work, and in the final section, we will summarize the research and
discuss future work.



2 Prior Work

A lot of researchers attempted to seek methods for detecting abusive behavior(such as
aggressive attitudes towards someone, cyberbullying, and hateful speech) and to prevent
them in different ways [DS21]. In this section, we will analyze various research studies
about aggression.

2.1 Aggression detection model

The signs of offensive language might be seen not only in social media but in some other
places, such as video games, and it increases aggression. The research showed us that
it might lead society to public health risk [HG14]. So, to understand why people may
behave aggressively, GAM(General aggression model) has been created and developed
effective strategies for addressing violence [DAB11]. GAM combined multiple mini
theories of aggression into a single, unified model. It means that GAM provided a
way to understand how aggression can arise from various motives and how to prevent
and reduce it. The GAM model not only explained how to predict aggressive behavior
but also illustrated that exposure to violent media can lead to increased aggressive
thoughts.[AB18] This method was dominant among other methods in previous years.
However, some researchers found that detecting aggression may need to be improved to
provide a comprehensive understanding of aggressive behavior [FD12]. So, The research
introduced its weaknesses of it and why it could be a better approach.

2.2 Methodology of detecting and preventing aggression

Throughout the years, researchers have used many methods and techniques to detect
aggression in cyberspace and built many manual checking websites [WHL"22]. These
approaches involve BERT [KT20, KSDR21a], Deep-learning approach (RNN-LSTM)
[KT20, BDBD20], [SH21] etc.

To detect aggression on Twitter [HCK20] introduced the first real-time detection
framework. They used different machine learning methods, such as s Hoeffding Trees,
Adaptive Random Forests, and Streaming Logistic Regression. Using the Random
forest method, [NNF*19] applied a similar approach to detect hate speech. Another
work [SCA20], investigated different machine learning algorithms to detect aggressive
behavior, and the Naive Bayes method attained an accuracy of 92% and recall of 95%.
Many platforms, such as Instagram, can’t detect aggressive comments to someone’s posts
on social media. So [NBL'19] used various methods, such as the Naive Bayes Classifier,
to classify the comments on Instagram.

One of the researchers [CKB™17] presented their work using a corpus of 1.6 million
tweets collected over three months, and they used Feature extraction methods (Network-
based, User-based, Text-based) to evaluate their work. They used two methods to assess



workers’ reliability: (i) the inter-rater reliability measure and (ii) control cases. And the
agreement between them was 0.54. The results showed that network-based features are
an excellent way to determine aggressive behavior, while text-based features can’t give
such accurate results.

Another study [KT20] used a Deep learning approach (RNN-LSTM) and BERT to
identify sarcasm in social media. The authors evaluated Twitter and Reddit communi-
cation datasets and discovered that the BERT model performed better on both datasets,
even if they were small or grammatically incorrect.

In their work, [SH21] developed a corpus using a hierarchical annotation schema. Re-
searchers used several classification algorithms to identify aggressive and non-aggressive
behavior. With the combination of CNN and the BiLSTM model, they achieved the
perfect f1 score of 0.87 for the identification task and 0.80 for the classification task.
In this work, the hierarchical annotation method identified the aggressive behavior and
classified it into different categories: Religion, gender, political or verbal aggression.

As discussed previously, a lot of methods exist when it comes to aggression detection
in social media. However, there are some obstacles if the text is multilingual. Because
some words may have positive meanings in one language, but in another, these words may
be considered aggressive. [KSDR21a] developed an LSTM auto encoder-based model
only for aggressive comments, and they trained it with non-aggressive comments. Their
data was bilingual(English and Hindi), and the increment has been achieved in different
social media. Another study was conducted for English, Hindi, and Bangla language and
the results revealed that Bert classifiers are the better way to identify aggression in the
text.[BDBD20] Another problem that may occur is that some models may not be able
to detect the sarcasm in the tweets, so the researchers [AWCM?20] introduced a deep
learning-based approach in a Hindi-Eglish dataset using the methods such as g CNNss,
LSTMs, Bi-directional LSTM, but the Bi-directional LSTM showed the best performance
with an accuracy of 78.49 %. [RHY"21] study revealed that logistic regression is the
best classification algorithm to identify sarcasm using deep learning features.

2.3 Effects of expressing aggression in cyberspace

One of the studies indicated that Social media aggression has a significant effect on
people, and expressing negative comments toward other participants increases a tendency
to exhibit aggressive behavior from the other side. [EK19b]

Also, If the aggression is towards someone in social media, it may develop into a
more severe concept called cyberbullying [GIPS22]. So it is essential to analyze the
effects of both cyber aggression and cyberbullying.

The study showed that aggression might be strongly associated with committing
cyberbullying among Srilankan adults on Facebook [GP20]. Results indicated that
addressing aggression and behavioral issues is vital to decrease this problem.



People, especially children victims of aggressive behavior in cyberspace, may suffer
from mental health problems such as depression and anxiety.[SSR21]. So in their studies,
[HZZ1.21] examined how excessive use of social media may cause anxiety, depression, or
even suicide. After conducting a cross-sectional STAR questionnaire survey and applying
a binary logistic regression model, it has been revealed that 64.32 % of college students
suffered from aggression from others through the use of the internet and computer games.
Another study also showed that Overindulgence in information and communication
technology might have the consequence of cyber-aggression [HCR20]. Cyberbullying
can have indirect effects, such as suicide, and may be more destructive than any direct
effects. [ZHB20] So, huge preventive measures must be taken to avoid this problem.

Moreover, [OVM21] shows that cyber aggression may also affect adolescents’ quality
of life and school satisfaction. So, as it is discussed and experimented, children who
are the victims of cyber aggression are more likely to have low performance in school
and life satisfaction.[OVM21]. Bullies often try to depersonalize victims and decrease
their self-confidence. As it was discussed, gratitude, a feeling to increase moral emotions
among adolescents, is a preventive measure.

Sometimes spreading fake news and exposure to it can be a root problem for ag-
gression and the moral disengagement of people.[MHM22]. So, Widely spreading
misinformation and reacting to this information may change users’ behavior on par-
ticular subjects. [WHL"22] in the study found out that users’ frequency of tweeting
posts increases after exposing the information; however, they also researched that sen-
timent hasn’t changed, but the use of swear words has been increased in some of the
groups(target or baseline).

So, As it is visible different techniques exist to understand and detect hate speech
and aggression in social media. However, only some studies are conducted on people’s
behavior after exposure to misinformation. This study focuses on how hateful comments
and aggression on social media may affect people’s behavior.



3 Dataset

3.1 The Twitter social network

Twitter is a micro-blogging official trending social networking site. Twitter has a new
official policy “Twitter is freedom of speech, but not freedom of reach.” According to
Twitter guidelines, it does not restrain users from aggressive behavior. It has mechanisms
to identify possible sensitive content such as graphic violence, adult content, violent
sexual conduct, gratuitous gore, and hateful imagery. The platform does not explicitly
consider the text of the post for aggression identification rather, it is based on a manual
reporting system. Twitter is restricted to users with up to 280 characters to post. The site
is employed based on hashtags which are the representation of specific topics.

3.2 Data Collection

We collected several aggressive tweets from the 1% of January 2022 to the 15" of July
2022. During this period several events happened in this period, which attracted a lot of
aggressive tweets around this topic. In particular, we selected the following three events.

1. The youth took to the streets to express their displeasure over the Government’s
newly launched Agneepath scheme, which led to massive violent protests across
India, mainly in the states of Bihar and Uttar Pradesh. The Agneepath scheme
aims to reduce ballooning salary and pension bills by recruitment of soldiers into
the Army, Navy, and Air Force on a short-term contract basis.

Possible hashtags: #agneepathprotest #agneepathyojana #AgnipathScheme #agni-
pathschemeprotest #agnipathschemeprotests #agnipathprotest #Agnipath #Agni-
pathProtest #AgnipathProtests

2. The exodus of Kashmiri Pandits from the Muslim-majority valley of Jammu and
Kashmir resulted from frequent brutal murders and genocide of Kashmiri Hindus
or Pandits.
Possible Hashtags: #StopPakSponsoredTerrorism #KashmirAgainstTerrorism #AakhirK-
abTak #KashmiriPandits #kashmirihindus

3. A controversial statement by political leader Nupur Sharma led to Hindu-Muslim
disputes, massive protests, and violence.
Possible Hashtags: #MuslimsUnderAttackinlndia #HindusUnderAttack #Nupur-
Sharma #NupurSharmaControversy #Kanhaiyal al.

We referenced potential hashtags of each event which are manually selected from Twitter
to collect relevant tweets using the Twitter API. Twitter has a non-commercial API
version 2 for academic research that allows the collection of up to 10 million tweets in a
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Time-period 15¢ Jan 2022 to 15" July 2022
Total tweets 339,390

English tweets 175,606

Unique users from

English tweets 60,366

Table 1. Description about the initial event-related data extraction, such as period,
total tweets extracted, number of English-language tweets, and number of unique users
associated with the data.

month. Initially, event-related data is extracted (Table 1) which also includes detailed
information about the tweets (text, language, retweet, like count, mentions, hashtags, etc.)
and users (username, location, profile URL, a profile description, etc.). For aggressive
behavior analysis in the same period, we collected all user data (tweets and following
information) involved in the events. Then, for further analysis, tweets of the following
users are also collected for the same period. Finally, more than 20 million tweets were
collected, but the locally stored data was too difficult to handle. So for this experiment,
we stored millions of NoSQL data records in a compressed manner using MongoDB
NoSQL database.

3.3 Annotation

This section presents procedures and guidelines for social media text annotation. Annota-
tion data is the actual Twitter post, which is in English. For annotation, we defined two
classes, aggressive (AG) and non-aggressive (NAG). Annotators adhere to a specific ide-
ology that people are aggressive on social media directly and indirectly, i.e., aggressive,
by using positive sentiments or non-swear words. Aggression has different targets, such
as physical threat, sexual threat or aggression, and identity threat or aggression (gender,
geographic, political, ethnic, communal, and racial aggression). Sometimes aggression
and abuse co-occur in many instances where we have considered abuse (not banter or
teasing) as an aspect of aggression. We follow the previous work of [KRBM18], and
[BSK'20] for annotation.

For annotation, we selected four annotators to improve the quality of the annotations.
The annotators are from computer science and engineering backgrounds, including two
male bachelor students and one male and one female postgraduate student. Annotators
individually annotated the same set of data with the guidelines discussed. The post is
labeled as NaN if the annotator is ambiguous about the tweet.

We evaluated annotation quality using inter-annotator agreement, which measures
how well all annotators can make decisions for a particular class. We used Feiss kappa
metrics for inter-annotator agreement evaluation. Feiss kappa is a statistical method used
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to measure agreement between multiple raters [Fle71]. Agreement scores range from 0
to 1, where one is perfect, and O is no agreement. For our annotated data, the Feiss kappa
agreement (reliability) score was 0.7873, which is a substantial agreement.

We used annotated data as a supervised dataset to train and test the aggression
detection model. The model’s performance does not differ for 5K, and 6K annotated
tweets. We decided to stop annotation on about 6K tweets. In the final annotated
dataset, the total tweets are 6000, from which 2602 are aggressive (AG) and 3398 are
non-aggressive (NAG); Figure 1 shows the statistics of the dataset.

NAG

57%

43%

AG

Figure 1. Proportion of Aggressive and Non-aggressive classes in the dataset.
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4 Methodology

To address our research questions, we need to analyze users’ activities by timestamp.
So our first task is to prepare an aggressive dataset and collect user data. With the help
of the proposed aggression dataset, we build an aggression detection model to predict
whether a user’s post is aggressive (AG) or non-aggressive (NAG). In order to analyze
the user’s aggressive behavior, we proposed an evaluation method for the calculation of
users’ aggression intensity in period 1. Aggression intensity is used for user profiling
in period 1. We used this pipeline flow to study aggressive behavior on social media. A
pipeline is composed of the four components listed below:

1. Collection and preparation of data: We collected user-wise data for a period of
6 months and created an aggressive dataset using the manual annotations described
in Sections 3.2 and 3.3.

2. Aggression detection: We trained and tested an aggression detection model for
Twitter (in section 5).

3. Aggression Intensity calculation: We calculated the aggression intensity score
to analyze user’s aggressive behavioral activity based on their posts in period I
(week/day/hour) (in section 6).

4. User profiling: We profile each user with a timeline based on aggressive activity.
We used aggression intensity scores to represent user profiles in vector form (in
section 7).

Figure 2 shows the flow of methodology, which consists of the pipeline to address
our research questions.

13
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Figure 2. Flow of the proposed methodology to answer various research questions. The
method includes various stages: data generation and annotation, training aggression
detection models, user aggression intensity calculation, and user profiling.
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S5 Aggression Detection

5.1 Data Pre-processing

All data are preprocessed before being used in the model. We removed punctuation
marks, numbers, and URLs as they have no significance. Additionally, all letters in
English texts are converted to lowercase. We removed all English stop words, white
spaces, and new line characters. A common practice is to mention users, even multiples,
in tweets. These names are then used to identify possibly vulnerable users but have
little or no significance in identifying aggression. Therefore, we removed them for the
aggression detection model. Then we performed word lemmatization, which converts
inflected to their original form and helps to preserve redundancy.

5.2 LSTM and Bidirectional LSTM

As we discussed in the section 1, aggression depends on the overall context of the
sentence rather than specific words. Therefore, we used the architecture of LSTM (Long
Short-Term Memory) to understand the context of sentences with long-term dependencies
[DFW*20]. Figure 3 shows the architecture of a basic LSTM cell. LSTM mimics human
brain activity for previously trained data. The memory of LSTM helps to retain the
essential parts of the sentence and rejects the insignificant parts through the first layer of
LSTM which is the forget gate (f;). It passes through a sigmoid function (o (.)) where
the output is O for forget and 1 for remember (Eq. 1).

ft = U(Wf-[ht—bXt] + bf) (D)

The second layer is the input layer (i;), which retrains the remembered data (Eq. 2).
The output of the forget gate is multiplied by the cell state of the previous LSTM (C;_1).
This result is added to the product of the output of the input gate and the result of the
tanh function of the previous hidden state (h;_;) becomes (Eq. 4) the state of the cell at
timestamp t (C}). After passing the cell state (C;) through the tanh function, the result
is multiplied with the output gate (O;) to become the hidden state at timestamp t (h;).
Therefore, the last layer C} contains the combination of the previous and current cell
states, which is the memory representation of the timestamp (0 to t) is forwarded to the
next LSTM state.

iy = o (Wi.lhio1, Xi] + b)) (2)
C{ = tanh (W,.[hy_1, X¢] + b.) 3)
Ci=fixCiy+4 +Cf 4)
or = o(Wo.[hi—1, Xi] + bo) (5)
hy = tanh (Cy) * o, (6)

15



Where h;_; and z; are the outputs of the previous and inputs of the current LSTM
unit, and W, b, are the weights and biases of the corresponding x layer state.

LSTM remembered important information and passed from state O to state 1 to state
2 and further to state n, i.e. LSTM is forward oriented. Conventional LSTM is used in
the forward direction method. LSTM can also work in the backward direction, which
remembers important information and goes from state n to state n-1 to state n-2 and
further to state 0. With a combination of both forward and backward LSTM methods,
we constructed bidirectional LSTM (BiLSTM). BiLSTM learns the exact context of a
sentence. To detect aggression, BILSTM learns the context of a word sequence twice,
once going forward and once going backward. This architecture introduced several cell
states and learned important features that strengthened our model.

Ve

Figure 3. The representation of LSTM cell.

5.3 Experimental Setup

For this experiment, we used two popular word embedding techniques for text represen-
tation: Glove [PSM14], and FastText [JGB™16] in both classification models (section
5.2). The Glove and FastText word embeddings are adequate representations of the text
[KSDR21b]. The Twitter corpus was utilized to obtain pre-trained Glove embeddings. It
has 1.2 million words in its vocabulary and 27 billion tokens. We used 300-dimensional
Glove and FastText word embedding for word representation. For regularization, we used
a Spatial dropout [TGJT15] of 0.2 after the embedding layer for LSTM and BiLSTM
(in section 5.2). For both LSTM and BiLSTM models, we used 200 hidden units with
0.2 dropout and recurrent dropout rates, and the maximum sequence length is 64. In
each model, the classification layer contains the fully connected layer with a non-linear
sigmoid activation function. The output size of the model is the one that gives the proba-
bility of an aggressive class. A tweet is aggressive if the aggressive class probability is
more significant than 0.5.
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The models are trained on 32 batches of data using an Adam optimizer [KB14] with a
learning rate of le-5, and a binary cross-entropy loss function [C* 18] is used to calculate
the loss between predicted and actual values. We trained our model on the proposed
aggressive dataset for 100 epochs using train and validation data with a 10% random
split from the shuffled dataset to preserve the best model.

5.4 Evaluation

We conducted a separate experiment with different feature combinations using the
proposed LSTM and BiLSTM classification models (in Sections 5.2 and 5.3). In this
experiment, we used emotional features [KKR22] with specific word embeddings to
detect aggression effectively. We have also used the word embedding of the embedding
layer (Keras) [Ketl7] along with Glove and FastText. Model performance is evaluated
using five metrics precision, accuracy, recall, weighted F1 score and AUC (area under
the ROC curve) [cite].

The classification performance of LSTM and BiLSTM models which is trained using
word embeddings and emotional features is presented in Table 2. The proposed BiLSTM
model with FastText word embedding reported the highest evaluation metrics compared
to all other models. All BILSTMs have higher accuracy than all other LSTM models.
This observation highlights the effectiveness of the BILSTM model over the LSTM
model for aggression detection. Nevertheless, the performance of both the BiLSTM and
LSTM models is better for FastText word embedding than all other word embeddings
and combinations of emotional features. These observed results extrapolate that the
proposed BiLSTM with FastText Word Embbeidng is effective for tweet aggression
detection. Therefore tweet representation for aggression detection using FastText word
embeddings is more contextually effective. Figure 4 shows the epoch-wise loss and
accuracy of training and validation of the BiLSTM with the FastText model, which is
neither underfitted nor overfitted.

17



weighted-

F1-score AUC

Models Accuracy Precision Recall

Embedding layer

(Keras) - LsTy 07552 07046 07351 07557 0.8084

Embedding layer

(Keras) - BILsTM 07615 06891 0.7556 07629 0.8106

Emotions + Embedding layer
(Keras) - BILSTM 0.7760 0.7200 0.6625 0.7739 -

Glove - LSTM  0.7983 0.7631 0.8055 0.7986 0.8705

Glove - BILSTM 0.8004 0.7688 0.8009 0.8006 0.8782

Emotions+Glove - BILSTM  0.7983 0.7752 0.7824 0.7983 0.8787

FastText- LSTM  0.8004 0.7641 0.8101 0.8050 0.8745

FastText- BILSTM 0.8151 0.7758 0.8333 0.8154 0.8818

Table 2. Comparison of the performance of the proposed model and the traditional
popular model.
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Figure 4. a) Epoch-wise accuracy during training and validation of the BiLSTM model
with FastText embedding. b) Epoch-wise loss during training and validation of the
BiLSTM model with FastText embedding.
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6 Aggression Intensity Calculation

We used data disaggregated by time period (i.e., week / day / hour) to measure aggression
intensity with respective users. A user’s intensity of aggression represents the total ag-
gressive behavioral activity over a specific period of time. A higher Aggressive Intensity
score of a user indicates that the user has potentially aggressive behavior compared to a
lower Aggressive Intensity score of the user, which indicates non-aggressive behavior
of the user. Aggression intensity scores range from 0 to 1. 1 represents the user with
the highest aggression activity behavior, and O represents the user with non-aggressive
behavior.

For the calculation of aggression intensity, we used user’s labeled (aggressive/non-
aggressive) posts. The aggression Intensity of user i in period 1 (AI!) (in Eq 7) is a
multiplication of user aggressiveness aggregated score and the normalization score of the
total posts. The user aggressiveness aggregated score is a fraction of the total aggressive
posts of user i in period 1 (AG!), and the total posts of user i in period 1 (X!). The
normalization score of the total posts is the fraction of the difference between X! and the
minimum number of posts in period 1 from all users (min') and the difference between
min' and the maximum number of posts in period 1 from all users (maz').

AGE X! —min!
*

All = 7
Y XE T mazt — min! @
where
1 < min! < max!
. ! ®)
min’ < max’ <n

In this experiment, we calculated a week-wise aggression intensity score, which repre-
sents the user’s overall aggressive activity in a given week.

Influencer’s aggression behavior analysis: We created user buckets based on the num-
ber of followers they had. Buckets are nothing but cores of influencers. Following are
the four influential core of users based on the number of their followers.

1. Nano: User has less than 10,000 followers.
2. Micro: User has greater than 10,000 and less than 100,000 followers.
3. Macro: User has greater than 100,000 and less than 1 million followers.

4. Mega: User has greater than 1 million followers.

As shown in Figure 5, aggression intensity scores of the mega influence core are
higher than all other cores. The users in the mega influence core are the most influential.
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Figure 5. Aggressive behavior of Influencer cores in week and month respectively. The
Mega Influencer Core has consistently high Aggression Intensity scores over both weekly
and monthly periods.

This observation shows that the most influential users portray more aggressive behavior
to the greater number of followers on Twitter. So there is a chance that followers may
start to behave aggressively after going through their aggressive feeds. This analysis
encourages us to understand "whether user’s aggressive feeds (following user’s posts)
make them aggressive?", which is analyzed in section 8.

6.1 Threshold Selection

We calculated each user’s aggression intensity score from O to 1. An intensity score of 1
indicates that the user’s behavior is aggressive, and on the other hand, O indicates that the
user’s behavior is non-aggressive. We need a threshold in the intensity of aggression to
make two partitions, one into aggressive behavior users and the other into non-aggressive
behavior users. If the intensity score is greater than the threshold, the user’s behavior is
aggressive, and if it is less, the user’s behavior is non-aggressive.

To select a threshold value, we used a K-means clustering algorithm ([JMF99],
[Mac67]) on the aggression intensity score. K-means requires the value of k, which
represents the number of clusters. It is not correct to directly take the k value of 2, high
and low aggressiveness clusters, because there is also the possibility of having more
than two clusters, for example, if k is 3, low, medium and high clusters are possible.
So to select the k value, we used the K-means elbow method [Har94]. For our scalar
aggression intensity, we obtained k = 2 using the k-means elbow method. We applied
K-means to all users’ aggression intensity scores across weeks. Figure 6 shows low and
high aggression intensity users by month and week.
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Figure 6. Number of low and high aggressive intensity users per week and month,
respectively.

7 User Profiling

We used the low and high clusters (Section 6.1) to label each user’s week, which
represents the user’s vector over the entire week period. A vector is a sequence of low
and high encoding. This method enables to obtain of the perspective of the users over a
period of time.

An aggressive user profile is identified if the user’s vector has a high encoding of
75% and above. A non-aggressive user profile is identified if the user vector has less
encoding than 75% and above.

For our study, we mainly considered only two user profiles aggressive and non-
aggressive. We would like to mention that different types of profiles are also possible
such that aggression intensity scores can range from low to high and high to low in
several times, but we did not consider these cases.

We analyzed the number of followers and following of the aggressive and non-
aggressive users, and also for target users mentioned by aggressive and non-aggressive
users (in Figure 7). For this analysis, we categorized the number of followers and
following in an interval of 250. Figure 7a presents the number of followers of aggressive
and non-aggressive users, in which some potentially aggressive users are influencers.
Similarly, Figure 7b presents the number of followings that are nothing but friends of
aggressive and non-aggressive users, in which some potentially aggressive users have
fewer numbers of friends. Several targeted users are popular users (i.e., celebrities,
politicians, etc.) because mostly those users have a higher number of followers and a
lower number of followings reported in Figures 7c and 7d.

We identified top target users in aggressive and non-aggressive domains, which is
highly mentioned in the respective tweets (in Figure 8). These top target users are the
most vulnerable, particularly mentioned in aggressive tweets (in Figures 11a and 11b).
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Further, we analyzed some top target users are popular, but not all are reported in Figures
I1c and 11d.
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8 RQ1: Do my feeds makes me aggressive?

8.1 Aggressive intensity of users and their feeds are correlated

In this section, we investigate the user aggression intensity in the period of the day and
the aggression intensity of the respective user’s feeds which is their following user’s posts.
For this investigation, we considered the period granular level as day instead of week or
month, in an hour period data is insignificant. For the day period (I=day), we calculated
the aggression intensity of the user as discussed in section 6. Further, calculated the feed
intensity of the user for that we considered the feeds were the following user’s posts, so
we figured the aggression intensity of all following users using equation 7 in the current
and previous daytime period. Then we aggregated the aggression intensity of all the
following users of the respective user. The following equation is used to calculate the
feed aggression intensity considering both the current and previous daytime periods for
respective user.

S FALL + 300 FALL!
n

Where F Uil is the feed intensity of user (i) on the period (I=day) and FAIfj is the
aggression intensity of the following user (j) on the period (I=current day and I-1 =
previous day of user i).

The aggressive intensity of users has a positive correlation with the aggressive
intensity of feeds (current and previous day) at 0.48 (P < 0.05; P = 2.16e — 69), which
indicates that aggressive feeds indeed make users aggressive. Similarly, we investigate
correlation of user intensity and their feed intensity (P < 0.05) for last 2 day (correlation:
0.1722), for last 3 day (correlation: 0.1712) and for last 4 day (correlation: 0.17038)
using eq. 9. This analysis shows that the correlation gradually decreases with the growth
of previous feeds, which implies that the feed’s effect is mostly short-term for aggression.
This experiment is conducted on 2 million of users and their 16 million following users.

FU} = ©)

8.2 Aggressive post has a higher feed intensity

To analyze the aggression intensity of individual post feeds, we considered feed posts
in the last 24 hours since the post was created. So, we calculated the aggressive feed
intensity using posts of feeds instead of users (Eq. 10), which is the likelihood of feed
aggressiveness for a respective post. For all aggressive and non-aggressive posts, we
assessed feed intensity.

_ AGF,

n;

FT; (10)
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Where FTi is the aggressive feed intensity of post (i), AGFi is the total aggressive feeds
of post (i) and ni is the total feeds of post (i). For hypothesis testing used two tailed
student t-test to Further, we analyzed the aggressive post has higher aggressive feed
intensity than the non-aggressive post using two-tailed student’s t-test, which is 7.4070
(P < 0.05; P = 1.37e — 13). This investigation revealed that most aggressive posts are
posted when the user’s feed has been aggressive in the past few hours.

9 RQ2: Do event feeds makes event specific aggressive?

We obeyed every topic has positive as well negative activity of users in our case, those
are aggressive and non-aggressive. On another side some topics are aggressive, i.e.,
users are most aggressive in them, for example, the Hindu-Muslim controversy in India.
So, we discover the topics of user posts using Linear Discriminant Analysis (LDA)
[BGY98] which has aggressive and non-aggressive activity. Figure 9 shows that most
topics discussed aggressively are different from non-aggressive topics. Specifically, topic
3 has high aggressive activity, but it has not that much non-aggressive activity. Topic 3
related to the Hindu-Muslim people in India and Pakistan, which we analyzed had highly
aggressive user activity on Twitter social media from 1st Jan 2022 to 15th July 2022.
So, the insight of this analysis is most of the time, the aggressive topic makes the user
aggressive.

For event analysis, we considered the event as the hashtag of the tweet. Figure 10
presents the event analysis of users’ aggressive and non-aggressive activity. The most
popular events in aggressive and non-aggressive are different. For a detailed analysis of
events, we considered the three events discussed in section 3.2. To investigate whether
event feeds makes event specific aggressive, we considered posts of only those three
events. Then we calculated the post-wise feed aggressive intensity of the respective event
(like section 8.2). In this experiment, AGFi represents the total aggressive feeds of the
user (i) for an individual event (E), and ni is the total feeds of the user (i). The feed
intensity of the post represents the probability of aggressiveness in the respective event.
Finally, we analyzed aggressive post has higher aggressive feed intensity of individual
post events than non-aggressive posts. We tested the significance of the result using a
two-tailed student’s t-test, which is 7.5618 (P < 0.05; P = 4.237¢ — 14). To further
understand whether the order of aggressiveness of events in users’ posts is similar to
their feed’s post. To analyze, we calculated the aggressive intensity score of each event
using user’s posts and their feeds, respectively(Eq 11).

AGE; XE;—minE
AlFE; = : : 11
XFE; * marl — mink (b
Where AlEFi is the aggressive intensity of an event (i), AGEi is the total aggressive

posts of an event (i), XEi is the total posts of event (i), minE and maxE are the minimum
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Figure 10. Analysis of Events used in the aggressive and non-aggressive activity of users.

and maximum posts among all events, respectively. After event intensity calculation,
the order of events in the user’s posts is Events > Fvent,; > Event,, and the order of
events in their feeds is Fvent; > Eventy > Fvents. The aggressive order of event 1
and event 2 is similar in user’s activity and their feeds.

10 RQ3: Do user engagement is more toward aggressive
posts?

In Twitter, users respond to posts in different ways, such as to quote, like, reply, and
retweet or re-post on the post, which we consider as user engagement on a particular post.
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Figure 11 shows that aggressive posts have consistently higher quotes, likes, replies, and
retweets than non-aggressive posts. We encounter this research question after observation
of the user’s engagement on aggressive and non-aggressive posts.

To analyze this research question, we calculated each post’s engagement score,
which is the average of the total quotes, likes, replies, and retweets of a particular post.
Further, we analyzed using a two-tailed Student’s t-test that aggressive posts had a higher
engagement score than non-aggressive posts, which is 46.98 (P < 0.05; P = 0.0. This
investigation revealed that most users engage more with aggressive posts.
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11 Discussion

Although the technological capabilities increased a lot during the previous years and
the popularity of social media grew, and it became easier to exchange information
with each other,at the same time the expression of aggression level also saw an uptick.
Many researchers investigated this problem, and they made different kinds of aggression
detection models. However, it can be challenging to identify aggression on social media,
and the work that needs to be done is a bit time-consuming. The researchers face
many challenges while doing it. Not many of them tried to explore this issue from the
behavioral perspective.

As we analyzed in this paper, people with more followers have more outstanding
aggression intensity scores. So as it is described, famous people could have a dispropor-
tionate impact on spreading the news or be the main reason causing some action from
their followers [BHMW 11].0Our study reinforces this idea that my feed could make me
aggressive.

30



12 Conclusion and and Future work

In this paper, we have studied the aggressive behavior of social network users based on
their feeds and events. After building an aggression detection model, we were able to
investigate users’ aggressiveness properly. As we saw, people engage more in aggressive
posts, and their behavior depends on the specific events and feed. Finally, the goal of
this research was fulfilled. The work done to identify social media users’ behavior and
interactions could be vital for society. Detecting aggressive users in an early stage and
predicting their behavior may prevent some of the problems that currently exist. Our
analysis also has some limitations. Our research included analyzing only the Twitter text,
and we haven’t used any images, emojis, etc. In the future, this study can be extended,
and we can work on a multimodel aggression detection model.
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Appendix

I. Glossary

AG - Aggressive

NAG - Non-Aggressive

SNS - Social network sites

OAG- Overtly Aggressive

CAG - Covertly Aggressive

RQ - Research Question

GAM - General aggression model

BERT - Bidirectional Encoder Representations from Transformers
LSTM - Long short-term memory

RNN - Recurrent Neural Network

BiLLSTM - bidirectional Long short-term memory
CNN - Convolutional neural network

URL - Uniform Resource Locator

API - Application programming interface

TP - True Positive

FP - False Positive

TN - True Negative

FN - False Negative

AUC- Area under the ROC Curve
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