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Abstract:

Autonomous vehicles (AVs) are becoming more common in public traffic, but they
still struggle with rare, unpredictable situations (also known as edge cases) that current
onboard perception systems often fail to handle. Existing AV systems mainly rely on
cameras, LiDAR, and radar to understand their environment, but these sensors are limited
by range, field of view, and environmental conditions. Infrastructure-based Vehicle-
to-Everything (V2X) communication has been proposed as a solution to address these
issues, but many approaches are complex and inefficient. This thesis investigates how
AV safety in edge-case scenarios can be improved using a lightweight, event-driven
V2X communication layer. The proposed system is based on simplified Decentralized
Environmental Notification Messages (DENMs) that are triggered only by critical events.
Compared to the usual onboard-only setups, this approach extends the detection range
and gives the vehicle more time to react, especially in situations where perception fails
or results in a delayed reaction. And since it only sends messages when needed, it avoids
network overload while still increasing safety. The results suggest that you do not need a
complicated or high-bandwidth system to make AVs safer in tough situations. With the
right infrastructure support, even a small addition like this can act as a reliable safety
layer and help AVs handle edge cases more confidently.
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Autonoomse Siisteemi Aiirmusjuhtumite Lahendamine Soiduk-Koike-
Tehnoloogia (V2X) Abil

Lithikokkuvote:

Autonoomseid soidukeid esineb liikluses jirjest rohkem, aga siiski on soidukile
paigaldatud sensoorikal endiselt raskusi harvaesinevate voi ettearvamatute olukordadega
(ehk ddrmusjuhtumid). Praegused autonoomsed siisteemid sdltuvad keskkonna tajumisel
peamiselt autole paigaldatud anduritest nagu kaamerad, LiDAR ja radar. Eelmainitud
andurid on aga piiratud voimekusega nii vaatevilja kui ka tuvastuskauguse poolest ning
nende tookindlus sdltub suuresti ilmastikuoludest. Airmusjuhtumite lahendamiseks on
vilja tootatud sdiduk-kodike-tehnoloogiat (V2X), kuid paljud nendest lahendustest on
keerukad ja ebaefektiivsed. Kédesolev uuring kisitleb, kuidas parandada autonoomsete
soidukite ohutust ddrmuslikes olukordades, kasutades lihtsustatud V2X tehnoloogiat.
Antud 16putdos uuritud siisteem kasutab detsentraliseeritud keskkonnateate (DENM)
tiitipt sonumeid, mis rakenduvad ainult kriitiliste siindmuste korral. Eeltoodud 1dhenemine
parandab sOiduki reageerimisaega vorreldes siisteemidega, mis tuginevad iiksnes masinal
olevale sensoorikale. Vorgu iilekoormuse viltimiseks saadetakse sonumeid ainult ohtlikes
olukordades. Tulemustest jareldub, et autonoomsete sdidukite ohutuse parandamiseks
ei ole vaja keerukaid siisteeme. Oigel taristul pdhinev tugi voimaldab ka viikestel
lisandustel toimida usaldusviirselt ja turvaliselt ning aidata isejuhtivatel sdidukitel
ddrmusjuhtumitega kindlamalt toime tulla.
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1 Introduction

1.1 Background and Motivation

Autonomous vehicles (AVs) have been a talking point for years. When they were first
introduced, people were convinced that by 2025, self-driving cars would be a part of
everyday life [1]. And in some ways that prediction is not entirely wrong. Autonomous
vehicles are already being used in ride-hailing services (Waymo, Cruise), logistics
(self-driving trucks) and even airport shuttles [2].

However, full Level 5 autonomy has not yet been achieved. In fact, we are further
away from it than many had believed [3]. Although autonomous vehicles are becoming
more common in everyday traffic, they still struggle with rare and unpredictable situations.
These include extreme weather, hidden pedestrians, or other vehicles that violate rules.
The scenarios discussed previously highlight the current limitations of AVs and show that
they are not yet capable of reliably handling all real-world driving situations. This thesis
looks into how full infrastructure connectivity and a lightweight Vehicle-to-Everything
(V2X) communication layer can help make autonomous systems more fail-safe, both in
everyday driving and in unexpected situations.

1.2 A brief history

The first step towards autonomous cars was taken in 1926 [4], when Houdina Radio
Control demonstrated a radio-controlled car, the “American Wonder”, in New York City.
However, the vehicle lacked real autonomy and was controlled remotely by radio signals
sent from a second car following behind it. The autonomous car as we know it today,
with sensors like LIDAR, GNSS, and onboard computers, was first introduced in the
1980s, thanks to advances in computer technology.

One of the most significant efforts was the Eureka PROMETHEUS Project (late
1980s—1990s) [5], it achieved a 1,000 km autonomous drive on Parisian highways,
demonstrating hands-free operation, lane changes and convoy driving. At the same time,
the Autonomous Land Vehicle program (1984) [5] and Carnegie Mellon’s Navlab project
(1986) [6] were making breakthroughs in the US. NavLab 1 (1986) was equipped with
onboard sensors and processing power, allowing it to drive slowly and navigate the city.
By 1989, Carnegie Mellon University had developed a neural network-based steering
and navigation system. NavLab 5 (1996) completed a cross-country trip from Pittsburgh
to San Diego, driving mostly autonomously while speed and braking were controlled by
researchers. Although simplified, the logic behind autonomous vehicles today is based
on the foundational work of the 1980s.

From then on, autonomous systems advanced significantly through developments in
the automotive industry, research, and competitions. One of the biggest contributors to
this was the Defense Advanced Research Projects Agency (DARPA) [7] competition in



the 2000s. It was a prize-based challenge that aimed to accelerate the development of
autonomous ground vehicle technology.

The first competition in 2004 ended without a single team completing the course
or claiming the 1 million dollar cash prize. However, it still brought engineers and
developers together to push AV technology forward. At the second event in 2005, five
teams successfully completed the challenge. Stanley, Stanford University’s entry [7],
finished first with a time of 6 hours and 53 minutes, winning the two million dollar
award.

In 2007, DARPA took it one step further by introducing a challenge set in a mock
urban environment that required autonomous vehicles to navigate traffic, follow road
rules, and interact with other vehicles. This competition laid the groundwork for AV
systems to evolve beyond off-road driving and become the foundation for modern driver-
assistance technologies.

In 2009, Google launched its self-driving car project, which later became Waymo. In
2012, Google revealed that its prototypes had driven autonomously more than 300,000
miles [8] without a single accident. By 2013, many companies including General Motors,
Ford, Mercedes-Benz, and BMW had started developing their own semi-autonomous
driving systems. Meanwhile, Waymo continued testing fully autonomous taxis, becoming
the first company to operate driverless taxi services in Phoenix, Arizona (2018) and the
first autonomous ride-hailing service to offer paid, fully driverless, 24/7 rides to and from
an airport, starting with Phoenix Sky Harbor International Airport (2022).

1.3 Levels of Autonomy

The field was rapidly developing, and it was predicted that autonomous cars would
become as common as human-driven cars on the road. However, in 2018, a fatal accident
involving a self-driving Uber in autonomous mode led to the death of a 49-year-old
pedestrian, marking what was likely the first pedestrian fatality involving an autonomous
vehicle [9]. The car had a safety driver inside, but they failed to react in time. There
was also a crash in 2023 in San Francisco, where a Cruise robotaxi hit and then dragged
a pedestrian who had previously been struck by a non-autonomous vehicle [10]. In
addition to the severity of the accident, it later turned out that Cruise had omitted key
details about the incident in its report. These accidents make it clear that AV systems
still needed major improvements in fail-safe mechanisms and edge case handling.
Looking ahead, by 2030, Goldman Sachs estimates up to 10 percent of global new
car sales could be Level 3 vehicles [11]. However, to reach that point, vehicles must
progress through a standardized framework consisting of six levels of driving automation,
defined by the SAE [12]. These levels describe how much control and decision-making
the system handles and how much is left to the human. At levels 0-2, the driver must
continuously monitor the environment and remain fully engaged. These are primarily



driver assistance systems such as adaptive cruise control or lane keeping. For other three
levels, the driver can be less engaged.
The last three levels are:

* Level 3 (Conditional Automation) — The car can drive itself under specific condi-
tions, such as on highways, and does not need human input while active. But if
something happens that the system can not handle, the driver must be there to take
over [13].

* Level 4 (High Automation) — The car can drive fully autonomously in specific
areas and conditions without a driver, but will not work everywhere. Example:
Waymo’s fully driverless taxis in different cities.

e Level 5 (Full Automation) — No human driver is needed. These vehicles are
expected to operate without conventional driver controls, such as a steering wheel
or pedals, requiring only the passenger’s input of a destination. This level does not
yet exist for public use.

1.4 Vehicle connectivity

For level 5 deployment, AVs must overcome remaining challenges, particularly edge-case
scenarios involving unpredictable behavior in traffic and issues related to infrastructure
integration. Research continues to focus on making autonomous systems fail-safe in all
traffic conditions. It has been observed that handling such unpredictable scenarios using
only onboard sensors is not feasible in many cases, primarily due to visibility limitations
[14].

One of the most effective ways to ensure full connectivity within infrastructure
is to use V2X [15]. V2X relies primarily on wireless communication networks, and
an autonomous vehicle typically to this system is often referred to as a Connected
Autonomous Vehicle (CAV). The purpose of V2X is to improve safety by enabling
data sharing within the infrastructure. V2X improves autonomous vehicle safety by
extending perception beyond onboard sensors, enabling faster decision-making in critical
scenarios such as emergency braking and obstacle avoidance. Real-world tests confirm
its effectiveness in making autonomous driving more reliable [16].

V2X can improve CAV performance in various situations; however, this thesis focuses
primarily on edge cases and safety-critical scenarios. The V2X categories used in this
thesis are listed in more detail below and illustrated in Figure 1.

¢ Vehicle-to-Vehicle (V2V): Enables direct communication between vehicles that
are close to each other, regardless of whether they are autonomous or not.



¢ Vehicle-to-Pedestrian (V2P): Facilitates communication between vehicles and
nearby pedestrians, including walkers, cyclists, and others in urban environments.
The entities mentioned here are also referred to as Vulnerable Road Users (VRU).

¢ Vehicle-to-Infrastructure (V2I): Allows communication with infrastructure ele-
ments such as road signs, traffic lights, and other sensors or components that
enhance vehicle safety (e.g., Roadside Units (RSUs) and Onboard Units (OBUs)).
RSUs and OBUs differ slightly: RSUs have strict operational requirements and
greater computing power compared to OBUs.

Vehicle-To-Everything (V2X)

Pedestrian Infrastructure CAV
[
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L r -
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Main CAV ¢————

N

Figure 1. Vehicle-To-Everything Communicaiton

There are two main V2X approaches: Dedicated Short-Range Communications
(DSRC) and Cellular V2X (C-V2X). DSRC is a Wi-Fi-based system that allows direct,
low-latency communication but has limitations in range and scalability. On the other
hand, C-V2X uses existing cellular networks (LTE/5G) to provide greater coverage and
better integration, although it can introduce latency variations in high-traffic environments
[17].

Both DSRC and C-V2X are components part of the United States’ regulatory ap-
proaches [18]. In contrast, European regulatory bodies use ITS-G5 as the main V2X
technology, which is based on DSRC. Although the United States now strongly favors
C-V2X communication and has officially shifted away from DSRC, Europe is taking
a more balanced direction. It continues to support ITS-G5 while also encouraging a
hybrid approach, exploring C-V2X as a complementary technology rather than a full
replacement.

In Europe, safety messages that are published periodically are called Cooperative
Awareness Messages (CAMs). The purpose of these messages is to maintain a relevant
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overview of the environment and infrastructure. The content of CAMs depends on
the message publisher type. For example, traffic lights send out the same structured
message every second, ensuring vehicles receive real-time updates on their operational
state. Non-periodic safety messages are referred to as Decentralized Environmental
Notification Messages (DENMs). This message is triggered when an event occurs in the
infrastructure. When a collision occurs, a new DENM message is created and continues
to circulate for as long as the event is no longer relevant [19].

1.5 Problem Statement

Even with all the recent advances in autonomous driving, full Level 5 autonomy remains
unavailable for public use. Both modular and end-to-end approaches struggle to reliably
handle edge cases that happen in real-world environments. These are the unusual or
unpredictable situations that current sensor-based systems often fail to detect or respond
to properly.

However, as infrastructure connectivity becomes more widely available, there is an
opportunity to improve autonomous systems by going beyond vehicle-mounted sensors.
With access to external data, such as roadside sensors, traffic lights, or other connected
agents. These systems can better understand the environment, especially in situations
where local sensors are limited.

1.6 Research Objectives

The objective of this thesis is to design a V2X-integrated autonomous driving support
system capable of remaining fail-safe in both normal and edge-case situations. The
system relies exclusively on DENM-style messages to communicate dangerous events to
the vehicle, avoiding the need for complex object-level data sharing.

The approach assumes that existing autonomous systems are already reliable in most
standard scenarios and focuses on increasing their performance in critical or unusual
cases where onboard perception may fail, such as poor weather, occluded pedestrians, or
unpredictable traffic behavior.

To validate the proposed system, a series of edge-case simulations are performed in
CARLA, using the Tartu Autonomous Driving Labs Autoware Mini autonomy software.
The aim is to evaluate how much V2X-based messages can improve safety and respon-
siveness when the vehicle faces situations beyond what its onboard sensors can reliably
handle.

1.7 Research Contributions

This thesis presents a V2X architecture designed to improve safety in edge cases by
providing an additional layer of support when onboard systems might fail. It uses
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minimal data and the V2X layer relies solely on DENM-like messages to warn the
vehicle about nearby dangers. In contrast, many existing works depend on object-level
collective perception or high-bandwidth data exchange.

Secondly, this thesis focuses on edge-case performance evaluation compared to
existing methods. Most other works focus on a single critical or typical scenario, which
limits the scope and usefulness of their testing. This thesis includes multiple edge cases
and compares the solution against a tested baseline.

Third, a message filtering pipeline is developed and implemented using the Robot
Operating System (ROS). This filtering logic evaluates the incoming alerts based on
distance, time-to-collision (TTC) and event priority, ensuring that only the most relevant
and urgent information reaches the vehicle decision-making module. The system is
tested in a simulation environment using CARLA and is integrated with Autoware Mini.

1.8 Structure of the Manuscript

The remainder of the manuscript is divided into the following chapters:

* Related Work: This chapter reviews existing research on autonomous vehicle
architecture, V2X communication, cooperative perception, and edge case classifi-
cation. This thesis also discusses the limitations in current systems that this thesis
aims to address.

* Methodology: This chapter describes the simulation environment, system archi-
tecture, and the structure of the DENM-like messages used. It also explains the
filtering logic and how the V2X layer was implemented alongside the AV stack.

* Results: This chapter presents the results of simulation-based test scenarios,
comparing the baseline AV system with the enhanced version enabled by V2X in
multiple edge cases.

* Discussion: This chapter reflects on what the results mean, analyzes the strengths
and limitations of the proposed system, and considers how the approach fits into
real-world deployment.

* Conclusion and Future Work: This chapter summarizes the main findings and
proposes future research directions, including real-world testing, improved system
integration, and message security.

All of the text in this thesis was written by the author. No generative Al tools

were used for content creation, except for tools that process existing text and improve
formatting, such as Overleaf’s built-in features.
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2 Related work

Both modular and end-to-end approaches have their own advantages and disadvantages.
In a modular design, the system is divided into separate components, such as perception,
planning, and control. This separation simplifies debugging and maintenance, but often
introduces latency and increases system complexity [20]. End-to-end architecture uses a
single Al model that takes raw sensor data as input and outputs driving commands. This
can reduce latency and improve adaptability, but at the same time requires large amounts
of training data and is difficult to debug [21].

However, both approaches face a common challenge: dealing with edge cases.
Modular architectures can suffer from sensor fusion failures and rule-based system
constraints, while end-to-end models lack robustness when encountering unseen data
and situations.

There is a reason why dealing with edge cases in traffic remains an unresolved issue.
Numerous studies have highlighted problems within autonomous systems [22], [23],
[24], [25], but they fail to implement solutions to these identified challenges. Edge
cases often involve unpredictable or rare traffic situations that autonomous systems
do not frequently encounter in training, making them particularly difficult to handle.
One proposed solution is to wait for technological advancements, hoping that future
vehicles will have enough computational power to solve these issues [26]. The alternative
approach is to tackle edge cases directly by developing methods to handle them using
existing technologies. Despite the fact the study by [27] provides an in-depth survey
of anomaly detection techniques for autonomous vehicles, it focuses solely on onboard
intelligence. The present thesis addresses this limitation by proposing a lightweight and
infrastructure-supported communication system capable of detecting anomalies that may
be out of sight or otherwise undetectable by vehicle onboard sensors.

2.1 Infrastructure Support in Autonomous Driving

Infrastructure plays an important role in enhancing AV performance. Many studies have
shown that adding an additional layer to AV environmental awareness has the potential
to improve automated driving operations and safety [28], [29]. Even with advanced
sensors on the car, the main issue remains: all sensors are mounted on the vehicle
itself, limiting their field of view. However, infrastructure offers free space to mount
additional sensors, filling in these blind spots. For object detection and sensing based on
the infrastructure, roadside sensors are used. These sensors typically include LiDAR,
cameras, and radar, strategically placed to improve situational awareness [30]. The
authors in [28] show how roadside sensors improve awareness of AV in cities. The study
by [29] shows that infrastructure-based road hazard warning systems positively impacts
traffic flow, safety, and efficiency by informing vehicles of upcoming dangers, allowing
responses to potential threats. A similar study evaluating heterogeneous networks (Het-
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Net) incorporating DSRC, LTE, and Wi-Fi shows that seamless connectivity improves
real-time hazard warnings and facilitates reliable traffic data exchange [31].

Although the previously mentioned works focus on testing various simulation systems,
optimizing them, and showing improvements, they lack testing in critical edge cases
where AV systems face the most challenges. This thesis aims to overcome this gap by
testing V2X messaging in high-risk edge case simulations.

2.2 V2X Communication

Because of this, it is crucial to select a communication system that performs reliably
across different conditions and ensures low-latency message delivery. Various wireless
access technologies are used to support V2X communication, including cellular networks,
satellites, Bluetooth, and Wi-Fi. Each of these technologies has its own advantages and
disadvantages, but to be suitable for real-time, safety-critical V2X applications, they must
meet specific latency, reliability, and coverage requirements. Many of the previously
mentioned technologies were not originally designed for real-time safety applications
and, therefore, have certain limitations. However, the most suitable technologies for V2X
are Wi-Fi-based DSRC and cellular-based C-V2X [32].

2.2.1 DSRC

The initial V2X protocol, Dedicated Short-Range Communication (DSRC), was standard-
ized in 2010 and is based on the Institute of Electrical and Electronics Engineers (IEEE)
802.11p standard. This standard allows the use of the 5.9 GHz band and establishes rules
for its deployment in the United States (DSRC) and Europe (ITS-G5). Wireless Access
in Vehicular Environments (WAVE), which evolved from traditional Wi-Fi technology,
was developed to support transportation communication. Since DSRC has been in use for
over a decade, it is a well-tested and widely understood solution. However, due to high
latency over long distances, increased costs, and frequent channel congestion, DSRC has
been now often replaced by Cellular V2X (C-V2X), which offers higher reliability and
faster data transmission [33].

222 C-V2X

Cellular Vehicle-to-Everything (C-V2X) was standardized in 2017 and is defined by
3GPP standards. Like DSRC, C-V2X also operates on the 5.9 GHz band for message
transmission. However, it also uses cellular networks, allowing different communication
methods to be used depending on the urgency of the message. 3GPP divides C-V2X into
two main parts:

* Long-Term Evolution V2X (LTE-V2X): Based on 4G technology, this system uses
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the existing cellular network to provide wider coverage and enables early warnings
about distant hazards.

* New Radio V2X (NR-V2X): A 5G-based system introduced to address LTE-V2X
limitations, such as message delays and network congestion [34].

When reviewing research that compares these technologies [35], [36], [37], itis
clear that C-V2X is a significant improvement over DSRC. One of the most critical
differences is that DSRC has a communication range of approximately 1 km, whereas
C-V2X offers a much longer range, which is important for safety and handling edge
cases. A study by Anwar et al. compared 802.11p, NR-V2X, and 802.11bd technologies,
finding that while DSRC (802.11bd) has a lower packet error rate, NR-V2X outperforms
it in all other aspects [38]. Despite this, DSRC remains more tested and, therefore,
reliable for short-distance communication. 802.11bd is a successor of 802.11p technology.
The simulation results show that IEEE 802.11bd improves data transfer rates, doubling
performance compared to IEEE 802.11p, while also cutting transmission latency by more
than half [39].

2.3 Cooperative Perception

One of the ways to share information through V2X is by sharing sensor perception data, a
method known as Cooperative Perception (CP). With this approach, vehicles can extend
their perception range by using sensor data from surrounding infrastructure or other road
users. After receiving the data, it is processed using advanced data fusion algorithms to
build a unified environmental model.

The study by [40] shows that even with state-of-the-art technology, CP still faces
open challenges, including latency, robustness, and real-time performance. Another work,
[41], attempts to address data redundancy using a probabilistic data selection method that
filters out less informative objects, optimizing bandwidth usage. Their approach claims
to reduce communication load by up to 60 percent while maintaining system reliability.
However, the system is not tested in high-risk scenarios and still relies on large message
volumes.

Similarly, the authors in [42] proposed a CP-based system designed to tackle latency
issues. Instead of transmitting raw object detections, their system shares fused object
tracks, reducing message size and improving fusion efficiency. While effective in
reducing data load, this work focuses more on improving perception quality than on
testing in critical safety scenarios, where real-time reliability is essential.

Although the previously mentioned studies [40], [41], [42] show that CP is a step
forward in addressing limited perception, they also highlight ongoing issues with latency,
robustness, and message size. These solutions depend on complex models and large
data payloads, which may not be ideal for safety-critical applications. In such cases,
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a simpler and more reliable system design is preferred. The system proposed in this
thesis deliberately avoids large CPM messages altogether and instead relies on lighter
DENM-style alerts. Although this design sacrifices detailed environmental information,
it significantly reduces bandwidth usage and enables faster, more scalable spreading of
critical hazard information.

2.4 Handling Edge Cases in Autonomous Driving

There are various ways how edge cases are detected and resolved in different studies. The
authors in [43] focused on detecting and identifying edge cases that arise from crashes or
complex situations where Automated Driving Systems (ADS) encounter difficulties. The
main idea is that identifying these edge cases allows system improvements. The authors
classify edge cases into different types, including sensor edge cases, which occur under
difficult weather conditions like snow or fog, causing sensor errors; content edge cases,
where an autonomous vehicle faces unlawful or unusual behaviors from pedestrians; and
temporal edge cases, which arise when traffic conditions change rapidly.

A similar concept is presented by [44] in their study, where they focus on generating
new and challenging edge cases. Their approach uses real-world data and reinforcement
learning to create high-risk scenarios, which are then used to test autonomous systems.
The study by [45] aims to identify critical scenarios beyond the edge cases. Their
method involves analyzing 86 studies from 2017 to 2020 and highlighting the open issues
discussed in those studies. They also emphasize the importance of scenario-based testing,
highlighting how vital it is for ADS safety, which aligns with this thesis’ approach.

The classifications mentioned in previously discussed studies [43], [44] are useful
to understand how different types of edge cases impact AV performance. These insights
help inform the design of the simulation experiments conducted in this thesis. Scenario-
based testing for ADS is also applied, with test cases developed to align with the critical
problems and current challenges identified in the existing literature. This alignment
ensures that the evaluation focuses on relevant and realistic conditions where fail-safe
behavior is most needed.

However, the approach taken in previous studies [44], [45], only considers edges
that have already been detected or occurred. It is not always possible to identify all
potential edge cases in advance, as unexpected situations can still occur. Therefore, this
thesis argues that AV systems must be able to respond to edge cases dynamically, even
without prior knowledge that they could happen.

[46] attempted to solve this problem by training a model using real-world data from
a lane-following scenario. The pre-trained model was then tested on critical scenarios.
However, the model’s actions still depended on the data it was trained on, and there were
not always enough data to cover every possible edge case.

From previous research, three main edge cases stand out. Difficult weather conditions,
where objects on the road are hard to detect due to heavy rain or snow. Unpredictable
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pedestrian behavior, where a pedestrian walks unexpectedly on the road. In addition,
there are uncommon traffic scenarios, such as a nearby car randomly merging into another
lane or an ambulance trying to maneuver through traffic.

One of the main problems that come out in research is weather [47]. Thesis by
[48] tries to find ways to improve perception in difficult weather conditions such as fog
and rain. It points out how fog, rain, and snow make it harder for onboard sensors like
cameras and LiDAR to work properly, especially in blind spots or occluded areas. The
review shows that sharing perception data on V2X helps fill in blind spots, especially
when weather makes it difficult for a single vehicle to see. But it also highlights issues
such as bandwidth limits, delays, and problems with long-distance perception in fog or
SNOW.

The authors in [32] focused on improving road user safety, specifically addressing
edge cases such as detecting VRUs. Their approach uses V2X communication while
improving the sensors involved in V2X and integrating deep learning methods for
data processing. They propose an end-to-end AV motion controller architecture driven
by a temporal deep neural network (DNN). The purpose of this system is to detect
VRUs and predict their future trajectories, enabling the AV to react more quickly when
danger approaches. The idea of including pedestrians in V2X communication through
smartphones and smartwatches is receiving significant attention in current research and
will also be applied in this study.

Similarly to previous work, the study by [49] also aims to improve the V2X system,
but this time by using Roadside Units (RSUs) to enhance intersection control. Their
system places V2X-enabled traffic lights and RSUs to make AV behavior in traffic
more efficient and safe. They achieved a reduction of approximately 75 percent in fuel
consumption and tested their system in both simulation and real-world environments.
Their work directly demonstrates how to build a V2X communication system where
the infrastructure actively participates in the AV decision-making process. Furthermore,
their system provides a foundation for improvement, such as incorporating emergency
alerts from distributed infrastructure sensors to enhance AV responsiveness to critical
situations.

The study by [50] focuses on improving AV safety and stability in severe driving
conditions, such as slippery roads. They propose a risk-informed decision-making
strategy that combines Finite-State Machine (FSM) logic for regular driving and Model
Predictive Control (MPC) for emergencies. This approach helps the AV react to dynamic
road conditions and other vehicles. Their system uses Time-To-Collision (TTC) and
Deceleration Rate to Avoid Collision (DRAC) as safety indicators, which allows the
vehicle to assess risk and choose a safe zone in real-time, like moving onto a road
shoulder to avoid an accident. Although they implemented many safety measures, the
system still struggles in severe emergencies.
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2.5 Research Gaps

Although several studies discuss how infrastructure connectivity can assist in specific
situations, there remains a significant gap in the literature. Most studies address individual
types of edge case separately, but there is a lack of research on a single fully connected
system capable of handling multiple types of edge case simultaneously. This thesis aims
to address this gap by exploring how a fully connected V2X system can handle different
types of edge cases together.

One of the most essential aspects when dealing with edge cases is the robustness and
effectiveness of the system. Studies in the literature were able to solve the singular edge
case in a particular environment, but also pointed out systems complexity and latency
issues. That is why this thesis avoids large CMP messages and CAM messages, whose
purpose is to just raise awareness. Focusing on event-triggered hazard warning and
danger messages, there are fewer messages, and therefore fewer latency issues. This
thesis takes inspiration from all the studies reviews earlier to purpose a simplified system,
transmitting only high-priority event-driven alerts using DENM. Those earlier studies
also highlighted message filtering as one of the most essential ways to improve the safety
and effectiveness of the system.
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3 Methodology

3.1 Research Approach

The goal of this research is to create and test a lightweight V2X system that helps au-
tonomous cars stay safe in difficult or unexpected situations by using only DENM-like
messages. Using simulation data, the system will be tested in a controlled environment
where the sensor input mimics real-world conditions. The simulation framework ensures
consistent test conditions, allowing accurate and repeatable evaluations of system per-
formance. Using this approach, the research aims to develop an improved autonomous
driving system that can handle both expected and unusual challenges - edge cases,
through improved connectivity with infrastructure and other road agents.

The first edge case involves unpredictable moving objects, such as pedestrians enter-
ing urban traffic areas. While many pedestrians in this proposed system are connected to
V2X networks through smartphones or wearable devices, some may not be connected at
all. In addition, pedestrian behavior is often unpredictable. Individuals may cross roads
suddenly, ignore traffic signals, or emerge from behind buildings or parked vehicles. In
such cases, onboard sensors on autonomous vehicles may not detect them in time to
respond safely.

To address this, it is essential that infrastructure-based sensors are capable of detecting
these unconnected or unexpected objects and broadcasting hazard messages through V2X.
Urban environments must be equipped with cameras, LiDAR, or radar units capable of
identifying such objects and generating alerts. These infrastructure sensors are typically
more powerful and accurate than simple chips embedded in traffic lights or signs and can
perform basic object classification and motion prediction.

While traffic lights and fixed signs usually broadcast their current state and location,
they should also be capable of transmitting real-time alerts about nearby hazards. For
example, if a wild animal or an unidentified object is detected moving into the roadway,
the infrastructure network can quickly issue a DENM-style alert to nearby vehicles. This
allows autonomous systems to take preemptive safety actions, such as slowing down or
changing lanes well before the object becomes visible to onboard sensors.

The second edge case occurs when the sensors cannot identify objects in the infras-
tructure. In bad weather conditions, when visibility is severely limited or non-existent for
autonomous vehicle cameras, traffic signs should be equipped with sensors that transmit
their position and purpose. For example, if a stop sign is covered in snow, an autonomous
vehicle can still identify it through vehicle-to-infrastructure communication, ensuring
that it does not drive to an intersection. A similar issue arises with speed limit signs; if
they are misidentified, the resulting speed difference from the correct limit could create
serious safety risks. To avoid accidents, all critical road signs should be equipped with
small chips that continuously transmit their information [51].

The third edge case involves sudden and unexpected movements by other vehicles. If
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a vehicle suddenly changes direction, nearby autonomous vehicles should react immedi-
ately. To handle such cases, moving objects should constantly share their location and
speed. If a vehicle makes an unexpected and significant change in direction, the closest
autonomous vehicles should send an alert message so that the surrounding vehicles can
adjust accordingly [43].

By addressing these common edge cases, the system demonstrates how full connec-
tivity to infrastructure can effectively solve past challenges while preparing for future
edge cases. The ability to integrate sensor data from the infrastructure, communicate in
real-time, and proactively manage hazards ensures that autonomous vehicles can operate
more safely and reliably, even in unpredictable environments.

3.2 System Architecture

In the proposed system, various sensors are placed on or around infrastructure elements
like traffic lights, road signs, pedestrian zones, and intersections. These sensors are used
to detect objects or events that might not be visible to an autonomous vehicle due to
occlusion or sensor limitations.

The infrastructure and vehicle are equipped with various sensors, including:

* LiDAR - Measures distance by targeting objects with laser pulses and calculating
the time it takes for the reflected light to return. It helps with detecting the location
and shape of objects such as pedestrians. LiDAR is not affected by nighttime
conditions, but it is more sensitive to rain, as raindrops can scatter the laser signal.

* Radar - Uses radio waves to calculate distance and velocity. Radar performs well
in rain and low-visibility conditions, but it is generally less precise than LiDAR
when it comes to identifying object shapes or types.

* Camera — Captures visual data around the vehicle and is essential for object
detection and classification using Al and image-processing algorithms. However,
cameras are sensitive to lighting conditions and may perform poorly in darkness or
glare.

* GNSS (Global Navigation Satellite System) — Provides global positioning, nav-
igation, and timing information using satellite signals. It is used for estimating
vehicle location with a known margin of error.

* Environmental Sensors — Detect conditions such as temperature, rain, fog, and
road surface status. These sensors are often mounted in infrastructure and assist in
broadcasting environmental hazards through V2X.

* RFID Tags — Used to store static data about infrastructure elements such as
traffic signs (e.g., stop signs or speed limits). RFID readers [52] in vehicles or
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infrastructure can read these tags to confirm location or identify sign types in poor
visibility conditions.

As described in the related work, various wireless access technologies, including
cellular, satellite, Bluetooth, and Wi-Fi, offer different trade-offs for V2X communication.
However, only Wi-Fi-based DSRC and cellular-based C-V2X meet the latency, reliability,
and coverage requirements necessary for real-time, safety-critical applications.

While many simulations assume ideal conditions, this thesis builds on previous
research and reflects the current state of autonomous and V2X technology. As a result, a
hybrid system is proposed and implemented to better address real-world challenges, as
shown in Figure 2.

NR-V2X is used for the V2I and V2P messages, as these messages are typically less
frequent, slower in speed, and originate from greater distances. 802.11bd is used for
V2V communication, as it requires higher message speeds and is more critical to safety.

By combining NR-V2X for long-range, less frequent messages and 802.11bd for
high-speed, safety-critical communication, the hybrid system ensures both reliability
and efficiency. This approach overcomes DSRC’s range limitations and LTE-V2X’s con-
gestion issues, leading to a more robust V2X communication framework. Additionally,
system messages are going to overlap with each other, ensuring still somewhat working
V2X communication, while one of the technologies is not working properly.

V2l message
Traffic signs : 2 C-V2Xx
MR-V2X
V2| message
Traffic lights
5.9 GHz band
Pedestrians
Vehicles
802.11bd

Figure 2. V2X communication flow using DSRC and C-V2X technologies over the 5.9
GHz band. Messages from infrastructure, vehicles, and pedestrians are processed by the
autonomous vehicle system.
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3.3 V2X message structure

When deciding how to structure a V2X message or choose the right protocol, it is
important to consider the goal of the system. In large-scale V2X networks with many
vehicles and infrastructure nodes, splitting messages into different types (such as CAM
and DENM) is useful. It helps reduce congestion and improve efficiency since DENMs
are only sent when something unusual happens.

However, this thesis is based on the idea that modern autonomous systems are already
reliable in most standard driving situations. Constantly sending awareness messages
(such as CAM) becomes unnecessary if the vehicle’s onboard sensors are already capable
of detecting the same information. Therefore, the proposed system is intentionally
designed to be lightweight, relying solely on DENM-like messages to signal events
that local perception might miss, such as hidden pedestrians or unexpected obstacles at
intersections.

By taking advantage of the fact that today’s autonomous systems can handle most
scenarios, external assistance is only provided when an edge case or unusual situation is
detected. This approach significantly reduces message volume and minimizes communi-
cation delays, making the system more efficient and better suited for fail-safe behavior in
critical moments.

Unlike fully ETSI-compliant DENM messages, this thesis uses a custom, simpli-
fied DENM-like format tailored for simulation and evaluation. The message structure
includes only the essential fields required for hazard communication, such as hazard
type, location, and detection time, omitting layers such as cryptographic signing or
strict schema enforcement. This design choice prioritizes real-time performance and low
communication overhead, which are critical for edge-case handling.

The DENM message used in this thesis is structured into five main parts, as shown
in Figure 3. It is inspired by the ETSI EN 302 637-3 standard [53], but simplified for
simulation purposes. The Header contains metadata such as the message type (DENM),
sender ID, and timestamp. The managementContainer includes the detection time of the
event. The situationContainer specifies the nature of the event.

The locationContainer provides spatial information through both eventPosition (in
geographic coordinates) and referencePosition (relative or local coordinates). This
allows vehicles to assess both the sender’s location and the position of the detected
hazard. Finally, the alaCarteContainer contains extended information in the form of
hazardDetails, which can represent either a moving object (e.g., an unknown vehicle or
pedestrian) or an environmental condition (e.g., fog or reduced visibility).

This message structure does not include cryptographic and security-related fields, as
the primary goal of this system is to test the fail-safe behavior of autonomous vehicles
under edge-case scenarios, rather than secure message exchange.

This proposed system includes four different message providers: traffic signs, traffic
lights, vehicles, and pedestrians. The message types involved are V2I, V2V and V2P.
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Header —> Contains basic metadata

managementContainer — Stores time-specific info

situationContainer —> Nature and severity of the event

locationContainer —> Event and reference location

alaCarteContainer —> Extended fields

Figure 3. Vehicle-To-Everything Message Structure

It is also important to note that this V2X message is not meant for sharing sensor data
or expanding a vehicle’s field of view. Although many studies have researched and found
that this can add additional safety to autonomous systems, it is not the best solution for
edge cases. Processing sensor data locally and sending out only dangerous objects is
more efficient because it reduces bandwidth usage. When raw data is shared, the vehicle
has to go through processing again, which slows down its reaction time. Research shows
that transmitting full sensor data requires high data rates, which can overload the network
and introduce delays. By only sharing necessary hazard details, V2X communication
becomes faster and more reliable [54].

3.3.1 V2I message structure

V2I message is communication between vehicle and stationary roadside units. To use this
communication, the infrastructure must be fully equipped with sensors and chips capable
of detecting and publishing relevant information across the map. In this thesis, the V2I
communication comes specifically from traffic lights and traffic signs. Although the
overall message structure remains the same for both, traffic lights include an additional
light state message to indicate their current status. Traffic lights and signs act as RSUs
and can process and share information coming from the infrastructure.

This message example, as shown in Figure 4, reports a situation detected by the
infrastructure, such as a red traffic light with poor visibility due to fog, or the presence of
a moving object near the intersection. The detection section is flexible, allowing for both
object-based and weather-based hazard reporting depending on the event type.
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"Header": {

"messageType": "DENM",
"stationID": "traffic_light o1",
"timestamp": "1711701821.123"

1,

"managementContainer™: {
"detectionTime": "1711701821.123"

1,

"situationContainer": {
"eventType": "trafficLightStatus”,
"eventSeverity": "danger”,
"lightState": "red"

1

"locationContainer™: {
"eventPosition": {

"latitude": 52.52,
"longitude": 13.485

1,
"referencePosition”: {
"x": 143.5,
"y": 78.2
1
b

"alaCarteContainer™”: {
"hazardDetails": {
"hazardType": "movingObject"”,
"objectType": "unknownVehicle",
"weatherCondition": "fog",
"visibility": "Tlow"

Figure 4. V2I message structure
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3.3.2 V2P message structure

V2P communication is designed to provide the speed and location of vulnerable pedestri-
ans near traffic. With the widespread use of smartphones and smartwatches, pedestrians
can actively participate in traffic communication, allowing vehicles to detect and respond
to their presence. In addition to the V2I structure, V2P messages include velocity informa-
tion, enhancing the accuracy of pedestrian movement predictions, and improving overall
traffic safety. Adding velocity information improves safety because a fast-approaching
pedestrian poses a greater risk than one who is nearby but is moving slowly at a steady
pace.

V2X message structure for Vehicle-to-Pedestrian communication is shown in Figure 5.
The message is sent by a pedestrian device and contains information about the user’s
position, movement state, and crossing behavior, allowing nearby vehicles to react
accordingly.

"Header": {
"messageType": "DENM",
"stationID": "pedestrian_device 87",

"timestamp": "1711704821.654"

|
1,
"managementContainer”: {

"detectionTime": "1711704821.654"
b
"situationContainer": {
"eventType": "vulnerableRoadUser"
"eventSeverity": "warning”,

"pedestrianState": "crossing"
s
"locationContainer": {
"eventPosition": {
"latitude": 52.5204,
"longitude": 13.40849
|
1,
"referencePosition": {
"x": 158,
"y": 75.2
|
J
|
1,
"alaCarteContainer": {
"hazardDetails": {
"hazardType": "movingObject",
"objectType": "pedestrian",
"speed": 1.2
|
J
|
J

1
J

Figure 5. V2P message structure
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3.3.3 V2V message structure

V2V communication is currently the most tested type of V2X communication, as setting
it up is significantly less expensive than the previous two types. In addition to the
capabilities of V2I and V2P, V2V communication can also include wheel angle data
in the message structure. This allows the system to detect sudden and unexpected
movements and react in advance, improving overall traffic safety.

V2X message structure for Vehicle-to-Vehicle communication is shown in Figure 6.
The message is triggered by a sudden braking event and informs surrounding vehicles of
a potential hazard ahead.

"Header": {
"messageType": "DENM",
"stationID": "vehicle_283"

"timestamp": "1711785122.987"

1
I3

"managementContainer”: {
"detectionTime": "1711785122.987"

1.

"situationContainer": {
"eventType": "vehicleEmergency",
"eventSeverity": "danger",
"eventDescription”: "suddenBraking"

1

"locationContainer”: {
"eventPosition": {

"latitude": 52.5206,

"longitude": 13.4852

1
I

"referencePosition": {
"x": 153.4,
"y": 79.8
|
J
)
1.
"alaCarteContainer": {
"hazardbetails": {
"hazardType": "movingObject",
"objectType": "car",
"speed": 0
|
J
|
J

1
J

Figure 6. V2V message structure
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3.4 Simulation Setup

The simulation environment was built using the CARLA simulator, with integration
through ROS (Robot Operating System) to manage sensor input, vehicle control, and
V2X message exchange. CARLA is an open source simulation platform designed for
developing and testing autonomous driving systems. It allows for custom map creation,
configurable traffic behavior, weather conditions, sensor models, and support for multi-
agent scenarios.

ROS acts as the middleware between CARLA and the autonomous driving system.
It handles data communication between nodes and provides essential visualization and
debugging tools such as RViz, which shows sensor output and system behavior in real
time.

This research uses autonomous driving software developed by the Autonomous
Driving Lab [55] at the University of Tartu. The system, called Autoware Mini [56], is
open-source and distributed under the permissive MIT license. Since Autoware Mini
is built in Python and based on ROS1, this thesis uses the same toolchain to ensure
compatibility. Although Autoware Mini is aligned with the official Autoware framework
and uses similar message types, it is intentionally simplified for research and teaching
purposes.

The simulated vehicle is modeled after a Lexus RX450h, equipped with virtual
sensors including LiDAR, camera, GNSS, and radar. The system enables full autonomous
control, including object detection and tracking. This setup is ideal for evaluating
different types of edge cases, each of which may require different sensor types for
optimal detection and comparison.

To evaluate the effectiveness of the V2X-enhanced system, both the baseline au-
tonomous system and the V2X-integrated version were tested. The baseline system is
modular and has been previously validated in real-world scenarios for reliable object
detection and navigation. For V2X testing, only the driving module of the system is
used, while message reactions are implemented separately in a ROS-based filtering logic
module. These reactions are currently designed conceptually and are not yet integrated
into motion planning or direct vehicle control.

The V2X receiver logic is implemented using ROS. The infrastructure sensors sim-
ulated in CARLA publish V2X messages through ROS topics, and the ego vehicle
subscribes to these messages. This allows the system to receive and respond to alerts
generated by other road agents or infrastructure elements.

3.5 V2X message filtering

In the algorithm proposed in this thesis for the improved autonomous driving system
V2X (Algorithm 1), the data come from two different sources: infrastructure sensors
and on-board sensors of the autonomous vehicle. After getting the data, it is important
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to process it so that the car reacts to the most crucial information. As this thesis uses
only messages similar in structure to DENM, there is no need to perform perception
or object-level sensor fusion. These types of messages are already event-based and
contain processed information, which reduces the need for low-level perception. It is still
necessary to process the messages properly to avoid overloading the processing capacity
due to receiving too many messages in a short time and to merge the messages from the
infrastructure and the vehicle together.

Message filtering is important to reduce latency in urgent messages and also to ensure
that the vehicle acts on the most important situations first. The aim of this filtering
system is to keep it robust and effective. The first method is distance-based filtering. As
messages can come from all over the city, it is necessary to process messages originating
within a certain geographic radius of the vehicle. Most edge cases are relevant only
when they are close to the vehicle. Depending on the urban or highway environment, the
distance is different.

An additional way to prioritize messages is to use the Time-to-Collision (TTC)
calculation [57]. TTC is defined as the estimated time before a collision occurs if both
the ego vehicle and the object maintain their current speeds and trajectories. The formal
definition is given as follows:

Dy_o .
fVo >V,
TTC = V% BTN (1)
00, otherwise

Where:
* D, 5 represents the distance between the ego vehicle and the object in front.
* Vi1 and V5 are the speeds of the object and the ego vehicle, respectively.

Adding speed to this formula shows how critical the situation is and, therefore, makes
filtering easier. Notably, the same formula can be applied when the object is stationary
by setting V; = 0, simplifying the equation to:

D5
2

Although there are more complex TTC formulations, this simplified approach, based
only on vehicle speed and object distance, is sufficient for real-time filtering in safety-
critical scenarios.

The last way to filter messages is based on Event Type / Priority-Based Filtering. A
slippery road is not as important as a pedestrian in the blind spot. It is essential that these
types of messages receive priority handling. In these test cases, messages are filtered into
danger or warning category.

TTC =
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Algorithm 1: Filtering and Decision Logic for V2X Safety Messages

[

L 9 & N B W

10
11
12
13
14
15
16
17
18
19

20
21
22
23
24
25
26
27
28
29

Input: Incoming DENM message from infrastructure
Output: Trigger reaction or discard message

Extract message fields: event position, event type, severity, timestamp

Get the vehicle’s current position and speed

Step 1: Distance Check

Calculate distance between vehicle and event
if distance > maximum allowed then
Discard message (too far away)

return

end

Step 2: Time-to-Collision (TTC) Check
Calculate how quickly the vehicle is approaching the event
if vehicle is not moving toward the event then
Discard message

return

end

Compute TTC = distance / closing speed

if TTC > threshold then

Discard message (event is not urgent)
return

end

Step 3: Severity Check

if message severity is ’danger’ then
Trigger safety reaction

return

end

if message severity is 'warning’ then
Trigger cautionary reaction

return

end

Otherwise, discard message (not relevant)
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3.6 Experiments - Edge cases in simulation
3.6.1 Normal Driving

The system was first tested under normal driving conditions using the standard CARLA
map. During this baseline test, no DENM messages were triggered, as no hazardous
or unusual events occurred. The only functional difference from a typical autonomous
drive is that the vehicle continuously subscribes to and filters incoming V2X messages.
However, since DENM messages are generated only when dangerous situations arise,
the number of incoming messages was minimal and did not affect system performance.
The autonomous system operated as expected, and the inclusion of V2X logic had no
measurable effect on driving behavior or latency.

3.6.2 Pedestrian Hidden Behind Infrastructure

The second scenario was designed to test the system’s response to a vulnerable road user
(pedestrian) partially hidden from the vehicle’s field of view. The test was conducted
near an intersection where the pedestrian is occluded by a traffic signal post. The vehicle
approaches at regular speed, with limited visibility of the pedestrian to simulate a realistic
edge case.

Importantly, the pedestrian in this scenario is not part of the V2X network. This
simulates a real-world case where not all road users are connected. For comparison, the
modular system (non-V2X) relies on LiDAR detection, which is generally effective in
detecting the presence of objects without the need to classify them. However, when the
pedestrian is fully hidden behind large structures or vehicles, the onboard sensors fail
to detect the pedestrian. In contrast, the V2X-enhanced system successfully receives a
hazard alert from infrastructure sensors and is able to respond earlier.

3.6.3 Reduced Visibility at Intersection (Fog and Rain)

This test scenario focuses on the vehicle’s ability to recognize traffic light states under
poor visibility conditions. The same intersection is used, but the simulation includes
fog and heavy rain. In the V2X-enhanced system, infrastructure detects the weather
condition and transmits a high-priority DENM message, alerting nearby vehicles.

In the modular system, the autonomous vehicle must rely on camera input to detect
the traffic light state. Since camera performance significantly degrades in low visibility,
the reliability of light color detection is reduced. In contrast, the V2X system provides
consistent warning, enabling the vehicle to make informed decisions despite adverse
environmental conditions.
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3.6.4 Red Light Violation by Another Vehicle

In this scenario, the test is conducted in a different simulated town where a second vehicle
intentionally ignores a red light. The V2X infrastructure detects the violation and sends
out a critical-priority DENM message. The ego vehicle receives the alert and can prepare
for evasive action.

For the modular system, LiDAR is again used to detect the moving vehicle. Although
LiDAR may detect the violating vehicle once it enters the intersection, the reaction time
is shorter and there is less contextual understanding of the situation. The V2X-enhanced
system benefits from early detection and awareness of traffic rule violations not visible
to onboard perception alone.

3.7 Evaluation Metrics

In the evaluation, three key performance metrics are used to compare the baseline
perception-only system and the V2X-enhanced system. These metrics are commonly
used in autonomous driving and V2X research to assess system response and safety
performance [58, 59, 33]. First, the reaction time is measured. This refers to the time
delay between when a DENM message is received and when the system finishes filtering
the message and decides on an action. This metric highlights how quickly the system
can process and respond to unexpected dangers.

Secondly, the detection distance is evaluated. This metric reflects how close a
traditional (modular) perception-only system must be to an object before it can detect
it. When combined with the vehicle’s speed, it helps demonstrate whether the vehicle
has enough time and distance left to safely react. For the V2X-enhanced system, the
detection distance was set to 50 meters. This value is chosen not based on the maximum
V2X communication range, but rather because 50 meters provides a realistic minimum
distance required for the vehicle to brake safely at urban speeds, while minimizing
excessive message traffic.

Finally, the result of the collision is recorded. If the reaction time and detection
distance are insufficient, a collision may occur. This metric directly indicates whether
the added V2X functionality contributes to successful hazard avoidance in edge-case
scenarios.
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4 Results

This chapter shows how the baseline system and the V2X-enhanced system performed
during testing. The results are based on key safety metrics such as reaction time, detection
distance, and whether a collision happened or not.

4.1 Setup and Scenario Description

This section explains the simulation setup and how the test scenarios were built. It covers
the tools, message formats, and conditions used to run the experiments.

* Simulator: CARLA (version 09.13)

Tools: ROS, Python, custom message filters

Vehicle speed range: 20-50 km/h

¢ Sensors: LiDAR, camera, V2X receiver

V2X message type: Simplified DENM (JSON format)

¢ Scenarios tested:

Normal driving without events

Pedestrian hidden behind infrastructure

Reduced visibility at intersection

Traffic violation by another vehicle
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4.2 Scenario-Based Results

The following sections presents the results observed during simulation testing. A video
showing all test scenarios and system behavior can be accessed online at: https://
youtu.be/AZtWVRIGKkw

4.2.1 Normal Driving (No Events)

In this baseline test (Figure 7), no DENM messages were triggered, as there were
no abnormal situations. The vehicle navigated the environment without issues using
only its onboard perception. Both the modular system and the V2X-integrated system
successfully completed the scenario with no collisions, false detections, or incorrect
reactions (Table 1).

Reaction time Detection distance Collision
N/A N/A 0

Table 1. Normal driving metrics
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https://youtu.be/AZtWVRIGKkw
https://youtu.be/AZtWVRIGKkw

Figure 7. Normal Driving

4.2.2 Pedestrian Hidden Behind Infrastructure

With V2X: The RSU of the traffic light detected an unidentified pedestrian and published
a warning DENM message (Figure 8 and Figure 9). The integrated V2X system detected
the pedestrian as soon as the pedestrian was in the dangerous range (Figure 10). The
message latency was only 120 ms and the pedestrian was detected more than 30 meters
away, ensuring enough time for vehicle to react and avoid collision. (Table 2).

Reaction time Detection distance Collision
120 ms 50 0

Table 2. Pedestrian hidden metrics V2X
Without V2X (Figure 11): The autonomous vehicle failed to stop in time, resulting

in a collision in the baseline scenario. The pedestrian was partially occluded behind a
post and was only detected by the LiDAR sensor when the vehicle was approximately
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8 meters away. At the allowed speed of 50 km/h, the detection distance was not far
enough for the vehicle to react and stop safely, demonstrating the limitations of onboard
perception in occluded environments.

Figure 8. Pedestrian hidden behind post
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Figure 9. The same scene as in Figure 8 (i.e. pedestrian hidden behind a post), seen from
a more distant viewpoint.
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Figure 11. Pedestrian detected early via V2X alert, before line-of-sight is established
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4.2.3 Reduced Visibility at Intersection (Fog and Rain)

With V2X (Figure 12): The traffic light RSU detected a bad weather scenario and
broadcasted a DENM message indicating a dangerous condition. The vehicle received
the message with a latency of 120 ms and was able to respond in time, successfully
stopping at the red light, despite reduced visibility caused by rain and fog (Table 3).

Reaction time Detection distance Collision
110 ms 50 0

Table 3. Reduced visibility metrics V2X

Without V2X: The modular system relied on onboard cameras to detect the color
of traffic lights. Although the system was able to correctly identify the position of the
traffic light, the color classification was less reliable under adverse weather conditions
(Figure 13). While the traffic light was red, the system first detected it as such at a
distance of 9 meters (Figure 14), but with only slightly over 50 percent confidence. The
system did not reach near 100 percent confidence in the red light detection until the
vehicle was approximately 6 meters away, which was too late to ensure safe stopping at
the given speed.

Figure 12. Reduced visibility traffic light detection with V2X
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Figure 13. Reduced visibility traffic light detection wrong with camera

Figure 14. Reduced visibility traffic light detection correct with camera
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4.2.4 Red Light Violation by Another Vehicle

With V2X (Figure 15): In this test case, the vehicle detected that a red light was ignored
and published a danger-level DENM message to other nearby vehicles. Since the event
occurred directly at the intersection, the information was sent relatively late, and the
distance between the two vehicles was around 10 meters (Table 4).

However, what makes this case different is the purpose of the message. The au-
tonomous vehicle is aware that there is a dangerous situation ahead, and thanks to the
shared V2X information, it reacts by braking and waiting for the hazard to pass. Even
though the message arrives late, the V2X system allows nearby vehicles to become aware
of the danger and potentially react faster than they would using onboard sensors alone.

Reaction time Detection distance Collision
125 ms 10 0

Table 4. Red light violation metrics V2X

Without V2X (Figure 16): The autonomous vehicle used LiDAR to detect the other
vehicle and was able to avoid a collision. However, without knowing the context of the
situation, the vehicle still drove into the intersection and came dangerously close to the
violating vehicle. Since it had no prior information about the red light violation, the AV
did not understand the situation and therefore did not know to wait it out. This highlights
a key limitation of relying solely on onboard perception — the system can react, but it
lacks the situational awareness that V2X communication provides.

Figure 15. Red light violation detection with V2X
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Figure 16. Red light violation detection with LIDAR

4.2.5 Summary table

The test results demonstrate that adding a lightweight V2X layer significantly improves
safety. As shown in Table 5, when the system received V2X alerts, the vehicle detected
the hazards early enough to allow a safe reaction. In each test case, the detection distance
provided enough time to avoid a collision (Figure 17). However, if we take into account
the distance at which the system without V2X was able to detect the hazard, it is likely
that it did not have enough time to react, which would result in a dangerous situation.
When comparing the results, the system without V2X ended up in a dangerous situation
66.7 percentage more often when dealing with edge cases (Figure 18).

Experiment Reaction time Detection distance V2X
Baseline (no V2X) N/A N/A
Pedestrian Occlusion 110 ms 50
Foggy Intersection 120 ms 50
Red-Light Violation 125 ms 10

Table 5. Summary of Detection and Reaction Metrics for V2X
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Figure 18. Outcome distribution for test scenario without V2X support
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5 Discussion

The purpose of this thesis was to test a lightweight DENM-only V2X communication
layer to improve AV safety in edge cases. The simulation results indicate that the V2X
layer certainly improves the safety of the autonomous system.

The system was first tested under normal driving conditions (see Section 4.2.1)
without abnormal events. During this baseline scenario, the V2X layer remained inactive,
as expected, and did not interfere with the core functionality of the autonomous driving
stack. Since the V2X system is based on event-triggered messaging, it remains silent
under normal conditions. It only activates when something happens, letting the regular
system handle everything without interference.

The second scenario simulated a pedestrian hidden behind infrastructure (see Section
4.2.2), making them invisible to the AV’s onboard sensors. Without V2X assistance, the
pedestrian was detected only at approximately 8 meters. Too late for the vehicle to react
safely when driving at 50 km/h. In contrast, the V2X system received a DENM-style alert
50 meters before the vehicle reached the crossing point. This early detection enabled a
safe and timely response, confirming the benefit of infrastructure-assisted perception in
occluded environments. Moreover, the system’s event-triggered design ensured that only
essential messages were broadcast, helping to avoid communication channel congestion.

The results of the third test mirrored those of the previous test, proving the V2X
system more safe. In bad weather conditions (see Section 4.2.3), the camera was unable
to detect the color of the traffic lights. Even more dangerously, the color was detected
incorrectly, which meant that the car could drive into the intersection at the same time as
other cars or pedestrians. With the V2X system, bad weather was detected, DENM-like
messages published information to the vehicle, and the situation stayed safe. Initially, a
scenario with fully occluded traffic lights due to snow coverage was considered. However,
then the test case would have favored the V2X system due to cameras not being able
to detect the color at all. However, this case showed that when RSUs actively publish
their data, be it traffic lights or signs, the safety of the autonomous vehicle improves
significantly. It is not possible to build an autonomous system that is so robust that it
can detect signs through bad weather or when commercial signs include similar pictures.
The only way to ensure that the vehicle receives the correct information is through direct
communication, which means that signs and signals must be able to broadcast their data
digitally. Although this can be implemented in various ways, having signs publish their
information on V2X is arguably one of the simplest and most foolproof approaches.

The fourth test showed that even when the V2X system gets the information late, it
is still more useful than no information. The regular system was able to detect the red
light runner (see Section 4.2.4) pretty much at the same time as the V2X message. In
fact, the regular system was able to detect it even earlier because the V2X message was
sent out when the other vehicle ran the red light. But with the V2X message, message
logs confirmed that the vehicle had run the red light, and therefore the situation was
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dangerous and it was best to stay away. With the regular system, the autonomous vehicle
dealt with the violating vehicle as a regular object, trying to avoid it. By sending out a
message about what has happened and what the danger level is, the autonomous vehicle
can maintain a safe distance.

5.1 Strengths of the Approach

As proven in previous edge case tests, adding V2X drastically improves system safety.
One of the biggest strengths of the system is the scalability. The messages are not con-
stantly published like CAM or CPMs, therefore avoiding overloading the communication
channel. One of the biggest bottlenecks of previously mentioned systems is handling
delays and message congestion.

Additionally, the proposed system is more cost-efficient compared to CPM-based
architectures, due to its simpler implementation and lower data transmission requirements.
This makes it a good option for cities in the early stages of V2X infrastructure deployment,
where bandwidth and integration complexity may be constrained.

Another strength is that this system assumes that autonomous vehicles are already
capable of handling standard driving conditions. It does not try to replace or modify their
core logic. Instead, it only steps in when the onboard system might fail, such as during
edge cases or unexpected situations. This makes it easier to integrate and test without
having to retrain or reconfigure the existing AV stack.

All of the testing was performed using open source tools like CARLA, ROS, and
Autoware Mini. These tools are commonly used in research and teaching and allow
anyone to reproduce the results or build on top of this work. The system is intentionally
kept modular and transparent, so it can be extended in future projects without being
locked into specific hardware or platforms.

5.2 Limitations of the Study

While the results show a clear improvement over the base system, there are still limitations
that should be addressed. First, the tests were carried out in a simulated environment,
meaning that real-world factors such as sensor noise, delays, or hardware malfunctions
were not present. All of these are important considerations in real-life deployments
and can affect how the system reacts. Secondly, the V2X layer and filtering logic were
implemented as a separate ROS node. It was not fully integrated into the autonomous
system’s motion and path planning modules. While the intended vehicle response was
correct, the simulation does not account for the delay introduced by actual planning and
control algorithms. In a real vehicle, this could increase the reaction time and affect
safety margins.

Additionally, this thesis assumes a "perfect world" around the vehicle and does not
address message security. The DENM-like messages used in this system are simplified

44



and not encrypted. In real-world applications, V2X messages should be encrypted and
authenticated to prevent spoofing or hacking attempts.

The system also assumes that most traffic signs, vehicles, and pedestrians are con-
nected through processing units or wearable devices such as smartwatches. In reality, this
level of connectivity is far from guaranteed. Although the system is designed to detect
unconnected road users using infrastructure sensors, full coverage cannot be assumed.
In addition, topics such as data privacy, personal information protection, and ethical
concerns about message sharing should also be considered in real-world deployments.

Finally, this system relies heavily on the assumption that dangerous situations can
be accurately detected and only then are messages published. If initial detection fails,
for example, if infrastructure sensors do not recognize a hazard or misclassify it, the
system cannot provide any warning to the vehicle. This highlights the importance of
well-placed and reliable sensors within the infrastructure. The effectiveness of the V2X
layer is entirely dependent on the quality and precision of the initial hazard detection.
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6 Conclusion and Future Work

The results of the simulation scenarios showed that the proposed system improved the
detection range, the reaction time, and overall safety. Under normal conditions, the V2X
system remained passive and did not interfere with the AV base operations. In more
complex situations, such as occluded pedestrians, poor visibility, or traffic rule violations,
the system provided valuable early warnings and context that allowed the vehicle to make
safer decisions.

The main contribution of this work is to demonstrate that even a lightweight DENM-
only layer added to an autonomous system can improve overall safety. The lightweight
nature of the system ensures that this safety enhancement does not come at the cost
of efficiency or require constant high-bandwidth data exchange. Many of the edge
cases with which current autonomous systems still struggle can be addressed through
infrastructure connectivity.

Although the system showed strong results and outperformed the baseline system in
all test cases, there is still future work to be done.

Future work will involve validating the system on real AV-RSU hardware using
802.11p or NR-V2X protocols. This would allow for the evaluation of delay times,
malfunctions, and other confounding factors that can affect system performance. In
addition, more test cases should be explored, such as roundabouts, highways, and roads
with confusing markings. These scenarios would help determine whether the system can
handle more complex situations.

The system could also be deployed in some of the most critical areas in a city, such
as intersections. When AVs can handle most of the city by themselves, this system can
act as a safety net in known problem locations. This approach would also support testing
for larger-scale deployments.

For future test cases, it would also be beneficial if the V2X layer was fully integrated
with the AV system, meaning that the vehicle not only publishes its intended reaction,
but also executes it in real-time as part of the decision-making process.

Finally, future work should address security. It is important to verify that the messages
come from trusted sources and to ensure that all communication is encrypted. Before
these measures are implemented, the system can be tested in a controlled real-world
environment, but it should not be deployed in regular traffic due to potential security
risks.

In general, this thesis shows that adding even the simplest V2X layer can improve
AV safety. When dealing with edge cases, the safest approach is to directly tell the
autonomous vehicle what it is facing, rather than relying on the system to detect it on its
own, especially when perception is limited or delayed.
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