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Design and evaluation of a user interface to increase trust in autonomous
vehicles

Abstract:

Humans have been sceptical of automation throughout history and with the prospect of au-
tonomous vehicles taking over the transportation sector, we are going to need a user inter-
face that can communicate with the passenger in a way that increases trust in self-driving
cars. Research has shown that trust is an important factor in the use of autonomous technol-
ogy and that it is affected by transparency, anthropomorphism, culture and brand name. This
thesis aims to develop and evaluate a user interface that could be used in driverless cars
which offer ride-hailing services. Based on the research on trust, autonomous vehicles, user
interface design and user experience, a web application was developed to use in a case study
involving five participants. The case study consisted of multiple tasks with the interface, an
interview and a questionnaire about the usability. Analysis of the responses demonstrated
that the developed user interface was relatively easy to use and understandable. The results
indicate that the overall experience can be improved and suggestions were made to enhance
future versions of the interface.
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Kasutajaliidese disain ja hinnang isesditvate autode usalduse tdstmiseks

Lihikokkuvote:

Labi aegade on automatiseerimist umbusaldatud. Tulevikus liigub transpordisektor aina
enam autonoomsete sdidukite suunas ning tekib vajadus kasutajaliidese jargi, mis suurendab
usaldust isesditvate autode vastu. Uuringud on ndidanud, et usaldus on autonoomse
tehnoloogia kasutamisel oluline tegur, mida mdjutavad labipaistvus, antropomorfism, kul-
tuur ning brandinimi. Kéesoleva 18putd6 eesmaérk on valja todtada ja hinnata kasutajaliidest,
mida saaks kasutada sGiduvahendamise teenust pakkuva sdiduauto puhul. Veebirakendus
tootati valja viie osalejaga juhtumiuuringu jaoks lahtudes usalduse, autonoomsete soidukite,
kasutajaliidese kujunduse ja kasutajakogemuse uuringutest. Juhtumianaltls koosnes
ulesannetest kasutajaliidesega, intervjuust ja kasutatavuse kisimustikust. Vastuste analiiis
néitas, et valjatootatud kasutajaliides oli kergesti kasutatav ja arusaadav. Uuringu tulemused
néitavad, et uldist kasutajakogemust saab parandada ning tulevaste kasutajaliideseliidese
versioonide parendamiseks on ettepanekuid tehtud.

Votmesdnad:

Isesditvad s6idukid, kasutajaliides, autonoomsuse usaldus, autonoomne
s6iduvahendusteenus

CERCS: P175 (Informaatika, slisteemiteooria)
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1 Introduction

The continued advancements in technology across all fields increase the use of automation.
Transportation and self-driving vehicles are most likely going to be a part of our everyday
life sooner rather than later. With the rise of the popularity of ride-hailing services, compa-
nies are looking for a way to introduce autonomous vehicles to the public as soon as possible
to increase their revenue when the inevitable change in transportation finally arrives. But as
humans have been behind the wheel since the 1900s when the automotive industry started
mass production, they are somewhat reluctant to pass over the reins to the computer. There
have even been cases where the distrust in self-driving cars has manifested itself in the form
of people throwing rocks at the vehicles [1] which makes trust one of the most important
areas to focus on.

There has been a multitude of papers on the issue of trust in automation and self-driving
cars, but they mainly focus on the driver’s seat and increasing consumer trust to make these
types of vehicles more approachable for purchase. In our work, we focus on ride-hailing
services and the backseat where the experience is different.

As studies have shown that trust can be increased via a user interface [2—4], we built and
evaluated one based on existing work on aspects which can influence trust and applied the
good practices of user interface design and user experience. In order to evaluate the inter-
face, we conducted a system usability study that was carried out online using video call and
screen sharing software to observe the behaviour and any occurring problems. In addition
to the study, we make suggestions based on the results to improve the interface and propose
an approach to study the user interface’s effect on trust.

To test the interface, we devised a scenario where the participant is calling a car to pick
him/her up from a shopping centre and drives to downtown. During the ride, we asked them
to complete different tasks so that we could observe interactions with the interface. Overall,
the results show that the developed user interface performed rather well as the participants
managed to easily complete the given tasks and liked its simplicity.

This thesis” main goal is to develop and evaluate a user interface that would increase trust
in autonomous vehicles. To design a user interface that would increase trust in autonomous
vehicles we first find out what is trust and then if and how we can evaluate it to use it in our
case study. Next, as trust consists of various aspects, we take a deeper look into them and
analyse how they can affect trust in autonomous vehicles. This can also be examined in the
features that already exist in the cars today as there is already a multitude of advanced driver
assistance systems in modern cars today like automatic parking and adaptive cruise control
[5] which people are using every day with various levels of trust [6,7]. We will also inves-
tigate what increases and decreases trust and how can all this be applied to autonomous
vehicles and their user interfaces. This plays an important role as it helps us to get a better
overview of how to design the interface and which aspects to keep in mind. To develop an
interface that is usable and pleasant to the eye we investigate user interface design and the
best practices of user experience.

To that end we devised research questions that would help us to achieve our goal:
RQ1: What is trust in autonomy? (section 3.1)
RQ2: How do we evaluate trust? (section 3.2)

RQ3: What do we know about autonomous vehicles and how much are they trusted?
(section 3.3)

RQ4: What kinds of aspects can influence trust in autonomous vehicles? (section 3.4)
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RQ5: What characteristics should we consider while designing a user interface? (section
3.5)

This master’s thesis starts with the literature review, where we take a deep dive into trust,
autonomous vehicles and their features. We also discuss the good practices and characteris-
tics of user interface design and user experience. In the interface chapter, we present the
most common use scenario and introduce all the features present in the interface with screen-
shots and tools of the trade we used for developing. Next, we describe the case study we
performed in detail in the methodology section. The following chapter includes evaluations
and suggestions for changes to further improve the developed user interface. Finally, we
propose a case study that could be conducted with an improved version using an actual
vehicle.



2 Related work

In this section, we give an overview of what has been done so far in the industry to improve
trust in self-driving cars, how it is connected to our work and what we did differently. We
also outline the research approach we used.

2.1 Current work

Most of the papers we reviewed mainly focus on the drivers’ trust in autonomous vehicles.
We take all that information and apply it to develop a user interface for ride-hailing services
to be used in the backseat. Multiple surveys have shown that people are sceptical of using
self-driving vehicles [8-10], but these are mainly about using the car as their own, whereas
we focus on ride-hailing service.

Research done by Lee and See tells us that trust is an attitude that someone will help achieve
somebody’s goals in a state of uncertainty and vulnerability [11]. In our case and relation to
the first research question, this means that when the passenger sits in the backseat, he/she is
put into an uncertain and even vulnerable situation as self-driving technology is still rather
new and he/she needs a good reason and purpose to trust the machine enough to use the
service. That reason could be an easy to use service that gets the passenger safely to the
chosen destination. Granted, some people are more suspicious of new technology, but as
time goes on, the overall trust in such a service will rise while more and more people are
willing to give ita try [11].

When it comes to evaluating trust in autonomy, there is a survey developed by the United
Stated States Air Force laboratory [12] which is also connected to our second research ques-
tion. This survey can be used as a basis when coming up with a questionnaire for a future
case study to assess trust level change after using our developed user interface.

As we develop an interface to increase trust in autonomous vehicles, we must consider dif-
ferent aspects that can affect it. There are several of them as we discovered while answering
the fourth research question. In our user interface, we mostly focused on transparency and
anthropomorphism. Transparency plays a large part in trusting the vehicle as the passenger
can see what is going on with the car, e.g. current location and information about the vehicle,
and the trust levels will increase [13]. Anthropomorphism is adding human-like features to
the system, which can increase trust, but it can be only done to a certain limit as too much
can bring forth negative effects [2] and therefore we opted to only use audio features. As we
mentioned earlier, trust takes time to build, so having a brand name that is in good status
with the public is also important. In our case, Bolt is a fairly well-known company in Esto-
nia. We can also take note from accidents happened with Uber and Tesla and only test it in
public when it is safe enough because when accidents happen the reputation suffers and
people would not use it later on even if it is actually safe as trust takes time to form, and
even longer to reform [11].

We also need to consider different characteristics to make the interface easily accessible and
usable to clients which brings us to the final research question that involves discussing user
interface design and user experience. For example, the interface must be clear so that the
client does not need to think about what the application is for. Another example is simplicity,
where there is no place for unnecessary clutter to make the interface bloated and difficult to
understand or navigate. The overall experience of using the interface must also be easy or
pleasing, e.g. the application should be useful, all elements are easily findable and accessi-
ble. [14-17]



2.2 Research approach

To get all the necessary information, we conducted a systematic literature review based on
the guidelines provided by Kitchenham [18] that consist of planning the study, performing
and reporting the review.

In order to find relevant studies, we used digital libraries such as Springer Link, Google
Scholar, IEEE Xplore, Scopus, Science Direct, ACM Digital Library, Web of Science. Ad-
ditional studies were also found in the reference lists of the papers. Because of our research
questions one, two and three, we needed a search query that would reveal results including
trust and autonomous vehicles. To that end we used the following query: (trust) AND ((au-
tonomous AND vehicles) OR self-driv* OR (autonomous AND cars) OR (self AND driv*)).

As we also needed information about interfaces and user experience to find out about aspects
of trust, e.g. transparency and anthropomorphism. The following query resulted in a list of
papers we used to answer research questions 4 and 5: (trust) AND ((autonomous AND ve-
hicles) OR self-driv* OR (autonomous AND cars) OR (self AND driv*)) AND (user AND
(interface OR experience)).

We identified papers useful for answering our research questions. In order to select relevant
studies, we went through a filtering process which consisted of the following steps:

1. We selected the papers that could be connected to the research questions by reading
the title and abstract.

2. Next, we read the introductions and then included the relevant studies.

3. Finally, we filtered the remaining studies using the inclusion and exclusion criteria
shown in table 1.

We found 90 studies/articles and used 29 of them in our literature study. As our research
questions involve trust in autonomy and user interface, we needed criteria to include or ex-
clude studies, e.g. experiments with trust, increasing trust, autonomous vehicles, written in
language that is not English or is incomplete. Full list of criteria can be observed in table 1.

Table 1. Inclusion and exclusion criteria.

Inclusion Criteria Exclusion Criteria

Includes experiments with trust and auton- | Is not written in English
omous vehicles

Talks about increasing trust in autonomous | Has nothing to do with autonomy or trust
vehicles

Includes experiments with different user in- | Is shorter than 6 pages
terfaces in autonomous vehicles

Talks about autonomous vehicles Is not complete (gives an overview of a
plan for an experiment)




3 Background

In this section of the thesis, we present the findings gathered from different papers to answer
the research questions. We divided this chapter into two. In the first part, we discover what
is trust in autonomy and how we can evaluate it. We also research autonomous vehicles and
what has succeeded or failed so far in that segment. This includes different features present
in modern cars and the levels of autonomy in vehicles defined by government organisations.

In the second part, we discover various aspects that can influence trust like environment,
culture or how anthropomorphic the vehicle’s entertainment system is. We also look at char-
acteristics that make a good user interface and user experience.

3.1 Trustin autonomy (RQ1)

The concept of trust has been around for quite some time as all relationships between hu-
mans rely on some level of trust, or in some cases, distrust. This can be observed in different
aspects of life, like trust between cultures, societies, organisations etc [19]. Lee and See
define trust as “the attitude that an agent will help achieve an individual’s goals in a situation
characterised by uncertainty and vulnerability” [11], which means that normally trust is
composed of three parts. The first part includes someone who is giving trust, someone who
is trusted (trustee) and a reason for the interaction to take place. Next, the trustee must have
a reason to perform the action provided by the trustor and finally, there must be a chance
for things to go wrong [19]. As trust can be applied to human-to-human relationships, it can
also be applied to human-to-machine interactions which bring us to automation that can be
defined as “technology that actively selects data, transforms information, makes decisions,
or controls processes” [11].

As noted in [19] and displayed in table 2, trust can be divided into 3 layers: dispositional
trust, situational trust and learned trust. Dispositional trust characterises trust in automation
without any regard to the context of an explicit system. It is influenced mainly by age, cul-
ture, gender and personality. People of different ages deploy varied strategies to calibrate
their trust in automation. This might be due to experiences gained beforehand. Different
cultures and nations can have diverse levels of trust and this should be considered when
introducing new technology. Receiving flattery or compliments from the automated system
is met differently by males and females, where the latter are more susceptible to it, while
men usually have negative reactions. Dispositional trust is itself a part of an individual’s
personality and displays the willingness to trust others. Situational trust depends on the cur-
rent situation of the interaction between the automatic system and human. In this layer, the
environment plays a significant part in trust and is divided into two main variabilities: inter-
nal and external. Internal variabilities consider the state of the trustor, e.g. mood, attention
capacity, expertise. External variability, on the other hand, is all about the automatic system
itself, e.g. task difficulty, workload, type of system. Lastly, learned trust considers the past
experiences with a specific automated system and is closely connected to situational trust as
variabilities may influence the user’s perspective of the current situation. The final proposed
model of trust is displayed in figure 1.

Trust plays a pivotal role in automation as operators can misuse and disuse automatic sys-
tems. A good example of this is the over-trust in Tesla’s autopilot which has caused multiple
accidents and even deaths [20]. Accidents like these can be avoided if drivers have the ap-
propriate levels of trust and knowledge about the system they are using.



Table 2. Trust layers based on models in [19].

Trust
Disposi- Situational trust Learned trust
tional trust
1. Culture External Internal Initial Dynamic learned
2. Age variability var_labll- learned
ity
3. Gender . .
1. Type of 1. Self- 1. Attitudes/ | System Per- Design fea-
4. Personal- | system confi- explanations formance tures
ity traits
y 2. System dence 2. The reputa- | 1. Reliability | 1. Appearance
complexity 2. Subject | tion of the 2. Validity 2 Ease-of-Use
3 Task diffi- | Matter ex- | system and/ _ _
cult pertise or brand 3. Predicta- | 3. Communi-
y . bility cation style
4. Workload 3. Mood 3._Exper|ence
A4 Atten- with a system | 4. Dependa- | 4. Transpar-
5. Perceived . or similar bilit ency/ feedback
risks tional ca- hnol y y
pacity technology | 5, Timing of | 5. Level of
6. Perceived 4. Under- error control
benefits standing of | 5 pitficulty
7. Organisa- system of error
tional setting 7. Type of
8. Framing of error
task Usefulness

Prior to * During
interaction | interaction

Preexisting Knowledge

Internal Variability

Reliance

on System

.,
P ——

External Variability

Culture

Age

Gender

i “
i \ z
/DV“E”“'C Leamed g System . A\ Design
Performance [~ \ Features
Initial Learned \‘
Situational ‘\\
Dispositional ‘\
LY
Situational Factors Not
_I_ t Related to Trust
Initial
Reliance
Strategy

Personality Traits

Figure 1. The full model of factors influencing trust in automation [19].
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3.2 Evaluating trust (RQ2)

There are different approaches that aim to evaluate trust in automation but the one men-
tioned most was a study conducted by the United States Air Force research laboratory [12]
which designed a seven-point (where 1 = not at all and 7 = extremely) Likert scale [21]
questionnaire with 12 statements to evaluate trust between humans and automated systems.
The questions can be seen in figure 2. This questionnaire has been the basis for many sur-
veys [6,8-10,22,23] used in papers that experiment with trust in automation to get data from
participants to analyse and make conclusions upon.

1 The system is deceptive
L i | 1 ! 1 1 I
1 2 3 4 5 & 7
2 The system behaves in an underhanded manner
L 1 1 1 1 1 I 1
1 2 3 4 5 6 7
3 | am suspicious of the system’s intent, action, or outputs
L ] 1 ] ] | 1 J
1 2 3 4 5 6 7
4 | am wary of the system
1 1 1 1 1 1 1 J
1 2 3 4 5 6 7
5 The system’s actions will have a harmfut or injurious outcome
L 1 1 1 ] 1 1 1
1 2 3 4 5 € 7
6 | am confident in the system
L I 1 1 ! 1 1 1
1 2 3 4 5 6 7
7 The system provides security
L 1 1 1 | 1 1 |
1 2 3 4 5 6 7
8 The system has integrity
L ! 1 1 1 1 1 ]
1 2 3 4 5 6 7
9 The system is dependable
L 1 1 | 1 1 1 ]
1 2 3 4 5 6 7
10 The system is reliable
L 1 1 1 1 1 1 I
1 2 3 4 5 6 7
11 | can trust the system
L ! 1 1 ] 1 1 1
1 2 3 4 5 6 7
12 | am familiar with the system
L ! 1 1 1 1 1 1
1 2 3 4 5 6 7

Figure 2. Questionnaire to evaluate trust between humans and automatic systems [12].

Building trust

In figure 3, devised by Lee and See [11], we can observe the appropriateness of trust and
how it develops in automatic systems. In one block we have individual, organisational,
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cultural and environmental context, which affects the main parts of the schematic: infor-
mation assimilation and belief formation, trust evolution, intention formation, reliance ac-
tion, automation. In the first step, information is gathered about the automation by different
means like reputation and gossip. Based on that, a belief is formulated. In the next step, trust
evolution takes place, which is affected by organisational structure, cultural differences and
predisposition to trust. This can also affect the first step and make changes to the belief.
Next, intention formation takes place where the user’s purpose to use the system is devised
which takes us into reliance action where the reliability of the automation is assessed. Then
the automation and display sections take place and information is assimilated again, and a
new belief formation takes place based on the experience and information received. From
all this, we can conclude that trust is built over time and is constantly changing, depending
on the experiences and different variabilities affecting its formation.

Individual, Organizational, Cultural, and Environmental Context

Organizational structure
Reputati Cultural differences
eputation Predisposition to trust
Gossip
, I
1 1 1 h 4
Information assimilation Trust Intention Reliance
and Belief formation evolution >  formation [~¥ action
A T ﬁ
Appropriateness of trust
Calibration
Resolution
Temporal specificity
Functional specificity
Display Automation
_

Information about the automation
Attributional Abstraction (purpose, process and performance)
Level of Detail (system, function, sub-function, mode)

Figure 3. The interaction of different aspects of trust and its formation [11].
3.3 Autonomous vehicles and trust (RQ3)

Autonomous vehicles

While investigating autonomous vehicles, we reviewed an article [24] that gave an overview
of the state of the art and different problems that come with automation. A great example
can be seen in aviation where automatization became widely used in the 1920s and *30s.
Aeroplanes can take off and land without any human interference, but pilots are still being
used in case things go horribly wrong as they are trained to take over the control where
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something unexpected happens. This puts pilots into an observing role which is not a good
task for humans as we tend to be rather bad at it for long periods of time and pilots may get
too dependent on the automated systems. To counter that, pilots are encouraged to take over
the reins from time to time to keep their competence and skills as aviators.

The same can be said about autonomous vehicle drivers, when they are not driving and are
occupied with non-driving-related tasks, they will not pay much attention to the surrounding
environment. This brings us to the next point. As long as we do not have fully autonomous
cars, the industry should not broadcast any non-driving activities while driving, as the mo-
torist must be aware of the surroundings to be able to act when a dangerous situation arises.
Also, at this time we have laws that prevent cars to take over completely and no non-driving
activities are allowed (gaming, sleeping) therefore, to move on to fully autonomous vehi-
cles, we must change the regulations accordingly.

Another aspect of a self-driving car is its complexity. To be able to use them depending on
the level of autonomy (figure 4), drivers must be educated on how they work and what
features they have. This will avoid dangerous situations and even accidents as overreliance
has also been a source of accidents where drivers expect vehicles to do more than they are
capable of doing [24].

There are also a couple of restrictions limiting the use of autonomous vehicles: technology
design and technology in the real world [24]. Technology design considers the rapid pro-
gress and use of intelligent and automation systems and how it affects, for example, labour
market and employment. Depending on the country, its government or its political views,
social protections can be applied [25]. Technology in the real world puts cars in the traffic
and makes them react to the environment. At the present-day, autonomous cars are not able
to compete with humans when it comes to monitoring and creating awareness of the sur-
rounding environment. This includes making predictions and decisions, calculating risks
and trajectories in complex urban settings. We must also consider edge cases that the vehi-
cle’s artificial intelligence has no idea what to do about.

Types of autonomous vehicles

There are two types of automation [26]. The first provides advice but leaves the driver in
charge to make all the decisions. This includes directions from a global positioning system
and all kinds of warnings that the car is giving, e.g. about driving conditions, the state of the
automobile and the position of other cars.

The second one takes control of the vehicle. This includes ADAS (advanced driver assis-
tance systems) like automatic parking and adaptive cruise control (more in RQ2). A vehi-
cle’s autonomy is graded on a scale from zero to five, where zero means there is no auton-
omy and five is a fully autonomous vehicle. These levels are defined in the SAE (Society of
Automotive Engineers) report [27] and a short description is presented in figure 1. Other
organisations like BASt (German Federal Highway Research Institute) [28] and NHTSA
(National Highway Traffic Safety Administration) [27] have produced similar descriptions
and their corresponding levels are also present in figure 4.
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e lacceleration/ e NNt of dynamic (driving a9 |-o
3 o ideceleration driving task | modes) g o § 2
Human driver monitors the driving environment
No the full-time performance by the human driver of all Driver
0 . aspecits of the dynamic driving task, even when Human driver |Human driver| Human driver n/a 0
lJAutomation)| . . . only
enhanced by warning or intervention systems
the driving mode-specific execution by a driver
assistance system of either steering or Some
1 Driver | acceleration/deceleration using information about the | Human driver Human driver| Human driver drivin Assisted | 1
Assistance| driving environment and with the expectation that the| and system modeg,
human driver perform all remaining aspects of the
dynamic driving task
the driving mode-specific execution by one or more
driver assistance systems of both steering and Some
2 Partial | acceleration/deceleration using information about the System H dri Hi dri drivi Partially 2
IAutomation| driving environment and with the expectation that the ¥ uman driver) Human driver n-:g(;gg [automated|
human driver perform all remaining aspects of the
dynamic driving task
lAutomated driving system (“system”) monitors the driving
environment
the driving mode-specific performance by an
. automated driving system of all aspects of the Some .
3 gﬁ;,dr::::ir;: dynamic driving task with the expectation that the System System Human driver driving au't_:;?ﬂh;{e d 3
lhuman driver will respond appropriately to a request to modes
intervene
the driving mode-specific performance by an Some
High automated driving system of all aspects of the S Fully
4 \IAutomation| dynamic driving task, even if a human driver does not System System System (rinr:;gr;% lautomated
respond appropriately to a request fo intervene
314
the full-time performance by an automated driving
Full system of all aspects of the dynamic driving fask All driving
J lAutomation| under all roadway and environmental conditions that System System System modes
can be managed by a human driver

Figure 4. Levels of autonomy in vehicles [27].

Failures and successes

As autonomous vehicles need a lot of data to teach artificial intelligence (Al) to drive safely
[29], companies’ success depends on how much information they can gather. Any infrac-
tions of the law or accidents can be devastating to the development of autonomous vehicles.
This has happened to Uber: a person was killed in an accident and the company immediately
halted its experiments [30] and was not able to gather additional data. Tesla has also come
under fire as multiple people have died while using the autopilot [20].

There seem to be two main ways to approach the autonomous vehicles considering the tech-
nology used. The more popular one is the Lidar system used by most car manufacturers and
the other one is using cameras to develop a good imaging system so that the car could truly
see what is on the road [29]. Using the cameras has its advantages as the technology is
cheaper and data collection is easier. This can be seen in Tesla that has collected vast
amounts of data over the years and is constantly using it to develop and upgrade its system
and push updates to existing vehicles to make them safer on the road. A disadvantage of this
approach is that it is more difficult to develop as the onboard artificial intelligence is still
not capable of recognising the surrounding environment to guarantee high levels of safety.

Trust in autonomous vehicles

There have been multiple studies, questionnaires and experiments on trust in autonomous
vehicles. In this section, we go over some of them and give an overview of what we found
out about trust in self-driving cars.

14



A survey conducted in Hungary [31] found that only 15% of respondents trust or would trust
a self-driving car which is quite a low number. However, most participants would try and
utilise semi-autonomous vehicles. It was also noted that it is expected in the future for cars
to take over mundane tasks such as keeping in line with speed limits or irksome tasks like
manoeuvring in heavy traffic.

In an experiment with level 2 autonomous [32] cars, it was noted that the initial level of trust
increased in all drivers after they experienced real-life situations. One of the key parts of
this experiment was to explain exactly what the car’s automation features are capable of,
which in turn leads to safer driving and higher trust levels. Similar results can be seen in a
test conducted in Sweden [33] on a track that cars can complete without any driver assis-
tance. In addition to experiencing self-driving cars, they concluded that to increase trust, the
autonomous vehicles must be able to perform scenarios correctly repeatedly and the time
spent in the car should be valuable to the motorist, e.g. reading a newspaper or a book.

There have been a couple of large-scale questionnaires regarding acceptance [8] and public
opinion [9] about autonomous vehicles. The latter one concluded, after analysing over 1500
responses from the UK, the US and Australia, that the majority (66%) have previously heard
about self-driving cars, had a positive initial opinion and high expectations for autonomous
vehicles. One of the main concerns that occurred, especially among participants from the
US, was about privacy, security and performance. High level of concern was also expressed
about vehicles without regular driver controls and cars moving around without anyone in
them including buses and taxis. It was also evident that higher levels of concern were ex-
pressed by the female population. The widely held notion (65.8%) was that participants
would like to have self-driving technology in their vehicles but are not willing to pay extra
for it.

We will finish with a study that investigated trust in Tesla’s autopilot and summon system
among drivers [22]. In this case, they found that trust in those systems is quite high and is
influenced by factors like age, frequency of use and if there has been an accident while using
the features. It was brought out that the trust increased over time regardless of the accidents
or mishaps while it decreased in autopilot as the participant's age got higher. The same effect
was not seen in the summon feature. The reason for this might be that older and more expe-
rienced pilots see driving as a more dangerous activity than younger motorists. The overall
level of trust in the systems reported among Tesla drivers was quite high.

3.4 Aspects that can influence trust in autonomous vehicles (RQ4)

In this section, we present the commonly occurring aspects of our research that influence
trust in autonomous vehicles. We also give an overview of existing advanced driver assis-
tance systems (ADAS) and explore the trust in them and their usage.

Aspects that influence trust in autonomous vehicles

In research done by Choi and Ji [13], system transparency is referred to as “the degree to
which users can predict and understand the operations of autonomous vehicles” [13]. This
helps to build trust in autonomous vehicles as users have higher levels of trust in automation
if they can see what the system is currently doing or what state it is in, which makes the
system predictable and more trustworthy as users know what might happen next. A good
example of this is the global positioning systems, where users can always see their location.
The same can be applied to other features like the state of the vehicle and the position of
other cars.
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The brand name has been shown to relate to trust in autonomous vehicles [10,34] as some
companies are trusted more than others. A reason for this can be the media coverage of
accidents or mishaps which lowers the public opinion on certain companies or technologies.
If the company responsible does not handle the situation properly, it can lead to even more
public backlash and rumours which will all hurt the brand and people’s trust in it.

Trust can also be affected by cultural differences - that applies especially to initial trust [11].
This is affected by the dependence on authority and a country’s way of rule, e.g. totalitari-
anism.

Another common aspect of trust in autonomous vehicles is anthropomorphism, i.e. human-
like qualities of non-human entities, in this case, self-driving cars and their interfaces. There
have been numerous studies concluding that adding anthropomorphic features to autono-
mous vehicles can increase trust in them [2,3,23,35,36]. As pointed out in [2], human-like
features can be added to a certain limit. Passing that threshold results in a negative effect
and is counterproductive to increasing trust as humans will start to have negative emotions.
Studies conducted to compare graphical user interface (GUI) and conversational user inter-
face (CUI) [3,23] found that CUI achieved higher trust, intelligence and likability ratings,
but as humans are different from each other, they might prefer a combination of both.

Modern autonomous features in vehicle and trust

As stated in [5], ADAS can be classified into two categories: information-based and manip-
ulation-based assistance systems. The first one provides various information to the driver
but makes no decisions on its own, while the latter can take over control of the car in dan-
gerous situations or when the driver has requested it.

Information-based assistance systems are divided into three categories:

1. Advanced traveller information system (ATIS) that includes features like dynamic
re-routing, anticipating traffic and conveying information about the surroundings
like the roads, or surrounding vehicles.

2. Inattention alert systems are features that monitor the driver for fatigue and distrac-
tion. Those systems do that by analysing eye and head movements, gaze and biolog-
ical signals. If there is any indication of danger, the systems let the driver know by
signals or by other means like haptic feedback.

3. Measuring driver performance is constantly judging the motorist’s driving. For ex-
ample, it considers the distance between cars, how sharp are the turns and even how
tightly the steering wheel is being gripped. If the driver is acting differently than
usual or performing dangerous manoeuvres, the system brings it to the motorist’s
attention.

Manipulation-based assistance systems are divided into four main categories:

1. Safety alert and emergency stopping systems monitor the vehicle's surroundings and
alert or even stop the car when a collision is likely to happen.

2. Adaptive cruise control’s (ACC) main task is to take control of the speed of the
vehicle by following the car in front and adjusting it as the situation requires. On
open roads without other cars, it follows the speed set by the driver.

3. Overtaking assessment and assist systems to judge the feasibility of the overtaking
and notify the driver about it.

4. Automated parking systems usually take advantage of the vehicle's cameras to assess
the surroundings to perform a safe parking action.

16



Most of these systems were an optional or standard feature in more than half of 2017 vehicle
models [37] but they cannot be effective if users do not turn them on. A study was conducted
with four vehicles and five ADAS systems to find out what makes drivers trust and use some
of the features or why they are turned off all together [38]. Trust was evaluated by a survey
using a 5-point Likert scale to respond to different statements developed by Jian et al. [12].
It was found that trust in side-view assist was the highest while active-lane keeping scored
the lowest. Most common complaints about the systems were false alerts, functionality/per-
formance issues and user interface problems. It was observed that drivers least trusted the
systems that gave warnings too early or too many of them, also the user interface was not
always correct or was inconsistent in reflecting the lane markings. Carmakers need to pro-
duce intuitive interfaces that function in the way the driver expects. As trust takes time to
build, it is essential to have motorists use the features which lets them get more accustomed
to them. Overall, trust was rather low in ADAS across the vehicles and varied greatly among
different features which show that there is room to greatly improve it. A similar result was
gathered in an exploratory survey about the attitude and use of ADAS [6] where drivers
liked the system but expect it to be more user-friendly and automatically adjust some of the
settings. Features difficult to understand or to set up were ignored and not investigated any
further.

3.5 Characteristics to be considered while designing a user interface
(RQ5)

Developing a user interface involves a lot of work and user testing as people are different

and their habits also vary. We cannot cover the entire userbase, but we can create an inter-

face that should be acceptable to most if we keep in mind the good practices of user interface

design and user experience.

User interface design

The user interface is defined as “the means by which the user and a computer system inter-
act, in particular, the use of input devices and software” [39] and it plays a large role in the
success of any application or website that is meant for a wider audience. This includes Ul
for autonomous vehicles as well. But what exactly makes a Ul good? What kinds of aspects
should the designer focus on when coming up with a UI? In this section, we try to answer
those questions by going over the common characteristics of user interfaces.

Clarity

One of the most important elements of user interface design is clarity. If a customer cannot
understand what the Ul is meant to do, then it has failed in its purpose in communicating
meaning and function and the user can become annoyed or frustrated and abandon the whole
endeavour. A good example of clarity is the use of icons that users can recognise with ease
and in web design, there is a hover function that can give even further instructions. It is
important to keep all labels, content and navigation as easy to read as possible. [14-16]

Familiarity

Familiarity means that the user interface is intuitive: users do not have to stop and think
about where they could get the information they need or what to do next because they al-
ready know. A good example of this is a hamburger menu icon on websites. Users know
that it will bring up a menu with links. [14,15]
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Responsiveness

Responsiveness means mainly two things. First, how quickly the interface loads. Even if the
backend is catching up, the front-end should be giving the user some information about what
is going on. Slow applications tend to create a negative effect on users as they do not like to
wait for things to load and become frustrated. Second, the user interface should provide
feedback to the user, let them know what is going on at the given moment. This could in-
clude changing the button text or state, adding a spinning wheel to inform that the applica-
tion is loading or even just displaying some text. [14-16]

Consistency

It is also important to keep the user interface consistent throughout the application. This way
users can develop certain patterns that improve the user experience. This includes maintain-
ing the language, design and layout in all views of the application. [14-16]

Attractiveness

A good user interface should also look good and appealing to the user. If the Ul ticks the
right boxes of responsiveness, simplicity, familiarity etc, it also needs to take that extra step
further and look pleasing to the eye. This, of course, depends on the audience as beauty is
in the eye of the beholder. [14]

Efficiency

The user interface is efficient when users can perform their intended tasks quickly. To
achieve this, task analysis is used: take tasks that are most likely to be performed by users
and make them as quick and easy as possible for users. [14,15]

Forgiveness

A quality user interface is forgiving and does not punish the user for mishaps as it lets them
make mistakes and recover from them with ease. If someone deletes something important
by mistake, can the application restore it? If the user reaches a page not found view, what
do they see? If the application is forgiving the users feel more at ease and explore further.
A most common example of forgiveness is the “Undo” button. [14,16]

Simplicity

Simple user interfaces are easy to understand. They don’t clutter the view with unnecessary
information. Great interfaces are made up of essential elements that are logical and concise.
This can be achieved, for example, by hiding elements or functions that are a lower priority

for users. This way they are still only a couple of clicks away but do not interfere with
primary functions. [15]

Hierarchy

Visual hierarchy in user interfaces lets clients consume important information first. This is
mainly achieved by playing with the contrast between different sizes, the colours and place-
ments of elements to make users understand what they are supposed to do. [15]

User experience

Another important aspect of any application is user experience, which can be defined as “the
overall experience of a person using a product such as a website or a computer application,
especially in terms of how easy or pleasing it is to use.” [40].
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Overall, seven main factors describe UX: useful, usable, findable, credible, desirable, ac-
cessible and valuable. [17]

Useful

If an application is not useful to someone it has no purpose. A product or application also
needs to be usable, meaning the user can achieve their end goal efficiently and with as little
as effort as possible. [17]

Usable

Products can succeed if they are not usable, but only if there is not any serious competition
and they can get away with it. A good example of this is the MP3 player that started to lose
its popularity when Apple’s iPod came out as it was more usable than the other MP3 players
on the market at that time. [17]

Findable

Users need to find the information they are looking for quickly and painlessly. For example,
if e-store products are categorised differently than usual, then shopping at this store would
make a rather frustrating experience. [17]

Credible

To be credible, the application must make the user feel like he/she can trust the provided
service, otherwise, the customer takes their business elsewhere if possible. [17]

Desirable

A desirable application is used by more people because it is more attractive to them. This is
conveyed in design through branding, image, emotional design, identity and aesthetics. [17]

Accessible

Unfortunately, accessibility is oftentimes overlooked when developing a new product or
application because it is thought that people with disabilities make up only a small portion
of the end-users. This means neglecting people with hearing loss, impaired vision or motion,
and learning disability. Keeping that in mind while designing would increase the number of
people able to use the product and it would also be beneficial for the company’s reputation.
[17]

Valuable

Finally, the application must create some sort of value for the user and the company offering
it, otherwise, there is no real reason to create the product in the first place. [17]

3.6 Background conclusion

The goal of this section was to develop an overview of trust, trust in autonomy, autonomous
vehicles and characteristics of user interface design. To do that, we devised five research
questions where we investigated self-driving cars and experiments/surveys conducted to
find out how much are autonomous vehicles and different features trusted, e.g. adaptive
cruise control, summon and automatic parking. To come up with a user interface that in-
creases trust in self-driving cars we investigated trust in general which revealed that it is
made up of layers that are affected by many aspects e.g. culture, transparency, anthropo-
morphism etc.
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Trust is commonly evaluated using questionnaires that are based on a Likert scale [21] ques-
tions. The gathered data is later analysed, and conclusions are made. To build trust in auto-
mation, we must consider different aspects and recognise that it is built over time and is
constantly changing, depending on the experiences and different variabilities affecting its
formation.

We found that there are six levels of autonomy [27] starting with no automatic features and
ending with full autonomy where the vehicle does not need any human interference at all.
As autonomous systems are quite complex it can lead to over-trust where drivers are not
exactly sure what the machine is capable of, which can cause accidents and even deaths.

Trust in autonomous vehicles varies greatly depending on the interface and features present,
level of autonomy used in testing, country, sample size, time, previous experience and
knowledge etc. Overall, users want to have autonomous features in their vehicles but are
reluctant to pay extra for them and if they are going to use them, they need thorough tutorials
to understand the functionality of the system. If users comprehend how a specific feature
works or what it is capable of, the trust will increase as well.

To develop the user interface to be used in a vehicle, we must also consider different char-
acteristics of user interface design and user experience to make the trip as pleasant as pos-
sible for the passenger. This would include designing the interface to be easy to use, clear,
consistent and efficient. When operating the application, it should also be useful; elements
must be findable and accessible.
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4 User interface

In this section of the thesis, everything connected to the user interface is presented. We start
with the most common scenario the client would follow while using the service including
main views and user stories. Next, we give an overview of the full application including all
the features, user stories and views. Finally, we present the development and tools of the
trade used.

4.1 Most common scenario

To give a good overview of the developed user interface, we devised a most common sce-
nario to introduce the basic flow the user who has ordered the service would encounter. In
our case, that means the participant has ordered Bolt to pick him/her up from a shopping
centre in Annelinn called Eeden and drive to downtown near Rditli street. Graphical repre-
sentation of the described flow can be observed in figure 5.

select
route

yes

choose
suitable
place to
stop

load main
page

"start" s pressed choose route? vehicle has stopped

continue
ride

near destination? :

yes

choose
suitable
place to
stop

vehicle arrived at destination
Figure 5. User flow diagram of the application.

The flow would start with the client sitting in the backseat where there are screens with the
interface displaying the welcome screen that can be observed in figure 6. This view contains
two buttons: “quick guide” and “start”. The start button would appear after the application
has loaded itself in the background and displays a text telling the user to wait until it has
finished loading. The quick guide button opens a modal to display all the necessary infor-
mation to use the application which can be observed in figure 7 and satisfies the user story
“As a user, | want to see the quick guide, so | can use the application easily.” (full list of
user stories is presented in the next section).
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Welcome

Please wait...

Figure 6. Welcome view.
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Figure 7. Quick guide modal.

After the application is ready and the client presses start, he/she is directed into the main
view of the interface (figure 8) that includes the map with different route options that can
be selected. There is also information about the current state of the vehicle, e.g. maximum
speed and the distance to keep from other cars in traffic. The client can also see the quick
toggle, that would change the mood, i.e. driving style as the vehicle gets more aggressive
with different settings. Those settings can be changed only after the ride has started. In the
header section, there is also start location and the destination.
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Figure 8. Main view.

When the client has chosen the suitable route and pressed start, the vehicle would start the
journey to the destination. The user interface will now also display the correct maximum
speed, estimated time of arrival and current location on the map which increases transpar-
ency, which is a vital aspect of trust discussed in aspects of trust section. The client is now
also able to change the mood setting which holds four states: alert, excited, relaxed and
calm. These options give the user some control over the vehicle which should help the trust
levels towards the vehicle itself as was mentioned in research question four.

At any time during the ride, the customer can stop the ride. This would prompt a selection
to actually stop the ride or continuing it (figure 9). If continue is selected, the ride is resumed.
If the stop is selected, the interface will offer the user to select a place for the vehicle to stop
at, or the car will select one automatically (figure 10). This option also triggers an audio
feature, that lets the user know what is going on. Adding a feature that includes audio makes
the interface more anthropomorphic and therefore more trustworthy while offering places
to stop gives more control to the user. When the stop button is not activated and the ride is
nearing its end, the customer is notified with the same prompt to choose the location for the
vehicle to stop. After the car has reached its destination, the client is thanked, and the ride
IS over.
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Are you sure you want to stop?

Figure 9. Stop or continue prompt.

You have chosen to stop the ride prematurely. Please choose the spot to get off or let the car decide.

Let the vehicle find suitable place to stop

Figure 10. Choosing a place to stop prompt.

4.2 A user interface for autonomous vehicles

Considering research in the literature review, we propose characteristics for creating a user
interface to increase trust in autonomous vehicles. As this thesis is a part of a larger project
with Bolt, we are going to concentrate on a single adult back-seat passenger.

All the design elements, styles and colour schemes are going to be inspired by Bolt and the
result of this section is going to be a web-based user interface prototype built with JavaScript
[41], jQuery [42] and Bootstrap [43].

From the research done in the literature review section, we can observe that there are a few
aspects of trust that we should follow while creating a user interface: transparency, anthro-
pomorphism, culture and brand name. In this case, we cannot affect the brand name as it is
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mostly influenced by media. As for the culture aspect, we are going to trust the design team
behind Bolt and use their work as inspiration for our user interface.

The research revealed that displaying information to the user about the current state of the
car and its surroundings increased trust in the vehicle, although, too much information cre-
ates clutter and bad user experience as there is too much to keep an eye on. The user interface
should include information and options valuable to the passenger presented in table 3 and
all this information should be divided into different views and made available to the user
via a simple menu. User interface should also follow the principles of good UI/UX, pre-
sented in previous sections. [36,44-48]

We also use generated audio files to activate on different triggers to enhance the user expe-
rience and comply with the anthropomorphic aspect of trust. Those audio files are generated
using text to speech software provided by Spik.Al [49]. [3,23]

Table 3. Possible user interface features.

Feature Description
Map A map that displays route(s)
Live feed Live feed from the surroundings of the vehicle
Stop button A button to make the vehicle stop at the first con-
venient place
Estimated time of arrival Estimated time of arrival to the destination
State of the vehicle Various information about the vehicle
Change and choose routes Ability to change the route

Reports of anomalies and obstacles | The Ul notifies the passenger if something unex-
pected happens

Contact customer service Ability to contact customer service

Entertainment Different entertainment options, e.g. YouTube, mu-
sic library, radio, games

Info about current action Notify the passenger about the current action taken,
e.g. “Finding the first suitable place to stop”, “Set-
ting changed” etc.

Driving style as current mood Ability to choose between moods, e.g. alert, calm,
excited, relaxed

Notify vehicle Ability to notify the vehicle about upcoming dan-
gerous situations, to keep a long distance from other
vehicles

Application overview

To give an overview of the full user interface, we describe all views in detail including user
stories that we took as requirements. We also took the research done in previous chapters as
guidelines to design the interface.
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Header and controls

The header section and some of the controls are visible in all the views except the welcome
one. At the bottom of the screen, there are two controls: a quick menu and quick toggle. The
quick menu consists of buttons that will open a view on click. The buttons themselves have
icons, instead of text, to save screen real estate. The quick toggle has two states, calm and
alert, which change the vehicle's behaviour. The header displays the start location and the
destination. It also has information about the current maximum speed, distance the car
should keep from others and estimated time until arrival. Maximum speed and the distance
from other vehicles can be controlled with the mood-bar, located below the main header
area, and a quick toggle which increases the control over the vehicle’s behaviour.

At the top right corner, there is a widely used icon in web design called a hamburger menu
that opens the main menu of the application that can be observed in figure 11. In the middle
of the header, there is a start button which will change to a stop button once the ride has
started. We also devised four user stories to be the basis of developing the header and con-
trols:

1. Asauser, | want a menu, so | can access all views.

2. Asauser, | want to know the estimated time of arrival, so | can plan my trip.

3. Asauser, | always want to be able to stop the vehicle, so | can feel safer.

4. As auser, | want to notify the vehicle of my mood, so | can feel more relaxed during
the ride.

Main view

Vehicle info
Contact
Info

Entertainment

Settings

Figure 11. The main menu of the application.

When constructing the design of the application, we followed the guidelines and aspects of
trust discussed in research questions four and five. We designed the user interface to be clear
in its purpose which makes it useful to the customer. We used icons that the clients should
be familiar with, for example, a house graphic used in the quick menu almost always repre-
sents a home page or the main view. The interface is also responsive, as it lets the user know
when the application is being loaded in the background and when the *“alert” or “calm”
setting is selected, there is a popup confirming this. To make the application consistent and
efficient, we used the same colour scheme and icons across the interface. Important infor-
mation and the functionality to use the application is always visible and easy to access which
makes the interface comply with design characteristics like hierarchy, simplicity,
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findability, accessibility and usability. When the stop button is pressed, there is a prompt
asking the client to confirm the decision to stop the ride which conforms with the forgiveness
characteristic as the application lets the user fix their mistake if the button was accidentally
clicked.

We also added audio files, that greet and thank the client for using the service. Audio is also
played when the vehicle is nearing its destination and when the premature stopping func-
tionality is activated. This feature makes the application more accessible and anthropo-
morphic as we used a British female text to speech option to generate the files because
research done in the previous section showed that using features too close to human likeness
can have a negative effect and this selection still had a bit of a robotic ring to it.

All the features displaying information about the ride or the vehicle and options that give
more control over the car should increase trust in the service as they add to the transparency
aspect discussed in research question four. These features include the mood-bar and the
quick toggle to change the behaviour of the vehicle and all the information, e.g. current
position on the map, maximum and current speed.

Welcome view

The welcome view is the first thing that the customer sees when sitting in the backseat and
its purpose is to greet the client and load the application in the background. Functionality
and the buttons were discussed in the basic scenario section in detail. We also added an
audio clip here that is triggered when the application starts to complement anthropomor-
phism. For this view we devised two user stories:

1. Asauser, | want to see the quick guide, so I can use the application easily.
2. Asauser, | want to start the application, so | can start the ride.

Screenshot of the welcome view can be observed in figure 6 in the previous section.

Map view

The main view includes the map and displays the movement of the vehicle, once the ride
has started. The client can also change routes before the trip commences. The route change
can be accessed by opening a panel on the right side that slides out when the button is
clicked. The panel holds various information, like the shortest distance, current route se-
lected and all the turns the vehicle will take on the road. When the route is changed, all the
information with directions is updated as well. This gives the client a good overview of the
possible options to reach the destination and improves the transparency aspect of the user
interface. The map itself is autofocused on load and the route change is easily accessible
and clear which complies with the characteristics of user interface design and user experi-
ence. For this view, we devised three user stories:

1. Asauser, | want to choose my route, so | can get to my destination faster.

2. Asauser, | want to start my ride, so | can get to my destination.

3. Asauser. | want to see the vehicle in motion on the map, so | know where exactly |
am at all times.

Screenshot of the view is presented in figure 8 in the previous section.

Vehicle information view

Vehicle information view displays different data about the car which makes it more trans-
parent. The view consists of six blocks of information:
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The current speed that displays the cars current travelling speed.

2. Tire pressure that lets the user know if the tires are ok. It also has an extra info button
which brings out a modal that gives even further details about the tire pressure.

3. The vehicle’s make and model, which in our case is Lexus RX 450h. This is a vehicle
provided by Bolt that is equipped with different self-driving capabilities. This area
also has an extra button to bring up additional information about the vehicle, e.g. a
short description and stats like top speed and 0-100 time.

4. Mileage, which displays the distance the car has travelled on the road so far.

5. Last check-up that displays the date on which the car was last inspected.

6. Number plate which displays the vehicles registration number.

As this view only displays information about the vehicle, we only needed one user story:
1. As auser, | want to see the information about the vehicle, so | can feel safer.

Screenshot of the vehicle info view is presented in figure 12.
Bolt
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Figure 12. Vehicle information view.

Entertainment view

Entertainment view includes various radio stations like Star FM, soft rock 97.7 and Sky
Plus. There are nine radio stations altogether. The left side of the view has an easily acces-
sible menu where the client can choose between a radio or a news channel. This view only
has one goal that is to entertain the passenger during the ride and therefore has one user
story:

1. As a user, | want to enjoy some entertainment while the ride is taking place, so |
would not be bored.

Screenshot of the view is presented in figure 13.
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Figure 13. Entertainment view.
Contact view

Contact view includes a modal that displays a phone number and a QR code so that the
client has easy access to the customer service if any problems should occur or additional
help is needed. This also creates a situation where the client always has access to a real-life
person who can help. As this view is only to display contact information, we formulated a
user story that reflects this:

1. Asauser, | want to contact the customer service at any point during the ride, to get
additional information or help.

Screenshot of the contact view can be observed in figure 14.

Please scan QR code

OFe

Ly BQ":.-

R

Or call us: +372 5558 0677

Figure 14. Contact view.
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Settings view

To give passengers in the backseat more control over the vehicle, we created a settings view
where the client can have control over the climate and for that, we devised a user story:

1. Asauser, | want to have options that | can change, so that | have more control over
the ride.

Screenshot of the settings view is presented in figure 15.
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Figure 15. Settings view.

Information view

As research done in the previous chapter revealed, people want useful information in their
entertainment system and to that end, we created the information view that has three blocks
with various info. The first block displays the current mood of the vehicle that the client can
configure using the mood-bar or a quick toggle. The second one has the weather information
for four upcoming days and the last block has the current traffic situation information. For
this view, we created the user story:

1. Asa user, | want to have an option to view relevant information, so that I can plan
my activities better.

Screenshot for the information view can be observed in figure 16.
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Figure 16. Information view.

4.3 Development of the Ul

As we need to evaluate the user interface, we decided to only develop a prototype of the
front-end as this is enough to conduct the case study and no back-end capabilities were
added. The application is developed to work on tablets and larger screens (laptops, desktop
computers). Link to the Bitbucket [50] repository can be found in [51] and the developed
user interface can be viewed at [52].

Most possible features introduced in table 3 were taken also as requirements for the appli-
cation and were implemented during the development phase.

Technologies, languages, services and methodologies used

To develop the application for the case study, we used several technologies, languages, li-
braries, services and methodologies.

We decided to use the single page application (SPA) website design approach as the inter-
face is going to be used on tablets. This means that the website is similar in its functioning
to an application, as it does not load new pages but instead generates them dynamically
using JavaScript’s ability to manipulate document object model (DOM) elements on the
page. When the application is loaded, all the views are accessible and, for example, when
the start button is clicked on the welcome view, a function in the script is triggered which
hides the welcome view and makes the main view visible. A similar function is used to go
between different views in the application, without needing to reload the entire application.
To make the transition seem smoother, we used jQuery [42] animations.

All development was done using free software and libraries. For writing the code itself,
Microsoft’s Visual Studio Code [53] was used as it provides a lightweight integrated devel-
opment environment (IDE) with a plethora of available extensions, e.g. live server that al-
lows us to run a local server that serves hypertext mark-up language (HTML) [54] and lis-
tens for file changes.

While writing cascading style sheets (CSS) [55] we followed the 7-1 syntactically awesome
style sheets (SASS) [56] architecture [57] which allows us to write maintainable and scala-
ble code by dividing it into different sections presented in figure 18. To keep the CSS code
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consistent and easy to read, we applied the block element modifier (BEM) [58] methodology
which divides the application into reusable blocks that consist of elements and may have
modifiers. For example, in figure 17, we have a settings page card element, which belongs
to the settings page block. There is also a block called toggle-body that has a variation called
“on” and this block can be used in different locations throughout the application.

div class="settings-page_ card background background--on"
h3 class="settings-page_card-title">Setting 6</h3
div class="toggle-body toggle-body--on"

div class="toggle-btn toggle-btn--on toggle-btn--
scale" id="s6" div

div

Figure 17. Example of BEM [58] usage.

For version management, we used BitBucket [50] and created branches for development,
master and different variations used in the case study for quick and easy switching. The
repository can be found at [51]. Full list of everything used with descriptions can be seen in
table 4.
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Table 4. Technologies, languages, services and standards used in the development.

Technology, language,
service, methodology

Description

HTML 5 [54]

CSS 3 [59]

SASS [60]
Sassy CSS (SCSS) [56]

Bootstrap 4 [43]

Font Awesome [61]

jQuery [42]

JavaScript [41]

Babel [62]

Webpack [63]

Node js [64]

XAMPP [65]

BitBucket [50]

Git [66]

Sourcetree [67]

BEM [58]

A mark-up language used for writing up the application struc-
ture.

Used to describe the presentation of a document written in a
mark-up language.

Used to write code that is later compiled into CSS.

Used to write CSS with extra features like nesting, inheritance
and mix-ins.

A front-end component library used to create the application. It
offers a wide variety of components that are easy to use, e.g.
modals, navigation menus, cards, accordions etc.

An icon set used to add icons to the project. It offers a large
amount of free to use vectors.

A JavaScript library used to easily manipulate HTML docu-
ments. It also offers event handling and animations that are
used in the project.

An object-oriented programming language used to write scripts
and add functionality to the application.

A JavaScript compiler used to compile ECMAScript 2015 and
up to backwards compatible JavaScript code that would run on
different browsers.

A module bundler used to bundle code into single files for easy
distribution. In our project, it compiles all SCSS, CSS, JavaS-
cript, HTML, fonts and images to a single dist folder.

A JavaScript runtime used to run and build the project. Also
allows us to use the NPM package manager to add necessary
packages to our project.

An open-source cross-platform web server solution used to cre-
ate a local webserver with Apache, so we can access our appli-
cation from different devices in the same network.

A web-based version control repository hosting service used to
host our application source code and keep track of the changes.

A distributed version control system used in software develop-
ment to track changes in the source code.

Software provided by BitBucket that offers a graphical inter-
face for source code version management.

The methodology used to create reusable components and code
sharing in web development.

33




sass/

|- abstracts/

| |- _wvariables.scss # Sass Variables
| |- mixins.scss # Sass Mixins

|- vendors/

| |- bootstrap.scss # Bootstrap

|- base/
| |- reset.scss # Reset/normalize

| |- _typography.scss  # Typography rules

|
|- layout/
| |- navigation.scss  # Navigation
| |- grid.scss # Grid system
| |- _header.scss # Header
| |- footer.scss # Footer
| |- _sidebar.scss # Sidebar
| |- forms.scss # Forms
|
|- components/
| |- buttons.scss # Buttons
| |- carousel.scss # Carousel
| |— _COVer.scss # Cover
| |- dropdown.scss # Dropdown
|
|- pages/
| |- home.scss # Home specific styles
| |- contact.scss # Contact specific styles
|
|- themes/
| |- theme.scss # Default theme
| |- admin.scss # Admin theme
|
- main.scss # Main Sass input file

Figure 18. Example structure of 7-1 SASS guidelines [57].
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5 Methodology

In this section, we elaborate on the study we conducted to test the user interface developed,
based on the aspects of trust and characteristics of design reviewed under research questions
four and five. To that end, we devised a study that involved five participants. During the
study, they completed tasks with the interface, took part on an interview and completed an
online survey which we used to score the user interface using the system usability scale
(SUS) [68]. To analyse the observations from the test tasks and the interview, we used an
affinity diagram [69].

The overall flow of the test was as follows: the study began by sending the consent form to
the participant which they had to digitally sign and return before we would continue. After
that, we sent a link to the questionnaire which also included the link to the user interface.
Next, we contacted the participant over Skype [70] or similar communication software and
made a short introduction. We also recorded the whole call and asked the participant to
screen share while the interaction with the user interface was taking place so that we could
save that as well. After everything was up and running, we asked the participant to answer
the intro questions and then moved on to the test tasks where we asked the participant to
complete various tasks with the user interface. When the test tasks were completed, we con-
ducted an interview and the study concluded with the participant filling out the remainder
of the questionnaire which included modified questions from the SUS [68].

5.1 Methods

For the research methods we use a combination of quantitative and qualitative research as
we have a surv