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Intercepting Network Traffic of the Smart-ID Android Application

Abstract: This thesis analyzes the technical means on how to monitor network
communication between the Smart-ID Android application and the server. It gives an
overview of the Smart-1D solution and then introduces the concept of man-in-the-middle
attack used to intercept the traffic. To implement successful traffic interception attack, the
certificate pinning mechanism had to be disabled in the Smart-1D application. This thesis
provides step-by-step instructions on how to modify the Smart-ID application’s network
security configuration and implement traffic interception using mitmproxy tool. Using the
proposed methods network requests can be monitored to verify that no obvious personal data
is being sent out from the user’s Android mobile device.
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Smart-ID Android rakenduse vorgusuhtluse pealtkuulamine

Liithikokkuvéte: Selles 10putdos analiitisitakse tehnilisi vahendeid, kuidas jélgida Smart-1D
Androidi rakenduse ja serveri vahelist vorgusidet. See annab iilevaate Smart-1D lahendusest
ja tutvustab seejarel vorguliikluse pealtkuulamiseks kasutatavat vahendusriinnaku mdistet.
Vorguliikluse pealtkuulamise riinnaku edukaks rakendamiseks tuli Smart-1D rakenduses
sertifikaatide kinnistamise mehhanism deaktiveerida. See 10put66 annab juhiseid Smart-1D
rakenduse vorguturbe konfiguratsioonide muutmiseks ja mitmproxy tooriista seadistamiseks
vorguliikluse pealtkuulamise rakendamiseks. Kavandatud meetodite abil saab vorgutaotlusi
jalgida ja kontrollida, et kasutaja Android-seadmest ei saadeta vilja iileliigseid

isikuandmeid.
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Introduction

Estonia has been one of the fastest digitally evolving countries for many years. Amongst
other things, a national-scale system has been developed, where a person can use electronic
identity for everyday life operations. Electronic identity, also known as elD, is a collection
of data, that connects person’s physical and digital environment identity [1]. With this
solution it is possible to sign documents and verify user identity electronically.

Since electronic identity is widely used for many important operations, the process of
authentication has to be secure and unsusceptible to misuse. There are many ways to
authenticate elD, but one of the latest developed and perhaps the most user-friendly is Smart-
ID service that is provided by SK ID Solutions (SK) [2,3].

As personal data and data processing is part of Smart-1D solution and it is available to use
in the European Union [4], it falls under the General Data Protection Regulation (GDRP),
which dictates how personal information should be processed [5]. In order to be GDPR
protection and accountability principles compliant, SK has defined [3] what personal data is

used and where, in the provision of Smart-1D service.

The purpose of this thesis is to find the technical means on how to monitor network traffic
exchanged between Smart-1D application for Android and the server to verify the app is not
exposing more about the user’s personal data than is described in the Smart-ID privacy
policy [3]. To view the transferred data, application’s security protocols need to be bypassed,
so that the network requests and responses will be shown in plain text. This requires the

modification of Smart-I1D application, which will be described in this thesis.

In the first section, the Smart-ID service and its security protocol is outlined, this also
includes the description of network connection structure between a Smart-1D application and
the web server. Second section describes a man-in-the-middle attack and gives an overview
of mitmproxy tool. Mitmproxy is then used to listen in on Smart-1D network traffic, which
is described in the third section of this thesis. In addition to that, step-by-step instructions
are given on how to modify the Smart-ID application’s network security configurations for
network interception. Finally, the network requests are analysed and compared to the data

privacy policy provided by SK ID Solutions.



1 Smart-ID solution

The Smart-ID solution is an electronic identity (elD) product that allows a person to
authenticate and give electronic signatures using a mobile device that does not require a
special purpose hardware, such as SIM-card or Trusted Platform Module chip, and works
without any extra-ordinary permissions [6]. It does not depend on state borders and is
therefore applicable all over the world [2], meaning that the same Smart-1D could work in
different countries. This chapter gives an overview of the Smart-ID application and its

security details with a focus on network connection components.

1.1 Background

Smart-1D solution was first introduced by SK ID Solutions (SK) in November 2016, but was
not taken to use as an authentication method until February 2017. SK was founded by three
of the biggest telecommunication companies in Estonia: Telia Eesti, SEB Pank and
Swedbank, and they are working in partnership with government of Estonia in issuing
certifications for identity documents. At the moment there are more than 2 million Smart-I1D
users from 3 different countries [2] and it is verified as a QSCD (Qualified Signature
Creation Device), which is the highest security level for signature giving service in European
Union [6].

1.2 Splitkey® Authentication and Digital Signature Platform

The authentication technology used in Smart-1D was developed by Cybernetica AS as part
of the SplitKey® Authentication and Digital Signature Platform and it is based on public
key cryptography, digital signature schemes and follows public key infrastructure policies
for maximum security and reliability [7]. Public key cryptography works on the concept of
key pairs. The key pair consists of a public and a private key, where the public key is
published and bind with the verified identity of the end-user. When executing an important

function it is required that all key “holders” are present [8].

Smart-1D security is guaranteed by shared key management technology and PIN codes.
User’s generated PIN codes are not stored locally in mobile device and they are only used
to decrypt the private key in application itself. When user enters a PIN code the user’s private
key share stored on the mobile device is decrypted and is used to create signature share that

is sent to Smart-I1D server. Smart-1D server completes the signature using user’s private key
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share stored on the server. If the resulting signature can be verified then the correct PIN was
used by the user to decrypt user’s private key share stored on the mobile device [6]. Smart-
ID account is made secure with 2 PIN codes [4]:

1) PIN1is at least 4 digits long and is used for authentication to get access to e-services,
2) PIN2 is at least 5 digits long and is used to sign documents or confirm actions such

as bank transactions,

which are either generated randomly or chosen by the user during Smart-ID account
registration process.

Using SplitKey® authentication is only one Smart-ID solution’s building block. There are

additional security measures to achieve maximum availability, reliability and security [9].

1.3 Additional security

SplitKey® authentication is only the first level to ensure that all the data is secure both server
and end-user side. This is the basic verification on a device level, but any application with
such degree of responsibility has to make sure that all possible brute-force and clone attacks

are deflected.

For example, there is a time-delay lock. If user enters wrong PIN in three consecutive times,
then the user’s account gets locked for 3 hours. During those 3 hours, authentication and
signature transactions are not accepted and PIN tries are not allowed. After that 3-hour wait,
there can be another three tries, and if those fail too, then user gets locked out for 24 hours.
When those last 24 hours are up and the final three tries fail, user’s account gets closed and

the certificates are revoked [6,10].

Clone detection is the function which attempts to recognize the situation when the user’s
PIN and “Private Key Password” have been leaked and the attacker actively attempts using
electronic signature function as the user. Smart-1D solution has been designed in such a way
that all methods, which include the shares of the private keys, require specific one-time

content from the previous invocations, to later compare it and then accordingly act [6].



1.4 Network communication

Smart-1D solution allows end-users to authenticate themselves to relying party (RP) systems,
which include different websites, apps and call centres. This is done by means of Mobile
device API (MD-API) amongst others Smart-ID service APIs. Different APIs are described
in detail on the Smart-1D wiki page [9]. As this thesis is focused on the Smart-ID app, a more
detailed analysis of the MD-API is given in the following sections.

Smart-ID App instances use MD-API for all communications between Core and the app
itself, as well as run transaction management and different protocols. Smart-ID Core is a
component that mainly implements business logic and manages the database. MD-API is
built on the principle that access to it is protected with the HTTP Basic Authentication and
uses JSON standard for text encoding with RPC styles. To authenticate all requests and
queries a unique identifier and random password are assigned to each Smart-ID App
instance, so that only associated app instances get access to the data [9].

1.4.1 JSON & RPC

JavaScript Object Notation (JSON) is a standard data format that facilitates applications to
communicate over a network and it is human and machine readable so that meaning can be
derived from it [11,12].

Remote Procedure Call (RPC) is a client invocation of a service by making an local
procedure call that hides the details of the network connection and placing them in client’s
local procedures [13]. According to RPC specification [14] the caller first sends a call
message, that includes procedure’s parameters, to the receiver process and waits for a reply
message. The receiver then extracts the parameters, computes the results and sends the reply
message, from which the waiting caller extracts results of the procedure. By a description of
MD-API and the Smart-1D authentication process [9], we could say that the caller in the
scope of this thesis is Smart-1D app, the receiver is Smart-1D Core and procedure parameters
are sent as JSON formatted data.

1.4.2 Communication security

Smart-1D service is a web-based application and uses Hypertext Transfer Protocol Secure
(HTTPS), meaning that HTTP web requests and responses are exchanged between the
Smart-1D app and the server over Transport Layer Security/Secure Sockets Layer (TLS/SSL)
channel [15]. Smart-ID app authenticates the server using public key certificates and
therefore as long as private key of the server is not compromised, network attackers cannot
eavesdrop on the communication [9,16].



2 Intercepting network traffic

There are several ways to monitor network traffic exchanged between an app and the server.
One of the options is to use hooking on a TLS library calls to obtain plaintext communication
data from the device before it gets encrypted and after it has been decrypted. Another
possible way is to dump the symmetric keys, that are used to encrypt TLS traffic, from the
device’s memory, capture encrypted network traffic and decrypt it. Patching an application
to accept untrusted certificate and performing a man-in-the-middle (MiTM) attack is also a
possibility. As the last option is the least challenging to implement, it was chosen and will
be discussed in the rest of this thesis.

In this section, the concept of a MiTM attack is described and an overview of mitmproxy
tool for implementing that type of an interception is given.

2.1 Man-in-the-middle attack

Man-in-the-middle attack is an active eavesdropping on the network traffic that exploits the
fact that HTTPS relies on the trustworthiness of the certificate authority (CA) and as part of
such an attack the initial CA is replaced with a new one [16]. Certificate authority system is
designed to prevent MiTM attacks from happening and in the event of identifying a non-
trusted party the client will drop the connection and refuse to proceed [17]. In HTTPS
connection, the transferred data is encrypted using TLS with a shared secret between a client

and a server, so that the middle-man/proxy cannot decipher exchanged data packets [18].

When a client is connecting to the secure web server (HTTPS connection) there are two
conditions that have to be met in order for the client to assume that the connection is secure.
Firstly, it has to be verified that the server’s host name matches the one it is connecting to
and secondly, it needs to be checked if the certificate was signed by a CA trusted by the
client [18]. In the context of Smart-ID, the CA that signed the certificate is actually not
important, because Smart-1D app has hardcoded the certificate that it expects from the

Smart-1D server.



2.2  Mitmproxy

Mitmproxy? is an interactive man-in-the-middle proxy application for real-time HTTP and
HTTPS traffic interception, inspection, modification and replaying. Mitmproxy sits in
between the client (such as a mobile or a desktop browser) and a web server and forwards
network traffic from both sides [17]. The idea is to pretend to be the server to the client and

the client to the server.
Mitmproxy has four modes of proxies [17]:

1. Regular — client will be configured to explicitly connect to mitmproxy and
mitmproxy then explicitly connects to the target server.

2. Transparent — client is not configured, network traffic will be directed to the
mitmproxy, before being sent to the Internet.

3. Reverse — client is configured to use mitmproxy as a destination web server, meaning
the proxy will sit between the Internet and the server.

4. Upstream — client will be configured to explicitly connect to mitmproxy, which
unconditionally forwards all requests to a specified upstream proxy server, which in

turn is connected to the destination server.

As Android applications bypass the system HTTP proxy settings, which would be the result
if a regular proxy method is used, a transparent mode of mitmproxy will be implemeted in
the practical part of this thesis. In transparent mode no client configuration is needed and the
traffic is directed at the network layer (Figure 1) for the server running proxy to be able to

intercept and decipher sent IP packets [17,18].

L https://mitmproxy.org/



https://mitmproxy.org/

Mitmproxy CA
certificate

Attacker laptop with
mitmproxy listening in
on network traffic

Router

Client device

Figure 1. Flow of network traffic between a client (Smart-1D application) and the server with
mitmproxy listening [18].

More detailed description on how transparent type of proxy was set up, is given in the next

section of this thesis.
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3 Implementing the MiTM attack

This section describes the method for disabling certificate pinning of Smart-1D application
in order to man-in-the-middle the network connection and try to see authentication requests
and responses in plain text. This includes a step-by-step description of setting up a MiTM

proxy to listen in on the network traffic between a mobile phone’s application and a server.

Experimental testbed consisted of LG Nexus 5X smartphone (running Android 10) with a
laptop HP EliteBook 840 G4 (running Windows 10) acting as an attacker’s laptop and a
proxy server. All experiments were done with the latest version of Smart-1D application for
Android (v18.4.177) that was the client in the proxy setup. Mitmproxy was used to intercept
the network traffic and to implement a man-in-the-middle attack. Before using mitmproxy
with the Smart- ID application, Smart-1D app was downloaded and installed to the Android
smartphone and then the smartphone was registered and connected to the user’s Smart-1D

account.

Authentication feature of Smart-ID service was used for testing to access the user account

on https://portal.smart-id.com/login and the related network calls were then viewed in

mitmproxy Ul.

3.1 Setting up mitmproxy

To intercept and view Smart-ID application network traffic a proxy has to be set up, which
will be the “man-in-the-middle”. For this mitmproxy was used, as it requires very minimal
effort to set it up and has all the necessary functions for network connection interception
[19].

Following mitmproxy documentation guidelines [17] a proxy between an Android phone
and the Internet was set up using a computer as the mitmproxy server to view the traffic.
This includes configuring the client to use proxy machine’s IP as the default gateway IP

address, so that when the traffic reaches mitmproxy the destination IP is still intact.
Setting up mitmproxy consisted of the following steps:

1. Downloading and installing mitmproxy to the computer.

2. Connecting computer and phone to the same Wi-Fi network.
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3. Changing the address of phone’s network gateway to point to the IP of the computer,
where mitmproxy is running.

4. Launching mitmproxy server on the computer.

5. Opening “mitm.it” webpage from phone’s browser to verify that connection to
Mitmproxy server is there and to download its CA key file for Android.

6. After downloading the CA key file, it was saved and added to the phone’s Android
trust store to make the phone (client) trust mitmproxy CA. This CA is used to
dynamically generate dummy certificates to whatever TLS secured site/hostname
connection the client initiates [17,18].

As a result, mitmproxy decrypts the TLS connections made by the phone [19] and the

requests are shown in mitmproxy Ul.

3.2 Simple HTTPS interception

First test consisted of logging in to Smart-ID webpage account, without any additional
configurations and using just a simple transparent proxy setup, which was described in
Section 2.2 of this thesis. For authentication, Smart-ID login page was opened on the
computer and the Smart-1D option for entering the portal was chosen. The first step in
authentication was to enter user’s personal ID code, to validate the user. ID code acts as a
user identifier, when authentication feature is used [4]. After that a notification was sent to

the user’s registered phone, to enter the authentication PIN (PINT).

When the authentication request was received by the Smart-ID application, the app
recognized that the X.509 certificate of the Smart-ID server is not as expected and an error
was shown (Figure 2). The Smart-1D app detected this, because Smart-ID app has an
additional certificate pinning mechanism to ensure that the app can make connection to the
Smart-1D server only if the server presents in TLS handshake server’s certificate that is

expected by the app.
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Connection is not secure

and are una to restore secure
connection

Try updating your Smart-1D app
in Google Play or refer to restoring
secure connection for further

assistance

Figure 2. “Connection is not secure” error on Smart-1D app.

In order to disable the certificate pinning, Smart-1D source code needs to be changed and in
the next section of this thesis, the respective code will be analysed and the method for finding

the right code snippet will be explained.

3.3 Smart-I1D certificate pinning code analysis

Bhor and Karia have described [20] certificate pinning as way of ensuring that the certificate
exchanged by the server is the one which is expected by the client. As it was found out, in
case of Smart-1D the certificate pinning is implemented by hardcoding the SHA256 (Secure
Hashed Algorithm function that produces 256-bit length message digest [21]) digest of the
certificate to be used by the Smart-ID server in the Smart-1D mobile application. The Smart-
ID application compares the locally stored hash of the certificate with one provided by the
Smart-1D server. Alternative way of certificate pinning is that the app hardcodes the name
of certificate authority and trusts any certificate issued by that CA, but this is not the case in

Smart-1D app.

To analyse the code responsible for certificate pinning, it first had to be found from the
application’s source code. The latest version of Smart-ID application, that is used in this
thesis, is obfuscated, meaning that the code has been deliberately made difficult for humans
to read [22] by changing the names of methods and files to meaningless symbols and/or

number sequences. The latest not obfuscated version of Smart-1D application is v10.4.88.
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This app version was downloaded from the Apkpure? and then the APK file was decompiled,
using Android APK decompiler online? to be able to read the application resource Java files.
The resulting ZIP file was then downloaded and its contents extracted. Decompiled Java
files can be found from the \sources\ directory in the extracted contents.

Smart-1D uses OkHttp library to make HTTPS requests with certificate pinning, which can
be seen from the Java file \sources\com\stagnationlab\p026sk\util\Http.java method’s return

type - okHttpclient (see Figure 3, line 54).

-

54 g private static OkHttpClient createClient() {

55 Builder client?2 = new Builder();

56 CertificatePinner certificatePinner = pinCertificates(BuildConfig.PORTAL BASE URL,
BuildConfig.PORTAL_PINS) ;

57 client2.connectTimeout (20, TimeUnit.SECONDS) ;

58 client2.readTimeout (30, TimeUnit.SECONDS) ;

59 client2.writeTimeout (20, TimeUnit.SECONDS) ;

60 client2.cookiedar (cookiedar) ;

61 A if (certificatePinner != null) {

62 client2.certificatePinner(certificatePinner);

- }

64 return client2.build() ;

- }

Figure 3. Code snippet from Http.java file with line numbers.

The same code snippet contains the certificate pinning part (see Figure 3, line 56).
CertificatePinner Java class constrains which certificates are to be trusted by the application
[23]. From \sources\com\stagnationlab\p026sk\BuildConfig.java file, the variables used in

pinCertificates method were found:

a) PORTAL BASE URL = "https://portal.smart-id.com"

b) PORTAL PINS = "sha256/1loUeIWZ1KN66wo2lcTdABIjw]L7sgK3esd/kVOzZXJ/U="

PORTAL BASE URL appoints the Smart-ID server’s hostname, which can be trusted and
PORTAL_ PINS iS the hashed public key value(s) of said server’s certificate(s). When Smart-
ID application initializes a HTTPS connection, it checks if the end server’s issued certificate

meets these values and if not, the client will terminate the connection.

From the Http.java file, lines 61-63, it is shown that if the certificateprinner variable is
not initialized or has a value of nu11, the certificate pins are not added to the client, meaning

that the certificate pinning will be disabled.

2 https://apkpure.com/smart-id/com.smart_id/versions
8 http://www.javadecompilers.com/apk
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To view the Smart-ID APK contents without decompiling it, the .apk extension of this file
was renamed to .zip and the ZIP file was then unzipped. From the extracted files, the
corresponding compiled code (see Appendix I) to createClient method from Http.java file
can be found in a file smali\out\com\stagnationlab\sk\util\Http.smali. By commenting out
the certificatePinner initialization line (invoke-static {..}) fromthat file, the certification

pinning will not be added to the client (application) network connections.

As the newest version of Smart-1D application (v18.4.177) is obfuscated, it is possible to use
the older version’s disassembled APK Http.smali file location and structure to find the
certificatePinning method in the newer version. The newest version was downloaded from
Apkpure and decompiled using Android APK decompiler online as was done with the older
version. The resulting ZIP file’s contents were extracted. Because the source code can
change with new application versions, the most similar code snippet was searched and found
from sources/com/stagnationlab/p144sk/util/C3809c.java file (see Figure 4). From the code
snippet, it can be seen that there are two lines with certificate pinning variable initialization
(lines 83 and 84).

80 & private static C5151x mlle75a() {
81 C5153a aVar = new Cb153a();
82 C5004a aVar2 = new C5004a()
83 mllﬁSZa(aVarZ I

85 aVar.mol2790a (30, TimeUnit.SECONDS) ;
8 aVar.mol2794b (30, TimeUnit.SECONDS) ;
aVar.mol2795c (30, TimeUnit.SECONDS) ;
88 C5129m mVar = f10658c¢c;
89 if (mVar '= null) {
90 avVar.f155201i = mVar;
91 avVar.mol279%la(aVar2.mol252%a()) ;
92 o if (C3e78e.mll351a()) {
93 E C4976a aVar3 = new C4976a(new C4978b () {
= public final void log(String str) {
95 C3678e.m11354d ("Http") ;
B }
b
aVar3.mol2478a(C4977a.£14708d) ;
aVar.mol2792a((C5145u) aVar3);
0 }
01 return aVar.mol2793a() ;
02 + }
3 throw new NullPointerException("cookieJdar == null");
04 + }

05

[ e i i
) O

Figure 4. Obfuscated createClient method code snippet from C3809c.java file with line numbers.

Similar to the not obfuscated version of Smart-I1D app, a corresponding .smali file was found:
smali/out/com/stagnationlab/sk/util/c.smali, which will be used in the next section of this

thesis to disable certificate pinning.
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3.4 Bypassing Smart-1D certificate pinning

In order to bypass certificate pinning, the pinning needs to be disabled from the source code.
This was done by modifying the certificate pinning code in the original Smart-1D Android
package file (.apk file extension). The file was repackaged and rebuilt using the Apktool®.
The steps to modify Smart-1D APK file were as follows:

1. Java 11 SDK was installed and the needed directories were added to the PATH
system variable:
a. \AppData\Local\Android\Sdk\build-tools\29.0.3\,
b. \Program Files\Java\jdk-11.0.2\bin\.

This will be needed for the step 13 commands to work.

2. Apktool was installed to the computer’s directory C:\Users\Kart\apktool\ and its
location was also added to the PATH system variable to later use this tool from a
command line.

3. Smart-ID APK file was downloaded from Apkpure webpage [24], and was named
SmartID-v18.apk.

4. Command prompt was opened under the directory of a previously downloaded APK
file.

5. For APK file unpacking, the command apktool d SmartlD-v18.apk was executed.
This created a folder with the same name as the file, that contains all the extracted
files for a Smart-1D app to work, including resource files and the decompiled Java
classes to be run on the mobile device.

6. The file c.smali was located and opened in the directory \SmartlD-
v18\smali\com\stagnationlab\sk\util\. This file is a decompiled Java code and was
created during step 4, it contains the code for certificate pinning.

7. Inorder to disable the certificate pinning, the lines of code that activate the pinning
method were commented out by adding a #-symbol in front of the lines number 240
and 247 (Figure 5), which correspond to the code snippet lines 83 and 84 from Figure
4.

4 https://ibotpeaches.github.io/Apktool/
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[ c.smali 1 ‘

239
240

241
242
243
244

245
246
247

24/

.line 77

#invoke-static {v1, v2, v3},

Lcom/stagnationlab/sk/util/c;->a (Lokhttp3/g$a;Ljava/lang/String;Ljava/lang/
String;)V

const-string v2, "https://robl.smart-id.com/wv1/"

const-string v3,
"sha256/7Jkb]ZkB0I07V/F998ZGTWS2ttBDHBuk3mNz90oN1Ygw=, sha256/EVMwINqWRFf5Pjp
EGg/UYDupgOxbU7YeorDJWUztyHo="

.line 78

finvoke-static {vl, v2, v3},
Lcom/stagnationlab/sk/util/c;->a(Lokhttp3/gSasLjava/lang/String;Ljava/lang/
String;)V

Figure 5. Screenshot of c.smali file code snippet with lines that were commented out.

File tse.properties was located in the directory \SmartID-v18\assets\ and modified so

that the “pins” property value was deleted (Figure 6). This property contained the

trusted server’s hostname and its certificate public key hashed values, which had to

be deleted, so that the application will later trust the certificate offered by mitmproxy.

[= tse propetties E3 |

8 baseUrl=https://mobile—-api.smart-id.com/
9 allowHTTP=false
10 pins=

Figure 6. Screenshot of tse.properties file snippet after the deletion of "pins" property value.

9.

The file network security _config.xml was located in the directory \SmartlD-

v18\res\xml\ and then modified. Its contents were replaced with the new

configuration settings (Figure 7) to remove the limitations on trusting only the Smart-

ID custom CAs and make the app trust additional CAs [25], like the mitmproxy CA.

[ netwark_security_config.xml E4 ‘

1 g?xml version="1.0" encoding="utf-8"72>
2 b<network-security-config>

3 <base-config>

il <trust-anchors>

<certificates src="system" />
<certificates src="user" />
</trust-anchors>
</base-config>
</network-security-config>

1 o U

(a8}

[¥o]

Figure 7. Modified network security configuration of Smart-I1D app.
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10. Command prompt was opened again under the directory of the original Smart-1D
APK file location.

11. To rebuild the modified Smart-1D application, command apktool b SmartID-v18.apk
was executed, that created a new folder \SmartID-v18\dist\, which includes the new
Smart-1D APK file, and the command prompt was opened under this new folder.

12. In order to be able to run this new APK file, it has to be resigned as Android requires
that all APKs are to be digitally signed with a certificate [26]. To sign the APK file
the following commands were executed in the \dist\ folder:

a. keytool -genkeypair -v -keystore app.keystore -alias keyO -keyalg RSA -
keysize 2048 -validity 10000 (generated the key and the keystore);

b. jarsigner -verbose -sigalg SHA1withRSA -digestalg SHAL1 -keystore
app.keystore SmartID-v18.apk keyO (signed the new APK file with the
generated key);

c. zipalign -f -v 4 SmartID-v18.apk sid.apk (this was done to optimize the APK
file and compress the data within the file to reduce the RAM consumed, when

running this application on the mobile phone [27]).

As a result, modified Smart-1D application sid.apk was generated and ready to be installed
to the test device for use. With the new APK file installed, the phone was registered and
connected again to the user’s Smart-ID account with the conditions described in the

introduction of Section 3.

To test if certificate pinning was disabled and mitmproxy was able to decrypt the HTTPS
network requests, a new try for authenticating the user account on the Smart-ID webpage
was constructed. This time no insecure connection errors were shown and Mitmproxy could

see the traffic between Smart-I1D application and the server.

3.5 Results

Four consecutive network calls were made during the Smart-ID authentication process,
which were viewed in mitmproxy Ul (see Figure 8). The HTTP requests and responses are

shown in detail in Appendix II.
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= O X
B mitmproxy X +
C @ 127.0.0.1:8081/#/flows/444c1426-ddce-4f60-a338-b03add352d51/request [CRIS 4
Start Options Flow
c @ i & > x
Replay Duplicate revert Delete Download Resume Abort
Flow Modification Export Interception
path Method Status size Time *| Request | Response Details
https://mobile-api smart-id. com/v2/protected POST 200 960b 108ms POST https://mobile-api.smart-id.com/ f
. B . ) protected HTTP / 1.1
https://mobile-api.smart-id.com/v2/protected POST 200 960b B5ms
— Accept-Chars utf-8
https://mobile-api.smart-id.com/v2/protected POST 200 960b 82MS et
. . . . Authorizatio Basic OWVhMzhiNjgtY2USNCee
https://imobile- rt-id /v2/protected POST 200 6.8kb 108
g PV MOBIIC-PLSMAT-IC comivApIoterte I M3 TKLEFmODUEHW Ty zdkNTYy Y
S - - U205 ZzNVVGUI1KdXNrS1kxUzk
https://mobile-api.smart-id.com/v2/protected POST 200 360b 114ms Smart-X-ID-L 14.1.1208-sk-release
= ibrary
https://mobile-api.smart-id.com/v2/protected POST 200 684b 83ms Y
— Smart-X-ID-U 18.4.177
https://mobile-api.smart-id.com/v2/protected POST 200 2.9kb 263ms I
— Smart-X-ID-P Android
https://mobile-api.smart-id.com/v2/protected POST 200 88kb 76ms latform
- = - =— == —————— Content-Type application / JSON-RPC
— Centent-Leng 125
https://update.googleapis.com/service/update2...POST 200 1.5kb 177ms th
. B X . Host mobile-api.smart-id.com
https://mobile-api.smart-id.com/v2/protected POST 400 293b 139ms . )
—_ Connection Keep-Alive e

Figure 8. Smart-1D authentication requests shown in mitmproxy UI.

Based on the information of requests, no obvious personal data from user’s mobile device is
being sent out, but to fully answer the question more effort would be needed to be put in to
monitor Smart-1D app communication over longer period and investigating the contents of
binary encoded data that is sent out. Only the authentication feature was monitored in the
MiTM attack, but there are also other network communications that Smart-1D application
performs with the server, which could also contain sensitive user data. Such extensive

analysis falls outside the scope of this thesis.
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Conclusion

The aim of this thesis was to find the technical means on how to monitor network
communication between the Smart-ID app and the server to ensure that Smart-1D app
follows the protocol and does not send more data to the server than is needed. For this to
work, network call requests and responses needed to be shown in plain text. Since the
application uses certificate pinning as an additional security for data transfer, the

modification of Smart-ID app’s source code was required.

Certificate pinning code of Smart-1D app was analysed and a description was given on how
to find the corresponding code snippets. For the man-in-the-middle attack implementation,
step-by-step instructions were given on setting up a mitmproxy between a mobile device and
the Internet to listen in on any network traffic. This setup was then used to attempt to view
the Smart-1D authentication calls. With the combination of transparent proxy and the
disabling of certificate pinning, network communication data was seen from the mitmproxy
Ul. No extensive personal data was found from the network requests made by the Smart-1D

application’s authentication feature.
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Appendix

l. Code snippet from Http.smali file

Below is the decompiled executable file’s representation of the corresponding Http.java file

code snippet from the version 10.4.88 of Smart-1D application:

155 .method private static createClient () Lokhttp3/OkHttpClient;

156 .registers 6

157

158 .prologue

159 const-wide/16 v4, Oxle

160

161 .line 58

162 new-instance vl, Lokhttp3/OkHttpClient$Builder;

163

164 invoke-direct {vl}, Lokhttp3/OkHttpClient$Builder;-><init>()V
165

166 .line 59

167 .local vl, "client":Lokhttp3/OkHttpClient$Builder;

168 const-string v2, "https://portal.smart-id.com"

169

170 const-string v3, "sha256/1oUeIWZ1KN66wo2lcTdABIjwjL7sqK3esJ/kVOZXJ/U="
171

172 invoke-static {v2, v3}, Lcom/stagnationlab/sk/util/Http;-

>pinCertificates (Ljava/lang/String;Ljava/lang/String;)Lokhttp3/CertificatePinner;
173

174 move-result-object vO0

175

176 .line 61

177 .local v0, "certificatePinner":Lokhttp3/CertificatePinner;

178 sget-object v2, Ljava/util/concurrent/TimeUnit; -
>SECONDS:Ljava/util/concurrent/TimeUnit;

179

180 invoke-virtual {vl, v4, v5, v2}, Lokhttp3/OkHttpClient$Builder;-

>connectTimeout (JLjava/util/concurrent/TimeUnit; ) Lokhttp3/0OkHttpClient$Builder;
181

182 .line 62

183 sget-object v2, Ljava/util/concurrent/TimeUnit; -
>SECONDS:Ljava/util/concurrent/TimeUnit;

184

185 invoke-virtual {vl, v4, v5, v2}, Lokhttp3/OkHttpClient$Builder;-

>readTimeout (JLjava/util/concurrent/TimeUnit;)Lokhttp3/OkHttpClient$Builder;
186

187 .line 63

188 sget-object v2, Ljava/util/concurrent/TimeUnit; -
>SECONDS:Ljava/util/concurrent/TimeUnit;

189

190 invoke-virtual {vl, v4, v5, v2}, Lokhttp3/OkHttpClient$Builder; -

>writeTimeout (JLjava/util/concurrent/TimeUnit;)Lokhttp3/OkHttpClient$Builder;
191

192 .line 64

193 sget-object v2, Lcom/stagnationlab/sk/util/Http;->cookieJar:Lokhttp3/CookieJar;
194

195 invoke-virtual {vl, v2}, Lokhttp3/OkHttpClient$Builder;-
>cookieJar (Lokhttp3/CookieJar;)Lokhttp3/0OkHttpClient$Builder;

196

197 .line 66

198 if-eqgz v0, :cond 28

199

200 .line 67

201 invoke-virtual {vl, v0}, Lokhttp3/OkHttpClient$Builder;-

>certificatePinner (Lokhttp3/CertificatePinner;)Lokhttp3/0OkHttpClient$Builder;
202

203 .line 70

204 :cond 28

205 invoke-virtual {vl}, Lokhttp3/OkHttpClient$Builder;->build()Lokhttp3/0OkHttpClient;
206

207 move-result-object v2

208

209 return-object v2

210 .end method
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1. Authentication HTTPS requests/responses

Below are provided the four network calls made from the Smart-ID app that were made
during the Smart-1D authentication process. The requests were viewed in mitmproxy Ul.

Request 1:

POST https://mobile-api.smart-id.com/v2/protected HTTP / 1.1
Accept-Charset: utf-8

Authorization: Basic

OWVhMzhiNjgtY2U5NCOOM] JKkLWFMODULNWIyNzdkNTYyYjU20]Z2zNVVGU11KAXNrS1kxUzk =
Smart-X-ID-Library: 14.1.120-sk-release

Smart-X-ID-UTI: 18.4.177

Smart-X-ID-Platform: Android

Content-Type: application / JSON-RPC

Content-Length: 176

Host: mobile-api.smart-id.com
Connection: Keep-Alive
Accept-Encoding: gzip
User-Agent: okhttp / 3.12.2

{

"id": "6c9c918e",
"jsonrpc": "2.0",
"method": "getRpRequest",
"params": {
"accountUUID": "e673b8ad-4ffd-44fa-be29-22b6666ececec9”,
"rpRequestUUID": "941b4579-e213-41dl-abdb-dfa01389db97"
}
}
Response 1:
HTTP / 1.1 200
Access-Control-Expose-Headers: X-Plumbr-transactionId

X-Plumbr-transactionId: £5£8f898-bd80-12aa-a8d7-aa3cd4ee6a987
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode = block

Cache-Control: no-cache, no-store, max-age = 0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Content-Type: application / json

Transfer-Encoding: chunked

Date: Wed, 06 May 2020 13:04:45 GMT
Keep-Alive: timeout = 20
Connection: keep-alive

{
"id": "6c9c9l8e",

"jsonrpc": "2.0",
"result": {
"rpRequest": {
"requestType": "AUTHENTICATION",
"rpName": "SMART-ID PORTAL",

"rpRequestUUID": "941b4579-e213-41d1l-abdb-dfa01389db97",
"ttlSec": 99
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Request 2:

POST https://mobile-api.smart-id.com/v2/protected HTTP / 1.1
Accept-Charset: utf-8

Authorization: Basic

OWVhMzhiNjgtY2U5NCO0OM] JkLWEFMODUEtNWIyNzdkNTYyYjU2073Z2zNVVGU11KdAXNrS1kxUzk =
Smart-X-ID-Library: 14.1.120-sk-release

Smart-X-ID-UI: 18.4.177

Smart-X-ID-Platform: Android

Content-Type: application / JSON-RPC

Content-Length: 193
Host: mobile-api.smart-id.com
Connection: Keep-Alive
Accept-Encoding: gzip
User-Agent: okhttp / 3.12.2
{

"id": "4eabab68",

"jsonrpc": "2.0",
"method": "createTransactionForRpRequest",
"params": {
"accountUUID": "e673b8ad-4ffd-44fa-be29-22b6666eecec9”,
"rpRequestUUID": "941b4579-e213-41d1-abdb-dfa01389dbo7"
}
}
Response 2:
HTTP / 1.1 200
Access-Control-Expose-Headers: X-Plumbr-transactionId

X-Plumbr-transactionId: cSafeced-c5dc-ff2¢c-498f-ed38d1132e04
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode = block

Cache-Control: no-cache, no-store, max-age = 0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Content-Type: application / json

Transfer-Encoding: chunked

Date: Wed, 06 May 2020 13:04:48 GMT
Keep-Alive: timeout = 20
Connection: keep-alive
{
"id": "4eaba668",
"jsonrpc": "2.0",
"result": {
"freshnessToken": "kQzZC3Y0OoLAs =",
"transaction": {
"accountUUID": "e673b8ad-4ffd-44fa-be29-22b6666ececec9”,
"displayText": "Log in to SMART-ID portal",
"hash": "e9gOK90dptC2HATRsAJdDoZplKo8 +
Qv1EYdegpUAXoIsE6KtghMB87b5Zf / U8tuS6b916RkCZSO0 / P8xHb3wzQ ==",
"hashType": "SHA512",
"rpName": "SMART-ID PORTAL",
"state": "RUNNING",
"transactionSource": "RELYING PARTY",
"transactionType": "AUTHENTICATION",
"transactionUUID": "7cf45b45-ba66-4814-b7c6-5c764£41d241",
"ttlSec": 89
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Request 3:

POST https://mobile-api.smart-id.com/v2/protected HTTP / 1.1
Accept-Charset: utf-8

X-SplitKey trigger: external

Authorization: Basic

OWVhMzhiNjgtY2U5NCO0OM] JkLWEFMODULNWIyNzdkNTYyYjU20]ZzNVVGU11KAXNrS1kxUzk =
Smart-X-ID-Library: 14.1.120-sk-release

Smart-X-ID-UI: 18.4.177

Smart-X-ID-Platform: Android

Content-Type: application / JSON-RPC

Content-Length: 2525
Host: mobile-api.smart-id.com
Connection: Keep-Alive
Accept-Encoding: gzip
User-Agent: okhttp / 3.12.2
{

"id": "d1742743",

"jsonrpc": "2.0",
"result": {
"ResponseData':

"eyJhdWQi0iJDTEIFT1IQiLCIJ1bmMiO1iJIJBMTI4Q0JDLUNTMjU2TIiwiYWxnIjoiZGlyIiwia2V5
VVVJIRCI6IFAIMTAdiNDNmMLTM3ZmItNDQ2NC11iZmMzLTVMZDQ2MzM1YWJI1ZCIsImtpZCI6IjALM
TAiNDNmLTM3ZmItNDQ2NC1iZmMzLTVmZDQ2MzM1YWJ1ZCJ9. .GwUp 7WOXHUYJuZgFEZFUdQ.b
TXuLPRSdraKDXofrVKpAgpIZoheSQPhtdUm7LIwvXkv—
KgMtkeH68PX8RumzMNb.OyCO07jRhdsZQu6oLL41Lzww"

"responseDataEncoding": "JWE",
"result": "OK"
}
}
Response 3:
HTTP / 1.1 200
Access-Control-Expose-Headers: X-Plumbr-transactionId

X-Plumbr-transactionId: all51393-643e-dfcb-e749-06a32cbffdOlc
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode = block

Cache-Control: no-cache, no-store, max-age = 0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Content-Type: application / json

Transfer-Encoding: chunked

Date: Wed, 06 May 2020 13:04:53 GMT
Keep-Alive: timeout = 20
Connection: keep-alive
{

"id": "d1742743",

"jsonrpc": "2.0",
"result": {
"ResponseData':

"eyJhdWQi0iJDTEIFT1QiLCI1bmMiOiJBMTI4Q0JDLUNTMjU2IiwiYWxnIjoiZ2GlyIiwia2V5
VVVIRCI6IFAIMTAiNDNMLTM3ZmItNDO2NC11iZmMzLTVmMZDQ2MzM1YWJ1ZCIsImtpZCI6IjALM
TdiNDNmLTM3ZmItNDQ2NC1iZmMzLTVmZDQ2MzM1YWJI1ZCJ9. .GwUp 7WOXHUYJuZgFEZFUdQ.b
TXuLPRSdraKDXofrVKpAgpIZoheSQPhtdUm7LIwvXkv—
KgMtkeH68PX8RumzMNb.OyC07jRhdsZQu6LL41Lzww"

"responseDataEncoding": "JWE",

"result": "OK"
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Request 4:

POST https://mobile-api.smart-id.com/v2/protected HTTP / 1.1
Accept-Charset: utf-8

Authorization: Basic

OWVhMzhiNjgtY2U5NC00M JkLWFMODUtNWIyNzdkNTYyYjU2073 ZzNVVGU11KAXNrS1kxUzk
Smart-X-ID-Library: 14.1.120-sk-release

Smart-X-ID-UI: 18.4.177

Smart-X-ID-Platform: Android

Content-Type: application / JSON-RPC

Content-Length: 125

Host: mobile-api.smart-id.com
Connection: Keep-Alive
Accept-Encoding: gzip
User-Agent: okhttp / 3.12.2

{
"id": "c3ac3522",

"jsonrpc": "2.0",
"method": "getAccountStatus",
"params": {

"accountUUID": "e673b8ad-4ffd-44fa-be29-22b6666eecec9”
}

Response 4:

HTTP / 1.1 200

Access-Control-Expose-Headers: X-Plumbr-transactionId
X-Plumbr-transactionId: d510£5d8-85ce-e31d-b2fc-393d9f6dalbe
X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode = block

Cache-Control: no-cache, no-store, max-age = 0, must-revalidate
Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Content-Type: application / json

Transfer-Encoding: chunked

Date: Wed, 06 May 2020 13:04:56 GMT
Keep-Alive: timeout = 20
Connection: keep-alive

{
"id": "c3ac3522",

"jsonrpc": "2.0",
"result": {
"accountUUID": "e673b8ad-4ffd-44fa-be29-22b6666eecec9”,
"keys": [
{
"certificate": {
"gscd": O,
"subject": {
"c": "EE",
"CN": "ILJA \\, KART \\, PNOEE-49801120822",
"GN": "KART",
"O": null,
"OU": null,
"SN": "ILJA",
"serialNumber": "PNOEE-49801120822"
}
"type": "QUALIFIED",
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"validSince": "2020-05-06T13: 02: 37z",

"validUntil": "2023-05-06T13: 02: 37z",

"value": "MIIHvVTCCBaWgAwIBAgIQdb / ZO0iHPGtResrVtn +
tC4zANBgkghkiGI9wOBAQsFADBgMQOswCQYDVQQGEWJFRTEIMCAGALUECgWZQVMgU2VydGlmaXR
zZWVyaWlpc2tlc2tlczEXMBUGAIUEYQWOT1RSRUUtMTA3NDcwMTMxFDASBgNVBAMMCOVJRCLT
SyAyMDE2MB4XDTIwMDUWNJEzMDIzN10oXDTIzMDUWNjJEzMDIzNlowbzELMAKGAIUEBhMCRUUXJ
TAJBgNVBAMMHE 1IMSkEsS80EU1QsUESPRUUtNDk4MDEXM]A4Mj IxDTALBgNVBAQMBE IMSKkEXD]
AMBgNVBCoOMBUVDhEFJUMROWGAYDVQQFEXFQTkIFRSO00TgwMTEyMDgyMjCCAYyEWDQYJKoZIThve
NAQEBBQADgGMOADCCAWkCggMACX0ONLOB855LDbkESUnQnDIsy /
NHgDQA9HQZSgPOnMgsudvsj4m7 FEgUOMsgkgVCfIJ6gaCDyO76t3QDvGHOEu6 + + +
HpFWnjy8Q5YIw4dQMV5hnVFuYtYBKOOUL hYm9vfeQLsvv2i /
FObgYKfMKTWogOHfgMisjBpDdkeh3YhfrgRsciupa8izkZ
1GTcluhT96sIyDS3Bi6eGiZjgKVx + + + HI8tP6Ms s3LpPhLXLTGXNNrwDOop2GBUEPV /
ugqoQtvScz60pozDFr8Q9YXA6wGi RcEzOlcYINpO4JRllxdva + + +
ae7jtXctaYkTLBARbcrjzxiu 38fL / 0 / RAsgk /
XalSDDjPitaddImmzxkQWQIlpNKWhBczgsG5QNCOEV 6901 60xTxXmpHV2kbUjUcpP03xvL3 /
JdrXabbiLEojuM2eBaOCgBvONdbCEA3kzndOgcyH4LalnmgZZ fWolvUk2KCA2TunNsFbIZW0e
In8GUzOpgiIVJWO ré6stde + / + Myac44bzOpyAVnODnpw
fQyIiO0fiXFyoORY8ykWgev7RDW4 + Cxasz300hEnKeaNuD / 8vT7GH2alNWchgcjlc /
Gyn5J2R0jajOWISrYNuN4naDGKCg2i7L0JiRhNhINOZjwLhDJ9Lgclcx8y7zt4£fNe9v05Y
8BKR + / + 4m + ace8kQu292hhSnEmclyYB
OPLHOCAUAWYS5ffSckWSJIQXWiS3ZN3InbSfaBWfERGSW]VBUWXP 1 tmmmMUurUY02zLt4StNQuQ
TJIQu6x5VO0gEAL3F10CdAV69WE9QBUxVhOKmM2dkZ 1 rpKRKND5)Thb1ukPO8OGG / 2IiW7Atb2
obo8ulaFxtkUaERTvutHKaeodmgBo4CRV]j2BeZ6PBHwaHVwuedCQSWANHxglcEXYUCgXKxj5K
TZbwTs3S0S4Z + / + W/m8mZTCEg8J 1pOrrRAhPsthlBN9rQroIKj8ChFEvV44UvAOlw / W
/ 13AFIm8MKFJrjzT5jlcQ /
O8wbycgsmy9bGescJawlattLaPCzPAgMBAAG]jggFjMIIBXzAJBgNVHRMEAJAAMA4GA1UdDWEB
/
WwQEAWIEsDBUBgNVHSAETTBLMD8GCSsGAQQBzh8RAJAYMDAGCCsGAQUFBwIBFiRodHRwczovL3
d3dy5zay512591bi9yZXBvc210b3J5LONQUy8wCAYGBACPegECMBOGA1UdDgQWBBSLgDauRKJ
gc8c7hFtiu3j50ouhIDTAfBgNVHSMEGDAWgBScCagHhww9rC6H / KCuOvtlSYgo +
zATBgNVHSUEDDAKBggrBgEFBQcDAjB1BggrBgEFBQCBAQRZMFcwJAY IKwYBBQUHMAGGGGhOdH
A6LyShaWEuc2suZWUvZW1kMjAxNjAvBggrBgEFBQcwAOYjaHROCHMOLy9jLnNrLmV1LOVJRC1
TS18yMDE2LmR1ci57cnQwMAYDVRORBCkwJI6Q1MCMxITAfBgNVBAMMGEFBOTOVFLTQ50DAXMT Iw
ODIyLVhUOUCtUTANBgkghkiG9wOBAQsFAAOCAGEADAfVsqPddeWIpYcU /
4JHNOOVDbNirATT2KgZFIaB5f3ziWjxMEjNpXnwSVoFVGOpCdlvrf5hssHmXb5z18t6JTw7R0OK
F / GXCzRnsiZzZZ / Vn9TxRolJUgF530sDaP0C6uXWuczKVS2WxckCzHAmgLGT13db7iBvk +
+ 0JdrwCtXwMxalofL4KoHmcAJeX KQPuSSYHVh63g / W03 /
PgGGlvAn9758Kt8J16nLPLMFK6pUGInUJdOkKT / E + ZcHlzpLuGhWCgdwCteEU6SCBgm /
KXVXpDCY4hyCPrEYPUP19WwqIUuWiWAlYE35giuLAY4mpEad4lLxoyB3119kPK47v6jghvEfQvz
gk 9gA7WtnoLoOxKRNiR7D1IAKFRNr / jgUU3Tslgb / emMnNy / xvXHx
3GUIPoxzeXgl98XwtJ1ljCOMCunUiwMY + / + FFS
0bNeF4JGSWTSBSI8jyoh7mY7zMOVSKVUPV7Lwfm9DbOYVtOhIJERYsra /
5SwAdOpdhKDfDRJ7 / QK0S8hdDodIn05CbislsMEQ MQYaXxOF7MAt + + G + +
SsGuQNOBVbB2LwGNbnCJIYhikWYmcYTU£fV1cmgDswiWCk
SYFtrSCOiwc5z7EPSRGhNRCVY3nYJOP6GVBYCNNLtj4o / RWGSTioWkpa6ds4TuaMJISNIcI
/ = Z16YAZ3RRbMgQThz6gLZak "

}

"documentCreationTime": "2020-05-06T13: 02: 12.725z2",
"documentNumber": "PNOEE-49801120822-XT9G-Q",
"keyType": "AUTHENTICATION",

"keyUUID": "0517b43f-37fb-4464-bfc3-5£d46335abed",
"lockInfo": {

"nextLockDurationSec": 10911,

"pinAttemptsLeft": 3,

"pinAttemptsLeftInTotal": 9,

"wrongAttempts": 0O

29



}
"status": "OK"

"certificate": {
"gscd": 1,
"subject": {
"Cc": "EE",
"CN": "ILJA \\, KART \\, PNOEE-49801120822",
"GN": "KART",
"O": null,
"OU": null,
"SN": "ILJA",
"serialNumber": "PNOEE-49801120822"
}
"type": "QUALIFIED",

"validSince": "2020-05-06T13: 02: 39z",

"validUntil": "2023-05-06T13: 02: 39z",

"value™":
"MIIIUDCCB]igAwIBAGIQf6MryNxET7FesrVvH6twyDANBgkghkiGIwOBAQsFADBgGMQOswWCQYD
VOQGEWJFRTEiMCAGA1UECgwZQVMgU2VydGlmaXRzZWVyaWlpc2tlc2t1lczEXMBUGA1UEYQwWOT
1RSRUUtMTA3NDcwWMTMxFDASBgNVBAMMCOVJIRC1ITSyAyMDE2MB4XDT IWMDUWNJEzMDIzOVoXDT
IzMDUWNjEzMDIzOVowbzELMAKGA1UEBhMCRUUxJTAJBgNVBAMMHE 1IMSkEsS80EU1QsUESPRUU
tNDk4MDExMjA4M]jIxDTALBgNVBAQMBE 1MSkExD]AMBgNVBCoMBUVDhFJUMROWGAYDVQQFEXFQ
Tk9FRS000TgwMTEyMDgyMjCCAYIwDQYJKoZ IhveNAQEBBQADGGMPADCCAWOCGGMBAKxpOL /
LwZ114NHOs7BRbhROakXmoUgcZAmMWoOWSpnAVu39KUgNEFVF27KFrGOX /
YS3t0C9SIJOMRG35dNsI + aC2P2GJAXZr7I2K 6KoyxZdAWLZfUgkykjH94 + / +
zYWbzwfSJIXSOlpnTgl lbs / owQJ00gfiS42y +
917ZkVQeFniORt9UIMGvMeYxGJAlz1Rnglezd / MfYxuSONQECzElesuQLNW / cY2ig
5NyKpv9eeT3sWUub6sB2vTffeKurI1CRYzrkyMFIm + + / HqUCK /
fOhvLaDGnh0Dsilv9gg9MgDtAV F3sIEkUoTQpfeJUfNUKe + / +
gg5CXUXpkMmMIwRIEOVWVAWRVtBgIG2vcECErYC dgPEg9BMR7Z3NYIgZscgXOPT2tH77D +
hw2CDXD3GHQr9ud0SyDZY5MFU / obfzl1GuklUFLRSTE
/bOrHj2vydkQ59Htz30Qd72GxrSCldSchbASwponnaWsxM51i40KWnojWcJ8PeLH4AUG6Je5X566v
ao3lshxfeWIzWfyPHOGM Mrl2WpPL98w6vdX9 + ++ +
zwTXLa7mYNpgNHcY1R8dryrcvIrkOIBndziNsaCddDsP5k
sTHmt0grocAbQzI24pTx1U70nvETFQfHEfF1PYgiBVxUeb9B8mZ nw7GZDZampkkgE5k8Dg7L
+ + + A + Jyrkrf c6Q9Qe0zIThIKdg5FMyvtPeAV1Z1gIHzxgtLgisKCBBOtdzxjd95U /
An5LzkobB7HNZAPUT7Tnac6qgSiDadkxb4K8Rryg4Ab8v11BgdflpvY8oAlI7rYF1IQONvS2nl
S2XP4S9ZXFOM2zCbUmMGUKONksAR1zUd1CVcgXJ6BtZ0o701DWd3ePOgeJ5SwGWAOH2KX5A + +
hl +
ROgydEqV1gb3RedNgCdENsWhuChlh8tmRQgY1JrmcxgYhKRIfHDmgSckhOELZKLdFelroiuON
dP1Sio4KYO5br9Det07H5NOph Ax1l + + + 8Ns4Tms13NBjy6FbyEKoOVAW
m6JXglPr8gxpnUs5AZORZYBXcKqlQIDAQABO4IBITCCAfEWCQYDVROTBAIWADAOBgNVHQ8BAL
8EBAMCBkKAWVQYDVROgGBE4wWTDA /
BgkrBgEEAC4fEQIWM]jAwBggrBgEFBQCcCARYkaHROCHM6Ly93d3cuc2suzZiWUvZiW4dvemVwb3Npd
G9yeS9DUFMVMAKGBWQA1 xAAQIWHQYDVROOBBYEFLwSLniYOEAhjo + + 9 /
biA6QCcXXR8SMIGjBggrBgEFBQCcBAWSB1 jCBkzAIBgYEAISGAQEWFQYIKwYBBQUHCWIWCQYHBA
CL7EXKBATATBgYEAISGAQYWCQYHBACORgGEGATBRBgGYEAISGAQUWRZBFFj 90dHRwczovL3NrLmV
1L2VulL3J1cG9zaXRvenkvY29uzGl0aWoucylmb3ItdXNILWIOMLWN1cnRpZmljYXR1cy8TAkVO
MAgGBgQAjkYBBDAfBgNVHSMEGDAWgBScCagHhww9rC6H / KCuOvtlSYgo
zB1BggrBgEFBQCBAQRZMFcwJAY IKwYBBQUHMAGGGGhOJHA6LY 9haWEUC2 suZWUvZW1 kM AxXN]
AVBggrBgEFBQCcWAOYjaHROCHM6LY 9 LnNrLmV1LOVJRC1TS18yMDE2LmR1ci 5] cnQwMAYDVRO
RBCkwJ6Q1MCMxITAfBgNVBAMMGFBOTOVFLTQ50DAXMTIwWODI yLVhUOUCctUTANBgkghkiG9w0B
AQsFAAOCAQEAK]j1UFZ9b + + + zuH8WsCMs5ZRjvOAMwg8zT97fV3UmH3w
TOgSBkz3BS0oXL2NYh2y7DQO1 fVgwOXWvxpDpyNglVzggWeqldl rVvw6VLShXLv3kcvX1hOeDaN
HoTsuWx0xCCsnNhEMJ / ADMPI
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60rDORCQ56PpfFQAgl15tjaKzB82xHhgrkZHNbP73uNOPoKb6K + + + bC
Lg60jtHOZKmcrxvGV11ll / i0sTCTkHukxNVORYmiMgDjQcfIJw8KLBfmFYtxFEooe + /
e5v0LzVpIlLe2edxXXfON32eJ9PFovG1lH5¢c1S5Gy071aSsQNHKQYz0pP9fBdu /
E8bjgBZASVHWCZYXFE +
TnVu4MjybPc2exJsOAWSE7101rCG3mpllbAjB8tVVXpK70gCdZbvgYsKdzcnzgn3pmtGOnlrC
VihchXovIhPwC2Zj2GYIaz3PeVzr2KH3c + +

PB7UWpv1EhUH207 34KTWCQtdD7tffFIrJKZd fn6C / 5S5pm9lhgWoGLorntjdw4D /
TWzxdONzyynIyUXfGFBz1LiHF aj59uJPk50EGitDagRQdaCyjK87CWs + + 88 / +
vwrlYXhRcejjoTMIDrEnr2BROVAyc CcyLlPJ / 11uLS5yyWFhKZWvK7tZJ7DyWQ6FJIk + =
hJ9RKfexs5F1iINWGVOTYmeTulFx5DFvy5F1LulfO0BPwcw "

}

"documentCreationTime": "2020-05-06T13: 02: 12.7252",
"documentNumber": "PNOEE-49801120822-XT9G-Q",
"keyType": "SIGNATURE",

"keyUUID": "ebda2bf5-bS5ae-47c3-b434-f9%e¢b274baebb",
"lockInfo": {
"nextLockDurationSec": 10911,
"pinAttemptsLeft": 3,
"pinAttemptsLeftInTotal": 9,
"wrongAttempts": 0O

}
"status": "OK"

]

"numberOfAccounts": 2,

"registration": {
"documentNumber": "PNOEE-49801120822-XT9G-Q",
"resultCode": "OK",
"state": "COMPLETE"

}

"status": "ENABLED"
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