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Open access ja Infoturve

Toomas Lepik
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INFORMATSIOONI OMADUSED - CIA

CONFIDENTIALITY

INTEGRITY AVAILABILITY




INFORMATSIOONI OMADUSED -

= Tapsus

= Taielikkus

= kooskolalisus

= Usaldusvaarsus

= Ajakohasus

= Paikapidavus (nii vorm kui ka
sisult)

« Unikaalsus
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« Find it
* No barriers = discoverability
 New audiences

. Trust it
« Open = transparency
 Quality peer-review

 Use it

=412 g [+20 | « Higher usage = research impact
» Citations and collaboration
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MOTISKLUSI INFOTURBE ULE...

“If you protect your paper clips
and diamonds with equal vigor...
...you’ll soon have more paper
clips and fewer diamonds.”

TE CH TALLINNA TEHNIKAULIKOOL Attributed to Dean Rusk, US Secretary of State 1967-7969




Informatsiooni omadused

On the one hand information wants to be
expensive, because it's so valuable. The right
information in the right place just changes
your life.

On the other hand, information wants to be
free, because the cost of getting it out is

getting lower and lower all the time. So you
have these two fighting against each other.

Stewart Brand 1984
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ME ELAME RISTE TAIS MAAILMAS
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OHU NAITED- ONNETUS

= Failistusteemi kustutamine

= Intellektuaalomandi
eksponeerimine

= Kahjurvara kaivitamine
= Varade ebaodige kasutamine
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OHU NAITED -TAHTLIK

= Failisusteemi
kustutamine

» Intellektuaalomandi
eksponeerimine

« Kahjurvara kaivitamine

- Varade ebaoige
kasutamine
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Kuskil on NEMAD - kuber ohu allikad!
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Kes Nemad on?
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KAS NEMAD MEID KA RUNDAVAD?

122,229 35,974 31,490 19,883 2,347 923 383 i

Redpy - Attacks

Saricats Alert Catogery Histogram




KAS NEMAD MEID KA RUNDAVAD ?

Count

® 1-17355.25

® 17,355.25 - 34,709.5
34,709.5-52,063.75
52,063.75-69,418




Enam Levinud mooda laskmised

= Default configurations of software and
applications

= Improper separation of user/administrator
privilege

* Insufficient internal network monitoring

= Lack ofnetwork segmentation

* Poorpatch management

TAL

Bypass of system access controls
Weak or misconfigured multifactor
authentication (MFA) methods
Insufficient access control lists (ACLs)
on network shares and services

Poor credential hygiene

Unrestricted code execution

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a
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https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a

PRAKTILISED SOOVITUSED

Saa aru, millist thudpi teadmust sa tootled!
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PRAKTILISED SOOVITUSED

Eelistatavalt kasutada hallatavaid
susteeme, kus turvalisuse tagamiseks on
rakendatud piisavad turvameetmed (nt
turvaline vork, turvaline Ghendus,
tulemdr, viirusetorje jne).
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PPRAKTILISED SOOVITUSED

TOOTA TAVAKASUTAJANA!!
(Jargige vahima privileegi
pOhimotet)



PRAKTILISED SOOVITUSED SALA SONAD

Mis on hea parool?

SalasOna vs. Paroolifraas



PRAKTILISED SOOVITUSED SALA SONAD- MUUD VAHENDID JA MFA

EESTI VABARIIK ISIKUTUNNISTUS

Republic of Estonia | Identity Card
PEFLEKONNAN\MI / SURNAME
JOEORG

EESNIMI / GIVEN NAME

JAAK-KRISTJAN

SUGU/SEX  KODAKONDSUS / CITIZENSHIP

MM EST

: 08 011980
KEHTIV KUN]/ DATE OF EXPIRY ISIKUKOOD / PERSONAL CODE
02 012020 38001085718
DOKUMENDI NUMBER / DOCUMENT NUMBER

AS1234567

KASUTAJAALEKIR] / HOLDER'S SIGNATURE %‘ \(E

' ol pee13po

Signin Cancel

Do you want to sign in
with a passkey?

@4 Jane Doel23
.? Passkey

@)\
Sign In
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PRAKTILISED SOOVITUSED - ANDMEKAITSE VAJADUS

Ulekandel:

« SSL / HTTPS

* Fortigate VPN
 Eduroam VPN

« ID Kaardi krupto
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PRAKTILISED SOOVITUSED - ANDMEKAITSE VAJADUS

“puhkamas”
HDD - Krupteerimine (Bitlocker)
Kripteeritud kettad
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PRAKTILISED SOOVITUSED ---Teegid

Votta kasutusel usaldusvaarne tarkvara ja
teegid.
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PRAKTILISED SOOVITUSED - UUENDA!
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PRAKTILISED SOOVITUSED -KAHEJURVARA TORIJE

» Kaita voimalusel antiviirust!

https://www.av-test.org/en/

https://www.av-comparatives.org

TALLINNA TEHNIKAULIKOOL
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https://www.av-test.org/en/
https://www.av-comparatives.org/

PRAKTILISED SOOVITUSED

Ignoreeri linke ja teatavita neist ning anan
teada eba onnesustumisters, kui sa pole kindle
mida tegid voi miks tegevuse tagajarg on see
sugune !

(Ule 17% inimestest kaotas andmepuugi testis
paroolid)
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PRAKTILISED SOOVITUSED

Voimalusel valtige USB-malupulkade kasutamist!

Leitud pulgad tooge Helpdeski (Infoturbe eest
vastutavale isikule)
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PRAKTILISED SOOVITUSED

Tehke olulistes projekti andmetest
varukoopia.
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PRAKTILISED SOOVITUSED

Hoolitsega projektide puhul andme hoiu ja
seotud infosustemide jatku suutliku
toimimise eest.
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PRAKTILISED SOOVITUSED- FUUSILINE MAAILM

Puhta laua Poliitika

TECH TALLINNA TEHNIKAULIKOOL



INFORMATION SECURITY PROCESS

Infoturbeprotsessi peavad olema kaasatud
koik tdootajad !

https://eits.ria.ee/et/versioon/2022/juhendid/isms-noouded/
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