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Abstract

Interactive oracle proofs of proximity (IOPPs) play a central role in the
construction of modern hash-based zk-SNARKs. Among these, the WHIR
protocol introduced in 2024 is one of the most verifier-efficient known IOPPs
for testing proximity to multilinear Reed—Solomon codes. Due to its recent
introduction and technical complexity, however, the protocol has received

little detailed exposition beyond the original paper.

In this thesis, we present a comprehensive study of the WHIR protocol. Fol-
lowing the original work, we develop the necessary background on constrained
Reed—Solomon codes and list decoding, and analyze key concepts such as
folding, mutual correlated agreement, and block relative distance. We then
introduce the WHIR protocol itself, analyze its asymptotic parameters, and
prove its completeness and round-by-round soundness. Throughout, we clar-
ify the design choices underlying WHIR and correct technical inaccuracies

present in the original presentation.

Finally, we apply WHIR to transform a concrete polynomial interactive oracle
proof into an interactive oracle proof, providing a fully worked example. Our
aim is to make WHIR more accessible and to provide a clear and reliable

reference for its use in hash-based zk-SNARK constructions.

CERCS research specialisation: P170 Computer science, numerical anal-
ysis, systems, control.
Key Words: zk-SNARKSs, Reed—Solomon codes, WHIR, proofs of proxim-

1ty.



ORAAKLIGA INTERAKTIIVSE
LAHEDUSTOESTUSPROTOKOLLI WHIR ANALUUS
Magistrit6o
Martin Puskin

Liihikokkuvote

Oraakliga interaktiivsed ldhedustoestused (interactive oracle proofs of
proximity, IOPP-d) omavad keskset rolli kaasaegsete risifunktsioonidel
pohinevate zk-SNARKide konstrueerimisel. Nende seas on 2024. aastal
tutvustatud WHIR iiks verifitseerija seisukohast efektiivsemaid teadaolevaid
IOPP-sid multilineaarsetele Reedi—-Solomoni koodidele ldheduse testimiseks.
Oma hiljutise ilmumise ja tehnilise keerukuse tottu on protokoll véljaspool

algset artiklit seni péalvinud vihe detailset késitlust.

Selles t60s esitame pohjaliku WHIR-protokolli analiiiisi. Jargime origi-
naalartiklit, arendades valja vajaliku tagapohja piirangutega Reedi—Solomoni
koodide ja list-dekodeerimise kohta, ning analiiiisime votmemoisteid nagu
voltimine, {ihine korrelleeritud vastavus ja suhteline blokk-kaugus. See-
jarel tutvustame WHIR-protokolli ennast, analiiiisime selle asiimptootilisi
parameetreid ning toestame selle taielikkuse ja voorupohise veatuse. Labivalt
selgitame WHIR-protokolli konstruktsiooni aluseks olevaid disainivalikuid

ning parandame algses esituses esinevaid tehnilisi ebatédpsusi.

Lopetuseks teisendame konkreetse poliinoomse interaktiivse oraakeltoestuse
WHIR-protokolli abil interaktiivseks oraakeltoestuseks, esitades taielikult
ldbi tootatud naite. T66 eesméark on muuta WHIR-protokoll paremini mois-
tetavaks ning pakkuda selget ja usaldusvadrset viidet selle kasutamiseks rasi-
funktsioonidel pohinevate zk-SNARKide konstruktsioonides.

CERCS teaduseriala: P170 Arvutiteadus, arvutusmeetodid, siisteemid,
juhtimine (automaatjuhtimisteooria).

Mairksonad: Nullteadmustoestused, Reedi-Solomoni koodid, WHIR, ldhedustoes-

tused.
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1 Introduction

Succinct non-interactive arguments of knowledge (SNARKS) are succinct non-
interactive cryptographic proof systems that allow one party (the prover) to con-
vince the other party (the verifier) that a given computational statement is true.
Succinctness means that the proof size is sublinear with respect to the statement
size and that verification is very fast compared to the computation the prover car-
ries out. The prover may have access to private information (the witness) and if
carrying out the scheme does not reveal anything about the witness to the veri-
fier, we call it a zero knowledge SNARK (zk-SNARK). In this thesis, we do not
discuss the zero-knowledge property, instead focusing on other properties of the

zk-SNARK like succinctness, completeness and soundness.

Zk-SNARKs have found widespread use in privacy-preserving and verifiable
blockchain systems such as Zcash [SCGGMTV14] and Ethereum [But+14|, have
also been used in E-voting [CGS97|, designing secure and auditable databases
[BBF19], privacy-preserving machine learning [MZ17] and more.

A common paradigm for getting zk-SNARKs starts by choosing a polynomial in-
teractive oracle proof (PIOP). The PIOP is then compiled into a zk-SNARK us-
ing a polynomial commitment scheme (PCS) and the Fiat—-Shamir transformation
[FS86]. Such compilers rely on a random oracle, non-falsifiable assumptions or

both.

Many widely used polynomial commitment schemes rely on cryptographic hardness
assumptions that are not post-quantum secure. Examples include schemes based on
group pairings and trusted setup, such as the KZG commitment scheme [KZG10],
as well as schemes based on discrete logarithm assumptions, such as inner-product-
based constructions used in Bulletproofs [BBBPWM18|. All such assumptions can

be broken using a quantum computer [Sho94|.

Pairing-based PCSs typically achieve very fast verification at the cost of higher

prover complexity.

There is another common method of designing zk-SNARKS, introduced in [BCS16],
which we call the BCS transformation. It starts with an interactive oracle proof
(IOP) instead of a PIOP and transforms it into a zk-SNARK. However, nowadays
the TOP itself is usually still compiled from a PIOP using an interactive oracle

proof of proximity (IOPP). The composite scheme consists of the following steps:



1. A PIOP is chosen.
2. Proximity testing (an IOPP) is used to compile the PIOP into an IOP.

3. Merkle commitments are used to compile the IOP into an interactive proof

(IP).
4. Finally, the IP is made non-interactive using the Fiat—Shamir transformation.
The combination of an IOPP with Merkle commitments can be viewed as a form
of polynomial commitment scheme, and this method can therefore be seen as a

special case of PCS-based zk-SNARK constructions. We also note that the PCS is
effectively determined by the choice of the IOPP.

Hash-based
commitment

usually a Merkle
PIOP %% lat-Shamit} (7K )SNARK

Figure 1: Constructing hash-based SNARKs from PIOPs.

This method yields a so-called hash-based zk-SNARK. The advantages of hash-
based zk-SNARKSs are that they rely solely on a random oracle and have transparent
setup, they are post-quantum secure (in the quantum random oracle model) and
can use small fields to get fast provers. However, these zk-SNARKS generally have

slower verifiers.

Examples of IOPPs include FRI [BBHR18|, BaseFold [ZCF24|, Ligero [AHIV17],
Brakedown (Shockwave) |[GLSTW21|, Orion [XZS22|, STIR |[ACFY24|, WHIR
[ACFY25].

The crucial step in constructing a hash-based zk-SNARK is choosing the IOPP,
as different IOPPs can vary significantly in prover complexity, verifier complexity,

and query complexity. This makes IOPPs an active area of cryptographic research.

The first efficient IOPP for Reed-Solomon codes was FRI [BBHR18|, which in-
troduced recursive domain folding to achieve logarithmic query complexity. Later,
STIR |[ACFY24| refined this approach by introducing an additional shifting step,
substantially reducing the number of verifier queries required to achieve a given

soundness level. In parallel, similar ideas were developed in the setting of multi-
linear polynomials, notably in BaseFold [ZCF24]. WHIR [ACFY25| can be seen
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as combining the main ideas of STIR with a multilinear polynomial framework,

yielding further improvements in verifier efficiency.

Currently, WHIR is among the most efficient known IOPPs, largely due to its
very low verifier complexity. However, as it is a recent construction, little detailed

analysis exists beyond the original work [ACFY25].

The goal of this thesis is to present WHIR in a self-contained and detailed man-
ner, and to provide a careful verification of its correctness and parameter analysis.
In doing so, we re-derive the main technical arguments of [ACFY25] and identify
several nontrivial issues in the original presentation, including inconsistencies in in-
dexing and quantification, as well as a flaw in a proof of round-by-round soundness

(Theorem 5.7) which we correct, thereby also improving the error bound.

We start in Chapter 2 by introducing notation used throughout this work. We also

introduce multilinear polynomials and the crucial Schwartz—Zippel lemma.

In Chapter 3, we start with an overview of Reed-Solomon (RS) codes and con-
strained RS codes, as well as list decoding. We prove the Johnson bound to illus-
trate the sizes of sets one can get in list decoding. We then follow |[ACFY25| in
defining and proving properties of important notions like mutual correlated agree-
ment, folding, and block relative distance. In particular, we prove that up to the
unique decoding radius, RS codes have mutual correlated agreement. We state a

conjecture on mutual correlated agreement of RS codes up to the Johnson bound.

In Chapter 4, we define IOPs, IOPPs, and PIOPs, as well as relevant security
notions like completeness and round-by-round soundness. We proceed by defining
the other important ingredients in the BCS transformation: Merkle trees and the
Fiat—Shamir transformation. We then show how RS code based IOPPs like WHIR
can be used to convert PIOPs into IOPs. We finish the chapter by giving a brief
overview of the sumcheck protocol which is an integral component of all schemes

based on multilinear polynomials, including WHIR.

We start Chapter 5 by giving a high-level overview of WHIR, then formally con-
struct WHIR, also adding diagrams to illustrate the protocol. We calculate its
asymptotic parameters in detail, including deriving verifier work which is notably
absent in [ACFY25|. We prove its completeness and round-by-round soundness as-
suming mutual correlated agreement for the underlying RS code. Round-by-round

soundness is a property which is required of an IOPP to make the hash-based zk-



SNARK obtained via proximity testing and the BCS transformation secure. We
finish off the chapter by giving a worked-through example of converting a PIOP
into an IOP using WHIR.



2 Notation and preliminaries

We introduce some of the notation used throughout this work.

[n] ={1,2,...,n} for n € N.

|S| denotes the cardinality of the set S. |v| also denotes the length of the

vector v.

If v=(v1,...,v,) and w = (wy,...,wy) are vectors, their concatenation
is

v||w= (vi,...,0n,W1,..., Wy).
F always denotes a finite field with characteristic different to 2. I, de-

notes the finite field with ¢ elements. Fj is the corresponding canonical

n-dimensional vector space.
F* denotes the multiplicative group of the field F.

F<"[X] denotes the set of univariate polynomials in X of degree smaller
than n over the field F. F<"[Xy,..., X,,] denotes the set of multivariate

polynomials which are of degree smaller than n in each individual variable.

The “hat” symbol over a function means that it is a low degree polynomial,
ie. f e F<YX] for a fixed degree d. We argue after Definition 2.1 that
multilinear polynomials of m variables naturally correspond to univariate
polynomials of degree less than 2. Because of this, f is also used to denote
a multilinear polynomial of m variables for a fixed number m, as well as the

multilinear extension (cf. Definition 2.5).

A vector of length n over the field F can be viewed as a function [n] — F
in the obvious way. Hence, we will often use the notation f(q) to mean the

g-th coordinate of the vector f.
We define pow (X, m) := <X2O, e X2m_1).

« s S means that « is sampled uniformly randomly from the set S.



EgS(X (a)) = 1) denotes the probability of the event X which depends on «
«

when quantified over all o € S. In other words,

oy eS| X(a) =1}
LX) =1) = 5] '

If « is not randomly sampled from a set but obtained from some function

fun: B — A with a random input, we write

{6 € B| X(fun(B)) = 1}
| Bl '

Pr (X(a)=1):= BgrB(X(fun(ﬁ)) =1)=

a<—fun

We sometimes use square brackets [-] instead of round brackets (-) for prob-

abilities.
We write w.h.p. as a shorthand for “with high probability”.

e If X is a party in a protocol, XY means that X’ has oracle access to y, that
is, X does not know y explicitly but may query a black box (the “oracle”)
that returns information about y. The oracle can be viewed as a committed

value accessible only through queries.
e B={0,1}. B™ is called the m-dimensional boolean hypercube.

o If £L C Fis a set, we define L) := {y € £: 3z € Lst. ¥ =y}, ie. LP

consists of the k-th powers of elements in L.

2.1 Multilinear polynomials

Definition 2.1 (Multilinear polynomials). Let F be a field. A multivariate
polynomial f € F[X1,...,Xpn] is called multilinear if it is linear in each variable,

i.e. the degree of the polynomial in each variable is at most 1. We write f €
F<2[X1,..., Xm].

Let f € F<?" [X] be a univariate polynomial. By writing the exponents of x in

binary, we can define the multilinear polynomial g € F<*[X1,..., X,,] extending
f:
J(X) =g(X1,..., Xn)

with f(X) = g(pow(X,m)).
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Example 2.2. Let F = F3 and f(X) = X"+ X° +2X* + X3 + X +2. We can

write
FX) = XXX + X*X 42X + X2X + X +2=g(X, X, X*)

with g(Xl, XQ,Xg) = X1 X0 X3+ X1 X3 +2X3+ X1 X0+ X7 +2.
Definition 2.3. We define the equality polynomaial eq as follows:

m

eq((X1,..., Xm), (V1,.... Ym)) = [ [ (XY +(1-X)(1 - Y))

i=1

Notice that eq is clearly multilinear and extends the equality predicate on the

Boolean hypercube in the sense that if

(:L‘la'--al'mvyla"'vym) €B2m7

then

eq(($1a"')xm)a(yla“wym)) = 0 else

{ 1 if (mr=uy1) & ... & (T = Ym),

The next proposition shows that the polynomials eq(-,b), b € B™, effectively

function as Lagrange basis polynomials for multilinear functions.

Proposition 2.4. Let f € F<?[Xy,...,X,,] and z € F™. Then

Zf )eq(z,b).

beB™

Proof. A polynomial in F<2[X71,..., X,,] has 2™ coefficients so 2™ linearly inde-

pendent points are required to interpolate it.

Let’s consider the polynomial g(Xi,..., X Z f(b)eq((X1,...,Xm),b).
beB™

We have g(b) = f(b) for all b € B™. The Boolean hypercube B™ has 2™ ele-

ments so we have f = g by the above consideration. O

The previous proposition motivates the following definition.

Definition 2.5 (Multilinear extension). Let f: B™ — F. Then we call f €

11



F2[X1,...,Xm], f = Z f(b)eq((X1,...,Xm),b), the multilinear extension

beB™
of f.

2.2 Schwartz—Zippel

The Schwartz—Zippel lemma and its corollary are important tools for proving the
soundness of WHIR. They both follow trivially from the observation that low degree

polynomials can only have a small number of roots.

Lemma 2.6 (Schwartz-Zippel lemma). Let f(X) € F<""![X] be a non-zero

polynomial. Then

n
P =0) < —.
Pr(f=0< &
Proof. A polynomial of degree at most n has at most n roots. O

Corollary 2.7. Let f,g € F<""[X] and f # g. Then

Pr (f(r) =g(r) < -

r¢SF |F|

Proof. f(r) = g(r) is equivalent to (f —g)(r) = 0 and f—g is a non-zero polynomial

of degree at most n. O

12



3 Reed—Solomon Codes

3.1 Error-correcting codes

In this chapter, vectors are written in bold. The i-th coordinate of the vector v is

written v;.

When information is transported over a noisy communication channel, parts of it
may become corrupted. Error-correcting codes mitigate this by adding redundancy
into the original message, allowing the recovery of the correct data even from
a partially corrupted message. Error-correcting codes are ubiquitous in modern
communication but have crucial applications in cryptography as well. In practice,
only linear error-correcting codes are used. We provide a brief overview here; for a
more detailed treatment, see [GRS25].

Definition 3.1. Let Fy be a finite field. If C C Fy is a k-dimensional subspace of
the vector space Fy over Fy (which we denote by C < Fy), it is called an [n, k],
linear code. We call n the length and k the dimension or rank of the code. We

call p = k the rate of the code. An element of C is called a code word of the code
n
C.

Definition 3.2. Let C be an [n, k], code and v,w € C be code words of C. The
Hamming distance between v and w is defined as d(v, w) = |{i € [n] | v; # w;}|.
The relative Hamming distance between v and w is defined as A(v,w) =

d("?jbw). If S CC, then A(v, S) := min A(v, w).

. wes
Remark 3.3. The (relative) Hamming distance is a distance, i.e. it satisfies the

axioms of identity, symmetry and the triangle inequality.

Definition 3.4. The minimum distance of an [n, k], linear code C is d :=
min{d(v,w) | v,w € C,v # w}. If the minimum distance of C is known, we
call C an [n, k,d], code.

Definition 3.5. Let C be an [n, k|, linear code and v € C be a code word. The

weight of v is defined as w(v) = |{i € [n] | v; # 0}| and the relative weight of
the code word is p(v) = w(v

The minimum weight wyi, of the code C is the minimum weight of any non-zero

code word of C, i.e. Wpin = min{d(v,0) | v € C,v # 0}. The relative minimum
Wmnin

wetght of C is p :=

13



Remark 3.6. The minimum distance d of an [n,k,d], linear code C is equal to its
minimum weight Wyin. Thus, p = —.

n
There is a very famous bound on the dimension of a linear code.

Proposition 3.7 (Singleton bound). Let C be an [n,k,d], linear code. Then
k<n-—-d+1.

Proof. We delete the first d — 1 coordinates of every code word of C. Since the
distance of C is d, all the resulting code words will be different. We’ll be left with
up to ¢" 9t code words so ¢F < ¢" 9l and k <n—d+ 1. O

Definition 3.8. If C is an [n,k,d|, linear code with k =n —d+ 1, we call C a

mazimum distance separable code or an MDS code.

Definition 3.9. Let C be an [n, k,d], linear code, w € Fy and § € [0, 1]. We denote
List(C,w,d) :== {c € C | A(c,w) < §}. We say that C is (6,¢)-list decodable if
| List(C, w, )| < £ for all w € Fy.

So | List(C, w, d)| is the number of code words of C which are closer than ¢ to w.

The minimum distance of a code gives an indication of how “far” code words are
from each other. We often model the corruption in a channel by the addition of a
random (low-weight) vector e € Fy; to the code word ¢ € C, i.e., the received vector
is ¢ + e. Now, if the relative minimum distance of C is p and u(e) < %, we can
correct the error in principle by decoding v-+e to the nearest code word in terms

of relative Hamming distance. We thus call % the unique decoding distance of

C.

We therefore have the implication

d < % = List(C,w,d) = 1.

We now prove a very important bound on the size of the list given § and p. While
we do not directly rely on it in this thesis, it illustrates the sizes of list-decoding.
Admitting Conjecture 4.12 from [ACFY25] about mutual correlated agreement (cf.
Chapter 3.4) up to the Johnson bound allows for a speedup of the WHIR protocol

by choosing a larger ¢ while retaining round-by-round soundness.

The proof is based on the proof for the binary field case from [GRS25].

14



Figure 2: The unique decoding distance: no circle of radius g around a code

word intersects another such circle.

Figure 3: List decoding: the ball of radius ¢ around w contains up to £ =6
codewords.
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Theorem 3.10 (Johnson bound). Let C be an [n,k,d], linear code, w € Fy,

and )
0<6<_<1— 1—qu>.
q qg—1

Then
1

L2t

| List(C, w, 0)| <

Proof. Let C be an [n,k,d]; linear code, w € Fy and § <

-1 /
q<1— 1—q1u>. Let c¢1,...,cp be the code words of C with
q q—
1

A(c;, w) < §. We want to show that M < %'

Let ¢, :=¢; — w, i € [M]. We define

S= Y A,

1<i<j<M
We have MM — 1
S > (M — ),u (1)
2
because A(c}, c}) = A(c, ¢j) > pif i # 3.
By choice of the c;, we also have
u(ch) <5, ie[M) 2)

Let us consider the n x M matrix whose columns are the c,. Let mf denote the
number of columns whose i-th coordinate equals j € F,. Fix a row index i € [n].
For each symbol j € Iy, there are mf columns in which the ¢-th coordinate equals j.

Each pair of columns with different symbols in row ¢ contributes 1/n to S, and there
q—1 q—1
. . 1 4 4
are Z m (M —m) such pairs. Hence the i-th row contributes o Z m? (M —m)
j=0 Jj=0
to .S and thus,

16



n q—1 n

Let d be such that dM = ZZmi = Z(M —mY) and let 6 = d/n. Note that
i=1 j=1 i=1

by the definition of u(-) and (2)

n M
Z(M —md) = nz,u(c;) < nM3i.

=1 j=1

Dividing the inequality by nM, we get

5§ <. (3)

Using the definition of § and the identity z(y — 2) = —(y — z)* + y(y — x):

1 &
7=0 i=1
1 & 18 »
:%Zm?(M—m?)JF% mi (M — m3)
i—1 j=1i=1
18 n
=~ o (M—m?)2+2—ZM(M—m?)
i=1 =1
M q—1 1 q—1 9
ED 3 STRES 3 B ()
i=1 j=1 i=1 j=1
_ i n (M_ 0)2 N 5M2 5M2 - i n gq—1 (m])Q
2n ! 2 2 2n ¢
i=1 =1 j=1

By the Cauchy-Schwarz inequality,

n

n n 2
S (M —md)? (Z M — m9> M2 _ o
n

i=1

17



and

2
s S (S )

i=1 q—1

szaML;nz;(M_mg)Q_;nz;z; (m?)’
1= 1=1 9=
- 52 M? 52 M?
S R PR

Completing the square, we get

2
q - g—1 poog—1 %
M S — LI < =
(2(q—1)<6 q ) T3 2q>_2

-1 /
Under our assumption that § < a-> <1 — /1= ql,u,>, the expression inside
q q—

18



the brackets is positive and hence

7 1 u
M < < =
- 2 = 2 7_52
q 5 _ g=1 _ g1 q _ g1 g1 Té —2(5+M
qﬁ(é q) Th q q—l((S q) Th q -t
where the second inequality follows from (3): 0 < < § < ——. O

q

In many cryptographic applications ¢ is taken to be very large. This motivates us

to simplify the bound.

Corollary 3.11 (Simplified Johnson bound). Let C be an [n, k,d|, linear code.
For any § satisfying

0<do<1l—+/1—p,

we have

| List(C,w, d)| < 615 es =2¢/1—p(l—/1—p—29).

Proof. The Johnson bound on § is

is monotonically decreasing in g and converges to 1—+/1 — . Hence § < 1—+/1 — p

implies the Johnson bound condition
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Secondly, the bound on the list size can be simplified:

W _ 7
P (14 ) 226+

_ I

02 =20+ p+ 25
_ H
=0 (VI
7]
(VI (-0 VT )+ 2

< H
T (-0 VI=p)(1-6—VT—p)
7

<
oI pu(l—vI—p—9)

1
<
“2yT—p(l—-VI—p—9)
1
i

Remark 3.12. As § approaches the Johnson radius

-1
T )
q q—1

the bound on the list size diverges. Thus the Johnson bound is meaningful only
when § is bounded away from this radius. The same qualitative behavior is reflected

by the simplified bound above.
It will come in useful to define some notions of closeness.

Definition 3.13. Let w € Fy and § € [0,1]. We say that w is §-close to a code
C < Ty if there exists some ¢ € C such that A(e,w) < ¢ (i.e. List(C,w,d) > 1).
We denote A(w,C) < d. If this is not the case, we say that w is 6-far from C and
write A(w,C) > 4.

Finally, we define the interleaved code of C which is obtained by writing code words

of C next to each other.

20



Definition 3.14. Let C < F" be a code. We call C° < (F)" the (-interleaved
code. To get a code word of C*, we write £ code words of C as rows of an £-by-n
matriz. We collapse each of the columns into a single symbol of F¢, the resulting

1-by-n matriz is our code word.

Example 3.15. Let C < F3 be C = {000,010,101,111}. The corresponding 2-

interleaved code s

2 = {(00,00,00), (00,01,00), (01,00, 01), (01,01, 01),
(00, 10, 00), (00, 11,00), (01, 10,01), (01,11, 01),
(10,00, 10), (10,01, 10), (11,00, 11), (11,01, 11),
(10, 10,10), (10,11, 10), (11,10, 11), (11,11, 11)}.

The Hamming distance between code words is calculated with respect to the alphabet
F2. So d((10,00,10), (01,00,01)) = 2, for ezample.

3.2 Reed—Solomon Codes

Let £L C F, we call £ the evaluation domain. We always assume that £ has a

known fixed ordering.

Definition 3.16. The Reed—Solomon (RS) code of degree d over the field F
with evaluation domain L is the linear code whose code words are evaluations over

L of univariate polynomials of degree (strictly) less than d.

In this work we only consider RS codes with smooth evaluation domains. If an RS
code has a smooth evaluation domain, we sometimes call the code itself smooth.
In the case of smooth RS codes we can use multilinear polynomials to give an

alternative description to the code words.

Definition 3.17 (JACFY25] Definition 2). The RS[F, £, m] code is said to have
a smooth evaluation domain if L is a multiplicative coset of F* with |L| a power
of 2 and d = 2™, where m € N.

The Reed—Solomon code over the field F with smooth evaluation domain L is the
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linear code

RS[F,L,m] :={f: L > F:3f e F<UX] s.t. V& € L, f(z) = f(z)}
={f: Lo TF:3f eF2Xy,...,Xp] s.t. Yz € L, f(pow(z,m)) = f(x)}.

We call m the number of variables.

Let d < n = |L|. Since a polynomial of degree less than d is uniquely determined by

its values on any d distinct points, there is a one-to-one correspondence between

polynomials of degree < d and code words of the RS[F, L, m] code. Thus, the
2m

dimension of the code is d = 2™ and the rate is p = — = —.
n n

Since a non-zero polynomial of degree < d can have up to d — 1 roots, and there
exist polynomials that have d — 1 different roots in £, the minimum weight of the

code is n — d + 1. We have proved the following proposition (cf. Definition 3.8).
Proposition 3.18. Let |£| =n and d < n. The RS[F, L, m] code is an MDS code.

The unique decoding distance is

n—d+1 1-p 1

2n 2 +2n

o
2

1

where p = d/n denotes the code rate. We also got p — — = 1 — u which gives the
n

following result (cf. Corollary 3.11).

Theorem 3.19 (Simplified Johnson bound for Reed—Solomon codes). Let
C =RS[F,L,m], w: L — F. For any § satisfying

d<1—+/p,

we have

1
| List(C,w,8)| < —,  €5:=2yp—1/n(l1—/p—9).

€5

Proof. From Corollary 3.11, we have

d<1l—\/1—p=1—+/p—1/n.

Since 1 —/p <1—+/p—1/n, we can take 6 <1 — /p and the Johnson bound is
satisfied.
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The bound on the list size from Corollary 3.11 is

1
| List(C, w, 0)| < .
2¢T=p(l—T=p—9)
We have
1 B 1
2VT—p(l—yT—p—6 o p—%(l—\/p—%—(S)

1

2 /=3 (- yp-0)

<

O]

1
Remark 3.20. For large n, the difference between p and p — — is negligible. In
n

applications it is common to ignore the additive 1/n term and write

1

| List(C, w, 0)| < 2= =)

WHIR uses a certain class of subcodes of smooth Reed—Solomon codes, called
constrained Reed—Solomon codes, which consist of code words which satisfy an
algebraic constraint of a particular form. The constraint is used to encode verifier’s

challenges directly into the code.

Definition 3.21 ([ACFY25| Definition 4.5). The constrained Reed—Solomon
code with field ', smooth evaluation domain L C F, number of variables m € N,

weight polynomial w € F[Z, X1, ..., Xy, and target o € F is

CRS[F, £, m, W, 0] := {f €RS[F,L,m]: Y w(f(b),b) = a}

beB™

where f € F<2[X1, ..., Xm] denotes the multilinear polynomial corresponding to f.

We recall that we can evaluate f at any point a € F™ with the formula

fla)= )" f(b)eq(e,b)

beB™
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by virtue of Proposition 2.4. Thus, by setting
Ww(Z, X1,...,Xm) = Zeq(a, (X1,-..,Xm)),

we can define a constrained RS code whose code words are exactly evaluations over
L of the low degree polynomials which evaluate to a given value o at a given point
a € F™. We also note that clearly CRS[F, £, m,0,0] = RS[F, £, m| so regular RS
codes form a subset of constrained RS codes. This allows comparing the speed of
constrained RS code based WHIR with other Reed—Solomon IOPPs like FRI.

We call the constraint Z w( f (b),b) = o a sumcheck. We analyze verifying

beB™
sumchecks in Chapter 4.5.

We can also extend Definition 3.21 to include multiple constraints in the following

way.

Definition 3.22 (JACFY25| Definition 4.6). The multi-constrained
Reed—Solomon code with field F, smooth evaluation domain L C F, num-
ber of variables m € N, weight polynomials wn,...,w; € F[Z,X1,...,Xy], and

targets o1,...,0p € F s

CRS[F, L, m, (i1,01),. .., (i, 01)] := ) {f € RS[F,£,m] : Y _wi(f(b),b) = 0}

i€(t] beB™

3.3 Folding

An integral component of WHIR (as well as FRI and STIR before it) is folding.
Folding allows us to reduce the effective size of the evaluation domain of a code,
which in turn reduces the complexity of verification. Intuitively, it breaks code
words into smaller parts which, in the case of a valid code word, both belong to a

smaller code, and combines them.

Let F be a finite field with charF # 2 and £ C F be a smooth evaluation domain.
In particular, 0 € £ and |L£] is a power of 2.

. . . T__
Since £ is smooth, we can write £ = {a,aw, ...,aw* ~'} for some a € F* and w

a 2"-th root of unity in F*. Since the order of w is 2", we must have w? = 1.

2% _

This means that if x € L, then also —x € L. The same applies for L

k k k k r—k . oy .
{a®,a®> w?* ..., a* w¥ "} since it is of the same form.
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Definition 3.23 (J[ACFY25| Definition 4.14). Let f : L — F be a function, and

ael.

For k

We define Fold(f, ) : L&) — F as follows:

fl@) + f=2)  S@) = f=)

Vz € £, Fold(f,a)(z?) := 5 2z

< mand a = (a1,...,a) € F* we define Fold(f,a) : £(2*) = F

(4)

Fold(f, ) := fr where fi is defined recursively as follows: fo := f, and f; :=

Fold(fi_1, ;). For a set S CF* we denote Fold(S, a) := {Fold(f,a) | f € S}.

We provide a mock example.

Example 3.24. Let £L C Fi;7 be the following smooth evaluation domain: L =
{3,5,6,7,—7,—6,—5,—3}. Then |L] =23 sok = 3. We have £L? = {2,8, -8, -2},
LW = {4, -4} and £® = {-1}.

We define the polynomial function f € F17[X] to be the polynomial X4+ X348X+3.

Then

e |0 1|28 4|56 78|-8|-7|-6|-5|-4]|-3|-2]|-1
f(x) 48 -1 -2 -6|-1]-2|0]| 4 |-1|-2| 4|-7|-1|-5]|-5
Let F3, 5 a = (5, -2, 7). We fold f by .

e Fold(f,5)(z%) = W+5~W Evaluating it on £

gets us the table

22 21 81-81|-2

Fold(f,5)(z®) | 6 | -6 | -1| 3

_ Fold(f,5)(x?) + Fold(f, 5)(—2?)
2

Fold(f, (5, ~2))(a")

-2

~Fold(f, 5)(z?%) — Fold(f,5)(—x?)

212

Evaluating it on £® gets us the table

a! 4| -4
Fold(f, (5, =2))(z%) | 8| -5
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Fold(f, &) = Fold(f, (5, -2, —7))(z®)
_ Fold(f, (5,~2))(¢*) + Fold(f, (5, =2))(—«*)
2
~Fold(f, (5, ~2))(z*) — Fold(f, (5, —2))(—=*)
2z4 ’

-7

We get Fold(f, ) = —8.

The following claim shows that the folding of a Reed—Solomon code word at any
set of points results in a Reed—Solomon code word. It also gives a way to calculate

the multilinear extension of the folding.

Proposition 3.25 ([ACFY25| Claim 4.15). ! Let f : £ — F be a function, a € F*
folding randomness and let g :== Fold(f, ). If f € RS[F, L, m] and k < m, then
g € RS[F,E(zk),m — k|, and further, the multilinear extension of g is given by
I( Xpr1y ooy Xin) = f(a, Xkt1y--+, Xim) where f is the multilinear extension of f.

Proof. Consider a function f’ € RS[F,£’,m/] and o € F. First we show that
g = Fold(f',a) € RS[F,£'® m' —1] and that §' := f'(a, Xa,...,Xm) where
f e F<?[Xy,..., Xpy] is the multilinear extension of f’, meaning that f'(z) =
f'(pow(z,m')) for every z € £’ (cf. Definition 3.17). Let f, fi € F<2[Xo,..., X,/
be the polynomials such that

~

f/(Xl, R ,Xm/) = f(l)(XQ, e Xm/) + le{(XQ, o ,Xm/).

We define ¢’ := f + aff.

Let 2 € £ and z = 2% € £/, define z := pow(z,m' — 1) = (.7)2, o an ), and

We correct several minor typographical errors in the original statement and proof.
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observe that pow(z,m’) = (x, z) and pow(—xz,m') = (—z, z). Therefore

9'(2) = fo2) + afi(2)

_f@)+ =) ) f1@) = fme)

2 2z
_ f(pow(z,m")) + f'(pow(—z,m)) ' f'(pow(z,m’)) — f'(pow(—z,m’))
T 2 ta %
_ f@ )+ (-2, 2) f(z,2) - f'(—2,2)
- 2 o 21

oz +afiz) - (=) + efi(z)

+ oy

_ Rz +2fi(z) + fi(z) — 2 fi(2)
2
= fo(z) + afi(z) = §'(2).

Therefore, g’ € RS[F, £'®, m’ — 1] and, by the definitions of f} and f}, its multi-

linear extension equals f/(a, Xo,..., X,u).

Finally, we prove the claim inductively. By assumption, f € RS[F, £, m].

e The base case k = 1 follows by the previous argument, taking f' = f and

Jd=y.

e The inductive hypothesis posits that, for every o’ € F*~1, we have fr_1 =
Fold(f, /) € RS[F, £2) m — k + 1] and that fy_1 == f(a/, Xy .., Xpm).
Thus, invoking the argument above we conclude that for every (o, ;) =
a € F¥ it holds that

fr := Fold(f, &) = Fold(Fold(f,a’), ay)
= Fold(fy_1, ax) € RS[F, £(2") m — k]

and that fk(Xk, B O f(a,XkH, coy Xm)-

We use this result to expand on Example 3.24.

Example 3.26. Let F1; O £ = {3,5,6,7,—7,—6,—5,—3} and let f € F17[X] be
the polynomial X*+X3+8X +3, evaluated over L. We want to fold f = f|£ by =
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(5,—2,—7). We first redefine f as a multilinear polynomial f € F2[X1, Xo, X3):

f(Xl,XQ,Xg) = X3+ X7Xo+8X7 + 3.
According to Proposition 3.25, we have
Fold(f, ) = f(a) = f(5,~2,-7) = -8,

just as we did in Example 3.24.

3.4 Mutual correlated agreement

Folding (c.f. Definition 3.23) introduces a random linear combination of two func-
tions. If both of these are close to code words, so is their random linear combination.
However, security of folding requires the converse: It is difficult to find two func-
tions which are not both close to code words but whose random linear combination

is close to a code word w.h.p..

In fact, analysis of the round-by-round soundness of WHIR needs stronger results:
correlated agreement postulates that w.h.p. if the random linear combination of
functions is close to the code, these functions themselves are all close to the code

but they all agree with the code at the same coordinates.

Mutual correlated agreement was first defined in [ACFY25| and takes this one step
further: W.h.p., if the random linear combination of functions is close to the code,
then so are all the functions themselves, but they all agree with the code at the

same coordinates as the random linear combination does.

These notions make analysis of the batched code words much simpler: If we have
mutual correlated agreement, knowing where there are errors in the received ran-
dom linear combination allows us to know exactly where the errors in the original

words were.
We start by formally defining correlated agreement.

Definition 3.27 (JACFY25| Definition 4.5). Let C < F" be a linear code. We say

that Gen is a proximity generator for C with proximity bound B and error err if
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the following holds for all vectors fi,..., fe € F" and 6 € (0,1 —B(C,¢)): If

Pr A Zrifi,c < 4| > err(C,t,0)

F¢3(r1,...,m¢) < Gen(£) el
then there exists S C [n] with |S] > (1 —d)n and

Vi € [¢],Ju; € C,Vx € S, fi(x) = u;(x).

Intuitively, if the random coefficients r1, ..., r; generated by a proximity generator

Gen make the linear combination Z r; f; close to a code word of C with non-
i€[(]
negligible probability, then there must exist a large set S where each f; locally

agrees with some code word of C (but not necessarily the same one for different

values of 7).

Figure 4 illustrates the definition.

..
H

Zrifi u* i f fe i U2 te

i€[¢)

Figure 4: Correlated agreement: If Z'g[@] r; fi is close to a code word u* € C

then there exists a set S such that the f; are close to code words u; € C,
i € [¢]. Cells of the same color in the same row contain the same field element.

It was shown in [BCIKS20| that Reed—Solomon codes have good proximity gener-

ators.

Theorem 3.28 (|[BCIKS20|). Let C = RS[F, L, m] be a Reed-Solomon code with
m

rate p = —. The function Gen({;a) = (1, .. a7V s a prozimity generator

L]
for C with prozimity bound B(C, ) = \/p and the error err(C,/,0) defined below.
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o Ifde <0, 1—2p} then

err(C,/0,9) := 2&;;1)
1—p
o Ifd€ (2,1 —B(C,€)> then
gm0 —1)

err(C,/,9) =

IF| <2min{1 - ﬁ_a,%g})7'

There is need of a stronger notion. We say that a proximity generator has mutual
correlated agreement if w.h.p. the existence of the set S implies that both the f;,
i € [¢], and Z rifi agree with the code C in the same set S.
1€[f]

Definition 3.29 ([ACFY25| Definition 4.9). Let C < F" be a linear code. We say
that Gen is a proximity generator for C with mutual correlated agreement
with prozimity bound B* and error exr™ if for all vectors fi,...,fr € F" and § €
(0,1 —B*(C,¥)), the following holds:

|S| > (1 —d)n,
Pr 39 C [n] s.t. 3w €C, Vo € S,ulw) = Y rifi(2), | <err*(C,4,4).
(rl,...,rg)eGen(E) jG[Z]
Ji € [¢], Vu, € C,3x € S, uj(x) # fi(x)

Remark 3.30. Using elementary logic, we can rewrite the statement as

[ S| > (1—6)n |
&
Pr vsC | FWEC VrESule)= 2 rifi@ || err*(C, 0, §).
(r1,...,re)+Gen(¥) jeld
J
i Vi e [(],3u; € C,Vx € S, uj(x) = fi(x) ) |

We always tacitly assume that B*(C,¢) > p. This implies that 6 < 1 — p, i.e., § is

inside the famous capacity bound.
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S ok g
1€[¢]

Figure 5: Mutual correlated agreement: E el r; f; agrees with the code in
1€
the same set S as all the f;.

We prove that in the unique decoding region, i.e. when 1 —§ > 1 — g, every prox-
imity generator exhibits mutual correlated agreement. We modified the definition
of B* from the one in [ACFY25| by replacing a minimum with a maximum; this

change is necessary for the proof to go through.

Lemma 3.31 (JACFY25| Lemma 4.10). Let C be a linear code with relative min-
imum distance p and let Gen be a proximity generator for C with proximity bound

B and error err. Then Gen has mutual correlated agreement with proximity bound
B*(C,¢) = max{l - g,B(C,é)} and error err*(C,¢,0) = err(C,¢,0).

Proof of Lemma 3.31. We omit arguments like C, ¢, § if they’re clear from the con-
text. Fix fi,...,fe € F" and 6 € (0,1 —B*). Then 0 < § < min{%, 1— B}.

Let T' C [n] be a maximal set such that for every f; there exists u; € C such that for
allz € T, fi(x) = u;(x). Suppose that we do not have mutual correlated agreement

with error err™:
|S| > (1 —d)n,
Pr 35 C [n] s.t. W EC, Vo € S, ufx) = z rifi(€);  |>err* = err.
(r1,...,m0)<Gen() JE

Ji e [(], Vu' € C,3z € S, v/ (x) # fi(x)
(5)

We show that this results in a contradiction with the maximality of T'. But every

finite ordered set has a maximal element so T must exist. It follows that we must
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have mutual correlated agreement.

Clearly, A Zri fi,C | < 6 whenever the event above occurs. Since Gen is a
1€[(]
proximity generator with error err and é < 1—B, we deduce that there exists a set

A C [n] with |A] > (1 — &)n such that for every i € [¢] there is a code word u; € C

with Vz € A, uw}(x) = fi(x). Since T is maximal, we have: |T| > |A| > (1 — §)n.

Fix r = (r1,...,r¢) in the image of Gen(¢) and define g, := Z rifi and wy =
i€l

Z riu;. Since C is linear w, € C. Note that

ielf]

Vo € T,gr(x) = Y rifi(w) = Y rivg(z) = we(x).

i€[f] i€[f]

Since |T'| > (1 — 0)n, we conclude that w, € List(C, g, d).
We consider a set S C [n] such that |S| > (1 — §)n and g, agrees with w’ € C on

S, but there exists f;, i € [¢], such that f; does not agree on all of S with any code
word of C (i.e. S is the set we get from (5)). Observe the following.

e S\ T # (): this follows since for every f;, i € [¢], there is a code word that
agrees with f; on all of T

o w' = w,: this holds since w,., w" € List(C, gr,d) and we have |List(C, g, )| <
w

lasd < —.

as 5
Combining these two observations we deduce that the set S\ 7" is nonempty and
that, for every # € S\ T, gr(x) = w'(z) = wyp(x). Recalling that Vo € T,

gr(x) = wp(x), we conclude that

n—|SUT] 7|
_<1l-—.
n n

A(gr7c) < A(g'r‘vwr) <

Therefore, by (5),
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51> (1- 8y,
err = err* < Pr 35 C [n] s.t. Juel, Vo e S u(r) = Z rifi(x),
(71,...,7¢)¢Gen(¢) jel
Ji e [(],Vu' € C,3x € S, v (x) # fi(x)
7|
< p A ifi -2
< r Z rif;,C | < -

(T1,...,m¢)4Gen(¢) el
We can once again apply the fact that Gen is a proximity generator for C since
T
1-— il < 0 < 1—B. Hence, there exists a set W C [n] with [WW| > |T'| such that

n
for every f;, i € [¢] there exists u; € C such that Vx € W, f;i(x) = u;(x). This

contradicts the maximality of T O

We get the following corollary for RS codes.

Corollary 3.32 (JACFY25| Corollary 4.11). Let C = RS[F,L,m] be a Reed-
Solomon code with rate p = 2™/|L|. The function Gen(f;a) = (1,a,...,af 1)
is a proximity generator for C with mutual correlated agreement with proximity

1+ om (¢ —1)
bound B*(C, 1) := —_—,
€0 Flp

P and error err*(C,/,0) =

Proof. We have

Kk _1tp 1
2 2 on

1
and % > /p for all p € [0,1].

We now combine Lemma 3.31 with Theorem 3.28 to get

N I 1+p 1 1+p
B*(C,¥) max{l 2,B(C,£)} max{ 5 5y’ p} <

1 1-—
Thus, taking B*(C, ) := #, we get 6 <1—B* = 5 p, so by Theorem 3.28

2m (0 — 1)
Flp

err* = err =

O

Mutual correlated agreement is necessary for proving the round-by-round soundness
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of WHIR. We define WHIR for arbitrary 6 € [0, 1] in Chapter 5, however, security
for § between the unique decoding distance and the Johnson bound will rely on
the following conjecture.

Conjecture 3.33 (JACFY25| Conjecture 4.12). The function Gen(l;a) =

ffl)

(L, ...,« 1s a proximity generator with mutual correlated agreement with

prozimity bound B* and error err™ for every smooth Reed—Solomon code RS[F, L, m]
(p=2"/|L|). Foré <1—\/p, we have

B*(C.0) == /7,

and
22m (¢ —1)

IF| <2min{1— ﬁ_a,%g})7'

The next lemma shows that proximity generators with mutually correlated agree-

err*(C,/,0) :=

ment “commute” with list decoding: applying the proximity generator and then list
decoding gives the same result as first list decoding and then applying the proxim-
ity generator on all possible lists of results. This will of course only be relevant if

we assume Conjecture 3.33.

It follows from the definition of the interleaved code C* (Definition 3.14) that u €
List(C%, (f1,..., f¢),0) if and only if there are at least (1 — &)n positions where u

agrees with each of f;.

If u € C* and

u = ((um, v >UZ,1)7 ey (ulyn, e ,U&n)),

then for each i € [¢], we define
U; = (ui,l, ce ,uim) eC.

Importantly, u; is not the i-th coordinate of .
In the following lemma, « is a seed for the proximity generator Gen.

Lemma 3.34 (JACFY25| Lemma 4.13). Let C < F" be a linear code with relative
minimum weight p and let Gen be a prozimity generator for C with mutual correlated

agreement with prozimity bound B* and error err*. Let wy, € N. Then, for every
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fi,-.., fe € F" and § € (0,min{p, 1 —B*(C,€)}):

a(_l;ﬁﬂ)*) |:LiSt (C, Z ijja(S) 7& {%Tjﬂj u € LiSt(CZ, (fl, .. ,fg),(;)})
Jje

r=Gen({;a JjE]

<err*(C,¢,0).

Proof. Let r € F* and let

T, := List C,erfj,5> ;

JE]

JE]

Sp = {Z T U € List(C, (fl,...,fg),é)} .

We want to show that with high probability, T, = S, to which end we prove two

inclusions.

e S, C T, Letwue€ Sy, then u = eruj for u € LiSt(CZ,(fl,...,fg),(;).
jel

By the definition of the interleaved code, this means that there exists a set

S C [n] such that |S| > (1 — d)n and for every j € [¢] and every = € S,

fj(x) = u;(x). But then for every x € S it must hold that

S rifi() = rjui() = u(x)

jeld] Jell]
and thus A(u, Z rjfj) <6 and u € T
el

e T, C S, with high probability. Fix r <— Gen(/; ) such that for every W C [n]
with [WW] > (1 — §)n either of the following holds:

1. no code word of C agrees with Z rjfj on all of W:
Jjelf]

Yu € C,3x € W,u(x) # E i fi(z),
Jjeld]
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2. each f; agrees with some code word of C on all of W:

Vi € [¢], Ju; € C,Vx € W,ui(z) = fi(x).

Since Gen is a proximity generator for C with mutual correlated agreement
with error err”, there are at least (1 — err™(C,¥,0))2"* choices of « that

result in such an 7.

Consider u € T,.. By definition of T,., v € C and A | u, Z rifj | < 4. This
Jjel]
means that Item 1 does not hold, so it must be that Item 2 holds. Therefore

there exist uy,...,us € C with u;(x) = fi(z) for every x € W. Let S C [n]
be the maximal set for which u;(z) = fi(x) for every z € S, and observe
that by definition W C S, meaning that [S| > |W| > (1 — d)n.

By definition, for every x € S, we have

u(w) =Y rifi(z) =Y rjuy(z)

i€l i€l

and thus A | u, Z rjuj | < 0 < p. Since uw and Z rju; are both code
Jjeld Jjelq
words, this implies that u = Z rjuj, and as a result u € Sy. Observe that

Jell]
the above analysis is true for every v € T, simultaneously, as long as r has

the mutual correlated agreement property. As mentioned before, there are
at least (1 —err*(C,¥,d))2"* such choices of a out of 2* possible choices of

«. This concludes the proof.

3.5 Block relative distance

We define a new type of distance for constrained Reed—Solomon codes. It reflects

how many blocks of coordinates differ between words, instead of individual coor-

dinates.

Definition 3.35 (JACFY25| Definition 4.16). Let L C F be a smooth evaluation

36



domain and k € N be a folding parameter. For z € E(Qk), define

Block(L, k,z) :=={y € L: g = z}.

So Block(L, k, z) consists of all the 2°-th roots of z in £, of which there are exactly
2% because £ is smooth. To calculate Fold(f, a)(z), where a = (o, ..., 04), we
need to know the values of f at Block(L, k, z).

Definition 3.36 (JACFY25| Definition 4.17). Let C := CRS[F, L,m,w, o] be a
constrained Reed—Solomon code and let f,g: L — F. We define the k-wise block

relative distance as

Hz c ). Jy € Block(L, k, 2), f(y) # g(y)}‘
‘5(?’“)

Ab(c7 k7 f7g) =

For S CFX, we let Ay(C,k, f,9) := min Ay(C, k, f.9).
g€

By definition, Ay(C,0, f,g) coincides with the usual relative Hamming distance
A(f, g) for any code C. We define block list decoding of a code word.

Definition 3.37 (|JACFY25| Definition 4.18). For C = CRSIF, £, m,®,d], proz-
imity parameter 6 € [0,1], and f: L — F, we let

Listy[C, k, f,0] :={u € C : Ap(C, k, f,u) <}

denote the list of code words in C within relative block distance at most  from f.

Example 3.38. Let F1; O L = {3,5,6,7,—7,—6,—5,—3} and C = RS[F17, L,2].
Letf: X34+ X +1 and § = 3X2+3X —5 be code words of C. We fix the
ordering (3,5,6,7,—7,—6,—5,—=3) of the elements of L. This lets us write f and
g out coordinate-wise:

x | 3|56 7T |-T]-6|-5]-3
fl@)|-8|-5|2]-6|8|0] 7|5
glx) [ -8 0| 2|-7T| 2|0 4|4

We calculate the distances between these words.

5

« 8(C0,,9) = A(f.9) = ¢

o We have L = {2,8,—8,—2}. We calculate the corresponding square roots:
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(£6)* = 2, (£5)* =8, (£3)* = —8 and (£7)* = —2. We can now calculate
the block distance:

: o 118,-8,-2}] 3
Ab(C,l,f,g) - ’{2,8, _87 _2}| - 4

e Analogously, we get

A2 f.) = Uy

{4, -4y
e {1}
Ab(C,37f7g) = |{_1}| 1

We see from the example above that by increasing the value of k in Ay(C, k, 1, J),
the relative block distance increases. This is generally true. The following is a
generalization of Claim 4.19. from [ACFY25].

Proposition 3.39. Let C = CRS[F, L, m,w, 0], k,l € Nwithk <1, and f,g: L —
F. Then Ap(C,k, f,9) < Ap(C,1, f,g) and consequently, for any § € [0,1], we have
Listy[C, 1, f, 8] C Listy[C, &, f, 4.

Proof. As L is smooth, for every element z € £(2l), the corresponding block

Block(£, 1, z) has 2! elements. For any 2’ € £(2k), | Block(L, k, 2')| = 2*.

Let S and T denote the sets of blocks of size 2! and 2F, respectively, where f

and g agree: S := {z € () Vy € Block(L,1,2), f(y) = g(y)} and T := {z €

£(2) Vy € Block(L,k,z), f(y) = g(y)}. By the definition of block distance,

5] T

Ab(cvl7fag):1_ andAb(Cvkvfag =1- :

2®) T e

Let z € £2). Then 227" € £(2) and if 227" ¢ S, then Vy € Block(L,k, z),
f(y) = g(y). Thus, every element of S corresponds to 2% elements of T. There

may, however, be more elements in T, so |T| > 27%|S|. This yields the desired

inequality:

-k -k
T, 2MsI_ 2R

Ab(cvkafvg):1_|£(2k)‘ —= ’[’(Qk)| o _m
_ |£|(521)‘ — MG S g).
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The implication that Listy[C, I, f,d] C Listy[C, k, f, 0] for any ¢ € [0,1] is an imme-

diate consequence. ]

Since A(f, 9) = Ap(C,0, f, g), the above proves that the relative Hamming distance

is a lower bound for all block relative distances.

3.6 Folding preserves list decoding

In this chapter we prove that if we have mutual correlated agreement, then, with
high probability, the list-decoding of a folding of a function f is equal to the folding
of the list-decoding of f. This is an integral result for the soundness analysis of
WHIR.

We start by proving the following lemma, based on [ACFY25| (Lemma 4.21, Claims
4.22, 4.23). We have corrected some inaccuracies in the original proof as well as
improved the exposition while preserving the original statement and overall logic
of the result.

Lemma 3.40 (|[ACFY25] Lemma 4.21, Claims 4.22, 4.23). ? Let C = RS[F, £, m] be
a smooth Reed-Solomon code, and k € [m] a parameter. Let C' := RS[F, £L®) m—1]
and let Gen(2; ) := (1, ) be a proximity generator with mutual correlated agree-

ment for the code C' with proximity bound B* and error err*. Let B*(C',2) >
2™ /|L] =: p. Then for every f: L —TF and § € (0,1 —B*(C’,2)),

Fold(Listy(C, k, f,0), @)
* !/
af;gF # < err*(C',2,9).
Listy(C', k — 1, Fold(f, ), 8)
Proof. We prove that with high probability, there are two inclusions between the
sets Fold(Listy(C, k, f,9), «) and List,(C’, k — 1, Fold(f, a), ).

e We first show that Fold(List,(C, k, f, ), ) C Listy(C’, k—1, Fold(f, o), d) for
any o € F. Fix a € F and let u € Listy(C, k, f, ).

7= {z € £ . Vz € Block(L, k, 2), u(z) = f(:z)} .

*We removed the requirement that C have mutual correlated agreement, explicitly
included the condition B*(C’,2) > p, and corrected several typos in the original proof.
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Let z € Z and y € Block(£L®,k —1,z). Then y = 22 for some z €
Block(L, k, z). If z € Block(L, k, z), then 22 =2 = (—x)Qk and thus also
—z € Block(L, k,2). Now, by definition of Z, we have f(x) = u(z) and
f(=x) = u(—=z). Hence,

f(x) + f(=x) f(x) — f(=x)

Fold(f,a)(y) = 5 ta 2
_ u(z) —i—2u(—$) tLa- u(x) —2;(—33) = Fold(u, o) (y).

Thus, for all z € Z, Fold(f,«) and Fold(u,«) agree on all elements of
Block(£(2),k — 1,z). In other words, if uw and f agree on Block(L,k, z),
then Fold(u, a) and Fold(f, a) agree on Block(£®), k —1, 2). It follows that

Ap(LP |k — 1, Fold(f, o), Fold(u, o)) < Ay(L, k, f,u) < 6.

The proof of this inclusion concludes, since by Proposition 3.25, Fold(u, ) €
RS[F, £®), m — 1] = €', and thus Fold(u, o) € List,(C’, k — 1, Fold(f, ), ).

Listy(C', k — 1, Fold(f, a),d)
e We now prove that f;gF gz <err*(C',2,9).
Fold(Listy(C, k, f,0), @)

Let fo, f1 : £? — F be defined as fo(:zj2) = ‘W and fl(:z:2) -

f(x);f(—m) and fix « € F for which there is no set W C £ with |W| >

x
(1 —6)|£P)| for which the following conditions both hold:
1. there exists u € C’ such that u(y) = fo(y) + afi(y) for every y € W,

and

2. there exists b € {0,1} where for every u € C’ there exists y € W such
that u(y) 7 fo(y)-

Since Gen(2;a) = (1,«) is a proximity generator for C" with mutual corre-
lated agreement, error err” and bound B*, there are at least (1 — err™)|F|

such choices of «.

(2k-1)
Suppose that v € List,(C’, k—1, Fold(f, «),d). Then note that (£(2)> =
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E(Qk) and let

Z ={z e £®) ¥y e Block(L?,k —1,2), foly) + afi(y) = v(y)}
={z € (LD vy € Block(£L®, k — 1, 2), Fold(f, &) (y) = v(y)}.

Since v € Listy(C', k — 1, Fold(f, a),d), we deduce that

2] > (1 =)L) = (1= 9)|E)).

Let W := U Block(£®,k — 1,z). Since each block has 2¥7! elements

z€Z
and the blocks do not intersect, we have |[W| = 2871|Z| and since |Z| >

(1 - 6)[£(")], we conclude |[W| > (1 — 6)|£?)].
Since W fills the condition in Item 1, [tem 2 must not hold for our choice of a.

Hence, there exist ug,u; € C’ such that fo(y) = uo(y) and fi(y) = ui(y) for
ecach y € W. Since £? is smooth, we can write ug(y) = do(pow(y, m — 1))

and u1(y) = U1 (pow(y,m — 1)).

Define the multilinear polynomial

Cj(Xl,. . -;Xm) = ﬁo(XQ,. . ;Xm) —i—Xlﬂl(XQ, - 7Xm)

Let y € W and z € £ with y = 2. Then

q(z) :=q(pow(x,m))
=q(z, pow(y,m — 1))
=1dg(pow(y,m — 1)) + xt1 (pow(y, m — 1))
= foly) +zf1(y)

_f@+fr) o f@) - f(o2)

2 2x
~ /().

By the definition of W, f and ¢ agree on every z such that 22" € Z. Since
1Z| > (1 - 8)|£2Y)], we have q € List,(C, k, f,6).

The above equality also shows that for every y € W, v(y) = Fold(q, o)(y).

Since 4 is smaller than the relative minimum distance of C' (§ < 1 — p) and
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v and Fold(q, @) are both code words, we have v = Fold(q, «).

This implies that v € Fold(Listy(C, k, f,0),«). Since the above arguments
hold for every v € Listy(C’', k — 1, Fold(f, @), §), we infer that for this choice
of a,

List(C', k — 1,Fold(f, a), ) C Fold(Listy(C, k, f,9), a).

We finish by recalling that there are at least (1 — err™)|F| such choices for

Q.

O

Theorem 3.41 (JACFY25] Theorem 4.20). ® Let C = RS[F, L, m] be a smooth
Reed-Solomon code and k € [m]. For 0 < i < k let C) := RS[F, £(2"),m — 4.

Let Gen(4; ) = <1,a, .. .,ahl) be a proximity generator with mutual correlated
agreement for the codes C(l) . C(k) with proximity bound B* and error err* with
min{B*(C",2)} > 2"/|L| =: p.

i€[k]

. _ * (3)
Then for every f: L —F and 0 € <0 1 rlrelzﬁk)]({B (C ,2)}),

Fold(Listy(C, k, f,0), )
Pr + < err®(C, 8)

o+SFk
List(C*), Fold(f, ), 8)
k
where err* Zerr c® ,2,0).
=1

Proof. We say that a vector (ary,...,q;) € F* is good if
Fold(Listy(C, k, f,6), (a1, - - ., oy)) = Listy (CY, k — i, Fold(f, (s, . . ., i), 8).

The length 0 vector is good in the sense that by doing no folding the two sets above
are identical. Suppose that (aq,...,q;—1) € F~! is good for some 0 < i < k, and

3We added the requirement m%ﬁ{B*(C(i), 2)} > p and corrected several index errors in
1€

the original proof.
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let g := Fold(f, (a1,...,@;—1)). By Lemma 3.40, we have

Fold(Listy(COY, k —i+1,9,6), )
aiP<—r$]F | + < err*(C",2,9). (6)
Listy (C?, k — i, Fold(g, o), 6)

Fix a; such that the sets in the above event are equal. Then (ay,..., ;) is good,

since

Fold(Listy(C, k, f,0), (a1, ...,q;))

= Fold(Fold(Listy(C, k, f,0), (a1, ..., xi—1)), ) definition of Fold,
= Fold(Listy(CUY k — i+ 1, Fold(f, (a1, - .., 1)), 8), ;)

(a1,...,q;—1) is good,
= Listy(CY, k — i, Fold(Fold(f, (a1, ..., 1)), 4),8)  the sets in (6) equal,
= Listy(CY, k — i, Fold(f, (v, . . ., ), 6) definition of Fold.

Thus,
Pro,esr((a1, ..., ;) is not good | (av,...,a4-1) is good] < err*(C(i), 2,9).

We conclude that

Fold(Listy(C, k, f,0), )

Pr +
o SFk
List(C(k), Fold(f, ), 0)

= Pr  [(aq,...,qk) is not good]
Q... o +SFR
k
< Pr [(a1,...,q;) is not good | (aq,...,ai—1) is good]
P a;<«SF
k .
< err*(C%,2,6)
i=1
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3.7 Out-of-domain sampling

Following [ACFY25|, we generalize the results from [ACFY24| concerning the prob-
ability that two distinct code words from a list-decoding set agree at a randomly
chosen point. This will later be used to bound the error in the out-of-domain

sampling stage of the WHIR, protocol.
Lemma 3.42 (JACFY25| Lemma 4.24). Let f: L — F be a function, m € N

a number of variables, s € N a repetition parameter, and 6 € [0,1] a distance

parameter. The following statements are equivalent for every ry,...,rs € F™.

o There exist distinct u,u’ € List(RS[F, £, m], f,d) such that, for everyi € [s],

a(r;) = a'(r;).
o There exist 01,...,05 € F such that
| List(CRS[F, £,m, (Z eq(r1,-),01),...,(Zeq(rs,),04)], f,6)] > 2.
Proof. We prove each direction.

e For i € [s], let 0; := u(r;). Then, by Definition 3.21, Definition 2.5 and
Definition 3.22

u,u’ € List(CRS[F, L, m, (Z eq(r1,),01),...,(Z eq(rs,"),04)], f,9),

since u,u’ € List(RS[F, £,m]). As u,u are distinct, this direction follows.

o Let u,u’ € List(CRS[F, L, m,(Zeq(r1,-),01),...,(Zeq(rs,"),05)], f,d) be
two distinct code words which exist by hypothesis. But this means that
u,u’ € List(RS[F, £, m], f,d), and, by Definition 2.5, it must be that, for

every i € [s],q(r;) = a'(r;).

Using Lemma 3.42, we restate Lemma 4.5 from [ACFY24] as follows.
Lemma 3.43 (|[ACFY25| Lemma 4.5). Let f : L — FF be a function, m € N be a

number of variables, s € N be a repetition parameter, and § € [0,1] be a distance
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parameter. If RS[F, L, m] is (9, €)-list decodable then

doi1,...,05 € F s.t.
Pr | |List(CRSIF, £, m, (Z eq(pow(r1,m),),01),- -,
(Z eq(pow(rs,m),-),05)], f,0)| > 2
Pr [ Jdistinet u,u’ € List(RS[F, £, m], £, )
r1,rs¢SE | st Vi € [s], a(pow(r;,m)) = @' (pow(r;, m))

2 fom\*®
< — [ — .
2 \|F|
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4 IT0OPs and PIOPs

4.1 I0OPs and IOPPs

An interactive oracle proof (IOP) is an interactive protocol between a prover
(P) and a verifier (V), introduced in [BCS16]. Since this work has need of a more
general concept, called an interactive oracle proof of proximity (IOPP), we

will start by defining this and then define an IOP as a special case of an IOPP.

Let { R(x,y,w)} be a ternary relation computable in polynomial time. In an IOPP,
both P and V are given full access to the instance x. The prover additionally
has access to y, while the verifier only has oracle access to it. The goal of P is to

convince V that it possesses a witness w such that R(x,y,w) = 1.

In a k-round IOPP (P,V), the interaction consists of k rounds. In the i-th round,
the verifier V sends a message «; to the prover. The prover responds by sending
a string (vector) 7; to an oracle which V can subsequently query for any locations
gij € |mil, 5 € [ni] (n; denotes the number of queries). The oracle is assumed to be
honest, meaning it always behaves as specified and answers consistently with the
string provided by the prover. The string tr consisting of all the messages sent up
to a given point in time is called the (partial) transcript of the interaction. To
have the protocol start with a prover message, the first verifier message o can be

considered empty (or just be ignored).

After k rounds, using all the information obtained during the protocol, the verifier
outputs a decision bit b € {0, 1}, where b = 1 denotes acceptance and b = 0 denotes
rejection. In most IOPP constructions, the verifier’s messages are obtained via
public coin: «;, i € [k], are chosen uniformly at random from some set. The
prover’s responses m; may depend on all previously exchanged messages and any

private data available to him.
An TIOP is an IOPP where we take y = L. In this case, R can be viewed as a
binary relation. See Figure 6 for an illustration of the IOPP protocol.
k

There are two fundamental parameters of IOPPs: the proof length |r| = Z |7ri]

i=1
which is the sum of the lengths of the prover’s messages, and the query complex-

k

ity ¢ = an which is the total number of locations V queries across all of the
i=0
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P(x,y,w)

A

aq

V7 (x)

Oracle m;

m < Enc(x,y,w,aq)

Q2

Y

A

Oracle o

Y

T < EHC(X, Y, W, aq, 012)

Oracle m,_1
A

Te—1 < Enc(x,y, w,a1,...,05-1)

&95

>

<
<

Oracle my,

7 Enc(x,y, w,aq,...,q)

>

y(qo,l)a ce 7y(q0,no)

k
(Wi(Qi,l)v s 77Tz'(ql‘,n1,))i:1

-

-

ap s

g s F

ap s F

fori € {0,...,k}, j € [ni]:
Qi <= |mil

V<Xa A1y 3 O,y 40,15 -+ 590,n05 y(Q0,1)7 o ay(qo,no)7
(qi,la R qiﬂl,;aﬁi(Qi,l)a s aﬂi(qi,”i))le)

b

Figure 6: IOPP between prover P and verifier V.
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prover’s messages and y (here, ng denotes the number of V’s queries to y and n;

denotes the number of V’s queries to m;, i € [K]).

Definition 4.1 (§-proximity). Let R be a ternary polynomial-time relation. We
say that (x,y) is 6-far from R if (x,y',w) & R for allw and all y' with A(y,y’) <
d. If (x,y) is not 0-far from R, we say it is -close to R.

We introduce some security notions for IOPPs.

Definition 4.2. Let b = V¥ /1Tv(x oy, ..., o). We say an IOPP is

o (perfectly) complete if for all (x,y,w) € R, when honest V interacts with
honest P,

e sound if for all unbounded malicious provers P* and (x,y) ¢ L(R) :=
{Goy): 3w st (x,y,w) € R},

Pr(b = 1) < p()\)

where X\ is the security parameter and p a negligible function.

e d-sound if for all unbounded malicious provers P* and (x,y) that are d-far
from R
Pr(b=1) < pu(N).

In the case of IOPPs, we have to use d-soundness instead of regular soundness.
The reason is that the amount of queries V can make to y is usually considered to
be logarithmic in the length of y but since the prover could cheat in as few as one
single coordinate of y, regular soundness would need a linear amount of queries in
y. This is why IOPPs are called IOPs of prozimity: the protocol can by design

only check proximity to the relation R, not belonging to the relation itself.

The BCS transformation (to get a zk-SNARK from an IOP) requires another no-
tion of soundness, called state-restoration soundness, introduced along with IOPs in
[BCS16]. In [CCHLRRW19], a stronger notion of soundness called round-by-round
soundness was coined. It was proved in the same paper that round-by-round sound-
ness implies having state-restoration soundness. Thus, to prove the security of the
hash-based zk-SNARK constructed via proximity testing and the BCS transforma-
tion, we prove the round-by-round soundness of the applied IOPP.
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Intuitively, round-by-round soundness means that each round of the protocol needs
to have a small soundness error on its own, in contrast to only requiring it from
the protocol as a whole. In order to define round-by-round soundness, we must
first define the notion of a state function. Intuitively, State records whether at
a given stage of the interaction, the prover can still steer the interaction toward
acceptance: outputting 1 means a prover continuation might lead to acceptance,

while 0 means the prover itself cannot, by any message, make acceptance possible.
For a relation {R(x,y,w)}, we say (x,y) € L(R) if and only if Jw, (x,y,w) € R.

Definition 4.3 (State function). Let (P,V) be an IOPP for a relation R =
{(x,y,w)}. A state function for (P,V) is a function State that receives as

inputs X, y and a transcript tr and outputs a bit, and has the following properties.

o Iftr =) then State(x,y,tr) =1 if and only if (x,y) € L(R).

e Iftr is a transcript where P is about to move and State(x,y,tr) = 0 then,

for every prover message w, State(x,y, tr||r) = 0.

o Iftr is a full transcript and State(x,y,tr) = 0 then V rejects the interac-

tion.

Definition 4.4 (Round-by-round soundness). A k-round IOPP (P,V) for a
relation R = {(x,y,w)} has round-by-round soundness with errors (¢1,...,cx)
if the IOPP has a state function State and an unbounded deterministic extractor
E with the following property: for every transcript tr = (aq,m1, ..., Qi—1,Ti—1) and

x,y, if

e State(x,y,tr) =0, and

e Pr [State(x,y,tr|a) =1] > i(x,y),
CY,L(*V

then (x,y,E(x,y,tr)) € R.

Intuitively, round-by-round soundness means that if P can, with non-negligible
probability, transition from a transcript where the state function outputs 0 to one

where it outputs 1, then a valid witness must exist.

An important example of an IOPP is the Reed-Solomon IOPP (RS-IOPP).
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Definition 4.5. Let C be a smooth RS[F, L,m] code, u: L — F and § € [0,1]. A
d-RS-IOPP is a complete and 6-sound IOPP (P,V) such that x =C, y = u and
w = 1. We say that the IOPP is

o complete if in case of honest P:

uel = Pr(V“’fl""’f’“(CﬂlﬂTl, e QU ) = 1) =1

e §-sound if for all unbounded malicious provers P*:
Afu,C) > § = Pr(V“’fl"“’fk (C,an,m1,. .., ) = 1) < u(\)

where X\ is the security parameter and 1 is a negligible function.

4.2 PIOPs

Polynomial interactive oracle proofs (PIOPs) were introduced in 2020 in
[BFS20] and [CHMMVW?20|. Conceptually, they extend the notion of IOPs by
having the prover send bounded degree polynomials (i.e. elements of IE‘<d[X ] for
some fixed d € N) rather than vectors to the oracle. The verifier can subsequently
query these polynomials at arbitrary points in the underlying field. This framework
provides the verifier with greater flexibility and power, since the field size |Fy| = ¢
is typically much larger than the length of the message vectors |m;|, resulting in a

vastly larger space of possible queries.

WHIR uses a multilinear polynomial IOP so we describe this in detail. Let
{R(x,w)} be a polynomial-time binary relation. In a k-round multilinear PIOP
(P,V), P has access to the instance x and the witness w whereas the verifier V
only has access to x. In the ¢-th round, V sends a challenge o; € F to P. P
responds by sending a multilinear polynomial f', € IF<2[X1, ..., Xmm] to an oracle.
V can henceforth query the oracle for evaluations of f, at vectors of field elements
q;; € F™, j € [n], to get fl(q”) In WHIR, V samples ¢; ; < F and defines
q;; ‘= pOW(Qi,j7m)~

The oracle guarantees that the number of variables of fz is not larger than m and
that fz is multilinear. After k rounds, V outputs a decision bit. See Figure 7 for

an illustration of the protocol.
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fr < Enc(x, w,aq,...,q) >
for i € [k], j € [ni]:
qi,j s F
~ - q;; < pow(gi,;,m)

[(fi(Qi,l)’ ) f’i(qivm)>f_1}_)

N R k
V<Xaa17 sy Oy (qi71, ER aqi7niafi(q7;,1)a .. afl(q7,7nb)) 1)

1=

b

Figure 7: k-round multilinear PIOP between prover P and verifier V.
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4.3 Getting a zk-SNARK from an I0P

In Figure 1 we saw that getting a zk-SNARK using the BCS transformation needs
converting the IOP into an interactive proof (IP). From an implementation stand-
point, the problem with IOPs is that they need access to a trustworthy third-party
oracle. Under cryptographic assumptions, this can be overcome. One common way
to achieve this is for P to use some cryptographic commitment scheme to commit
to the vectors m; and respond to verifier’s queries himself. At the end of the proto-
col, P sends a proof that the responses to the queries were correct. This converts

the IOP into an interactive proof.

In practice, the best commitment scheme to use for this purpose is Merkle trees.

4.3.1 Merkle trees

A Merkle tree is an important cryptographic primitive for committing vectors. The
scheme uses a hash function H and its security depends on the collision-resistance
of this hash function. The Merkle tree of a vector v = (v1,...,v,) is a binary tree

built in the following steps.

e The leaves of the tree are the individual locations of the vector, i.e. vq,...,v,.

e In each layer, the nodes are paired up and each pair is concatenated and
hashed again to get the parent node. So if x and y are a pair then their

parent node is calculated according to the following formula:
Parent(z,y) = H(z||y).

At some points there may be an odd number of nodes in a layer, then the
last three nodes, instead of two, are concatenated and hashed. Alternatively,

padding may be used to make the length of v a power of 2.

e This process is continued until the root node, called com for commitment, is

reached. This node serves as the commitment.

Later, when the verifier asks to open the value v; (i.e. to check that it was correctly
calculated), the prover opens (reveals the element in) the corresponding leaf and

exactly the nodes needed for the verifier to calculate com.
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[com = H(h0123‘|h4567)]

[h0123 = H(h01Hh23)] [h4567 = H(h45”h67)]

[hm = H(lew)} [h23 = H(v3|lv4)] [Ms = H(%H’Ufs)} [hw = H(”?H?fs)]

o)) (= () el L ]

Figure 8: Merkle tree with 8 leaves. In red are nodes that must be revealed
to open vs.

For an example of the nodes which need to be opened to prove that vo was calcu-

lated correctly, see Figure 8.

4.3.2 Fiat—Shamir

To obtain a non-interactive proof (such as a zk-SNARK) from an interactive pro-
tocol, the well-known Fiat—Shamir transformation [FS86| is applied. The idea is to
replace the verifier’s random challenges with values derived deterministically from
a cryptographic hash function. When in the interactive proof the verifier would
send a randomly sampled «, here the prover uses a hash of the current transcript
of the protocol (which includes all previous messages and the instance) to simulate
it. This allows P to generate the entire proof transcript independently, producing
a non-interactive proof that the verifier can later check deterministically by calcu-
lating the hashes herself. The security of using Fiat—Shamir in this context was

shown in [BCS16]. See Figure 9 for an illustration.

4.4 Compiling a PIOP into an IOP

In the BCS compiler (Figure 1), a PIOP is compiled into an IOP. The idea is
to convert the polynomials sent by the PIOP prover into vectors of polynomial
evaluations. These vectors are viewed as code words in some code C. The natural
choice is to use (smooth) RS codes. However, other codes have been used [BCKL22;
BLNR20; HLP24; ZCF24; GLSTW21; XZS22; BCFRRZ25]. As of 2025, one of the
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P(x, w) V(x)

g+ H(x )

m1 < Enc(x, w, aq)

ag + H(x,a1,71)

o < Enc(x, w, a1, 71, )

a1 + H(x)
ap — H(x,a1,71,...,Tp—1) (m ™) ag <~ H(x,01,m)
ey :
7 < Enc(x, w,aq, ..., k) > ap ¢ H(x, 00,1, ..., Tk—1)
N\ J - J
V accepts if the interactive verifier accepts tr = (a1, 71, ..., Qk, Tk)

b

Figure 9: Fiat-Shamir transformation of an interactive protocol

most verifier-efficient IOPP for smooth RS codes is WHIR [ACFY25].

We provide an overview of the compilation here and give more specifics on the use
of WHIR in Chapter 5.1.

e We assume that we have a working multilinear PIOP and the goal is to
convert this into an IOP without losing soundness. We assume the WHIR
paradigm where the verifier samples single elements ¢ <—s [ (not vectors) and

to pass them as arguments of a multilinear polynomial, we use the vector

q := pow(q,m).

e When the PIOP prover sends an oracle to a multilinear polynomial f; €
IF<2[X1, ..., Xm], the IOP prover instead sends the oracle to the vector f;:

the evaluation of f, on a fixed evaluation domain £ = (ay, ..., a,). Explicitly,

fi = (filpow(a1,m)), ..., fi(pow(an, m))).
The IOP verifier responds with the same ;1 as the PIOP verifier.

e When the PIOP verifier asks for the evaluation of f; at the point g; ; =
pow(gi ;,m) € F™, the PIOP oracle can reply directly. The IOP oracle,
however, cannot respond by itself since it does not have access to the poly-

nomial f , only to its evaluation on L. Instead, the IOP prover replies with
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the evaluation and the parties go through an interaction of the IOPP to

prove that the evaluation is correct. We show how this is achieved next.

Let us assume that the PIOP verifier asks for evaluations of ﬁ at the points
Q;15--,q;n, and gets the replies fi(qi’j) = o054, j = 1,...,n; from the
PIOP oracle.

Since f; is multilinear, in the honest case we have

Oij5 = Z fz‘(b) eq(Qi,j7b)
beB™
by Proposition 2.4. Defining w; j(Z, X1,...,Xn) := Zeq(q, j, X1, .., Xm),
the IOP verifier can reduce checking the evaluation fz(qz ;) = 04 j to verifying
that
fi € CRS[F, £, m,w; ;, 04 ;]

Using multi-constrained RS codes, the verifier can reduce checking all eval-

uations at to checking one code membership

fi € CRS[Fy Ea m, (wi,ja UZ,])?Z:l]

The IOP prover and verifier engage in the WHIR protocol to prove that f;
is d-close to the code CRS[F, £, m, (@;,j,0;;);L,]. 1f the WHIR interaction
is accepted, then with high probability there exists a polynomial fz' that is

d-close to f; and satisfies all the evaluation constraints.

If § is chosen within the unique decoding radius of RS[F, £, m], then fl' is

unique and can be recovered by Reed—Solomon decoding.

If § is chosen within the Johnson bound of RS[F, £, m], then by Theorem 3.19,
there is a short list of low-degree polynomials d-close to f;, at least one of
which is consistent with the PIOP. An out-of-domain query is used to force

the prover to commit to a specific polynomial from this list.

In conclusion, every sent polynomial oracle f; is converted into a vector

oracle f; and the correctness of this vector, along with evaluations of fi, will

be checked using an IOPP (WHIR).
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4.5 Sumcheck

In order to understand WHIR, we first need to discuss the famous protocol for
multilinear polynomials called sumcheck. Sumcheck was originally introduced in

[LFKNO92| but its prover efficiency was massively improved upon in [Thal3|.

Sumcheck is a multi-round interactive oracle protocol that allows the prover

P to prove to the verifier V that the sum of a multivariate polynomial w €

F<d[X1, ..., X;n] over the Boolean hypercube is some value o € F, i.e. that
> by, b)) =0
(bl,,,,,bm)GBm

V has oracle access to w.

Sumcheck is very verifier-efficient: V has to do O(logd) = O(m) field operations
and only one oracle query to w. If the protocol is optimized, P has to do O(d) =
O(2™) work.

We give an overview of sumcheck in a non-optimized state.

e In the first round, the prover defines the univariate polynomial

h(X) == > W(X,b1,. .., bym_1)
(b1, ,bim—1)EB™M—1

and sends it to the verifier (directly, not as an oracle). The verifier can check
the initial sum ZbeBm w(b) = o by checking that h1(0) + h1(1) = 0. Thus,
checking the original claim is reduced to checking the correctness of hi.
V samples a1 <3 F and sends it to the prover.

e In the second round, the prover uses ay to define a new wunivariate polyno-

mial:

iLQ(X) = Z ’(ZJ(Oq,X,bl,...,bm,Q).
(b14eeesbm—2)EBM—2

P then sends this to V who checks that

h2(0) + ha(1) = hi(a1),

reducing checking the correctness of hi to checking the correctness of ho.
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VY samples g < F and sends it to P.

e The protocol follows analogously: in iteration ¢, P defines

hi(X) = Z W, ... i1, X, b1, bi),
(b1,esbm—; ) EB™M—E

V checks that h;(0) + k(1) = h;_1(c;_1) and samples oy s F.

e In the iteration ¢ = m, V has the claimed univariate polynomial
h(X) = w(ag,...,am—1,X)

and «,,. She checks consistency with Pn—1 by checking that

B (0) + R (1) = Ap—1(Qtm—1).

She then makes her only query to the oracle for w(aq, ..., ;) and checks
that

() = w(aq, ..., Q).

The core idea of sumcheck is that at each stage, the problem is simplified to have
fewer variables. Verifier’s check in iteration 7 shows that iLl is consistent with iLi_l.
The final query to the oracle is used to check that B is consistent with . This
implies correctness of iLm_l which in turn implies the correctness of fzm_g, ete,

ending with the original claim.
The sumcheck protocol was shown to be sound in [LFKN92].

WHIR wuses a slightly modified version of sumcheck since the function be-
ing summed over is not a polynomial w(Xy,...,X,,), but a composition

G(F(X1, ., Xm), X1,y Xom).
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5 WHIR

In this chapter, we present the WHIR protocol as it was introduced in Chapter
5 of [ACFY25|]. WHIR is based on ideas taken from [BBHRI18|, [ACFY24] and
[ZCF24]. We first give an intuitive explanation to the protocol, which notably
was absent in [ACFY25]. Afterwards we present WHIR in detail and analyze its
parameters. We then prove its completeness and follow [ACFY25]| in the proof of

its round-by-round soundness. We finish the chapter with a worked example of

using WHIR.

5.1 High level overview of WHIR

fiea

gi

Sumcheck

fi

—

—

Figure 10: High level overview of one WHIR iteration.

0. Setup. The verifier V has oracle access to fo: £ — F. The goal of the pro-
tocol is for P to convince V that A(fy,C) < ¢ for C := CRSIF, Loy, mo, wo, 0]

g; and f; are claimed to be
evaluations of the same polynomial

................... »

Checking consistency of g; and f;

and a chosen proximity parameter ¢ € [0, 1].

The honest prover P starts with a polynomial fo € IF'<2[X1, e

satisfies

Zwo(f(b)7

beB
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Then f() = fo‘go.

WHIR has M iterations, each consisting of a domain shift followed by a

sumcheck.

. Initial sumcheck. The protocol begins with an initial sumcheck. The
prover and verifier use sumcheck with randomness sampled by V to fix kg

coordinates of fo. By Proposition 3.25, this yields the function
FOld(f(), (04071, ey a07k0)) S RS[F, ﬁéQkO), mo — ]‘JO]-

The constraint Zﬁ)o( f(b),b) = o¢ is also reduced to a new constraint
) ) beB )
ho,ko (0) + ho ko (1) = hoko—1(0,k0—1)-

. Main loop. Now follow M — 1 iterations of interleaved sumchecks and
i—1

domain shifts. We define m; := mg — ZZ. 0 k;. Then m; is the number of
j:

variables left after ¢ — 1 sumchecks (the sumcheck at iteration i folds away

k; variables).

At iteration ¢ € [M — 1], we define

~ A~ A~

fi=fici(icia, - 0im1 gy ) = folaoa, - s i1k s )

In other words, f; € F<%[X1,..., X.m,] is the polynomial we get from fo after

all the folded (fixed) variables from previous sumchecks.

Since fl = Fold(fi,l, (0i—11,..., -1k, ,)), the natural definition would be
ki1 . .

fi = gi = Fold(fi—1, (1,1, -, ®ic1k,_,))- As gi: Egl ) F, in this

case we would have equality between code rates in each iteration:

om; omi—1—ki—1 M1

a m B |[,i_1|/2ki—1 - ’Ei—ﬂ = Pi—-1-

It was shown in [ACFY24]| that this is not optimal. This is because a lower
code rate means more redundancy in the code word and this makes it easier
to detect cheating for the verifier. Thus, having a lower code rate means
that the verifier has to make fewer queries to the oracle to achieve the desired
security threshold. We therefore define f; over a larger domain than |£§3kf _1)|

— in this way the code rate decreases each iteration.
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ki_

Thus, we instead define f;: £; — F with |£;] > ’[’1(31 1)| (usually, |£;| =

|Li1]
2

). In this case,

om; 2Mmi—1

0i = —— < = i1
=

The prover sends the verifier an oracle to this f;. But since the prover could
have cheated, the verifier has to check that f; does indeed correspond to fi,
i.e., that f; = fz’ﬁl

The verifier can calculate values of g; using the oracle to f;—1 and repeated
use of the folding formula (4). She can also evaluate the multilinear extension
of f; (which is supposed to equal fz) at the same points using Proposition 2.4.
But since calculating the multilinear extension requires calculating a large
sum over a hypercube, instead of doing this directly, this check is incorpo-

rated into the weight polynomial w;.

oki—1
In more detail, the verifier samples ¢; values z;,..., 2, € Ei(fl ), queries
the oracle for f;_1 at the sets Block(L;—1, ki—1, 2 ), j € [ti], uses the results
to calculate g;(z;;) and batches these consistency checks with f; into w;.

This step is called shifting the domain.

There remains only one problem. Suppose the prover had cheated and g;
was J-far from all polynomials that satisfy these constraints. If we are not in
the unique decoding regime (i.e. if 6 > u/2), there might be multiple code
words of RS[F, £;, m;] that are d-close to f;. The prover can then adaptively
choose which one to use, based on the verifier queries. To overcome this, the
prover is first (before the other queries) asked to evaluate f; at a randomly
sampled point z; o and send y; g := f (zi0) to the verifier. The verifier then
batches the check that fz(zzo) = y; 0 to W;.

If there were multiple polynomials close to f; before, this single query forces
the prover to commit to a concrete one of them because the probability that
two different low degree polynomials that are d-close to f; agree at the point

zi 0 is negligible by Corollary 2.7.

After this, the prover and verifier go through a new sumcheck to fold away

k; more variables of fy, thereby defining g;41.

3. Send final polynomial. After the main loop, mjs variables of fy remain
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unfixed with mj; a small number. The resulting polynomial fM is small

enough to be sent directly to the verifier (without an oracle).

4. Sample final randomness. The verifier finishes by sampling ¢,; last ele-

(21“Mf1)

ments from £;, which she uses to check correctness of fM.

5.2 WHIR construction

Construction 5.1 (WHIR. [ACFY25| Construction 5.1). 4

e Ingredients and notation.

— C is a constrained Reed-Solomon code with mg variables, weight poly-

nomial Wy and target og € F over a smooth evaluation domain Ly, i.e.
C= CRS[]F, Eo, mo, Tf)(), 00];

— M € N is the iteration count;

M-1
— ko, ..., ky—1 € N are folding parameters that satisfy Z k; < my;
i=0
i—1
— m; = mg — ij for i € [M];
§=0
— L1,...,Lp—1 € F are smooth evaluation domains with order |£;| > 2™
: £]
(typically, [£;| = yﬁ
— t1,...,ty € N are repetition parameters with ¢; < [£;_1];

— d" := 1+ degy (o) + m[ax] degy (o) and d := max{d*, 3}.
1€|mo ¢
We now describe what the protocol looks like when both P and V are honest.

e Inputs. V has oracle access to fo: Lo — F, where fy € C. P receives fo €

F<2[X1,..., Xm,] such that fy is fo restricted to Lo and Z wo(fo(b),b) =

beB™o
9.

e Interactive phase.

1. Initial sumcheck. Set ag = ). For £ =1,. .., ko:

4Changed inconsistent indexing of t;.
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(a) P sends V the univariate polynomial hg(X) € F<¢'[X]:

BO,K(X) = Z wO(fO(a07X7b)aa07X>b)'
beB™0—¢

(b) V samples ap, <= F and sends it to P. They update o :=

gl -
2. Main loop. Foreachi=1,...,M — 1:

(a) Send folded function: P sends f;: £; — F to an oracle which V
can query, where f; is the evaluation of fl = fi,l(ai,l, -) over L;.

(b) Out-of-domain sample: V sends z;o < [ to P and they set
Zi,0 = pow(zi0, M;).

(c) Out-of-domain reply: P sends y; o := fi(zw) to V.

(d) Shift message: V samples z; 1, ..., 2, <3 ﬁg?il) and v; <5 F
and sends them to P. They set z; j := pow(z; j, m;).

(e) Sumcheck: Set a; = 0. For ¢ =1,... k;:

i. P sends V the univariate polynomial iLM € F<9[X], where

hi,E(X) = Z wi(fi(ai7X>b)aaivX7b)a
beB™i—*

where
UAjz(Z, Xl, e 7Xml) = T,Z}ifl(Z ai,l,Xl, e ,sz)

+Z’y 'Z eq (23, (X1,.. ., Xim,))-

ii. The verifier samples ;¢ <—s IF and sends it to P. They update
o = ooy g

3. Send final polynomial: P sends fy; € F<?[X1,..., Xm,,] to V, where
far = fu—i (-1, ).

okM—1
4. Sample final randomness: V samples i, .. T?JE s 55\4 1 )

e Decision phase. V carries out the following checks.
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1.

2.

3.

Check initial sumcheck:
(a) Check that hg1(0) + hg1(1) = op.
(b) Check that
ho,6(0) + hoe(1) = hoe—1(a0e-1)

for every £ € {2,...,ko}.
Check main loop: Fori=1,...,. M — 1:
(a) Let g;—1 := Fold(fi—1, i—1).
(b) Compute the points {g;—1(zi;)}jel;) by querying the oracle for

evaluations of f;_; at the points in Block(L;—1, ki—1, 2 ).
(c) Check that

. i

7i1 (0) + hin (1) = hici ey (@i ik ) + Yo + D% g1 (2i).
j=1

(d) Check that

~ ~

hio(0) + hig(1) = hip—1(vie—1)
for every £ € {2,...,k;}.
Check final polynomial:

(a) Compute the points {ngl(T?n)}Ze[tM} by querying the oracle for
evaluations of fy;_; at the points in Block(Lar—1, kar—1, T?n).
(b) Check that
Fr(rf®) = gu—a (rf™)

for every £ € [tp], where ™ = pow (™ myy).

(c) Check that

> 1 (far(b), anr—1,6) = hing—1 oy (On1—1 ks, )-
beB™M

The protocol can be seen on Figure 11. Later, in Example 5.8, we apply WHIR on

a concrete problem.
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P(x, fo) Vo(x)

5 op =10 R )
8 oO ~ . hO,Z c IF<d [X]
S = hoy < P(fo, w0, o) S
e Q0,0
- — < oo 8T
®
= I U = el
£ A R
R
fz fz 1A( i—1, ) oracle f1£7*>F
@) = Ji(pow(z.my)) >
Z'70
< - zio s TF
Zi0 = I}OW(Zi,Oami) y
Yi,0 = fi(ziy()) 7,0 >
‘T r 2’%71)
8- E Zily -y Riytiy Vi 3,15 ) i, i—1
el < Vi s F
'% .| zij = pow(zij,m;)
2 'ﬁ a; =1
‘- define w; using
s Wi—1, i1, %,
B Zi0 Zit R 4
. . 0,00+« -5 Zit B F< [X]
: - v
- hi’g <;7)(fzalwz;(ll) v >
Oé,‘7g
i < : ;s F
a;  alage
fur €
F ; F<?[X1,..., Xmy,]
v = fuoa (e, ) S
\ ) k
oknr—1
, T?n7,..7r§1\’/11 s [’J(W—l )
4\ M1
(((fi—l(x))a:EBlock(ﬁo’ki—lvziJ))jzl)i—l ’
tar
((fol(x))xeBlock(ﬁoykMilWﬁin )4:1

- J

> M-1 M-1
X, (ai,(hi,z)e:1 ..... ki>i70 (26,0, 91,00%) 121 > S,
= b\ M-1
V (((fi—l('r))$€B]OCk(£07ki71,Zi,j))j:1> 9

i=1
tv

((fol (x))zeBlock(ﬁo,kM—lyT?n))ezl

\
b

Figure 11: WHIR IOPP between prover P and verifier V. Here, x =
(CaM7k07"‘7kM—17£17"‘7‘CM—17t17"'7tM)-
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5.2.1 WHIR parameters

We analyze the parameters of Construction 5.1.

e Rounds® . The protocol has

M-1 M-1
k0+2(M—1)+<Z ki>+1:O<M—|—Z,’€i>

rounds.

e Proof length.

1. In the initial sumcheck, the prover sends kg degree < d* polynomials,

corresponding to sending kod* field elements.

2. In the i-th iteration of the main loop, the prover sends an oracle message
of length |£;], a field element, and k; polynomials of degree < d. This
corresponds to |£;| + 1 + k;d field elements.

3. At the end of the protocol, the prover sends one multilinear polynomial

of myy variables, corresponding to 2™ field elements.

Altogether, the proof length is

M-1 M—1
kod* + Z(‘ﬁﬂ—l—l—l—kid)—%QmM =0 ( (‘;CZ‘—FIQ)) .

i=1 =1
M-1
Since mjy is a small constant, Z ki = m —mp = O(m). In usual applica-
i=1

tions |£;] = |£]/2° = n27", giving the proof length

O(Mn + my).

e Query complexity. For each i € [M], the verifier queries the oracle for f;_1
at | Block(Li—1,ki—1,2i;)| = 2Fi-1 points ¢; times. But since the 2%~ points

in Block(L;—1, ki1, 2 j) are always queried together, they can be grouped
M

into a single symbol. This means that the query complexity is Z t;.
i=1

SThis is incorrect in [ACFY25].
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M-1
e Verifier sampling. The verifier has to sample Z ki+ M —1 field elements

=0
ki—1

and t; elements from Eil ) for each i € [M].

e Verifier work.® We know that d = max{3,d*} = ©(d*) so we write every-
M-1

thing in terms of d*. We know that M < Z k;. Finally, we also assume
i=1
that my;s is very small.

1. Check initial sumcheck. The verifier has to evaluate the degree < d*
univariate polynomials %71’ ce ﬁgko at 0 and 1. Evaluating at 0 cor-
responds to reading out the free term and evaluating at 1 corresponds
to doing up to d* — 1 additions. She also has to evaluate ilO,l; e ﬁo7k0
at a random field element. This takes O(kod*) field operations.

2. Check main loop. For i € [M — 1]

(a) To compute the points {g;—1(2i;)};e[t,), the verifier needs to fold
t; points with depth k;_;. Each individual folding takes O(1) field
operations and since we fold in a binary tree, it takes 2¥-1 foldings

for one point. Altogether, this step takes O(tiZkFl) operations.
(b) Checking

t;

hia(0) + hin(1) = hiy g, (@icike ) +vitio + 3% gio1 (i)
j=1

takes O(d* + t;) field operations.
(c) Checking
Rig(0) + hio(1) = hip_1(cvip_1)
for each ¢ € [k;] takes O(k;d*) field operations.

Altogether, this phase takes

@) (sz <ti2k"*1 + kﬂ*))

i=1

6 Analysis of verifier work is only done for a simplified version of WHIR in [ACFY25].

66



M-1

field operations (we used M < Z ki).

i=1

3. Check final polynomial.

(a)
(b)

(c)

Folding takes O(t)2¥-1) operations.

Evaluating a multilinear polynomial in mp,; variables at a point
takes O(mys) = O(1) operations. So evaluating fas at ty; points
takes O(tpr) operations.

To check

> - (far(B), an-1,8) = har—1 g (-1 k),
beB™M

the verifier needs to evaluate wy—; at 2™ = O(1) points.
Evaluating wys—1 at a single point costs O(d* + M) field op-
erations: O(d*) to evaluate the low-degree part inherited from
wo, and O(M) to evaluate the O(M) equality polynomials, each
of which depends on only mjy; = O(1) variables. Evaluating
lAzM,LkMil (apr—1,k,,_,) takes an additional O(d") field operations.
This step takes O(d* + M) field operations in total.

Adding it all together, the whole verifier work simplifies to

M-1 M M
O (d* Z ki + Ztﬂki—l) =0 (d*mo + Z m’%—l) .
=0 =1

=1

We show later in Chapter 5.4.4 that to achieve A-bit security, we must

take

ti:O(log2(1)>pi_1)>

5.3 WHIR is complete

In this chapter, we show that Construction 5.1 is complete (cf. Definition 4.5).
This is not done in [ACFY25].

Proposition 5.2. The WHIR protocol 5.1 is complete.

Proof. We assume that P and V are honest and go through the decision stage
of the protocol. We define o := (aij1,...,04¢) for all £ € {1,...,k;} and i €
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{0,..., M —1}.

1. Check initial sumcheck.

(a) By definition of ho 1, we have

}Alo,l(o) + ilo,l(l) = Z wO(fO(a()’Oa b)’a070> b)
beB™o—1

+ Z l[}o(fo(ao,l,b),ao,l,b)
beBmo—1!
= Z wO(fO(b)7 b)
beB™o

=00.

(b) Let £ € {2,...,ko}. In this stage of the protocol, ay = age—1. We

have

EO,E(O) + EO,E(l) = Z wO(fO(a0707b)ﬂa07O>b)
beB™o0—¢

+ Z wO(fO(a0717b)7a0717b)
beBmo—¢
= Y o(folewe—1,b), c0-1,b)
beBmO—é-}—I
= Y do(folow—2,a00-1,b), 0 ¢—2, 001, b)
beB™mo—(¢—1)

= iLO,Zfl(Oéo,éfl)-

2. Check main loop. Letie {1,..., M — 1}.

(a) Let gi—1 := Fold(fi—1,i—1), zij = pow(zij,mi), fi := fi1(ei—1,-),
i—1
and y; 0 := fi(zi0). Since m; = my— Z kj, we have m; = m;_1 —k;—1.
§=0
As the iteration ¢ — 1 is over, we have o;_1 = a;_1 1, ;-
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(c) At the beginning of the i-th iteration, a;; = (). Thus,

hin(0)+hin(D)= > @i(fi(0,6),0,6) + > i(fi(1,b),1,b)

beB™i—1 beB™i—1
= Yl fib),b)
beB™i
= > (wi—l(fi(b)aai—lab)
beB™i

+zw Ji(b) eq(ziy >)

= Z w¢—1(fi—1(ai71,ki,171, Qi1 ;15 ),

beB™i—1"ki—1
Qi1 ky 1—1, i1k 1, b)

+ v Z fz eq 24,05 )

beB™i
t;
. )
+) AT Y fisi(@ioi,b)eq(ziy, b)
=1 beB™i

= hi—t ik (Qi1k, ) + Y0 + 7 g1 (zig)
i=1

where the last equality holds based on Definition 2.5 and Proposi-
tion 3.25.

(d) Let £€{2,...,k;}. Then o; = o; y—1 and

hi(0) + hig(1) = > i(fi(atie—1,0,b), i 0-1,0,b)
beB™i—¢

+ Z wi(fi(ai,fflulvb)7ai,€71717b)
beB™mi—¢

= > du(fieig-1,b), g1, b)

bEBmi*ZJﬁl
= > i(fic1(0uen, aieo1,b), @iz, i1, b)
beBmif(Zfl)

= hig-1(vie 1)

3. Check final polynomial.
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(a) Let £ € [tas] and 7™ = pow (™, myy). We have

Far(rf) = far-i(anra, )
= Fold(far—1, aMfl)(r?“)

= gn—1(ri™).

(b) We have my; = mp;—1 — kpas—1. Thus,

> a1 (far(b), anr1,b)

beB™ M
= > W1 (far-1(@nr—1,b), 0001, b)

beB™MM—1"knM—1

= > Wrr—1 (fM—l(aMl,kM_l1704M1,kM_17b)7

beB™M—1"kM—1
QN1 kpy =15 M —1,kpr 1> b)

= Bt =1 eng 1 (@M1 ey )

We have shown that if P and V are honest, all checks in the decision stage pass.

This means that Construction 5.1 is complete. [

5.4 WHIR is round-by-round sound

In this chapter we show that Construction 5.1 is round-by-round sound (c.f. Defi-

nition 4.4), very closely following what is done in Chapter 5.1 in [ACFY25].
At the end of the chapter, we analyze choices of parameters for A = 128.

Theorem 5.3 (JACFY25| Theorem 5.2). 7 Consider Construction 5.1 with the
same ingredients and motation. For every f & C and every &o,...,0np—1 and

(4i s)o<i<m—1 where
0<s<k;

® jp € (O,A(f,C)),

o the function Gen({;0) = (1,cv,...,a" ) is a prozimity generator with mu-
tual correlated agreement with prozimity bound B* satisfying B*(Cg’ss),Q) >

"We introduce explicit definitions for some variables that are used but not formally
defined in [ACFY25], correct minor typographical errors, and improve the exposition.
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0; and error err™ for each of the codes (Cg’ss))gggM_l where CI(;’SS) =
0<s<k;

RS[F, El@s), m; — $|;
o for every0<i<M—1,6 € (0,1—-BCL, 2));
o forevery0<i<M—1,0<s<k, Cg’ss) is (0;,s,04)-list decodable.

Then Construction 5.1 is an IOPP for C with round-by-round soundness error

((55?}9d)5§k0a (E?ut7 5§hift7 (5£?;d)8Ski)iSM—17 5ﬁn)

where
d*lgy
it < TR e (G 2, 60);
i )2
o cout 2" Ei’o'
T 2IF]

Cio(ti +1)

° 6Z$hift < (1 o 61‘,1)“ + |]F| ;

fold o Bis—1

e < + err*(C(i’S), 2,0;);
s |IF‘ RS

e c
[ J Eﬁn S (1 - 5M_1)tM.

We first provide some notation that will be used throughout this chapter, then

define the state function for the protocol, then finally prove the error bounds in
Theorem 5.3.

5.4.1 Notation

We will use the following notation.

[ ] ai’g = (Oéi71, . ,aM).
o fio:= fi and f;, = Fold(f;, o) = Fold(fj¢—1, ). Then g; = fi,.

o Wi (Z,X1,..., Xp—t) =w0i(Z, 00, X1, ..., Xony—t).
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® 00,0 := 00,
ti

30 = Pyt gy (i1 ) + Vil + Z'YZ+1gi—1(Zi,j)a
j=1
oig:=hie—1(ap—1) for £ € [k;] and i € {0,..., M —1}.

o ) = RS[F, L% m; — 5],

o COk = CRS[F, £ m; — 5,10 0, 04.4]-

i

The full transcript of the protocol is

hOZ aOé)
( 77 ) egk[)?

(fi, 25,0, Y00 (Zi1, - -+ Zists> Vi) s (higes ai,@)@g@)
fus
fi fi
. ,rt;}

tr = i<M—1’

The first row above corresponds to the initial sumcheck, the second row to the main
loop, the third row to sending the final polynomial and the last row to sampling

final randomness in the description of Construction 5.1.

We say that a partial transcript is sumcheck-valid if it passes all the verifier’s
checks of the decision stage that can be derived from it in Item 1 and 2 of the

decision stage.

5.4.2 The state function

We now define a state function State for the protocol (cf. Definition 4.3). Note
that we have to define its value after every action taken by the verifier but not

after prover’s actions.

Formally, State also gets the initial inputs fj, W and og as arguments but we omit
them in the following and only consider the transcript. We also write in brackets

after each point why we define it as such for intuition.

0. For the initial function fjy, we set State()) = 1 if and only if fy € C.

1. Initial sumcheck, round s € [ko]. At this point,
tr = ((/Alox,ao,e)egs—h ibo,s) :
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and V samples aps. We set State(tr|laps) = 1 if and only if both the
following hold.

(a) (tr|ao,s) is sumcheck-valid.
(b) | List[Coya, fo.s o] > 1.

(If tr is not sumcheck-valid then V will catch the cheating P. If Item 1b is
not the case, there is no code word dg-close to the s-times folded code. And
by Theorem 3.41, this means that w.h.p. fy itself was not close to a code

word.)

2. Out-of-domain sample at iteration i. At this point

iloz Oéof)
( ) i<ky

tr = (fi, 26,0, Yi0 (%1, - - Zitis i), (hie, Oéi,f)fgki>j<,_1 :
i .
and V samples z; o < F. We set State(tr||z;p) = 1 if and only if at least
one of the following holds.
(a) The previous state function reverts, i.e. the following both hold:
i. (tr|lzip) is sumcheck-valid;
i | List(Clna™ Y g 1,6i1)] > 1.

(If the transcript was not sumcheck valid before, concatenating z; g to
tr will not change this. This condition is to ensure that an honest

prover keeps State(tr||z;0) = 1.)

(b) There are multiple consistent code words: Ju, u’ € List(Cgl’g%, fi, 0;) for
which 4(z;0) = @/ (z:0) where z;9 = pow(zi0,m;). (We cannot tell if
P is cheating if the out-of-domain query failed to constrain him to a

single code word.)

3. Shift message at iteration i. At this point,

ho. 040@)
( ) e<ke

~

tr = (fi,zz',myi,m(zi,l,---,Zz',ti,%%(hi,e,ai,e)egki>,<, ,
1

fi, 24,05 Yi,0
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The verifier samples z; 1,..., 2+, and 7; and we set
State(tr|/(zi1, ..., 2it, %)) =1

if and only if both the following hold:
() |List(CERe, fiv 1) = 1
(b) tr||(zi1,--.,zit,7) is sumcheck-valid.
(There needs to be a code word close to the folded function f; which satisfies

the sumcheck constraints.)

. Sumcheck randomness at round 1 < s < k; of iteration i. At this

point,

il 0, ¢ 5)
(0,7 0, fS]%,

tr = (fla 24,0, Yi,0, (Zi,b cee s Rty ’71)7 (hi7ﬁa ai,ﬁ)fﬁki) i1 )
Jsv—

fis 2000 Y605 (Zi1s - - 5 Zigsy Vi) s (Ries Qig)e<s—15 i s
and the verifier samples «; 5. We set State(tr) = 1 if and only if both the
following hold:
(a) |List(CERS: fis 30)] = 1.
(b) (tr|lajs) is sumcheck-valid.

(If there is no code word d;-close to f; s then w.h.p. f; was not close to a
code word. If sumcheck-validity is violated then the prover will certainly be

caught.)

. Final randomness. At this point,

iLOK CVOK)
( 77 ) ng()?

tr= (fi, 2,0, ¥i,05 (Zi,1 - - Zigy, Vi), (e, Oéi,z)egki>i§M_1 ,
Sy
The verifier samples 7. .. ,7“?13 and we set State(tr| (", ..., 7"?13)) =1if

and only if the following all hold:

(a) far(rf™) = gar 1 (P82_) for £ € [tar).
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(b) Z wM*lvk]\/I—l(fM7b) = UM*l,k‘M_l-
beB™M

(¢) (tr|rim,... ,r?]g) is sumcheck-valid®.

(We check that folding was done correctly and that all verifier’s sumchecks
are satisfied.)
5.4.3 Bounding the errors

We bound the probabilities of the state function’s flipping from 0 to 1 in every

stage of the protocol in accordance with Definition 4.4.

1. Initial sumcheck at iteration s € [ko]. Suppose that in this iteration, we
have State(tr) = 0 (note that if s = 1, this means that fy & C). We show

that then
fold _ _ d*lo,s—1 *(((0,5)
€ps = Pr _(State(tr|aps) =1) < ——2— +err*(Cxg”’,2,d0).
ST et SF ’ |F|

If State(tr) = 0 because tr is not sumcheck-valid, then (tr|lags) is clearly
also not sumcheck-valid for any o s, which implies that State(tr|lags) = 0.

We therefore assume that tr is sumcheck-valid, from which follows that

Z hos—1(b) = 00.s-1.

beB

This means Item 1b had to fail for s — 1, i.e. that
| List(C3s ), fo.am1,00)] = 0 (7)

(and since we assumed that dp < A(fo,C), this also holds for s = 1). In other
(0,5—1)

words, there is no code word in Cxg that is dp-close to fy s—1 and satisfies
the sumcheck constraint. By Theorem 3.41, since dg < 1 — B*(CI(D?S’S), 2), we

have

Fold(Listy (Ce" ", 1, fo.s, 80), @0.5)
Pr_ + <err*(Cis”,2,00),  (8)
List(Cie”, Fold(fo,s, 0,s), 0o)

8Recall that sumcheck-validity does not include checks at the final randomness stage.
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that is, w.h.p., the list of the code words of CI(%O;) that are dop-close to fos
is exactly the folding of the list of the code words of C}({Os’s_l) whose block
distance is at most dp from fps—1. It remains for us to show that w.h.p. a

code word of Cg)s’sfl) that does not satisfy the sumcheck constraint (i.e. is

not in C(Colf 71)) will not fold into a code word of Cg)és) that does (i.e. into a

code word of C(COF’{SS)). We bound this probability with the next proposition.

Proposition 5.4 (|JACFY25| Claim 5.3).

. Ju € Listy (cﬁfs’s‘”, L, fo,s—1, 50) ; _ @l
r ~
p,s+SF Fold(u, Oé(),s) € List (Cg)lss)’ FOld(fo,sfl, Oé(],s), 50) ’F‘

Proof. Consider u € Listy (Cg)s’sfl), 1, fo,s—1, 6) and the degree d* univariate
polynomial

PX) = > dbos-1(a(X,b),X,b).
beB™o0—s

Since

List (C(Colgfsfl), 1, f075,50)‘ = 0 by (7), it must be that

S pb)y= > dios-1(i(b),b) # o1 = Y hos1(b).

beB beRBmo—s+1 beB

We conclude that p and 5078 are not identical polynomials: p(X) #
iL()’S_l(X). The polynomials are both univariate polynomials of degree

smaller than d*, and so by Corollary 2.7,

) d*
p D s) = h s— s)] < -
amsgw[??(ao, ) = ho,s—1(0,s)] T

Whenever «p s is chosen such that this is not the case, we have

Z o s (W(ag s, b), b) = plan.s) # hos—1(a0s) = oo
beB™o—$

(we used wo s(Z,b) = Wos—1(Z, 0,5, b)).

Thus, Fold(u, o s) & Céoéss). By Proposition 3.39 and the definition of £y 51,

| Listy (C45 ", 1, fo,s-1,00)| < | List(Cre’™ ", 1, fos—1,60)-
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Taking the union bound over all the choices of u now yields the desired

inequality. O

The bound on the round-by-round soundness error comes by taking a union

bound over the probabilities in (8) and Proposition 5.4, which together imply

d*ly s
that except with probability ’?FT Lt err* (Cg)s’s), 2, 50),

List (cg;g, Fold(fo.s—1, ao.s), 50) A List (cf{’s’s),Fold( o1, 00), 50> -,
and so, since
List (chgg, Fold(fo.s—1, to.s), 50) C List (cggsx Fold(fo.s—1, a0.s), 50) :
and fo s = Fold (fos—1,a0,s) we have
[List (CE32, Fold(fo.s-1, 004),00) | = 0,

so State (tr|aps) = 0.
. Out-of-domain sample at iteration i¢. We show that if in this stage

State(tr) = 0, then

e9" = Pr [State(tr|zio) = 1] < 27"1[1270
LT LioesE w0 = 2IF]

If State(tr) = 0, then Item 2a does not hold, as this is exactly what
was checked at the previous stage of the state function (and (tr||z;) is
sumcheck-valid if and only if tr is sumcheck-valid). Thus, in order to have
State(fo,tr||zi0) = 1, it must be that Item 2b holds, i.e., there exist dis-
tinct u,u’ € List(Cgl’;g%, fi,0;) with @ (2,0) = @' (2i0). By Lemma 3.43, this
2mil

21F|

happens with probability at most

. Shift message at iteration i. We show that if State (tr) = 0 then

&‘70 (ti + 1)

et — Pr[State(tr||(2i1, ) 2it;, 7)) = 1 < (1 —§—1)" + F]

We assume that State (fop,tr) = 0. This means that both of the following
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are true:
(a) there are no distinct u,u’ € List(Cl(,f’SO),fi,di) for which 4(z;0) =
W/ (2i0)-
(b) at least one of the following holds:
i | List(Clne™ ", g;1,6i-1)| = 0, or
ii. tr is not sumcheck-valid.
We begin by showing that if all of the code words that are within the list-

decoding radius of f; have some point in which they disagree with the re-

quired value, then w.h.p. the state will remain O:

Proposition 5.5 (JACFY25| Claim 5.4). Fiz 21, ..., z4, such that for every
u € List(CgéO), fi, 0;) one of the following hold:
o D i1, (@(b),b) # ik, OF
beB™i
® U(z0) # Yio, or
o there exists j € [t;] for which (z; ;) # gi—1(%ij)-
lio (t; +1)

Then ZEI;;F [State (tr|/(zi1,..-,2it, 7)) =1] < |

o

Proof. Fix u € List(Cg’SO), fi,0;) and denote y; ; := gi—1(zij). Then by the

claim setup, either Z W;i—1((b), atj—1,b) # 014, , or there exists j €
beB™i
{0,...,t;} for which

Z u(b) eq(zi,j, b) = ’a(zi,j) # Yij-

beB™i

This means that the degree t; + 1 (in ~;) polynomial

> wi,l(a(b),ai,l,bwiﬁ“ ( > a(b) eq(zi,j,b))
j=0

beB™ beB™i

differs from

t;
j+1
Ui—l,ki_l‘i‘g Yo Yig-
j=0
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Thus, by the Schwartz—Zippel Lemma 2.7

beB™i
Pr| Y wi(i(b),b) = o;| = Pr =

beB™: e - j+1
Oi-1,ki_1 T Vi Yij
7=0

> i1 (i(b), i1, b)
beB™i
+
t;

j+1 .

_ b | 2 (Z u(b)eq(zim)
ti
Ticthes + DM i
L Jj=0 i

< t; + 1'
< TF

Taking the union bound over the at most ¢; o code words in List (Cg’so), fi,0,0i),
we have no u € List(Cg’SO), fi, 6;) for which

t;
Y i), b) = oi ik, + > i = 0o,
beB™i 7=0

lio(ti+1)

except with probability 7]

Recall that C((jil’:({)% = CRS[F, £;, m;, w;, 0;0] and so we conclude that, except
Gio(ti +1) . o
70(|IF]+) it is the case that ’LISt(C(Ci??%v f£i,6:)] = 0, and

so the state is 0. O]

with probability

We now show that the requirements for Proposition 5.5 hold except with
probability (1 — (5i_1)ti over the choice of z;1,...,2;4,. Item 3b in the state

function definition posits that in order to have
State(tr|/(zi1,.--,2it, %)) = 1,
it must be that tr|| (z;1,...,2it,7) is sumcheck-valid, meaning tr has to
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also be sumcheck-valid. Thus, the only chance for the state to switch to 1 is
in the case that tr is sumcheck-valid. The only way to have State(tr) =0
when tr is sumcheck-valid is when \List(Cg};SLki_l), gi—1,0i—1)| = 0. There

are three cases:

e There is no u € List(Cf({i’SO), fi»0i) for which 4(z;0) = yio. In this case

the requirements for Proposition 5.5 hold.

e There is exactly one u € List(Cg’SO),fi,di) for which 4(zi0) = vio-
Recall that |List(C81;§’ki‘1),gi_1, di—1)] = 0. Thus, u either disagrees

with the constraint defined by w;_1 %, , or w is d;—1-far from g;_1:

1—1
— if Z W1k, (4(b),b) # 0j_14,_,, then the requirements for
beB™i
Proposition 5.5 hold.

— if A(d|g, ,,9i—1) > 0i—1 then the probability that for all points
Zij, 7 € [ti], we have 1(2;;) = gi—1(2i;) is at most (1 — §;—q)".
Since 0(z;0) # yio for every v € List(Cg’so), fi, 8;) with v # u, no
other code word suits. We conclude that except with probability
(1 — d;—1)", the requirements for Proposition 5.5 hold.

e There are multiple code words u € List(C}({i’SO), fi,9;) for which 4(z;0) =

¥i,0- We ruled this out by the fact that State(tr) = 0 in Item 3a.

4. Folding randomness at round s of iteration i. We show that if
State(tr) = 0 then

dls .
5zf‘?;d - a_PLBF[State (trflos) =1] < |ZIFS] L4 err* (Cl({’ss), 2,&') .

The analysis is identical to that in the case of the initial sumcheck with index

7 in place of 0, and degree d in place of d*.

5. Final randomness. We show that if State(tr) = 0 then

efin = Pr [State(tr|/(rin, ... ,7‘?]3)) =1] < (1 —6p_1)™.
rlﬁr‘,...,r?]’v‘j<—$IF
If tr is not sumcheck-valid then then (tr|/(ri®,..., r?]\‘;)) is also not

n fin
y

sumcheck-valid and so State(tr|(ri®, ... 7! ) = 0. Thus, we can assume
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that tr is sumcheck-valid. Then, it must be that Item 4a does not hold, and

as such | List(CéAégl’kM_l),gM_l, dr—1)| = 0. We consider two options.

° A(fM,gM_l) < dpr—1. Let far be the restriction of fM to the domain
of Cg\és_l’kM‘l). Then fy € List(Cl()LAS/[_l’kM_l),gM_l,6M_1). Since
\List(CéAégl’kM_l),gM_l,(5M_1)] = 0, it must be that the sumcheck

condition fails, i.e.,

D Otk (fr(B),B) # o1k -

beB™M

But this contradicts Item 5b, and so

State(tr|/(ri®, ... ’T?E,l)) =0.

° A(fM,gM_l) > dp/—1. Then fM agrees with gps—1 at tp; randomly
selected locations with probability at most (1 — dp7_1)", and if this

does not occur then Item 5a does not hold.

6. Verifier decision. If State(tr) = 0, then the verifier rejects, since the
verifier’s checks align precisely with the definition of the state function at

the final randomness stage.

This concludes the proof of Theorem 5.3.

5.4.4 Choosing parameters

It was shown in [BCS16] that in order for the final hash-based zk-SNARK to have
A-bit security, we need all the rounds of the IOPP to have A-bit security.

We analyze the parameters of Construction 5.1 in the unique decoding regime. Let
n = |Lo| and |L;| = % Let p; s be the code rate of Cg’ss). Then

QM —s 2mi+i

pi = Pis = 2—i=sp

By Corollary 3.32, Gen(¢; o) = (1, ay . . ., 0/71) is a proximity generator with mutual
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correlated agreement for each of the codes (Cgés))ogig M—1 With proximity bound

0<s<k;
; 14+p; 1 2gmitid
B (CYy) 0) = — P ==
( RS > ) 9 9 =+ n

and error gmi=s (¢ 1) (-1
err” C(i’s),ﬁ,é _ 2 — ) _ X
( RS ) pi’m 2z+s‘F|

We choose d; to be the unique decoding distance for each i € {0,..., M — 1}:

2mi+i— 1

1 —pi (i,0) 1
6i e = 1 —_ B* ) 72 = - —
2 (Crs™>2) 2 n

(formally, we need to take §; = 1 — B*(C}({i’so), 2)) — ¢ for a negligibly small ¢). In
the unique decoding regime, we have ¢; s = 1 for all i € {0,1,...,M — 1} and
s€{0,1,... Kk}

We now calculate the errors in each round.

d* 0y s— d*+27°n
fold 0,5—-1 (0,s) _ )
60?5 < ’F| + err*(CRSS ,2, 50) = ‘F| ;
i )2 _
o cout 2" gi’o = 2 1-
©T 2lF F|
. C lio(ti+ 1) 1 gmimtie2NE g
shift t 1,0\l4 i
> < (1—=6;,_ i YNt T - .
R B ¢ G
dli s . d+2-1~%n
Egd < |21;‘ + err*(Cl({SS), 2,6;) = I :

1 2mA41+M—2)t1”

fin t
< (1= Gy = (=
e < | M—1) <2+ o

In usual applications, [F| > mg (e.g. |F| ~ 29 and mg = 2%%). We take arbitrary

mo

smooth evaluation domains Ly,...,Ly—1 with |Lo| = n = Usually pg is

between 27° and 271,

Because of this, the folding and out-of-domain sample errors are negligible com-

pared to the shifting errors and we consider only these.

To have sfhift <27 and ™ < 27* we must have

t; > A = A
! —logy(1 —6;—1) 1 —logy(1 4+ pi—1)
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for i € {1,...,M — 1}. The Maclaurin series expansion gives the approximation

logo (1 + pi—1) =~ Picl gor pi—1 < 1. This allows us to write

i—1
In2

A A A

1—logy(l+pi1) In2—Inpi1 In(2/pi1)

t

Asymptotically,

ti:O<log2(1>}pi_1)>.

Finally, we note that by looking at the error bounds in Theorem 5.3, we see that
larger values of d; (and smaller values of p;) allow for smaller values of ¢; (given
that the ¢; 5 stay comparatively small which holds at least to the Johnson bound).

1 —
'Ol, we need to assume that Conjecture 3.33 holds.

But to choose §; larger that

5.5 Batching multiple constraints

We saw in Chapter 5.1, that constraints on the Reed-Solomon code correspond to
a verifier challenges. It is therefore very often that we use multi-constrained RS
codes: instead of running an instance of the costly IOPP for each verifier challenge,
we batch the challenges together and run WHIR once. In this chapter, we show

how to do this and prove its round-by-round soundness.

Construction 5.6 ([ACFY25] Construction 5.5).

e Ingredients and notation.

— (P1,V) is a k-round IOPP for smooth CRS codes CRS[F, £, m, -, -] (e.g.
WHIR);

— t € N is the number of weights (constraints);
— y,...w € F[Z,X1,...,X,,] are weights;
- o1,...,0¢ € F are targets.
e Goal. The goal of the protocol is for the prover P to convince the verifier

VY that f: L — F is d-close to a code word of the multi-constrained code
C = CRS[F, L, m, (W1,01),..., (W, op)].

e Inputs. In the honest case, V has oracle access to f and P receives f such
that f|lz = f and f €C.
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e Interaction phase.
1. V samples v < [ and sends it to P.

2. We define

W= Zvi_lwi(za X17 s ,Xm)
i€[t]

and o := Z’yiilai.
i€(t]

The P and V engage in the interaction phase of (P1,)V) to check that
f € CRS[F, L, m,w, o].

e Decision phase. V engages in the decision stage of (P1, V1) with access to

f

The parameters are the same as of the chosen IOPP (Py, V), except verifier sends
one additional randomly sampled element v € F.
5.5.1 Round-by-round soundness

We prove that Construction 5.6 has round-by-roundness.

Theorem 5.7 (JACFY25| Theorem 5.6).

Let (B, L,m,P1,V1,k,t, (w1,01),..., (0, 04)) be as in Construction 5.6. Suppose
that the IOPP (P1, V1) has round-by-round soundness with error (erri, ... ,err’f)
and that RS[F, L, m] is (9, £)-list decodable.

Then Construction 5.6 is an IOPP for the multi-constrained Reed-Solomon code

CRS[F, £L,m, P1, V1, k, t, (W1,01), ..., (W, 0¢)] with round-by-roundness error

t—1
=, erri(6),...,err}(d)
||
for prozimity parameter § € [0, 1].

Proof. Let State; be the state function of (P1, V). We first define a state function

and then prove that it has the required round-by-round soundness error.
0. Initial transcript. We set State(f, (@;, 0i)icy,?) = 1 if and only if
fe CRS[Fa L,m, (w;, Ui)ie[t]]‘
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1. Combination interaction. The verifier samples v. We set

State(f7 (,LDZ? O—i)ié[t})’}/) =1

if and only if f € CRS[F, £, m,w, o).

2. Proximity test rounds. In round ¢ of the proximity test, let

tr = (v, 00, B1s - - i1, Bic1, )

with the aj, j € [¢], being prover’s messages and the §;, j € [i — 1], verifier’s

challenges.

The verifier chooses 3;. We set
State(f, (Wi, 04)icpy, tr|B:) = Statei(f, w, 0,1, b1, ..., i1, Bi-1, a4, Bi)-

We now analyze the round-by-round soundness error with respect to the above
state function. The proof of [ACFY25, Theorem 5.6] does not correctly justify the
soundness of the combination interaction. We therefore give a new proof of this
theorem. The revised argument leads to a soundness error that is strictly smaller
than the bound stated in [ACFY25].

1. Combination interaction. If State(f, (Wi, 0i)icf,#) = 0 then f ¢
CRS[F, £, m, (w0}, 05) je]- If f ¢ RS[F,L,m] then clearly f ¢
CRS[F, £,m, 0, 0], and so State(f, (Wi, 0;)icf,y) = 0 regardless of ~.
Suppose then that f € RS[F, £, m| and thus f = f’g for a low-degree poly-
nomial f. Since f & CRS[F, £, m, (Wi, 04)iepy], we must have an 7 € [t] such
that

> dil(f(b),b) # 0.

beB™

This means that the degree ¢t — 1 polynomials (in )
> @(f(b).b) =3 4"t Y wi(f(b),b)
beB™ 1€(t] beB™

and

o= i—1,.
S

i€[t]
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are different. Thus, by Corollary 2.7:

(>0 Y dnlf().b) ]
i€t] beB™ i1
P o(f(b),b)=0c| = P = < .
P [b%;mw(f( ):b)=o| = Pr 3 <
€ 2717 0
L i€lt] i
. Proximity test rounds. Let i = 1. Then tr = (v,a;). We assume

that State(f, (wi,ai)ie[t] ,tr) = 0, implying that f ¢ CRSI[F, £, m,w, o] so
State;(f,w,0,0) = 0. Then

Pr (State(f, (&, 0:)ici, t =1) = Pr (Statei(f,&,0,01,81) =1
Bwrvl( ate(f, (@i, 04)icpy, trl|A1) = 1) DL (Stater (f,,0,00, 1) =1)

= err}(0).

Now let ¢ > 2. Then

State(f7 (wla Ui)ie[t] > Yo (aja ﬁ])]G[z—l]) =0

implies
Statel(f7 d)y g,7, (aj7 /8])]6[271}) = 07

and so

ﬁizrvl [State(f’ (wla Ui)ie[t] > Vs (aja ﬁ])]é[z]) = ”

= Pr [State;(f,w,o0, (ajaﬁj)je[i]) =1]< errﬁ(cS).

Bi<V1

. Verifier decision. The verifier rejects if V; rejects. If

State(f? (wlﬂ o—i)ie[t] y Vs O, /317 ceey O, 6’6) =0

then Stateq(f,w,o,a1,51,...,ak, 8k) = 0 and so V; rejects.
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5.6 Example application of WHIR

We conclude with a concrete example illustrating how WHIR transforms a poly-
nomial IOP (PIOP) into an IOP. For simplicity, we choose very small parameters;
in practice, the parameters are selected as functions of the proximity parameter §

and the security parameter \.
Example 5.8.

Setup.
o Let F =TF17. Let m =3 and P have the polynomial
F<%[X1, Xo, X3] 3 fo :=4X1Xy 4 2Xo X3 + 3X1 X3 — X1 — 2X, — 3Xs.

V wishes to verify that £(0,0,0) + f(1,1,1) = 3.

e In the IOP, V has oracle access to fo: Lo — TF where fo(z) :=
folpow(z,3)) = fo(z, 22, a*) for z € Lo. In our case,

fo(x) =225 + 325 — 32" + 423 — 222 — 1.

o We define the weight polynomial and target:

wo(Z, X1, X2, X3) :=Zeq((0,0,0), (X1, X2, X3))
+ Zeq((1,1,1), (X1, X2, X3))
=Z(1-X1)1-X2)(1 - X3)+ Z2X1X2X3
=Z(X1Xo+ X1 X3+ XoX3 - X1 — X9 —X3+1)

and og 1= 3.

Now, since fo is multilinear, Z wo(fo(b),b) = f0(0,0,0) + fo(1,1,1) and
beB3
thus fo € CRS[F, £, 3,10, 3] =: C if and only if fo(0,0,0) + fo(1,1,1) = 3.

P and V now engage in the WHIR protocol to prove that fo is d-close to a code
word of C. We choose:

mo=3, M:=2 ko=ki=1, t1=ts=2.
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Then

m1:2, m2:1.

We let
£0 = £1 = {37 57 65 77 _77 _67 _57 _3}>

then
LE=1r12=1{2,8 -8 2}

1. Initial sumcheck. P sends V the univariate polynomaial

hoi(X) = > o(fo(X,b1,b2), X, by, by) = TX? — 4X.
b1,b2€B

The verifier samples a1 1= —2.
Since kg = 1, this completes the initial sumcheck.
2. Main loop.
(a) P calculates

Fi(X1, Xs) = fo(=2, X1, X2) = —10X] + 2X1 X5 — 9Xy + 2

and
fi(a) = fi(z,2?) = 22% — 92% — 10z + 2.
P sends V the oracle to f1 over L.

(b) V samples z19 = —3 and sends it to P. They set
z1,0 = pow(—3,2) = (=3,9).

(c) P calculates
yro = f1(=3,9) = -1
and sends it to V.

(d) V samples z11 = —2 and z12 =2 and y1 = 5. They set

z1,1 = pow(—2,2) = (—2,4),
z12 = pow(2,2) = (2,4).
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(e) We set

2
W1(Z, X1, Xo) r=100(Z, —2, X1, X2) + Y _ ¥+ Zeq(z15, (X1, X2))
j=0

=32X1+4ZX,+10Z.

P sends V the univariate polynomial

ha(X) =Y dn(fi(X,0), X,b) = —3X> —6X +7.
beB

V samples a1 = 4.

Since M — 1 = k1 = 1, this concludes the main loop.

3. Send final polynomial. P sends V the final polynomial

~

(X)) = fi(4,X) = -4— X,

4. Sample final randomness. V samples final randomness r?n = —2 and

rin — g,
Decision stage.

1. Check initial sumcheck. V checks that iLQ,l(O) + iLOJ(l) = 09. This holds

since
ho1(0) + ho1(1) =0+ 3 =3 = oy.

2. Check main loop. V has to calculate foldings. She first queries the oracle
for evaluations of fo at Block(Ly,1,—2) = {=7,7} and Block(Ly,1,2) =

{—6,6}:

x | =7| 7 |-6]6
folw)| 6 |=3| 5 | -5
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V now computes

go(21,1) = Fold(fo, —2)(—2)

_ SN+ (7)) fol=T) = fo(7)
2 5 (=7)

go(z1,2) = Fold(fo, —2)(2)
_ Jo(=6) + fo(6) _, fo(=6) — fo(6)
> 2 (=6)

= 4.

Using this, V checks that

t;
h11(0) + ha 1 (1) = hoa(aor) + 1yro+ Y7 go(z1)-
i=1

Indeed, iLLl(O) + iLLl(l) =7—2=5and
2 .
ho,1(c0,1) +71y1,0 + ZW{HQO(ZLJ’) =2+5(-1)+8-446(-4) =5.
j=1
Since M — 1 = ky = 1, this concludes checking the main loop.

3. Check final polynomaial. V  queries for evaluations of fi at
Block(Lo, 1,—2) = {-=7,7} and Block(Lo, 1,—8) = {—3,3}:

T 7171 -3| 3
filx) | =1 7] —-1|—4
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V now computes

g1(rf") = Fold(f1,4)(-2)

AT+ A7)
- 2 4 2. (=7)

g1(r3") = Fold(f1,4)(~8)

_ N3+ AG) L,
2 2 (=3)

=4.

V checks that fo(ri™) = gy (ri™)and fo(rf*) = g1 (ri™). And indeed, fo(rfi") =
—2 and fo(rf™) = 4.
Finally, V verifies that

> i (f2(0),4,0) =3 = h1(4).

beB

This concludes the execution of the WHIR protocol. Since all verifier checks succeed,
the verifier accepts the transaction and that fy is d-close to the code C, which in

turn implies that the underlying multilinear polynomial fg satisfies the constraint

£0(0,0,0) + fo(1,1,1) = 3.
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6 Conclusion

In this thesis, we studied WHIR, an interactive oracle proof of proximity for mul-
tilinear codes introduced in [ACFY25|. A central contribution of this work is a de-
tailed analysis of the construction and security of WHIR, together with a corrected
and clarified presentation of several arguments that were incomplete or incorrect
in the original exposition. We hope that this thesis provides a clearer and more

accessible account of the protocol and its underlying techniques.

In Chapter 3, we introduced smooth constrained Reed—Solomon codes, mutual
correlated agreement, and block distances. These notions form the algebraic foun-
dation of WHIR and are used throughout the security analysis in Chapter 5. We
also proved the Johnson bound in Theorem 3.10, illustrating the list sizes that arise

in the list decoding of Reed—Solomon codes.

In Chapter 4, we reviewed the framework of interactive oracle proofs (IOPs), IOPs
of proximity (IOPPs), and polynomial IOPs (PIOPs), together with cryptographic
tools such as Merkle trees and the Fiat—-Shamir transform. These components en-
able the compilation of a PIOP into a post-quantum secure hash-based zk-SNARK

via proximity testing and the BCS transformation.

Finally, in Chapter 5, we presented the construction of WHIR (Construction 5.1)
and analyzed its design in detail. We proved its completeness and established its
round-by-round soundness, providing corrected proofs for several technical claims
and correcting two error bounds in comparison with those stated in [ACFY25].
We finished with Example 5.8, which explicitly demonstrated how WHIR can be
applied to transform a concrete PIOP into an IOP.
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