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Abstract

During the First World War, the Nether-
lands maintained a stance of carefully
guarded neutrality. International telecom-
munications in the form of telephone and
telegraph were closely monitored and cen-
sored by so-called censorbureaus. In 2019
new files were declassified and released
to the Dutch National Archive about these
censorship bureaus at Amsterdam and
Rotterdam, covering 1914 to 1918. They
provide detailed insight in the day-to-day
business, the codebreaking efforts and spe-
cific cryptanalytic results.

The material provides a completely new
perspective on the genesis of modern
Dutch codebreaking. This article gives
a first survey of the development of
these interception bureaus. It analyses
their pioneering codebreaking activities
and presents historic material on German
diplomatic ciphers. Also, it provides new
insight into the mysterious sale in 1919 of
German codebooks from the Netherlands
to the United States, as reported earlier in
the literature.

1 Introduction

More than a century later, the First World War
(WWI), also known as the Great War or la Grande
Guerre, continues to fascinate from a cryptolog-
ical perspective. It marked the systematisation
and institutionalisation of cryptological activities
in the belligerent countries — necessitated by the
wide-scale adoption of wireless communication.
It also involved a unique cryptanalytical achieve-
ment — the uncovering of the Zimmermann tele-
gram — with geopolitical effects: it brought the
United States to the battlefields in Europe, chang-
ing the balance of power. The recent overview
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book (Smoot, 2023) on American cryptology dur-
ing WWI demonstrates this continued interest.

This article fits in the same line, yet from a
Dutch perspective. It is based on an old dossielﬂ
that was made public recently. In this paper we re-
fer to it as the ‘GSIV dossier’, where GSIV is the
fourth section of the General staff. The dossier has
been released in 2019 by the Dutch General Intel-
ligence and Security Service (AIVD), to the Dutch
National Archive. It covers reports by heads of the
two military censorship bureaus, stationed at the
central telegraph offices in Amsterdam and Rot-
terdam. Their task was to monitor telegraph and
telephone communications. It also contains de-
tailed cryptanalytic reports on German and Amer-
ican codes. Little was known about such activi-
ties in the Netherlands during WWI because the
Dutch intelligence organisations destroyed their
own archives in May 1940, as Nazi-Germany in-
vaded the Netherlands. This remarkable dossier,
that apparently survived and showed up recently,
sheds new light on Dutch cryptological activi-
ties from those early years. It has the work-
floor perspective of the military censors, how they
started themselves to try and decrypt coded diplo-
matic messages that went through their hands, and
how succesful they were in doing so. They sys-
tematically broke German encrypted communica-
tion and they succeeded in breaking some British,
French and American codes as well. Moreover,
the dossier contains a few orginal coded German
telegrams, including their decryption, see for ex-
ample Figures [4] and [5|below.

This article consists of four parts: Section
starts with a general description of the activities
at the censorship bureaus of Amsterdam and Rot-
terdam, as described in the GSIV dossier. Subse-
quently, Section [3| will go into more detail on the

I Available via the Dutch National Archive: [nation-
aalarchief.nl/onderzoeken/archief/2.13.70, Generale Staf,
§8.A.1, GSIV.


https://www.nationaalarchief.nl/onderzoeken/archief/2.13.70
https://www.nationaalarchief.nl/onderzoeken/archief/2.13.70

cryptanalytic efforts together with historic exam-
ples. The main focus will be on German diplo-
matic communication. Further details, in partic-
ular about cryptanalysis of British and American
codes will appear in follow-up publications. Sec-
tion [4] presents some of the more anecdotal mate-
rial in the GSIV file to provide some couleur lo-
cale to the codebreaking efforts. At the end, Sec-
tion [5] will present new clues in the case of the
mysterious procurement of German codebooks by
the Americans in 1919 as described in book ’the
American Black Chamber’ (Yardley, 1931)) and in
Mendelsohn’s study on German Diplomatic Ci-
phers (Mendelsohn, 1937)).

As a general reminder to the reader, during
WWI the Netherlands remained neutral. The
Dutch army had been mobilised, but stayed out
of the conflict. Maintaining this neutrality was a
challenge. The two opposing sides in the war were
keenly watching the Netherlands and could inter-
prete any action as choosing sides and as a casus
belli (Abbenhuis, 2006; [Tuyll van Serooskerken,
2001). At the same time, the neutral territory at-
tracted many spies, from all sides (Klinkert, 2013)).
In this situation the Dutch government acted cau-
tiously and needed what is now called ‘situational
awareness’. Being able to decrypt secret diplo-
matic communications was definitely helpful.

2  WWI censorship at Amsterdam and
Rotterdam: general findings

This section gives an overview of the military cen-
sorship activities at the central telegraph offices
at Amsterdam and Rotterdam, as described in the
GSIV dossier. After a general introduction, some
specific findings are high-lighted in separate sub-
sections.

The fourth section, GSIV, of the General Staff
(GS) of the Dutch military organisation had a
broad task, notably censorship, but also preven-
tion and combatting smuggling. Intelligence gath-
ering was done by GSIII. Immediately after the
war broke out, on July 28 in 1914, two censorship
teams of military officers from GSIV were formed
and dispatched to the central telegraph offices of
Amsterdam and Rotterdam. The newly formed
teams started working on August 1, in close co-
ordination with the local staff — which was un-
der orders to cooperate and keep it all secret. The
offices at Amsterdam and Rotterdam functioned
as national hubs, through which ‘suspicious’ tele-

grams were routed from local offices.

The recently released GSIV dossier contains de-
tailed reportf] of (successive) heads of these mil-
itary censorship bureaus, covering especially the
first two years of the war. These reports were
written for the General Staff and look like per-
sonal retrospects of the bureau chiefs. They are
full of personal observations and remarks, and de-
scribe in a rather informal and casual manner what
worked well and also what went wrong. They
are a pleasure to read. The rapporteurs were
Captain P. Schaafsma (at Amsteram) and Captain
P.J.A. van Mourik, Lt. Colonel A.W.A. Michielsen
and Captain G.W. Nyweide (at Rotterdam). The
reports from Rotterdam are the most extensive and
informative, covering about two hundred pages;
they form the main basis for what follows. Ini-
tially, both censorship bureaus consisted of two
(military) persons, but they grew during the war
to 10 or 11 persons. They worked closely together
with several more telegraph staff members.

2.1 Rules and regulations

The telegraph and telephone censorship operated
under a special legal framework that was not avail-
able or announced to the public. This framework
for the military was established by a secret Royal
Decree (Koninklijk Besluit), dated July 31, 1914,
which formulated a wide-ranging goal: to prevent
any communication that forms a threat to national
security. Telegrams could be withheld, changed,
or partially deleted. Encrypted telegrams were
not allowed: the contents should be formulated in
an understandable language (in Dutch, or English,
German, French) when submitted to a telegraph
office. There was one diplomatic exception: con-
suls and chargé d’affaires of other countries were
allowed to communicate in encrypted form. Such
encrypted telegrams were copied, by the Dutch
censors, for later analysis. Also, encrypted com-
munication, in the form of cipher blocks, was red
aloud by phone, for instance by the German con-
sul stationed in Rotterdam, Martin Renner, talking
to the German intelligence station (Nachrichten
Sammelstelle) at Wesel (that covered the Nether-
lands). Such exchanges were also copied. Com-
munications (via telegrams or phone) with rele-
vance for national security were passed on to the
General Staff in the Hague.

2Labeled with numbers 1937, 1938, 1939 within the
2.13.70 archive of footnoteE}



A part of the reports written by the censorship
chiefs involved suggestions for improvement to
the Royal Decree, based on experiences so far. In
cases where the provisions of the Decree were un-
clear or incomplete, clarifying instructions were
asked to the head of GSIV at the General Staff in
The Hague, e.g. about whether or not to tap inter-
national phone calls only, or national calls as well
(answer: yes). From today’s perspective we no-
tice that there is a legal framework in place, but
no independent oversight. The surveillance was
not universal but selective, driven by target infor-
mation and by resource constraints. For instance,
in mid 1916 the censorship bureau at Rotterdam
had listed 55 individuals for phone taps, including
the consuls of Germany, Britain, France and Bel-
gium. Of course, in those days, phone calls were
not so common, especially international calls. The
report shows that the Rotterdam switch handled at
the time almost 10.000 phone calls per day.

2.2 Origin of GSIV dossier

At the end of this general introduction we briefly
discuss the surprising recent emergence of the
WWI dossier on GSIV that forms the basis of
this article. As mentioned, the Dutch intelli-
gence dossiers were destroyed in May 1940, in
order to prevent that they would fall in German
hands. Why and how did this dossier on cen-
sorship and cryptanalysis by GSIV escape de-
struction? Frankly, we have no idea. What we
can recover from the records in the Dutch Na-
tional Archive is that after WWII the dossier ex-
isted, first at CCB (Code Codrdinatie Bureau,
1944 — 1960) and at its successor NBV (Nation-
aal Bureau Verbindingsbeveiliging, 1960 — 2001);
the latter organisation eventually merged into the
AIVD, which transferred the dossier to the Na-
tional Archive in 2019. This CCB and NBV had
the role of national communication security organ-
isations, see e.g. (Wiebes, 2001) for more informa-
tion. As an aside, the CCB was first run by Colonel
Jacobus Verkuijl, who worked on Japanese codes
in the Dutch Indies in the 1930s and who was
invited by the Americans to stay a year at Ar-
lington Hall during WWII. There he worked (too)
closely with J.S. Peterson, see (Wiebes, 2008),
and learned that the Netherlands had to protect its
communication better.

3 Cryptologic work in Amsterdam and
Rotterdam

At the central telegraph offices in Amsterdam and
Rotterdam, military censors were instructed to
block all encrypted communication, with the ex-
ception of diplomatic ones. Copies of all cipher-
texts had to be sent to the General Staff in The
Hague. Soon, two months after the start of the cen-
sorship activities on August 1, 1914, the General
Staff reported back that they should stop sending
the ciphertexts because no-one was doing anything
with them in The Hague. They were just piling up.

Interestingly, the military censors of GSIV at
Amsterdam and Rotterdam then got interested and
decided to give it a try themselves to break the
encryptions. These officers were well-educated
in general but not in cryptanalysis. Their reports
clearly show an analytical mindset and are written
in an almost academic style. The first reconstruc-
tion — of 2300 words, a substantial part — of a
German code book (called ‘code I’ in the reports)
happened in April 1915. What helped was that
the code book was alphabetic in nature and that
the Germans occasionally made mistakes in using
it, and sometimes even duplicated messages (or
phrases) in plaintext or in other codes. Also, the
German consul in Rotterdam standardly reported
about ships going in and out of the Rotterdam har-
bour. Thus, the contents of the encoded messages
were often predictableﬂ

The official top-down Dutch policy in 1914 was
aimed at censorship (blocking ‘dangerous’ com-
munication) not at uncovering secret, encrypted
information. Once decryption succeeded, locally
at Amsterdam and Rotterdam, and decrypted se-
cret messages were sent to the General Staff, their
value was recognised at the highest levels.

3.1 Cryptanalytic pioneering

The censorship officers at Amsterdam and Rotter-
dam were not prepared in any way for the crypt-
analytical work that they chose to perform. They
were autodidacts, who learned by doing, but also
by studying. They did collect all the literature that
they could find at the Department of War in The
Hague. This included the following texts.

e A. Colon, Etude sur la Cryptographie, a Bel-
gian text that appeared in Revue de L’Armee
3The censorship officers soon found out that the Germans

used a mono-alphabetic substitution cipher for the names of
ships, inside their code-book messages.



Belge and was apparently also known to the
American WWI cryptographer Parker Hitt,
see (Hatch, 2014).

e Eduard A. Fleissner von Wostzowitz, Hand-
buch der Kryptographie, Wien, 1881;EI

* M. Muirhead, Military Cryptography, an ar-
ticle from 1912

e Rudolf Schmid Von Schwarzenhorn, Uni-
versal geheimschrift, and also Neues
Geheimschrift-verfahren, two undated (and
unfamiliar) manuscripts.

The Dutch censorship officers were cryptologi-
cal autodidacts at a personal level. But one could
say, the Netherlands, as a small neutral country
without strategic partners, was also autodidactical
as a nation. In contrast, Smoot (2023} p.2) writes:

But the United States could not have developed
its system so rapidly had it not been for the sig-
nificant contribution of the United Kingdom (the
Admirality’s Room 40, the War Office’s MI1(b),
and the British Expeditionary Forces I(e) wire-
less and cryptologic staff), as well as France (the
Deuxiéme Bureau’s Bureau de Chiffre and sub-
ordinate army cryptologic units).

In Section Bl we shall see that the Netherlands also
contributed to the cryptological position of the US.

3.2 Two teams of cryptologists

In the limited available sources, before the release
of the GSIV dossier discussed here, one does find
mention of Dutch cryptanalytical WWI successes,
for instance, in (Klinkert, 2013) or in personal
recollections, but without details. The achieve-
ments are always attributed to one single individ-
ual, namely to Henry Koot (1883 — 1959), an of-
ficer originally from the Royal Netherlands Indies
Army. Koot is mentioned for instance in (Wiebes,
2008)), as “considered to be one of the best Dutch
cryptologists”, and in (Kruh and Deavours, 2002).
The NSA Daily — History Today, of August 24,
2011/ writes about Koot :

The Netherlands had its counterpart to Herbert
Yardley ... in Henri Koot, the “godfather” of
Dutch military cryptology ... one of the greats
in cryptology, albeit little known outside of his
homeland.

4See kryptografie.de/kryptografie/personen/eduard-
fleissner.htm

°Republished as (Muirhead,
doi.org/10.1080/03071841209417859.

Released in 2015, see [pdf link

1912), see

The censorship reports from Rotterdam and Ams-
terdam give a new, more nuanced picture. There
were multiple people doing cryptanalysis, in a
real team effort. They each had their own break-
throughs, with different codes. Successes are
for example due to Rotterdam officers Bennewitz,
Berenschot, Boomsma, Lettinga and Vis and to
Amsterdam officer Van Tricht. It is interesting to
note that also the acting station chiefs contribute to
the succes as with Van Mourik and Nyweide. Koot
was the most proficient in breaking codes, but def-
initely not the only one. Because of his skills, he
was allowed to spend all his time on cryptanalysis
and was freed from bureaucratic duties. Describ-
ing him as the sole Dutch WWI cryptologist is a
misrepresentation.

3.3 Breaking German Diplomatic Codes

The GSIV dossier contains several sources with
information about German diplomatic codes, their
properties and the efforts of breaking them. First,
there are the Rotterdam reports that describe suc-
cesses but also how these were achieved, what
mistakes were made and how information was
gathered. In addition to the reports, there is also
a separate file with descriptive and cryptanalytic
articles about several German Diplomatic ciphers.
These articles, or ‘notes’ as the Dutch called them,
were used to summarise and archive the analy-
sis of a certain code. These reports were ex-
changed between Amsterdam and Rotterdam to
benefit from each others results and insights. Un-
fortunately, some of these notes are missing, for
unclear reasons: there are some references in the
Rotterdam reports to notes about German code
systems with name, date and author that are not
in the GSIV dossier.

The Rotterdam report describes in detail how
the staff of the censorbureau had to bootstrap their
codebreaking activities. Every aspect of the code-
breaking metier had to be invented on the spot.
When they brokfﬂ their first code in april 1915, it
is simply referred to as ‘code I'. After a while the
Dutch codebreakers discovered more new codes
with new systems and new variants, so they had to
invent a scheme to order and catalogue the codes.

The Dutch codebreakers started to number dif-
ferent codes with a Roman number: code I, II,
III, IV etc. After a while this system had te be

"The rapporteurs use a very peculiar but effective phrase
for when a code is solved or broken; They would say that a
code has “fallen”
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Figure 1: From appendix XXII of the Rotterdam
report by van Mourik an overview, in Dutch, of
decryptions until May 1916. In the left column, in
Roman numerals, the codesystem and variant. In
the right column the number of decryptions.

expanded because the Germans were constantly
modifying their codes with new variations, mod-
ifications and additions. This was probably done
in an attempt to increase security. So code I ex-
panded to variant Ia and Ib and code II was re-
fined to Ila and IIb and so on. The Rotterdam re-
port states that during the first two years of the
war in total 76 German codes, including varia-
tions, were broken. That is a non-trivial achieve-
ment. The Rotterdam office kept detailed statistics
on the number of decrypted messages and the kind
of code used. An example can be seen in Figure
[Il where one finds in the last column the number
of decrypted messages in a particular code sent to
the head of the General staff from the start of the
bureau until May 1916 — totalling 1891.

One of the code families was of special value.
Van Mourik writes in his report: (translation by
the authors): “Code 1III (...) is a very important
(code) because it is the consular code, that means

the code that is used to discuss the important polit-
ical matters”. Code III, and some of its successors,
are the family of German diplomatic codes.

Below we present some distinctive properties to
describe and catalogue German diplomatic codes
and are also used internationally. This will make it
easier to describe results and put things in a larger
context. Every German (diplomatic) code has a
certain designating number. This is a number that
(almost) always appears at the beginning of the
message and it ifunctions as an indicator which
codebook or system is used. This is of course nec-
essary for the recipient to be able to decode the
message. So one might talk about the 2500 code or
the 29000 code. These designating numbers will
be used in the rest of this article.

German Diplomatic codes were based at the
time on large codebooks. These books contain
thousands of words, names and places with a cor-
responding number. The combination of this num-
ber, the page in the book and sometimes some
other ingredients, would lead to a translation from
a word to a number and vice versa. The Germans
would make variations of a codebook by reorder-
ing the pages, renumbering the words or a modifi-
cation in how to construct the final number. These
encoding variations would get a new designating
number so that the communicating parties would
know exactly what to use. More about such varia-
tions can be found in (Lasry et al., 2020).

In the reports from Rotterdam, but also in in-
ternational sources, these variants are ordered in
some form of hierarchy. One code would be con-
sidered the main code and other codes are seen
as descendants. Depending on the reconstructed
codebooks available, it is not always certain which
codebook should be considered the main one and
which one a variation. It will depend on the kind of
messages that are intercepted and which codebook
is solved first. These different family trees of Ger-
man diplomatic codes will turn out to be of value
in the last section of this article. Figure |2 from
(Mendelsohn, 1937) shows a graphic representa-
tion of such a hierarchy and also shows designated
numbers of German diplomatic codes.

xx
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Figure 2: Cryptologic family tree of code 18470.



3.4 Examples of historic codebreaking

What makes the reports from Rotterdam so inter-
esting is that they offer a peek at actual crypt-
analysis during WWI, hidden in a back room at
the Rotterdam Telegraph office between 1914 and
1918. Sometimes, results were achieved by statis-
tics or logical reasoning. But often breakthroughs
were made because of clever combination of oper-
ational possibilities.

Section [3] already mentioned code I. The break
of code I started with a house search by the police
in a case of suspected German espionage. During
this search, the police found a note together with
a letter to the German chief of naval Intelligence
Prieger. The note is included in the report from
Van Mourik and is reproduced in Figure 3]

Op dat papliertje stond:
Terﬂc?elling Fauer;mhiff‘
4 U
29627 44868
! I T
Bei Palmearon agacharias eind
Kreuzer
48497
L4 in letzter Zeit drei Ausgortajs oder
Torp. boote abgeblendet
89938 28282
/ i
esterput esehen worden.
i 5 g Arelond
(eigenschaftewort mit &) England

Erudiate

14645 16491

Bt
sind dles desmedgiti ecqui
‘Katlo’nalitét.
52280

oder welcher Asolaron. -
(aueldndisch)

Nachricht Ausland

59860 37250

Comisorio aus dem Scosceso.

Figure 3: First clues to ‘code I’ in a note captured
by the Dutch police from a suspected German spy.

These few codewords mark the start of the fall
of code 1. After a couple of days the Rotterdam
bureau intercepts a phone call to the German in-
telligence station in Wesel, in which some words
are replaced with code numbers. Van Mourik de-
scribes the process honestly: “We could still not
draw any conclusions, since we had no idea how
the German code was constructed”. They keep
combining intercepted phone calls with the word
list reconstructed so far. At the same time they
had to figure out how the code actually works (the
fact that there is a code book, with page numbers
and alphabetically ordered words). Van Mourik
explains why he describes the breaking of this par-

ticular code in such great detail : “The discovery
of code I is so important, because with that experi-
ence (...), we were able to find all the other codes”.

The next example in Figure [ shows an inter-
cepted German coded telegram with added hand-
written decryption. It starts with two numbers:
175 and 200. The handwritten notes above the
numbers show that 175 is the number of the tele-
gram and 200 is the Erkennungszahl, or designat-
ing number. As far as readable, it says:

Dampfer aus England ist heute Vlissingen nicht
parterop(?) ankommen. Feuer - schiff Nord -
Hinder(?) doch nichtens nach Nord partirop(?)
verlegen werden wegen substanti(?) Aus(?) En-
glish Meinen - feld bis 52 Grad Nord Breite und 2
Grad 22 Minuten Ost Linge. Genau Lage Feuer
- schiff wird bei substantisch(?) Verlegen par-
tizip bekannt. Gefahrlich is jetzt Fahrt zwischen
1 35(?) Ost und 3 18 Ost von 51 15 Nord bis 51
40 Nord Ferner zwichen 1 55 ost und 2 32 Ost
von 51 40 Nord bis 52 Nord. Mueller.

8/8-16 van Ausw. Amt san D, G. Haeg
: (Code 94000)

erfolgen

ntralisieren Sei- fe
11598 18253

23564 23098

Cabinett- beachlusz B
10160 19761 3044

~ immen noch in . Hollsnd
275 10257 20328 40191

.
3131

Figure 5: Decryption of a German telegram in
code 94000 dated March 3rd 1916

Figure [5] shows another original German tele-
gram, in code 94000. This code was used be-
tween the Deutsche Gesandtschaft in The Hague
and Auswdrtig Amt Berlin about matters of import
and export. The censors in Rotterdam therefore
called it the ‘trade code’. As in this telegram, the
designating number is sometimes omitted when
both communicating parties considered it to be ob-
vious in which code they were communicating.
The message is as follows.

Fir Gneist. Centralisieren Sei- fe erfolgen
dritte Mérz durch Cabinett- beschlusz. Belgien
kann aber immer noch in Holland Preis politik
gefidhrden.

4 Anecdotal observations

As previously mentioned, the telegraph station
staff, under the instruction of the censors, moni-
tored selected phone calls. Summaries of the calls
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Figure 4: Decryption in handwriting of a German telegram in code 200 dated June 15th 1916.

were recordecﬂ At the time, the telephone system
worked via switchboards with cables. Connec-
tions were added so that the sensitive calls could
be copied to an additional ‘tap’ phone in an adja-
cent room. The report dryly remarks that the cen-
sors soon found out that it was wise to remove the
microphone from this second tap phone.

The censorship itself was meant to be secret and
the military censorship officers worked in plain
clothes, but pretty soon almost everyone in the
telegraph offices of Amsterdam and Rotterdam
knew about them. Also outside, many journalists
and diplomats were soon aware of the censorship.

8These summaries are not included in the GSIV dossier.
In general, the dossier mostly describes procedures together
with a few highlights and personal reflections.

During the war there were few limitations for
the Dutch press. Occasionally, telegrams from
journalists working at the border were redacted by
the censors, in order not to leak military details.
Foreign journalists were monitored systematically,
also because several spies worked under journalis-

tic cover, see also (Klinkert, 2013)).

Encrypted messages were also passed on in
phone conversations, in which the wordcodes, like
90987, were red aloud, in sequence. This could
easily go wrong. The intended German receiver
could ask for a repetition when a sequence of num-
bers was unclear, but the Dutch copiers could not,
to their frustration. Copy mistakes were a constant
concern: such coded telephone calls could easily
last an hour.



The Dutch noticed that the German military at-
taché Renner was very careful and, for instance,
never by accident mentioned the cleartext instead
of the ciphertext. They assumed that Renner had
been trained in these matters. In contrast, the Ger-
man consuls in Rotterdam, first Gneist and then
Bosenick, made more mistakes — to the advan-
tage of the censors. Moreover, they were contemp-
tuous when they erred and would say things like:
“never mind, those Dutch don’t understand such
matters anyway’’.

The reports about the censorship activities de-
scribe several times how enthousiastic the (self-
taught) censors were about their cryptanalytical
activities. For instance, van Mourik write (trans-
lated by the authors):

... working on these codes is extraordinarily cap-
tivating and interesting. Hours and hours in suc-
cession — usually during our spare time — have
we dedicated our efforts to this; nothing was
more satisfying, so we found, than having fully
decrypted a message. It is noteworthy that we
sometimes spent hours thinking about one word,
and days about one short message.

Van Mourik thinks ahead about how to train
codebreakers in the future. He proposes that
the elite school for senior rank officers (Hogere
Krijgsschool) should develop a course on cryptol-
ogy. He vividly describes in his report the discus-
sions he had with Koot about this (translation by
the authors):

At the Military Academy, mr Koot and myself
learned a thing or two about cryptography, but
we did not realise, that this was such an extensive
and interesting study. We both have expressed
multiple times, that it would be very worthwhile,
if cryptography would be part of the standard
curriculum of the Military Academy, for exam-
ple in the first couple of years at least one hour
every week. What beautiful puzzles would we
provide the students of this course; Mr Koot of-
ten salivated at this idea.

Indeed, after WWI Koot teaches at the military
school and educates a whole new generation of
dozens of Dutch military cryptologists, including
Verkuijl (Wiebes, 2001). Van Mourik shows him-
self to be quite the visionary when he thinks about
how to institutionalise the cryptologic activities in
Netherlands. Van Mourik writes (translation by
the authors):

The undersigned has - for a long time - consid-
ered the question of whether it is not desirable -
we need not doubt its feasibility - to establish a
‘decryption bureau’ in our country during peace-
time. (...) Especially for times of tension, this

measure seems to me very desirable. Knowing
what is going on in Europe during such times
is - needless to say - extremely important. To
only take this measure when there is some ten-
sion on the political horizon does not seem wise
to me. At that time, the individuals who would
then be charged with this task could not fully im-
merse themselves in it; they must solve the var-
ious codes and collect the necessary data during
peacetime, so as to be able to use them at the right
time.

Many countries, including the Netherlands,
would forget this lesson between the two world
wars. In the economic crisis of the 1930’s, many
government cipherbureaus were closed.

4.1 Ships, spies and smugglers

The Rotterdam report of van Mourik also elabo-
rates on the contents of the German messages that
were decrypted, especially from the military at-
taché Renner. They cover many newspaper arti-
cles, both from Dutch and international media, and
also much shipping information especially about
the Rotterdam harbour and about its continued
trade with the UK. Also, many smuggle activities
showed up, and were shared by the censors with
Dutch authorities. There are also several spy sto-
ries, partly overlapping with (Klinkert, 2013). The
latter source was written before the release of the
GSIV dossier at hand, giving opportunities for fur-
ther study.

5 Selling German codebooks to the USA

During WWI the United States were also break-
ing German codes (Smoot, 2023). Herbert Yard-
ley founded MIS8 as a so called Black Chamber
to focus the US cryptanalytic efforts (Yardley,
1931)). Charles J. Mendelsohn reveals in his report
‘Studies in German Diplomatic Codes Employed
During the World War’ (Mendelsohn, 1937) an
intriguing story about German codebooks stem-
ming from the Netherlands. He describes that in
April 1919, in the Netherlands, American officials
had been offered German Codes books for sale.
At Christmas 1919 the material was sent from
the Netherlands to Washington for inspection and
analysis to see if it was worth buying.
Mendelsohn describes the person selling these
codes as “The Dutchman” He also describes the
uncertainty surrounding the identity or nationality
of this person. On the one hand there is (Yard-
ley, 1931) stating that the codes were offered to the
Americans in The Hague, that is the Netherlands,



but by a German spy. Mendelsohn, on the other
hand, makes a case for the fact that the Dutchman
was, in fact, actually truly a Dutch person. Both
scenarios have their merits and drawbacks and at
the end Mendelsohn is reluctant to draw a final
conclusion.

The GSIV dossier about the Dutch code break-
ing efforts in Rotterdam and Amsterdam contains
evidence, described below, that the material of-
fered to the Americans actually came from GSIV.
The evidence makes it plausible that the Dutch-
man from Mendelsohn’s report was someone from
or with access to our group of pioneering code-
breakers at the telegraph offices.

5.1 The mysterious Dutchman

The first part of the puzzle is Mendelsohn’s de-
scription of the Dutchman’s material:

This material contains (...) a skeleton of code
known as 2500, with tables for changing this
code into four encipherments called by the
“Dutchman” (...) 37000, 29000, 20000 and
18400. The last turned out to be identical with
18470, although in the messages received by MI8
that designating number was never employed.

The list of codes is of course a clue, but more
specifically the fact that one of the codes is re-
ferred to by the Dutchman with the designating
number 18400. Apparently, MI8 never used that
number, but used 18470 instead. This will be an
important clue.

Mendelsohn writes in his report how the Dutch-
man thinks these codes relate to each other (which
code is a variant of which code):

Probably code 2500 is the original code book.
From this code are derivated (sic!) the codes
18400, 29000, 37000 and 20000.

The Americans have a different codetree, see
Figure 2| with 18470 as the main code with 2500,
29000, 37000 and 20000, and others, as variants.
Now it is time to compare this with the material
from Rotterdam to see how the three Rotterdam
reports describe the various codes.

The reports from the Rotterdam bureau set out
in quite some detail which codes are found, how
they are broken, what name the bureau assigned to
them and how the codes relate to each other.

Code 2500,

De veriatie van dezem code n.l., de 29000 werd ook in dit
tydperk veelvuldig gebruikt,Van de andere variatiew,de
18400,verschenen slechts een paar telegrammen.Naast de 29ee0
kwam echter nog de code 20.,000,een zelfde systeem als eerst-

genoemde,

Figure 6: Section about code 2500 in the Rotter-
dam report by Nyweide. Translation: “Code 2500:
The variation of this code, namely the 29000, was
also frequently used in this time period. From the
other variation, the 18400, only a few telegrams
appeared. In addition to the 29000, however, there
was also the code 20,000, a similar system to the
aforementioned.”

The third report from Rotterdam by Nyweide
contains a separate section on code 2500. This
section is shown in Figure[6] Here we clearly see
that the group in Rotterdam consideres code 2500
to be the main code and the others (20000, 29000
and 18400) variants of that main code. We can
also clearly see that they use the 18400 designator
for what in the US and UK codebreaking literature
mostly is referred to as the 18470 code.

These two elements, the code-tree with 2500 at
the top and the designating number 18400 in stead
of 18470, are a unique fingerprint for the Rotter-
dam and Amsterdam codebreakers. This makes
it extremely likely that the mysterious Dutchman
that Mendelsohn describes is, in fact, someone
from or in the vicinity of our Dutch censor code-
breakers.

5.2 How good were the Dutch Codebreakers?

As a final thought experiment, we try to position
the Dutch codebreakers at an international stage.
The most well known counterparts are Yardley’s
group MI8 in the United States, Room 40 in the
United Kingdom, and the Deuxi¢me Bureau in
France. In no way do we present this as a sys-
tematic comparison of these different codebreak-
ing group. But if we lift out one section from the
last report from the Rotterdam bureau in the GSIV
file, we obtain an interesting international perspec-
tive.

Nyweides report from Rotterdam mentions
codes 5300, 7500 and 9300 quite casually. This
short paragraph can be seen in Figure[/|.



Codes 5300,7500 en 9700,

Deze codes werden in den loop van het verslagtydperk verder
vervolledigd.Van de laatste werd door Amsterdam eem nota inge-
diend,van de voorlastste verscheen een door de H.H, Berenschet
en Van Tricht semengestelde nota.Helass hielden de telegrammen
in dezen code reeds op toen het entdekkingswerk neg niet ge-
heel ten einde was,Toch ken de verborgen inheud ven heel wat
belangryke diplomatieke telegrammen san het licht wordem ge-

bracht.

Figure 7: Description in Dutch from Nyweides re-
port from Rotterdam about the cryptanalytic suc-
ces on German diplomatic codes 5300, 7500 and
9700. Translation: “These codes were further
completed over the course of the reporting pe-
riod. For the last one, a note was submitted by
Amsterdam, and for the penultimate one, a note
compiled by H.H. Berenschot and Van Tricht ap-
peared. Unfortunately, the telegrams in this code
already ceased when the discovery work was not
yet completely finished. Nevertheless, the hidden
content of quite a few important diplomatic tele-
grams could be brought to light.”

One of the codes that immediately draws at-
tention is 7500. It is remarkable to see that the
Dutch were able to read it. This was the code that
was used to encrypt the original Zimmerman tele-
gram (Mendelsohn, 1938)). Room 40 in the UK
apparently was able to read this code and consid-
ered this to be a major achievement (Friedman and
Mendelsohn, 1938)). We dare to claim that, had
the famous Zimmerman telegram been transmit-
ted through telegraph offices in the Netherlands,
the Dutch codebreakers would have decrypted it.

Mendelsohn remembers the Dutchman and
what he had to tell about the other two codes: 9700
and 5300. MIS8 also succesfully broke these codes,
but considered them to be quite complex. Mendel-
sohn can almost not believe that the Dutch cryptol-
ogists would have been capable of breaking such
complicated codes:

In his description of codes 9700 and 5300, not
belonging to the 18470 family of which he like-
wise furnished partial copies, the “Dutchman”
has indicated certain additives, some of them
running to many figures, which were used with
these codes. To work out these long addi-
tives from the fractions of the codes at his dis-
posal would have been a very rare cryptographic
achievement.

For a group of self-taught enthusiasts, working
in an improvised cipherbureau setup in a spare
room at the local telegraph office in Amsterdam

or Rotterdam, without any international collabora-
tion, this is quite an achievement indeed.

6 Conclusions

A recently declassified GSIV dossier from the
Dutch National Archives offers a novel perspec-
tive on the origins of twentieth century Dutch
codebreaking, in particular during World War 1.
It reveals that codebreaking started as a bottom-
up effort, initiated by two teams of intelligent, en-
thusiastic, and self-taught censor officers. This ef-
fort included the well-known cryptographer Henri
Koot, but had many more contributors. The
dossier demonstrates that the (isolated) crypto-
analytic achievements of the Dutch reached levels
that are comparable to those of the British, French
and Americans. In fact, the dossier also shows that
German codebooks bought by the Americans in
1919 must have come from these Dutch teams.

d, Codes.
Tust not leest. Het vermogen om vele code-telegremmen der Duitsche

diplomaten te onteyferen, heeft ean ons buresu zyn hoogste waarde

gegeven, Reeds in het vorig verslagtydperk wsren vele eystemen van
Duitsch geheimschrift voor den scherpen speurzin orzer censoren be-~

zweken, hot verslag getuigt ervan. Dochnook in dit is de oogst ryk

gewsest, Met onverflauwien ssndacht hebben de Heeren de code-tele-
grammen, near vele systemen samengesteld, bestudeerd. Het resulteet
is schitterend geweest. Talryk zyn de opgeloste coderasdsels geweest
nog telryker de dikwyls zeer gewichtige opgeloste codetelegrammen,
gewisseld tusschen de Duitsche dfliplomsten in Holland en hunne last-

gevers in Duitschland, en behandelende de brahdende vraagstukken ven

den dag op politiek, militair, maritiem en handelsgebied.

Figure 8: Michielsen reflects on the code breaking
in Rotterdam.

6.1 ““The result has been brilliant”

We end with one more (translated) quote illustrat-
ing the professional enthousiasm and pride of the
Dutch codebreakers, see Figure [§]

Last (but) not least. The ability to decipher nu-
merous coded telegrams of German diplomats
has given our office its highest value. Already
in the previous reporting period, many systems
of German secret writing had succumbed to the
keen investigative sense of our censors, as the re-
port testifies. But even in this period, the har-
vest has been ripe. With unwavering attention,
the gentlemen have studied the coded telegrams,
composed according to many systems. The re-
sult has been brilliant. Numerous have been the
solved code puzzles, even more numerous the of-
ten very significant solved coded telegrams, ex-
changed between the German diplomats in Hol-
land and their principals in Germany, addressing
the burning issues of the day in political, military,
maritime, and trade areas.
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