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Secure Data Sharing in the Internet of Vehicles Using Blockchain-
based Federated Learning

Abstract:

The Internet of Vehicles enables connected vehicles to share data and collaboratively
learn to enhance road safety and traffic efficiency. Federated learning has emerged as
a promising approach for enabling privacy-preserving collaborative learning among
vehicles, allowing them to jointly train machine learning models without sharing raw
sensitive data. However, the centralized architecture commonly used in federated learning
introduces significant security vulnerabilities that can compromise system integrity and
reliability.

While extensive research exists on federated learning security in general, there is
insufficient analysis of how these security challenges manifest in specific application
contexts, particularly in dynamic environments like IoV. Here we show that integrating
Hyperledger Fabric’s permissioned blockchain with zero-knowledge proofs creates a
comprehensive security framework that effectively protects federated learning systems
against both model tampering, aggregation protocol violation, and unauthorized access
while maintaining privacy.

Our systematic analysis and implementation reveals that blockchain technology
can address core vulnerabilities in centralized federated learning architectures while
preserving their privacy benefits, demonstrating advantages over previous approaches
that relied solely on cryptographic protocols or trusted third parties. By validating our
framework through a concrete IoV data sharing implementation, we establish a practical
foundation for securing federated learning in distributed environments.

The implications of this research extend beyond vehicular networks to any domain
requiring secure collaborative learning among distributed participants. As autonomous
systems become increasingly interconnected, this work demonstrates how combining
blockchain with federated learning can enable trustworthy data sharing while preserving
both privacy and security.

Keywords: Internet of Vehicles (IoV), Federated Learning (FL), Blockchain, Zero-
Knowledge Proofs (ZKP), Secure Data Sharing, Secure Collaborative Learning, Informa-

tion System Security Risk Management (ISSRM).

CERCS: P170 Computer science, numerical analysis, systems, control



Andmete Turvaline Jagamine Soidukite Internetis Plokiahela-pohise
Hajutatud Oppimisega

Lithikokkuvote:

Soidukite Internet (Internet of Vehicles, IoV) vdoimaldab iihendatud sdidukitel jagada
andmeid ja koostool pohinevalt dppida, et parandada liikluse ohutust ja tdhusust. Hajuta-
tud oppimine (federated learning) on kerkinud perspektiivikaks ldhenemiseks privaatsust
sdilitava koostoooppe voimaldamiseks sdidukite vahel, voimaldades neil iihiselt treenida
masindppe mudeleid ilma tundlike algandmete jagamiseta. Siiski toob hajutatud dppi-
mise levinud tsentraliseeritud arhitektuur kaasa markimisvédrsed turvariskid, mis vdivad
ohustada siisteemi terviklikkust ja usaldusviirsust. Kuigi eksisteerib ulatuslik teaduskir-
jandus hajutatud oppimise turvalisuse kohta iildiselt, pole piisavalt analiiiisitud, kuidas
need turbeprobleemid avalduvad spetsiifilistes rakendusvaldkondades, eriti diinaamilistes
keskkondades nagu sdidukite internet.

Kiesolevas uurimuses nditame, et Hyperledger Fabric’i lubatud plokiahela integreeri-
mine nullteadmiste tdenditega loob tervikliku turbemudeli, mis tdhusalt kaitseb hajutatud
Oppimise siisteeme mudeli manipuleerimise, agregeerimisprotokollide rikkumise ja voli-
tamata juurdepiisu eest, siilitades seejuures privaatsuse. Meie siistemaatiline analiiiis ja
rakendus niitab, et plokiahela tehnoloogia suudab korvaldada tsentraliseeritud hajutatud
Oppimise arhitektuuride pohilised haavatavused, sdilitades samal ajal nende privaatsuse
eelised. See demonstreerib eeliseid varasemate ldhenemiste ees, mis tuginesid ainult
kriiptograafilistele protokollidele voi usaldusviirsetele kolmandatele osapooltele.

Meie raamistiku valideerimine konkreetse sdidukite andmejagamise rakenduse kaudu
loob praktilise aluse hajutatud keskkondades hajutatud dppimise turvamiseks. Kdesoleva
uurimuse mojud ulatuvad sdidukivorkudest kaugemale, hdlmates koiki valdkondi, kus
on vaja turvalist koostoodpet hajutatud osalejate vahel. Kuivord autonoomsed siisteemid
muutuvad jarjest ithendatumateks, néitab kédesolev to6, kuidas plokiahela ja hajutatud
Oppimise kombineerimine vdoimaldab usaldusviirset andmejagamist, sdilitades nii pri-
vaatsuse kui ka turvalisuse.

Vétmesonad: Soidukite Internet (IoV), Hajutatud Oppimine (FL), Plokiahel, Nulltead-
miste Toendid (ZKP), Turvaline Andmejagamine, Turvaline Koost6ddpe, Infosiisteemide

Turvariskide Juhtimine (ISSRM).

CERCS: P170 Arvutiteadus, arvutusmeetodid, siisteemid, juhtimine
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1 Introduction

We are currently experiencing the emergence of the Internet of Vehicles, a new paradigm
that integrates intelligent computing and vehicle networking. The latest technological
advances in the industrial [oT have provided researchers [1, 2] with the ability to utilize
billions of low-cost and readily available wireless sensor nodes. These nodes continuously
monitor a certain set of parameters in a given environment, including trajectories, traffic
information, and multimedia data. However, the massive amount of data generated by
these sensors must be efficiently utilized in order to make decisions based on it more
reliable. Due to the dynamic nature of such systems, it is important to provide provenance
and control over the data quality.

Federated Learning is a decentralized machine learning approach that enables training
models across multiple decentralized edge devices or servers holding local data samples
without exchanging them. In the context of the oV, FL offers a promising solution
for collaborative learning while preserving the privacy of sensitive vehicle data. This
approach allows for continuous improvement of machine learning models that can
enhance various aspects of IoV, such as traffic prediction, autonomous driving capabilities,
and personalized services

Traditional centralized machine learning approaches require data to be aggregated in
a central location, which raises privacy concerns and may not be feasible in oV scenarios
due to the distributed nature of data generation and storage.

The integration of blockchain technology with FL has garnered significant interest
among researchers due to its potential to enhance the security, transparency, and decentral-
ization of the learning process. Blockchain’s distinctive attributes, such as immutability,
distributed consensus, and smart contracts, make it an appealing prospect for improving
the reliability and credibility of FL systems. Consequently, blockchain-powered FL
frameworks are being actively explored and employed in diverse industrial domains,
including IoV, due to their heightened security and efficiency compared to conventional
centralized FL approaches.

1.1 Motivation

Data sharing in the IoV faces challenges due to concerns about data security and privacy.
Data generated by IoV infrastructures is often sensitive in nature and must be shared using
unreliable inter-vehicle communications. This requires privacy-preserving mechanisms
to protect it from privacy abuse. Otherwise, data providers may be discouraged from
sharing their data for further analysis.

To address this problem, a FL approach to data sharing is proposed [3]. FL processes
and transmits vehicular big data without sharing sensitive local information from each
device. Each vehicle trains a local model and propagates it to other peers. This transforms
the data sharing problem into a machine learning task and mitigates some privacy risks.



Additionally, collaborative training of different agents like vehicles, RSUs, or cellular
base stations, can improve network and storage resources utilization without sharing
large amounts of raw data records. This is especially important for real-time systems in
the IoV, where lower latency is required.

However, this approach is still vulnerable to security attacks and struggles with the
single point of failure. Data providers must trust the centralized server that aggregates
models, as well as other peers that may be dishonest. If the server is affected by any
malicious threat, then the gathered local data can be stolen or violated by attackers.
Moreover, the centralized aggregator can be a bottleneck in terms of the computational
capabilities of the system. The IoV can include millions of actors, so it would be impos-
sible to process all the data. To achieve both security and scalability, decentralization is
required [4, 5, 3, 6].

Using blockchain technology, we can overcome these issues and ensure security
among untrusted edge users. Blockchain provides decentralization, transparency, im-
mutable state, traceability, and provenance through distributed immutable ledgers in a
peer-to-peer network. FL powered by blockchain eliminates centralization risks, provides
trust among devices, and improves the reliability and robustness of the system. However,
communication costs, incentive allocation rules, security, and privacy protection against
FL-based attacks are still problems that need to be addressed [5, 1].

1.2 Problem Description

In the domain of FL, the centralized architecture for model aggregation introduces
significant security vulnerabilities that can compromise system integrity and reliability.
While existing research has explored various attacks and defense mechanisms for FL
systems in general, there is insufficient analysis of how these security challenges manifest
in specific application contexts, particularly in dynamic environments like the IoV.
Although FL protects raw data privacy through distributed training, its centralized
aggregation process remains vulnerable to both malicious participants and compromised
infrastructure. This research aims to bridge this gap by conducting a systematic security
analysis of FL in a concrete IoV use case. Through detailed examination of assets, risks,
and vulnerabilities in this specific context, we develop and validate a blockchain-based
security framework incorporating ZKPs. Rather than attempting to address all IoV-
specific challenges, our work focuses on demonstrating how blockchain technology can
enhance security for FL systems while maintaining their privacy benefits, using vehicular
data sharing as an illustrative example of implementation in practice.



1.3 Research Questions

Considering the motivation and problem statement, this study will concentrate on ad-
dressing the following primary research question:

How blockchain technology could be used to mitigate the security risks in the
centralized FL data sharing process in the context of the IoV?

Subquestions:

* RQ1: What are the security risks of centralized FL data sharing?

* RQ2: How to build a threat model using blockchain technology to mitigate the
security risks of centralized FL data sharing in the context of IoV?

* RQ3: How to design and implement secure data sharing using blockchain-based
FL?

1.4 Research Method

We adopt a design science research approach to achieve our objectives and answer the re-
search questions. This method drives innovation by analyzing, designing, implementing,
and managing information effectively. Further research is needed to evaluate existing
solutions for the project. The most suitable methodology for this scenario is design
science [7, 8]. Table 1 outlines the guidelines for applying design research in information
systems and their alignment with this thesis.

In this thesis, the design science guidelines provide a structured framework to ensure
both rigor and effectiveness in the research. To begin, we identified and addressed key
challenges in FL-based data sharing by conducting a thorough literature review using
snowball sampling to uncover existing attacks and defense mechanisms for FL (G2,
G5). We then performed a security risk analysis of centralized and blockchain-based
FL solutions, leading to the development of several artifacts, including threat models,
ISSRM and CIA models, and BPMN diagrams (G3, G4, G5). Additionally, we designed,
implemented, and validated a blockchain-based FL solution for data sharing within
the IoV context (G7), supported by various design artifacts such as UML diagrams for
component and deployment architecture (G4). The validation process involved assessing
durability against different threat scenarios (G6).

In summary, these guidelines provide a structured path for achieving impactful and
rigorous research outcomes. Each aspect of the design science methodology is carefully
integrated into the structure of this thesis, ensuring relevance, innovation, and clarity in
addressing the challenges of FL-based data sharing in [oV systems.
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Table 1.

Design science guidelines for this thesis.

Guideline

Description

Thesis Artifact

G1: Design as an Artifact

Design-science research must cre-
ate a functional artifact (e.g., con-
struct, model, method, or instanti-
ation).

Blockchain-based FL solution for
data sharing in IoV.

G2: Problem Relevance

The goal is to develop technology-
driven solutions to significant
business problems.

Literature review for attacks and
defense mechanisms for FL.

G3: Design Evaluation

The artifact’s utility and effective-
ness must be rigorously demon-
strated through evaluation.

Security risks analysis of central-
ized and blockchain-based solu-
tions: ISSRM, CIA model. Proof
of concept implementation valida-
tion.

G4: Research Contributions

Design-science research should
make verifiable contributions in
artifacts, foundations, or method-
ologies.

Threat model, BPMN diagrams of
FL-based data sharing, SRM for
centralized and decentralized FL-
based data sharing in IoV, UML
diagrams for the solution design.

GS5: Research Rigor

The research must apply rigorous
methods in the creation and evalu-
ation of the artifact.

Literature review, BPMN dia-
grams, UML diagrams.

G6: Design as a Search Pro-
cess

Creating an effective artifact re-
quires using available resources to
meet goals within the problem’s
constraints.

Use case design and implementa-
tion of the blockchain-based FL
solution and evaluation of imple-
mentation.

G7: Communication of Re-
search

Research must be communicated
clearly to both technical and man-
agerial audiences.

Comprehensive thesis report (lit-
erature review, security risks anal-
ysis, design, implementation).

1.5 Contribution

This thesis makes several contributions to the field of secure FL-based data sharing in
the context of IoV. These contributions span from comprehensive theoretical analyses to
practical implementations and evaluations, as outlined below:

1. Comprehensive Literature Review: Conducted an extensive literature review
using snowball sampling to identify current attacks and defense mechanisms in
FL. This review serves as the foundation for understanding the vulnerabilities and
security challenges in FL-based data sharing systems.

2. Security Risk Analysis: Developed a comprehensive security risk analysis frame-
work that includes a detailed STRIDE-based threat model for centralized FL in IoV
environments, identifying multiple distinct threats across various categories. This
includes extensive vulnerability mappings between system assets and potential

11




1.6

attacks, along with systematic analysis using the ISSRM model to evaluate security
risks and their impacts on business assets. The framework culminates in a detailed
set of security requirements and control components for securing FL. systems.

Design of Blockchain-based Solution: Designed a blockchain-based FL solution
for secure data sharing in IoV. We present a blockchain-based security architecture
that combines permissioned blockchain with identity management system and
role-based access control with ZKPs for FL aggregation. Created BPMN diagrams
to map out the data flow in the proposed FL-based oV scenario alongside UML
diagrams detailing the system components and deployment architecture.

Security Validation: Developed a concrete implementation and validation of
our security framework through a working proof-of-concept that integrates FLL
coordination, ZKP verification, and blockchain infrastructure. The implementation
demonstrates practical protection against critical attack scenarios identified in our
threat model, with substantial coverage of the specified security requirements and
controls.

Structure

This thesis is organized into the following chapters:

1.

Introduction: Provides the motivation for securing data sharing in IoV, outlines
research questions focused on blockchain-based security enhancement for FL, and
presents the design science research methodology and contributions.

Background: Introduces core concepts of FL, blockchain technology, IoV, and
security risk management that form the foundation for understanding the research.

. Use Case: FL Data Sharing in IoV: Presents a practical scenario of FL-based

data sharing between vehicles and infrastructure, illustrating system actors, process
flows, and real-world applications.

Literature Review: Examines existing security threats and defense mechanisms
in FL through systematic analysis of current research.

Security Risks Assessment: Develops comprehensive threat models and security
analysis using STRIDE methodology and ISSRM framework, evaluating assets,
risks, and potential blockchain-based countermeasures.

Solution Design and Implementation: Details the architecture and implemen-
tation of a blockchain-based FL solution using Hyperledger Fabric and ZKPs,
including deployment and experiment description.

12



7. Discussion: Evaluates the research outcomes against the initial research questions,
acknowledges implementation limitations, and suggests future research directions.

8. Conclusion: Summarizes the key findings and contributions of the thesis.

Each chapter builds upon the previous ones, creating a coherent narrative that pro-
gresses from theoretical foundations to practical implementation and analysis. This
structure ensures a comprehensive exploration of the research questions and a clear
presentation of the study’s contributions to the field.

13



2 Background

The field of machine learning is rapidly growing in various directions. One of the most
promising applications is the combination of Internet of Things (IoT) technologies to
collaboratively train and share models. FL is a useful technique for training machine
learning models on local devices without sharing sensitive data. However, there are
security issues and a lack of transparency due to the centralization of servers that perform
computations and store data. These techniques struggle with a single point of failure and
are exposed to various security attacks and data leaks. Blockchain can be introduced to
overcome these issues. This topic is especially important in the domain of the Internet of
Vehicles due to its distributed design.

This section introduces the core technologies and concepts underpinning our research:
FL for privacy-preserving distributed machine learning, blockchain for enhanced security
and trust, and the IoV as our application domain. We also examine Security Risk
Management methodologies that guide our analysis of threats and countermeasures.
Understanding these fundamental concepts and their interactions provides the necessary
foundation for addressing security challenges in IoV data sharing, which we explore in
subsequent chapters.

2.1 Federated Learning

Federated learning is an innovative privacy-preserving approach that enables secure and
efficient data sharing across edge computing and distributed systems. At its core, FL.
allows multiple data providers to collaboratively train a global model without exposing
their raw data. Traditional machine learning systems rely on centralized processing
units where data must be gathered and transmitted for training, even in cloud computing
environments. FL takes a fundamentally different approach by coordinating decentralized
training, where each participant uses their local dataset. A curator then aggregates these
locally trained models to create a global model that is shared among all participants. This
architecture allows organizations to benefit from collective learning while protecting
sensitive data and reducing privacy risks during transmission. Furthermore, FL enhances
network efficiency and scalability since only model weights of fixed size need to be
shared, rather than large volumes of raw data [4, 1, 5].

Based on data characteristics, FL can be implemented in several ways. Horizontal FL
is used when datasets share feature spaces but contain different sample sets. Vertical FL
applies when datasets have the same samples but different features. When datasets differ
in both features and samples, federated transfer learning provides a solution [9, 10].

Model aggregation serves as the cornerstone of FL, combining individually trained
models into a unified whole. Initially, FL implementations required identical archi-
tectures across all local models to ensure uniform parameter structures. This enabled
straightforward federation through parameter averaging, a technique known as federated
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averaging [11]). However, this approach faces challenges when model performance
varies significantly between participants. To address this limitation, weighted federated
averaging was developed, allowing more accurate local models to have greater influence
on the final aggregated model [4, 1].

The field continues to face challenges from inefficient client training and static
hyperparameter usage. Advanced aggregation functions offer promising solutions to
these issues. A particularly innovative approach leverages genetic algorithms, cluster-
ing edge devices based on their models’ hyperparameters and applying evolutionary
updates to optimize configurations. This method can even determine optimal model
architectures. While these advances show significant potential for improving flexibility
and performance, substantial research opportunities remain in this area [12].

Despite these advances, centralized aggregation in classical FL architectures presents
several critical challenges. The approach remains vulnerable to single points of failure
and malicious attacks in distributed untrusted environments. High data volumes from
multiple participants can overwhelm central curators, creating communication bottle-
necks. Additionally, maintaining efficient, traceable, and transparent model management
and synchronization becomes increasingly difficult at scale. Blockchain technology
emerges as a promising solution to address these fundamental limitations.

2.2 Blockchain

Blockchain is a revolutionary decentralized and immutable ledger technology that oper-
ates on peer-to-peer networks. Its defining characteristic is decentralization, distributing
data control across network nodes rather than concentrating it in a central authority.
The system relies on miners or validators who verify and append transaction blocks to
the immutable ledger through consensus algorithms such as Proof-of-Work (PoW) or
Proof-of-Stake (PoS). Smart contracts - self-executing code deployed on the blockchain -
enable automated processes and sophisticated access control mechanisms.

The blockchain’s architecture ensures data integrity by incorporating hash values of
previous blocks into each new block. This design automatically rejects unauthorized
modifications during validation, creating a trustworthy system with built-in traceability
and provenance. Through its combination of consensus mechanisms, tamper-proof
records, and smart contracts, blockchain enables secure peer-to-peer communication
without requiring trusted intermediaries. By eliminating central servers, the system
significantly enhances robustness and resilience against single-point failures [5].

Blockchain implementations utilize two distinct storage formats: on-chain and off-
chain [13]. On-chain storage, which maintains data directly in the blockchain ledger,
faces inherent size limitations and typically contains textual, compressed, or metadata
information. Off-chain storage complements these limitations by keeping larger files
- such as images, videos, and documents - in external storage while recording their
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cryptographic hashes in blockchain transactions. This hybrid approach enables efficient
data referencing while maintaining integrity verification through hash comparison.

Blockchain networks operate in either public (permissionless) or private (permis-
sioned) configurations [10]. Public blockchains, exemplified by Bitcoin and Ethereum,
permit unrestricted, anonymous participation in transaction creation, validation, and
consensus processes. In contrast, private blockchains require explicit invitation from
network managers and typically feature customizable consensus mechanisms, controlled
participation, and enhanced speed, efficiency, and security. These characteristics make
permissioned blockchains particularly suitable for privacy-sensitive applications in medi-
cal, banking, and traffic management systems.

Consensus protocols form the foundation of blockchain architecture by governing
transaction processing and block validation. These algorithms establish crucial structural
and computational constraints for the network. The widely-adopted PoW consensus
in public blockchains, for instance, requires miners to compete in solving computa-
tionally intensive cryptographic puzzles to validate new blocks. While this approach
effectively prevents Distributed Denial-of-Service (DDoS) and Byzantine attacks, its sub-
stantial computational requirements create scalability challenges and increase operational
costs. These limitations make PoW less suitable for applications requiring low-latency
communication, particularly in the oV scenarios [1, 4, 14].

While blockchain technology offers promising solutions for security and decentral-
ization, its effective implementation in oV systems requires careful consideration of the
specific challenges and requirements of vehicular networks. The choice of consensus
mechanism, storage strategy, and network configuration must be optimized for the dy-
namic nature of vehicular communications and the need for real-time data processing.
Understanding these considerations becomes particularly important when examining the
IoV architecture and its unique security challenges.

2.3 Internet of Vehicles

The Internet of Vehicles (IoV) represents a new paradigm in intelligent transportation,
where interconnected vehicles and infrastructure collaborate to enhance road safety,
traffic efficiency, and driving experiences [1]. At its core, [oV consists of three main
components: vehicles equipped with sensing and communication capabilities, Roadside
Units (RSUs) that provide edge computing services, and Multi-access Edge Computing
(MEC) servers that handle more complex computational tasks. While vehicles typically
have limited computing and communication resources, RSUs and MECs offer greater pro-
cessing power and storage capabilities, connected through a hierarchical communication
structure [1].

The IoV architecture enables various forms of communication, including vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), and vehicle-to-everything (V2X) interac-
tions. These connections are often organized as Vehicular Ad-hoc Networks (VANETS),
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providing flexible and dynamic networking capabilities that adapt to changing traffic
conditions [2]. To effectively manage the massive amount of data generated within this
ecosystem, [oV implementations typically follow a three-layer structure [3]:

The perception layer serves as the foundation, collecting raw data from various
vehicle sensors and environmental monitoring systems. Given the privacy-sensitive
nature of this data and its substantial volume, the layer implements data processing
techniques to protect and compress the information before transmission. This is where
privacy-preserving technologies like FL can play a crucial role in protecting sensitive
data while enabling collaborative learning.

The networking layer handles communication between vehicles and infrastructure
using various wireless technologies (GSM, Wi-Fi, LTE, 5G) and protocols, with Dedi-
cated Short-Range Communications (DSRC) being particularly common. The dynamic
topology of vehicular networks presents significant challenges in ensuring secure, ef-
ficient data transmission while maintaining low latency. This layer is where security
mechanisms like blockchain can be integrated to enhance data protection and trust.

The application layer provides the intelligence and decision-making capabilities of
the IoV system. It manages storage, processes the aggregated data, and implements
various services such as traffic prediction, route optimization, and emergency response
coordination. For example, RSUs can continuously monitor traffic conditions and
coordinate traffic signals for optimal flow, or quickly disseminate emergency alerts about
accidents or severe weather conditions [2].

However, the distributed nature of oV presents significant security and privacy chal-
lenges. RSUs, while crucial for edge computing and data management, are considered
semi-trusted entities as they are typically deployed in unsecured locations, making them
vulnerable to compromise [14]. Vehicles may be reluctant to share sensitive data with
RSUs due to privacy concerns, while peer-to-peer data sharing between vehicles raises
issues of unauthorized access and the need for decentralized security mechanisms.

These security challenges are further complicated by resource constraints and the
dynamic nature of vehicular networks. Vehicles cannot support massive data storage
or complex security protocols, yet the data they generate is increasingly fine-grained
and requires low-latency processing. Additionally, the spatial and temporal relevance of
vehicular data adds another layer of complexity to security requirements [14].

Understanding these architectural components, communication patterns, and security
challenges is essential for developing effective security solutions for [oV data sharing.
In the following chapters, we will explore how FL and blockchain technologies can be
combined to address these challenges while maintaining the efficiency and functionality
of IoV systems.
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2.4 Security Risk Management

Security Risk Management (SRM) is an analytical procedure that helps identify valuable
assets, stakeholders, and operations within a system. It provides guidance to find and
implement appropriate solutions for specific situations and mitigation strategies. SRM is
concerned with lowering the risk of intentional unauthorized harm to valuable assets to a
level acceptable to the system’s stakeholders [15].

The ISSRM domain model addresses security risk management at three different
conceptual levels: asset-related concepts, risk-related concepts, and risk treatment-related
concepts [16]. Assets are classified as business assets (information, processes, capabilities
essential to the business) and system assets (components of IS like hardware, software,
networks that support business assets). Security criteria (Confidentiality, Integrity, and
Availability) act as constraints on business assets to define their security needs [17]. The
full ISSRM domain model is depicted in Figure 1.
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Figure 1. The ISSRM domain model [17]

In the risk-related domain, a risk combines a threat with one or more vulnerabilities
leading to negative impacts on assets. A threat agent uses attack methods to target system
assets by exploiting their vulnerabilities. The resulting impact can affect both business
and system assets by negating their security criteria [15]. The risk treatment domain deals
with decisions and requirements to mitigate identified risks through security controls -
countermeasures that implement the security requirements to protect assets.

This three-part conceptual framework will guide our analysis of security risks in FL.
for IoV data sharing. By systematically examining assets, risks, and treatments, we can
evaluate potential threats to the FL system and determine appropriate blockchain-based
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countermeasures. The ISSRM approach helps ensure we consider both technical and
organizational aspects of security, from protecting sensitive vehicle data to implementing
system-wide controls.

The model’s systematic nature also aligns well with our research methodology,
providing a structured way to analyze security requirements and design blockchain-based
solutions. This framework will help us bridge the gap between identifying theoretical
security risks and implementing practical countermeasures in our IoV FL system.

2.5 Summary

This chapter introduced the core technologies and concepts that form the foundation
of our research. We began by examining FL as a privacy-preserving approach for dis-
tributed machine learning, highlighting its benefits for data sharing while identifying
key challenges around centralized aggregation and security vulnerabilities. We then
explored blockchain technology, discussing how its decentralized architecture, consensus
mechanisms, and smart contracts can enhance security and trust in distributed systems.
The IoV section detailed the three-layer architecture of modern vehicular networks and
their unique security challenges, particularly regarding data sharing and privacy preser-
vation. Finally, we presented the Security Risk Management framework, introducing
the ISSRM domain model that will guide our systematic analysis of security threats
and countermeasures in subsequent chapters. Together, these components provide the
necessary background for understanding the security challenges in IoV data sharing and
how blockchain-based FL can address them while maintaining efficiency and privacy.
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3 Use Case: FL Data Sharing in IoV

Building upon the core concepts introduced in the Background Chapter, such as FL,
Blockchain technology, and the Internet of Vehicles, this chapter presents a practical use
case that combines these elements to address secure data sharing challenges in intelligent
transportation systems. This thesis presents a case study of FL as a data sharing process
between vehicles in an intelligent transportation system scenario.

This use case was specifically chosen because it exemplifies the key challenges in
modern intelligent transportation systems: the need to leverage collective intelligence
from distributed data sources while protecting sensitive information about individual
vehicles and their users. The dynamic nature of vehicular networks, with vehicles
constantly joining and leaving the system, also makes it an ideal scenario for examining
security challenges in distributed systems.

3.1 System Context and Actors

The primary actors in our system include Vehicles, Road Side Units (RSUs), and the
Intelligent Transportation System (ITS). Vehicles are mobile nodes equipped with sensors
and computing capabilities that generate traffic data and participate in FL. RSUs are
fixed infrastructure nodes that serve as aggregation points and facilitate communication.
The ITS is the broader system that utilizes the shared knowledge for traffic management.

Our framework aims to provide a universal (task-indifferent) secure FL-based data
sharing mechanism for various machine learning use cases in the IoV. While the frame-
work supports multiple ML tasks, we use traffic trajectory prediction and road sign
classification as concrete examples to illustrate the workflow.

Example 1: Traffic Trajectory Prediction. Consider a scenario where vehicles
need to predict future traffic patterns. Each vehicle collects geographic coordinates
from GPS sensors, timestamps of vehicle movements, speed and acceleration data, and
environmental conditions affecting traffic flow.

This data is particularly sensitive as it can reveal individual travel patterns, frequent
destinations, and personal habits. Traditional centralized approaches would require
vehicles to share this raw data, creating significant privacy risks. Additionally, the data
volumes involved make centralized collection and processing impractical for real-time
applications.

Instead of exposing raw data, our FL-based approach enables vehicles to collaborate
by sharing only model updates derived from their local data. This preserves privacy
while still allowing the system to learn meaningful traffic patterns for prediction.
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Example 2: Road Sign Classification. Another relevant use case is road sign
classification, where vehicles need to recognize and interpret various road signs for safe
and efficient navigation. Each vehicle uses its camera sensors to capture images of road
signs, which are then processed by on-board machine learning models.

Sharing raw images of road signs can inadvertently expose sensitive information about
the vehicle’s location and surroundings. Moreover, different vehicles may encounter
different subsets of road signs depending on their routes, leading to imbalanced local
datasets that can hinder the performance of individually trained models.

By applying FL, vehicles can collectively improve their road sign classification
capabilities without directly sharing raw image data. Each vehicle trains its local model
on its own image dataset, and only the model updates are shared and aggregated to
enhance the global model. This approach ensures that all vehicles benefit from the
collective knowledge while preserving the privacy of their individual experiences.

3.2 Process Flow

The data sharing process consists of three main phases that deliver value to ITS users
(see Figure 2):

Data Sharing Initiation: The process begins when at least two authorized Vehicles
(registered in the ITS with Personal Vehicle Profile) approach a crossroad with an RSU.
The Vehicle requests the data sharing process via authentication request to the RSU.
After receiving the details of data sharing participants, the RSU registers them in a new
data sharing session and broadcasts a message to start the FL process.

Federated Learning: In our centralized scenario, FL operates at two levels (see
Figure 3):

1. Local Training (Vehicle Level):

* Vehicles train models using their private local data
* Only model updates are shared, protecting raw data privacy

* Training occurs within resource constraints of vehicular hardware
2. Global Aggregation (RSU Level):

* RSU serves as curator, managing the global model lifecycle
* Coordinates model distribution and update collection

* Performs validation and aggregation of local updates

* Uses Federated Averaging for model aggregation

* Manages training rounds until convergence
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Model Predictions: The resulting global model captures collective traffic patterns
while preserving individual privacy. Each vehicle can then use this model with its
recent local data to make predictions about traffic conditions. This distributed approach
enables real-time decision making while maintaining data privacy. We should keep
in mind that the real-world timing constraints require efficient processing. The entire
interaction between vehicles and RSUs should complete within brief encounters (e.g.,
while stopped at a traffic light). This adds practical performance requirements to our
security considerations.

3.3 Summary

In this chapter, we presented a compelling use case for FL-based data sharing in the
IoV context, using traffic trajectory prediction and road sign classification as concrete
examples. We demonstrated how FL enables privacy-preserving collaborative learning
among vehicles while addressing the unique security challenges of dynamic vehicular
networks. The process flow was detailed in three phases, highlighting the advantages of
the FL-based approach.

This use case sets the stage for our security analysis in subsequent chapters, where
we’ll examine potential vulnerabilities in this centralized FL approach and explore how
blockchain technology can address these security challenges. Key areas we’ll investigate
include authentication and authorization mechanisms, data and model integrity protection,
privacy preservation during model sharing, resistance to malicious participants, and
scalability of secure operations.

By understanding how these components interact in a practical scenario, we can
better analyze the security requirements and design appropriate countermeasures. The
following chapters will delve into the details of our threat modeling, risk assessment, and
proposed blockchain-based solution for secure FL in IoV environments.
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4 Literature Review

This chapter presents a comprehensive review of security aspects in FL, particularly
focusing on its application in the IoV. In this section, we answer the research question
RQ1: What are the security risks of centralized FL data sharing? To conduct this
review systematically, we employed a snowballing sampling technique that allowed us to
thoroughly explore the current state of research in this domain.

Our review process began with analyzing several comprehensive surveys [9, 13, 18,
19, 20] that provided foundational understanding of security challenges in FL and IoV
systems. Using these surveys as seed papers, we followed both forward and backward
snowballing approaches. Forward snowballing involved identifying newer papers that
cited our seed papers, while backward snowballing examined the references within our
initial set of papers. This iterative process helped us uncover relevant research that might
have been missed in a traditional keyword-based search.

For instance, starting from Ferrag et al.’s [9] comprehensive survey of federated
deep learning for cybersecurity in IoT applications, we discovered several key papers
discussing specific attack vectors such as model poisoning attacks [21]. Similarly,
following references from Chhetri et al.’s [13] survey on blockchain-based FL led us to
explore various defense mechanisms and their implementations.

This systematic approach allowed us to identify two main research streams: (1) the
evolution of attack methodologies targeting FL systems, and (2) the development of
defense mechanisms, particularly those leveraging blockchain technology. We organize
our findings into two main sections:

First, we examine various attack vectors targeting centralized FL systems, catego-
rizing them based on their impact on system security and privacy. Second, we analyze
existing defense mechanisms, with particular attention to blockchain-based solutions
and their effectiveness in mitigating identified threats. This structured analysis aims to
provide a comprehensive understanding of the current security landscape in FL-based
data sharing for IoV systems.

Our literature review reveals that while FL offers promising solutions for privacy-
preserving data sharing in IoV, it faces significant security challenges that require careful
consideration and robust countermeasures. The findings from this review inform our
subsequent research design and the development of our proposed blockchain-based
solution.

4.1 Attacks

In this section, we will delve into a detailed examination of the existing categories of
attacks that target the FL process. Our focus will be on categorizing and describing
these attacks based on their impact on privacy, integrity, and availability of FL systems.
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By understanding these attack vectors, we can set the stage for discussing defense
mechanisms to tackle them.

4.1.1 Poisoning Attacks

Poisoning attacks appear before or during the training and violate the integrity of the
models. They can be broadly categorized into data poisoning, model poisoning (injection),
and backdoor attacks. All the attack variants can result in manipulated model predictions
that align with the malicious actors’ desired outcomes. The success of such attacks
compromises the integrity of FL processes and undermines the reputation and credibility
of IoV systems.

Data poisoning attacks. In data poisoning attacks, an adversary with access to
the training data manipulates it to induce undesirable behavior in the trained model.
The attack vector typically involves injecting malicious data into the training dataset,
exploiting security weaknesses such as lack of data validation and insufficient monitoring
of training data. This could be done by compromising the data collection and transmission
systems of multiple connected vehicles. The attacker could also manipulate the data
labeling process, such as by falsifying the labeling process. Alternatively, they might
exploit insider threats by bribing technicians or data annotators involved [22].

Model poisoning attacks. In model poisoning attacks, malicious actors manipulate
the model’s parameters or updates directly, causing it to behave in undesirable ways.
The threat actors can be external individuals or organizations with the knowledge and
resources to manipulate deep learning models or even malicious insiders within the
organization developing the model. These attacks exploit security weaknesses such as
insufficient access controls to the model’s code and parameters, lack of proper secure
coding practices, and inadequate monitoring of the model’s activity [23].

In the work of Cao and Gong [21], model poisoning attacks were divided into
untargeted and targeted attacks. Untargeted attacks aim to reduce the overall accuracy
of the global model. For instance, the MPAF (Model Poisoning Attacks on Federated
Learning based on Fake Clients) attack allows an attacker to inject fake clients that send
carefully crafted model updates. These updates are designed to drag the global model
towards a malicious base model with poor accuracy. Meanwhile, in targeted attacks, the
adversary attempts to cause misclassification for specific inputs while maintaining good
performance on other inputs. For example, in an IoV context, an attacker might try to
make the model misclassify a particular type of vehicle or road sign.

Transfer learning and model skewing attacks can be considered as model poisoning
variations. In transfer learning attacks, adversaries exploit the process of adapting
pre-trained models to new tasks, potentially introducing malicious behaviors during fine-
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tuning. Model skewing attacks, on the other hand, involve manipulating the distribution
of training data to bias the model’s behavior [24, 25].

Backdoor attack. This is a type of data poisoning attack that aims to manipulate a
subset of the training data, making machine learning models trained on this tampered
dataset are vulnerable to test sets with similar embedded triggers. In a backdoor scenario,
an attacker aims for the FL process to produce a joint model that achieves high accuracy
on both its main task and an attacker-chosen backdoor subtask. The attacker also seeks
to ensure that the model retains high accuracy on the backdoor subtask for multiple
rounds after the attack. In contrast, traditional data poisoning attacks aim to degrade the
model’s performance across large parts of the input space, while Byzantine attacks seek
to prevent the model from converging [26, 27].

The attacker can simply train its model on backdoored inputs, but this naive approach
is ineffective against FL. The aggregation process cancels out most of the backdoored
model’s contributions, causing the joint model to quickly forget the backdoor. Addition-
ally, the attacker would need to be frequently selected, making the poisoning process
slow. In contrast, model replacement ensures that the attacker’s contribution survives
averaging and is transferred to the global model. This method is a single-shot attack,
where the global model exhibits high accuracy on the backdoor task immediately after
being poisoned. In addition, a distributed backdoor attack may be even more persistent
and effective than a centralized one [26, 27].

4.1.2 Free Rider Attacks

Free rider attacks are a type of attack on FL systems where malicious clients attempt
to benefit from the collaborative learning process without contributing valid data or
computational resources. Lin et al. first introduced the concept of free rider attacks in
FL. The key motivation for free rider attacks is to deceive the system to gain rewards or
access to the final global model without incurring the costs of participation.

In the paper[28], the authors introduce two main types of attacks: random weights
and delta weights attacks. During random weights attack the attacker generates random
values within a plausible range to construct fake gradient updates. This simple approach
attempts to mimic legitimate gradient updates. Meanwhile, during delta weights attack,
the attacker constructs gradient updates by subtracting the global model weights from
two consecutive rounds. This more sophisticated attack leverages information from the
FL process to generate more realistic fake updates. Free rider attacks can be further
enhanced by adding Gaussian noise to the fake gradient updates. This makes the updates
appear more natural and helps avoid detection, especially when multiple free riders are
present.

These attacks significantly impact FL by causing unfair resource allocation and
rewards, degrading model performance when a large portion of clients are free riders,
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and violating the collaborative nature of the learning process. As FL systems become
more widely deployed, especially in scenarios with incentive mechanisms, free rider
attacks pose an emerging threat that must be addressed.

4.1.3 Model Inversion Attacks

Model inversion attacks aim to reverse-engineer or reconstruct private training data
from the shared model information (updates, output logits, gradients, or parameters) in
FL systems [29]. These attacks pose a significant privacy risk by potentially revealing
sensitive information about individual participants’ training data. Model inversion attack
effectiveness varies based on model architecture, training procedures, and aggregation
mechanisms. Deeper models and increased batch sizes typically enhance privacy. How-
ever, advanced attacks can still extract sensitive information in certain FL scenarios
despite these protective measures. The key model inversion attacks discussed in the
literature include:

Gradient inversion attacks. These attacks aim to reconstruct input data from the
gradients shared during FL updates. These attacks work by minimizing the difference on
the loss function between the received gradients (calculated on a client’s local dataset)
and the gradients of synthesized data [30, 31].

Parameter-based inversion attacks exploit the parameters of the target model. For
example, attackers can use a generative adversarial network (GAN) with built-in local
models to recover private data [30]. GAN approaches have been employed to synthesize
plausible training samples that match the shared gradients or updates [32]. While these
methods may not perfectly reconstruct private data, they can reveal general characteristics
of the original data.

Notable works include Deep Leakage from Gradients (DLG) [33], which optimizes
dummy inputs and labels to match shared gradients, enabling the reconstruction of
private training samples. Its improved version [34] analytically recovers ground truth
labels. See Through Gradients [35] is an enhanced attack capable of reconstructing
high-fidelity images and restoring ground truth labels from gradients. The Gradient
Leakage Evaluation Framework [36] offers a systematic approach to assess various
gradient leakage attacks, including analytical methods for specific network architectures.

Confidence-based inversion attacks. In FedMD®, a novel attack method called
Paired-Logits Inversion (PLI) demonstrates that private data can be reconstructed solely

SFL with Model Distillation (FedMD) is an enhanced FL approach where each party uses both its
private data and a public dataset for local training, sending predicted logits on the public dataset to the
server. In FedMD, the server can only access these predicted logits on the public dataset, preventing
leakage from gradients or parameters of local models.
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from shared public knowledge without access to gradients or direct private information.
This attack exploits the “confidence gap” between predictions made by local models
trained on private data and server models that lack this private information [30].

Another research [37] reveals additional vulnerabilities in model confidence patterns.
The authors observed that models typically exhibit larger confidence gaps for positive
examples compared to negative ones, especially in class-imbalanced problems like
disease prediction or ad conversion. This asymmetry can be exploited by analyzing cosine
similarities between examples: same-class examples tend to have positive similarities,
while different-class examples have negative similarities. In imbalanced datasets, which
are common in many real-world applications. This pattern allows attackers to infer labels
without needing exact class distributions.

4.1.4 Membership Inference Attacks

These attacks aim to determine whether a specific data record was used to train a given
machine learning model, effectively breaching the privacy of individuals whose data was
used in the training process [38]. It’s important to distinguish membership inference
attacks from other techniques like model inversion. While model inversion aims to
retrieve information about inputs or class features from a model’s output, it doesn’t
actually determine if a the specific record was used in training. The key difference lies
in the specificity of the information being extracted: membership inference provides a
binary answer about a record’s presence in the training data, whereas model inversion
attempts to reconstruct general characteristics of the input or class [39].

The core idea behind membership inference is to exploit differences in how machine
learning models behave on data they were trained on versus data they haven’t seen before.
Attackers typically frame this as a classification problem, training an “attack model” to
distinguish between the target model’s behavior on training inputs and its behavior on
inputs not used in training [39].

In black-box scenarios, where attackers only have access to the model’s predictions,
more sophisticated techniques are required. One such approach is “shadow training,”
where multiple imitation models are created to mimic the behavior of the target model.
These shadow models are trained on known datasets, allowing the attacker to generate
labeled examples of member and non-member behaviors. This labeled data is then
used to train the attack model, which can subsequently be applied to the actual target
model [39, 40].

In white-box scenarios, on the other hand, attackers can leverage internal model
information such as gradients when available. In the context of FL white-box membership
inference, an adversary usually performs attacks during aggregation as the central server,
as it receives the updates from local models with known architecture. Recent techniques
like CS-MIA have shown that by analyzing confidence scores over multiple rounds of
FL, attackers can improve their inference accuracy. However, their effectiveness can
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diminish as the number of participants increases, making it harder to isolate the influence
of any single participant’s data [40].

Another paper [41] introduces a novel perspective on privacy attacks in FL, focusing
on subject membership inference rather than individual data point inference. The authors
argue that in cross-silo FL, an adversary is more likely to have access to a subject’s
data distribution rather than specific records, and a subject’s data may be spread across
multiple organizations. They propose two new black-box attacks for subject membership
inference and demonstrate their effectiveness on real-world data and synthetic federation
configurations. The study reveals that these attacks can be powerful even with limited
information and without access to exact training records.

4.1.5 Communication Attacks

Another group of communication-based attacks exploits vulnerabilities across various
layers of the FL system in vehicular networks, including physical, transport, network,
and authentication/authorization layers. These attacks can be categorized into the fol-
lowing types: identity-based, message modification and replay-based, and network
availability-based attacks. Each type targets different aspects of the communication
process, potentially compromising the entire FL system. These attacks pose significant
threats to the key security triad of system integrity, data confidentiality, and resource
availability.

Identity based attacks. Involve an attacker impersonating another node in a net-
work by changing its identity. By impersonating trusted nodes, attackers take advantage
of the network’s inherent trust mechanisms. Attackers can manipulate identification data
(identity spoofing) such as IP addresses, MAC addresses, or application-layer identities
to masquerade as authorized entities. These attacks often involve eavesdropping on legit-
imate communications to gather information or to insert malicious data. Some variants
involve creating numerous fake identities to amplify the attack’s impact or to manipulate
consensus in the network. The ultimate goal is often to undermine the integrity of the
entire system by introducing unreliable or malicious data through seemingly legitimate
sources. In the FL process, it can lead to privacy violations (sensitive data exposure) and
the injection of false model updates, compromising the learning process and the resulting
global model [9, 18].

Message modification based attacks. These attacks involve malicious nodes
interfering with the normal flow of network communications in various ways. The
attacker may modify legitimate messages passing through their node, delete important
packets entirely, or inject fabricated messages into the network. The common goal is to
disrupt proper network functioning and compromise data integrity. In an output integrity
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attack scenario, an attacker aims to modify or manipulate the output of a machine learning
model in order to change its behavior or cause harm to the system it is used in [42].
By manipulating message content or flow, attackers can redirect traffic, drop critical
information, spread false data, or gain unauthorized access to confidential data. This
class of attacks exploits a lack of traceability, encryption, and identity management
in the communication protocols. It can lead to serious consequences such as denial
of service, misinformation propagation, privacy breaches, and overall degradation of
network performance and reliability. The unpredictable and diverse nature of these
attacks makes them particularly challenging to detect and mitigate, requiring robust
security measures at multiple levels of the network architecture [18].

Replay message-based attacks Replay message-based attacks in vehicular net-
works involve the malicious reinjection of previously transmitted data into the network.
In these attacks, adversaries capture and store valid messages from earlier communica-
tions, then retransmit them at a later time. This reintroduction of old data can have several
negative impacts on the network: bandwidth consumption, deception of legitimate nodes,
traffic manipulation, and data control. The key characteristic of these attacks is the
exploitation of message validity without considering message freshness. By recycling
once-legitimate data, attackers can manipulate network behavior while maintaining an
appearance of authenticity. This makes such attacks particularly challenging to detect
and mitigate, as the messages themselves may pass standard security checks. The goal is
often to disrupt normal network operations, redirect traffic, or gain unauthorized control
over data flow, all while evading detection by using seemingly valid messages [19, 18].

Network availability-based attacks. Network availability-based attacks in vehicu-
lar networks aim to disrupt or prevent legitimate users from accessing network resources
and services. The most common types of attacks affecting network availability are DoS,
DDoS, and jamming attacks. These attacks include resource (bandwidth, memory, or
energy) exhaustion, service disruption, configuration tampering, and traffic flooding. The
effects can range from slowing down network performance to completely blocking mes-
sage exchange between vehicles. The overall objective of these attacks is to compromise
the availability and reliability of the vehicular network, potentially leading to serious
consequences in time-sensitive and safety-critical applications. Their effectiveness often
lies in exploiting the open nature of vehicular networks and the limited resources of
individual nodes [19, 18, 9].

4.1.6 Third-Party Software Attacks

Third-party software attacks exploit the reliance of developers on external code libraries
and frameworks, which may contain vulnerabilities or malicious components. These
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attacks are particularly concerning in the context of FL systems for vehicular networks,
given their complex architecture and integration of various third-party components. The
primary types of attacks in this category are Al supply chain attacks and arbitrary code
execution attacks, both of which can compromise the integrity and privacy of the FL
process.

Al supply chain attacks. Al supply chain attacks occur when an adversary modifies
or replaces a machine learning library, model, or associated data used within a system [43].
These attacks exploit the trust placed in third-party resources and can have far-reaching
consequences, such as data theft, result manipulation, and model failure.

For example, an attacker might identify a project’s dependencies on specific open-
source packages and libraries. By modifying the code of one of these packages and
uploading the altered version to a public repository, the attacker can introduce mali-
cious code into the target system. When an unsuspecting organization downloads and
installs this compromised package, the malicious code is deployed alongside legitimate
components. Without rigorous package verification processes, these vulnerabilities may
remain undetected for extended periods, potentially compromising multiple systems and
organizations.

Arbitrary code execution attacks. Arbitrary code execution attacks exploit soft-
ware vulnerabilities within client applications, allowing attackers to execute arbitrary
code. Such vulnerabilities often arise from insecure coding practices, leading to unex-
pected application behavior. By executing their own code on a target system or process,
attackers can gain unauthorized access or perform unauthorized actions, potentially
resulting in data breaches, data corruption, or complete system takeover [44].

A notable example of this vulnerability was recently discovered in PyTorch, a popular
deep learning framework. The vulnerability allowed for arbitrary code execution due to
the unsafe use of the eval function, highlighting the potential risks even in widely used
and well-maintained software’.

4.2 Defense Mechanisms

To address the security and privacy challenges identified in FL systems, researchers
have developed various defense mechanisms. These approaches aim to protect both
the training process and the resulting models while maintaining system efficiency and
effectiveness. In this section, we explore key defense strategies that have emerged. Each
mechanism addresses specific vulnerabilities while often complementing other security
measures to create comprehensive protection frameworks.

https://github.com/advisories/GHS A-47fc-vmwq-366v
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4.2.1 Authorization and Authentication

In IoV environments, while anonymous participation helps protect privacy, it also creates
opportunities for malicious actors. Robust identity verification mechanisms are therefore
essential for secure data sharing. Current approaches include Public Key Infrastructure
(PKI) for managing digital certificates and two-way authentication protocols to verify
communicating parties [45]. Song et al. [46] propose a fog computing-based authentica-
tion system using cluster heads for vehicle validation and monitoring. Building on this,
Tian et al. [47] developed an integrated authentication architecture using trusted edge
nodes as intermediaries between vehicles and registration servers, incorporating time
tree networks for efficient data sharing. These mechanisms collectively enable secure
participation while maintaining vehicle anonymity.

4.2.2 Blockchain

Blockchain technology offers several key characteristics that make it particularly suited
for enhancing security in FL systems. These include decentralization to eliminate single
points of failure, immutable ledgers for tracking model updates, consensus mechanisms
for ensuring data integrity, and smart contracts for automating security protocols [45, 48].
The integration of blockchain with FL has shown promising results in addressing security
concerns while maintaining system efficiency.

Recent surveys provide key insights into blockchain-FL architectures, categorizing
them as decoupled (storage-focused), coupled (smart contract-based), or overlapped
(blockchain nodes as trainers) [49]. Analysis of design patterns reveals that stronger
fairness mechanisms tend to improve system robustness [50], while blockchain effectively
addresses centralization and trust issues [51]. BAFFLE [52] eliminated the need for
central aggregation through smart contracts, while Lu et al. [4] transformed data sharing
into a verifiable learning problem.

Different blockchain platforms offer distinct advantages for FL implementation. Hy-
perledger Fabric provides efficient consensus mechanisms suitable for IoV applications
[53], while Ethereum’s robust smart contracts support general FL scenarios [54]. How-
ever, challenges remain in optimizing tradeoffs between robustness, efficiency, privacy,
and fairness, particularly in areas of model compression, asynchronous aggregation, and
cross-device compatibility [50].

Several implementations have explored blockchain-based FL for vehicular networks.
Lu et al. [1] proposed PermiDAG, combining permissioned blockchain with local DAGs
for asynchronous FL. Wang et al. [14] developed a consortium blockchain system using
RSUs as preselected nodes with reputation-based sharing. Both approaches leverage
blockchain’s capabilities to enhance security while maintaining efficiency in dynamic
vehicular environments.

Another research direction focuses on accountability and incentivization in FL.
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Mugunthan et al. [54] and Li et al. [55] introduced frameworks that reward quality
contributions while protecting privacy.

4.2.3 Zero-Knowledge Proof

Zero-knowledge proofs (ZKPs) are cryptographic protocols that enable a prover to
convince a verifier about the validity of a statement without revealing any additional
information beyond the statement’s truth. A valid ZKP protocol must satisfy three funda-
mental properties: completeness (an honest verifier accepts true statements when both
parties follow the protocol), soundness (a cheating prover has negligible probability of
convincing the verifier of a false statement), and zero knowledge (the verifier learns noth-
ing except the statement’s validity). The field has evolved from early interactive protocols
requiring bounded verifiers to more practical non-interactive zero-knowledge (NIZK)
proofs, leading to succinct non-interactive arguments of knowledge (SNARKS). In the
context of FL, ZKPs allow a prover (typically the aggregation server) to demonstrate
to verifiers (participating clients) that specific computations were performed correctly,
without disclosing the underlying data or intermediate results [56].

A significant application of ZKPs in FL is verifiable model aggregation. The aggre-
gation server can generate proofs demonstrating that it correctly executed the federated
averaging algorithm on client updates while maintaining the privacy of individual contri-
butions. For instance, the zkDFL framework proposed by Ahmadi and Nourmohammadi
utilizes ZKPs to prove both the correctness of aggregation computations and the inclu-
sion of all client updates in the final result. Their approach leverages smart contracts
for on-chain verification of these proofs, enabling clients to independently validate the
aggregation process [56].

In a notable approach, Nguyen and Thai [57] propose a framework that combines
secure aggregation with ZKPs to enable both privacy preservation and backdoor detection
in FL. Their key innovation lies in shifting backdoor detection responsibility from
the server to the clients while maintaining model privacy. Each client generates a
ZKP demonstrating their model passes a pruning-based backdoor detection test without
revealing actual model parameters. This elegantly resolves the conflict between privacy
preservation and security validation, allowing the server to verify that local models are
clean without actually seeing them.

The implementation of ZKPs for machine learning computations has been facilitated
by advances in efficient arithmetization techniques. Angel et al. introduced Otti, a
compiler that can generate efficient ZKP circuits for numerical optimization problems,
including stochastic gradient descent used in neural network training [58]. In the context
of vehicular networks, Smahi et al. demonstrated the practical application of zZkSNARKSs
for verifying model updates (Federated SVM) in a blockchain-enabled FL system, show-
ing their effectiveness in preventing malicious contributions while preserving privacy
[59].
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Recent research has explored various implementations of ZKP systems for FL. Zhang
et al. developed a blockchain-based framework using ZKPs to verify the randomness of
noise addition in differential privacy mechanisms, demonstrating practical verification
times of around 2.27 seconds on the Hyperledger Fabric platform [53].

4.2.4 Differential Privacy

Differential Privacy (DP) provides mathematical guarantees for privacy preservation in
FL by adding controlled noise to data or model updates. Initially introduced to deep
learning by Abadi et al. [60], DP has evolved to address practical challenges in federated
settings. Recent advances include adaptive optimization methods [61] and noise-resilient
training approaches [62] that improve the privacy-utility trade-off. When implemented
in IoV scenarios, DP can be applied at local (vehicle), central (RSU), or global levels,
though achieving strong privacy guarantees may significantly impact model performance
[41]. Integration with other technologies like blockchain and ZKPs has shown promise
in providing verifiable privacy while maintaining practical efficiency [53].

4.2.5 Secure Aggregation

Secure aggregation (SA) represents a privacy-preserving mechanism in FL systems
that enables the computation of aggregate statistics across multiple participants while
protecting individual contributions. In the FL context, SA allows the server to compute
the global model by aggregating local model updates without learning the individual
updates from any specific client.

Recent research has made significant strides in improving the efficiency and security
of SA protocols. Ma et al. [63] introduced Flamingo, a novel system designed specifi-
cally for multi-round secure aggregation in FL settings. Unlike previous protocols that
require per-round setup, Flamingo implements a more efficient approach with lightweight
dropout resilience.

Building upon these developments, Guan et al. [64] proposed OPSA, a multi-round
one-pass secure aggregation framework that leverages Trusted Execution Environment
(TEE) technology, achieving efficient communication and streamlined computation while
providing verifiable aggregation.

A significant challenge in secure aggregation protocols is handling client stragglers
- participants who respond slowly or drop out during the process. Taiello et al. [65]
address this issue through two novel approaches: Eagle, a synchronous SA scheme
designed to be independent of client failures, and Owl, the first SA solution suitable
for asynchronous settings. Their implementation demonstrates significant performance
improvements, with Eagle outperforming Flamingo by a factor of four in scenarios with
realistic dropout rates.
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4.2.6 Robust Training

Robust training represents a significant defensive approach in FL systems, focusing
on enhancing model resilience against various adversarial attacks. The robust training
techniques can be integrated into FL systems to create more resilient models that better
withstand poisoning attempts and other adversarial attacks, which is especially important
in critical applications like vehicular networks.

A significant advancement in robust training comes from Lecuyer et al. [66], who
establish a connection between differential privacy and robustness against adversarial
examples. Their PixelDP approach provides certified robustness guarantees that scale to
large networks and datasets.

Chen et al. [67] propose a novel cost-aware approach that considers the asymmetric
costs associated with feature manipulation in security applications. While their work
focuses on tree ensembles, the underlying principles can be adapted to FL scenarios,
where the cost of manipulating different features varies significantly.

4.2”7 Anomaly Detection

Several techniques have been proposed to detect malicious behavior in FL systems.
Autoencoder-based detection identifies outliers in client updates through reconstruction
error analysis [28, 68], though this approach struggles with sophisticated attacks. More
advanced methods include Deep Autoencoding Gaussian Mixture Model (DAGMM) for
high-dimensional analysis [69] and its enhanced version STD-DAGMM, which incorpo-
rates update standard deviation [28]. While these methods show promise in identifying
suspicious updates by learning legitimate contribution patterns, they face challenges with
sophisticated attacks and scenarios involving high proportions of malicious clients. Key
considerations include efficiently handling high-dimensional data, adapting to non-1ID
distributions, and balancing detection accuracy with computational overhead.

4.2.8 Other

In addition to the main defense mechanisms discussed earlier, researchers have explored
many other approaches to enhance the security and privacy of FL systems.

FL with Model Distillation (FedMD) enhances privacy by having participants share
only predicted logits on public datasets rather than raw gradients or parameters [30].
This distillation approach creates an effective barrier against privacy attacks while
enabling efficient collaboration. Mutual information regularization limits prediction-
contained information about inputs, making model inversion attacks more difficult
[70], while representation learning-based protection techniques like Soteria perturb data
representations to protect against reconstruction attacks while maintaining performance
[71]. Suspicion-based fault tolerance mechanisms such as Zeno enable SGD to handle
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arbitrary numbers of faulty workers through ranking-based preference systems [68], and
reputation tracking helps combat Sybil attacks by monitoring participant behavior over
time [72].

These complementary approaches can be combined with primary security measures
like differential privacy and secure aggregation to create comprehensive protection
frameworks. The specific combination of defenses typically depends on application
requirements, including computational resources, privacy needs, and anticipated threats.

4.3 Summary

This literature review has systematically examined the security landscape of FL systems,
analyzing both attack vectors and defense mechanisms. Our analysis reveals several key
findings:

The attack surface in FL is extensive and multifaceted. Data and model poisoning
attacks can compromise training integrity, while sophisticated inference attacks like
model inversion and membership inference can breach privacy even without direct
access to training data. Communication-based attacks exploit vulnerabilities across
multiple system layers, and third-party software attacks leverage weaknesses in external
dependencies. This complex threat landscape requires a multi-layered approach to
security.

To counter these threats, researchers have developed various defense mechanisms.
Authorization and authentication form the foundation of security, while differential
privacy and secure aggregation protect individual contributions. Anomaly detection helps
identify malicious behavior, and robust training techniques enhance model resilience.
However, many of these sophisticated defenses introduce significant computational
overhead and complexity, making them challenging to implement in resource-constrained
IoV environments.

Blockchain technology emerges as a particularly promising general-purpose solution,
offering decentralization, immutability, and transparent consensus mechanisms that
address many inherent vulnerabilities in centralized FL architectures. Among blockchain
implementations, permissioned platforms like Hyperledger Fabric appear especially
suitable for IoV scenarios due to their efficient consensus mechanisms and fine-grained
access control. Zero-knowledge proofs complement blockchain by enabling verifiable
computations while preserving privacy, particularly in the context of model aggregation.

For the remainder of this thesis, we will focus primarily on permissioned blockchain
and ZKP-based aggregation verification, as they offer robust, general-purpose solutions
that can be practically implemented while addressing core security requirements. This
understanding of both threats and defenses will guide our subsequent development of a
blockchain-based security enhancement for FL in IoV environments, ensuring we address
the most critical vulnerabilities while maintaining system efficiency and practicality.
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5 Security Risks Assessment

This section presents the security risk analysis of our case study regarding the centralized
FL-based data sharing scenario of IoV. In this section, we answer the research question
RQ2: How to build a threat model using blockchain technology to mitigate the
security risks of centralized FL data sharing in the context of IoV?

We begin by introducing threat modeling as a systematic approach to identifying
potential security vulnerabilities and attack vectors in our system. Following the threat
modeling process, we will employ a security risk management model to identify com-
ponents, assets, security risks, and countermeasures relevant to our use case. This
comprehensive approach will allow us to thoroughly assess the security landscape of our
centralized FL scenario in the IoV context.

Building on this analysis, we then explore how blockchain technology and ZKPs
can serve as countermeasures to the identified security risks. This treatment-related
concepts section will establish the foundation for our proposed blockchain-based solution
design and implementation detailed in subsequent chapters, demonstrating how these
technologies can enhance the security and trustworthiness of FL-based data sharing in
IoV environments.

5.1 Threat Model for Centralized FL

Threat modeling is a proactive method used to find, list, and prioritize possible security
threats, helping to create strong defenses. It is an important part of identifying risks in
security risk management.

One key part of identifying threats is using a structured system for categorization.
A common framework for this is called STRIDE, which includes six types of threats:
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and
Elevation of Privilege. The goal of categorizing threats in this way is to understand them
from the attacker’s point of view. Tools like data flow diagrams (DFDs) can help show
where threats might target things like data sources, processes, data flows, and interactions
in FL-based data sharing scenarios.

Threats can be further organized using threat trees, each representing a specific threat
goal. Lists of common threats, with examples, can help in finding risks. Additionally,
use and abuse cases illustrate how existing security measures might be circumvented or
where vulnerabilities exist.

In order to create a threat model for centralized FL data sharing in the IoV, we used
the STRIDE approach to brainstorm and identify possible attack vectors. This process
involved gathering potential attacks and vulnerabilities based on a review of the existing
literature about FL-related attacks in Chapter 4 and more general oV attacks in CAPEC
and ATT&CK taxonomies. The resulting threat model for centralized FL data sharing in
the oV is depicted in Figure 4. This model outlines 20 possible threats that an attacker
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could exploit during the data sharing process, organized into six categories based on
STRIDE:

) . - Information Denial of Elevation of
Spoofing Tampering Repudiation . . .
Disclosure Service Privileges
s s s
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Figure 4. Threat model for the centralized FL data sharing in IoV.

Spoofing:

1. ST1. Identity Spoofing: An attacker impersonates a legitimate participant (vehicle
or server) in the FL process, aligning with the Identity Spoofing (CAPEC-151
[73]) and Valid Accounts (ATT&CK-T1078 [74]) techniques. This could lead to
unauthorized access to sensitive data or injection of malicious model updates [18].

2. ST2. Sybil Attacks: An attacker creates multiple fake identities to gain dispropor-
tionate influence in the FL process, aligning with Valid Accounts (ATT&CK-T1078
[74]) technique. This could manipulate the aggregation process and skew the global
model towards the attacker’s desired outcome [18, 72].

Tampering:

1. TT1. Local Data Manipulation: An attacker modifies the training data on a local
device before model training, also known as Data Poisoning (OWASP-ML02:2023
[22]), Model Skewing (OWASP-MLO08:2023 [24]), or Transfer Learning Attack
(OWASP-ML07:2023 [25]). This could introduce biases or backdoors into the
local model, potentially affecting the global model [18]. This threat is relevant to
File Manipulation (CAPEC-165 [75]) and Runtime Data Manipulation (ATT&CK-
T1565.003 [76]).
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2. TT2. V2I Message Tampering: An attacker intercepts and modifies model up-
dates, also known as Model Poisoning (OWASP-ML10:2023 [23]), or coordination
messages during transmission. This tactic aligns with Transmitted Data Ma-
nipulation (ATT&CK-1565.002 [77]) and may involve Adversary-in-the-Middle
(ATT&CK-T1557 [78]) techniques. This could introduce malicious changes to the
model and mislead the FL participants [18].

3. TT3. Global Model Modification: An attacker with access to the central server
alters the global model directly by overwriting the data in the central storage. This
action, aligning with File Manipulation (CAPEC-165 [75]) and Stored Data Ma-
nipulation (ATT&CK-T1565.001 [79]), can introduce widespread vulnerabilities
or biases into the entire FL system [18].

4. TT4. Aggregation Result Manipulation: An attacker interferes with the aggre-
gation process to skew the results, even when individual updates are legitimate
[24, 57]. This tactic aligns with Software Integrity Attack (CAPEC-184 [80]), File
Manipulation (CAPEC-165 [75]), and Runtime Data Manipulation (ATT&CK-
T1565.003 [76]), allowing the attacker to compromise the global model’s accuracy
and reliability.

Repudiation:

1. RT1. Participation Denial: A participant denies involvement in a specific round
of FL, complicating accountability and obscuring the source of malicious updates.
This aligns with Indicator Removal (ATT&CK-T1070 [81]) and is a form of a
Repudiation Attack (OWASP [82]), where the attacker evades responsibility by
disassociating themselves from the actions taken.

2. RT2. System Log Falsification: An attacker alters system logs to conceal ma-
licious activities or create false records of legitimate actions. This tactic hinders
investigations and hides traces of the attack, aligning with Log Injection/Tamper-
ing/Forging (CAPEC-93 [83]), File Manipulation (CAPEC-165 [75]), and Stored
Data Manipulation (ATT&CK-T1565.001 [79]).

3. RT3. Model Distribution Repudiation: The central server denies distributing a
specific version of the global model, causing potential inconsistencies and disputes
among participants over the correct model version. This aligns with Indicator
Removal (ATT&CK-T1070 [81]) and represents a Repudiation Attack (OWASP
[82]), where accountability is evaded by denying involvement.
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Information Disclosure:

1. IT1. User Traffic and Identity Disclosure: An attacker gains unauthorized access
to sensitive training data stored on local devices, potentially leading to privacy
breaches and exposure of personal or proprietary information. This aligns with
the Exploiting Incorrectly Configured Access Control Security Levels (CAPEC-
180 [84]) technique, where inadequate access controls are leveraged to obtain
unauthorized data access.

2. IT2. Model Update Eavesdropping: An attacker intercepts model updates
during data or message transmission, potentially revealing sensitive information
about the training data or the target vehicle. This aligns with both the Adversary
in the Middle (CAPEC-94 [85]) attack pattern and the Adversary-in-the-Middle
(ATT&CK-T1557 [78]) technique, where an attacker positions themselves between
communicating parties to intercept or modify transmitted data.

3. IT3. Centralized Collection of Data and Events: The central server gathers
model updates and actions from FL participants for future analysis. This cen-
tralization can lead to the misuse of information and creates a single point of
failure, potentially exposing sensitive data if the server is compromised. This issue
relates to Adversary-in-the-Middle (ATT&CK-T1557 [78]), where an attacker may
intercept communications, and Automated Collection (ATT&CK-T1119 [86]),
where an adversary could exploit the centralized data repository to collect sensitive
information in bulk.

4. IT4. Inference Attacks: An attacker leverages global or local models to in-
fer private information about individual participants, potentially compromising
user privacy without needing direct access to the training data. This relates to
Model Inversion Attack (OWASP-ML03:2023 [29]), Membership Inference Attack
(OWASP-ML1.04:2023 [38]), and Automated Exfiltration (ATT&CK-T1020 [87]),
where sensitive information is obtained through indirect means.

Denial of Service:

1. DT1. Message Flooding: An attacker overwhelms the central server with many
fake or unnecessary messages, potentially slowing down or crashing the aggre-
gation process and disrupting the entire FL system [18]. This tactic aligns with
Flooding (CAPEC-125 [88]), Network DoS: Direct Network Flood (ATT&CK-
T1498.001 [89]), and Endpoint DoS (ATT&CK-T1499 [90])

2. DT2. Resource Exhaustion: An attacker targets the computational or storage
resources of participating devices, potentially preventing legitimate participants
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from contributing to the FL process. This tactic is related to Resource Hijacking
(ATT&CK-T1496 [91]), where an adversary seeks to deplete system resources for
malicious purposes.

3. DT3. Man-in-the-Middle (MitM): An attacker intercepts and potentially alters
communications between FL participants and the central server. This interference
can disrupt the FL process by manipulating or blocking legitimate communi-
cations. This tactic is associated with Software Integrity Attack (CAPEC-184
[80]), Adversary in the Middle (CAPEC-94 [85]), and Adversary-in-the-Middle
(ATT&CK-T1557 [78]).

4. DT4. Infrastructure Node Attacks: An attacker targets critical infrastructure
components, such as RSUs or cellular base stations. This can create blind spots in
the IoV network and disrupt peer communication. This tactic is associated with
Endpoint DoS (ATT&CK-T1499 [90]) and Cellular Jamming (CAPEC-605 [92]).

Elevation of Privileges:

1. ET1. Server Unauthorized Access: An attacker gains unauthorized access to the
central aggregation server. This could lead to a complete compromise of the FLL
process, including manipulation of the global model and access to all participant
data. This tactic is related to Exploiting Incorrectly Configured Access Control
Security Levels (CAPEC-180 [84]), Authentication Abuse (CAPEC-114 [93]), and
Credential Access (ATT&CK-TAO0031 [94]).

2. ET2. Client Software Exploitation: An attacker exploits vulnerabilities in the
software running on vehicles or servers, such as arbitrary code execution, which
aligns with AI Supply Chain Attacks (OWASP-ML06:2023 [43]) and Exploitation
for Client Execution (ATT&CK-T1203 [44]). This could allow the attacker to
manipulate local training or bypass security measures.

3. ET3. Authentication Bypass: An attacker circumvents authentication mecha-
nisms to gain unauthorized access to the FL system. This could allow the attacker
to impersonate legitimate participants or access restricted system parts. This tactic
is associated with Exploiting Incorrectly Configured Access Control Security Lev-
els (CAPEC-180 [84]), Authentication Abuse (CAPEC-114 [93]), and Credential
Access (ATT&CK-TAO0031 [94]).

This threat model covers the key security concerns in a centralized FL data sharing
scenario for IoV, addressing potential vulnerabilities in the communication, computation,
and data handling aspects of the system. It can serve as a foundation for developing
robust security measures and mitigation strategies.
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After providing the threat model of potential attacks and describing the prototype
of our use case, let’s take a closer look at its components to perform a security risk
assessment. According to the ISSRM domain model discussed in Chapter 2.4, we need
to define three main groups: asset-related, risk-related, and treatment-related concepts.

5.2 Asset-Related Concepts

In this section, we will address the question of which assets should be protected in our FL.
scenario for the [oV. We need to identify the appropriate business assets, system assets,
and security criteria that must be ensured. In the following subsections, we will detail the
specific business assets, IS assets, and security criteria relevant to our FL-IoV scenario.
This analysis will provide a foundation for understanding what needs protection and why,
informing our subsequent risk assessment and treatment strategies.

5.2.1 Business assets

Asset-related concepts describe what is valuable to an organization and worth protecting.
An asset 1s anything that plays a role in accomplishing the organization’s objectives and
can be classified as either a business asset or a system asset.

In the context of FL-based data sharing between vehicles and infrastructure, business
assets (BA) refer to sensitive data of each participant and intermediate transmitted data
between them. This data creates business value for the ITS and must be protected. To
achieve this, we can map the BA to the appropriate components of a BPMN diagram (see
Figure 2):

1. Global Model (D1). This global FLL. model (or sub-global model for hierarchical
FL) encapsulates traffic patterns of individual vehicles in the network and produce
useful business value. It is extracted from an aggregation server database and
propagated between all participants at the beginning of the FL process. The
vehicles train their local models using it as a pre-trained base model. After
aggregation, it can be updated and saved for each FL cycle. Later, the global model
is used to make the final prediction.

2. Raw Traffic Data (D2). This is the data used as input to the machine learning
models that bring business value, such as recent vehicle trajectories, sensor data,
images from the camera, etc. This records are stored on each vehicle and considered
as the most sensitive data of the entire data sharing process.

3. Local ML Model (D3). This intermediate machine learning model (and its weight
updates) is trained locally on each device participating in the data sharing process.
Later, it can be used in the aggregation process after passing the validation.
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4. Predicted Information (D4). This is the global model output that was predicted
using local raw traffic data from individual vehicles. This information provides the
final business value for future ITS use cases.

5.2.2 Security criteria

Security criteria characterize security needs and are constraints on business assets. The
listed business assets have security needs that constraint them:

1. Confidentiality. This criterion ensures that business assets are accessible only
to authorized actors. In our scenario, particular emphasis is placed on protecting
raw traffic data, which must remain strictly confidential and never be exposed
to unauthorized parties. This safeguard is crucial for maintaining privacy and
preventing potential misuse of sensitive information.

2. Integrity. This criterion guarantees the reliability of business assets by protecting
them from tampering and corruption. Asset integrity is a critical characteris-
tic essential for obtaining trustworthy results in both the FL-based data sharing
process and subsequent inference operations. Maintaining data and model in-
tegrity throughout the entire workflow ensures the reliability and accuracy of the
intelligent transportation system’s outputs.

3. Availability. This criterion ensures that business assets are accessible on demand
for normal system functionality. In our scenario, data exchange occurs in close
proximity between vehicles and infrastructure. Consequently, asset availability
must be guaranteed within the brief time window when vehicles are within range
of the RSU. This constraint emphasizes the need for rapid and reliable data transfer
to support real-time decision-making in the intelligent transportation system.

5.2.3 System assets

System (IS) assets are components of the information system that support business assets.
These can be technological (hardware, software, network) or non-technological (people,
facilities) elements that play a role in the system’s security.

To support business assets and their objectives, the following system assets and their
correspondence to steps on the BPMN diagram (see Figure 2) are introduced:

1. SA1l. Communication Layer: This network layer organizes messaging and data
transfer. It is utilized during steps 1, 3, 4.2, 5.2, 6, and 8.

2. SA2. Authentication/Authorization Layer: Central server resources are used to
register vehicles in new data sharing sessions and manage network and data access.
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This layer typically operates alongside the communication layer during steps 1, 3,
4.2,5.2, 6, and 8. Additionally, it manages access control for FL. participant regis-
tration, data querying (steps 2 and 5.0), and global model downloading/uploading
from a dedicated database (steps 4.1 and 4.5).

. SA3. Server-Side Perception, Compute, and Storage Resources: Computa-
tional resources of the central server manage the global model (D1) lifecycle
and orchestrate the training, validation, and aggregation of local models (D3).
These assets represent the execution environment and resources used across all
server-side stages.

. SA4. Aggregation Server Database: Medium for storing global models (D1) on
the central server, associated with steps 4.1 and 4.5.

. SAS. Client-Side Perception, Compute, and Storage Resources: Computa-
tional resources in vehicles are used to train and evaluate local machine learning
models (D3) based on raw traffic data (D2). These assets represent the execution
environment and resources used across all client-side stages.

. SA6. Training Process Algorithms and Software: Algorithms and methods
within the client-side execution environment for training local machine learning
models associated with step 5.1.

. SA7. Evaluation/Validation Process Algorithms and Software: Algorithms and
methods within the server-side execution environment for evaluating (validating)
trained local models (D3) performance, associated with step 4.3.

. SA8. Aggregation Process Algorithms and Software: Algorithms and methods
within the server-side execution environment for aggregating models (D3) into an
updated global model (D1%*), associated with step 4.4.

. SA9. Model Inference Algorithms and Software: Algorithms and methods
within the client-side execution environment for predicting useful traffic informa-
tion (D4) using the updated global model (D1%*) and raw traffic data (D2) associated
with step 7.

It’s important to note the relationships between these concepts. System assets support

one or more business assets, though not all business assets necessarily have system
support. Each business asset can be constrained by zero to several security criteria, and
these criteria are used to assess the significance of risks [17].

Table 2 provides a comprehensive overview of all assets in the centralized FL-based

data sharing scenario for IoV. This table illustrates how each system asset supports the
confidentiality (C), integrity (I), and availability (A) of business assets.
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A system asset supports confidentiality if it has read access to the business asset,
integrity if it can modify or facilitate modification of the business asset’s state, and
availability if it can control access to the business asset in subsequent stages of the
business process.

Analysis of relations between system assets, business assets, and security criteria:

1.

3.

Global (D1) and local models (D3) are dependent on the largest number of system
assets. This extensive involvement across multiple stages of the FL process makes
them critical components and potential focal points for vulnerabilities and risks.
Consequently, a significant portion of our security countermeasures will need to
focus on protecting and securing these system assets.

Raw traffic data (D2) and predictions (D4), while directly dependent on fewer
system assets, are indirectly reliant on all preceding assets in the FL process. This
interdependence underscores their importance and the need for comprehensive
security measures throughout the entire system.

The protection of raw traffic data (D2) and predictions (D4) emerges as our highest
priority. Despite their limited direct dependencies, these assets provide the greatest
value to the overall Intelligent Transportation System (ITS). Their security is
crucial not only for the integrity of the FL process but also for the privacy of
individual vehicles and the reliability of the ITS as a whole.

This asset analysis lays the groundwork for our subsequent risk assessment and secu-
rity strategy development. By understanding the relationships and dependencies between
our system and business assets, we can more effectively identify potential vulnerabilities,
anticipate risks, and design targeted countermeasures to ensure the security and efficacy
of our FL-based data sharing system in the oV context.

Table 2. Relations between system and business assets

D1 Global Model | D2 Raw Traffic Data D3 Local Models | D4 Predictions
SA1 C LA - C LA -
SA2 C, LA C, A C,A -
SA3 C, LA - C LA -
SA4 C, LA - - -
SAS CLA C, LA C LA C LA
SA6 C C C LA -
SA7 - - CLA -
SAS8 C, LA - C -
SA9 C C - CLA
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5.3 Risk-Related Concepts

Our next step is to identify the risks and vulnerabilities associated with the centralized
FL scenario using the ISSRM framework. The integration of FL in the IoV systems
preserves privacy while leveraging collective data. However, this decentralized learning
paradigm introduces new vulnerabilities and security risks.

In risk-related concepts, a risk combines a threat and vulnerabilities, leading to
negative impacts on assets. A risk event consists of a threat exploiting vulnerabilities. A
vulnerability is a weakness in a system asset, while a threat is an incident initiated by an
agent using an attack method. The impact is the negative consequence of a risk, negating
security criteria and harming assets. Impacts can affect both system and business assets.
These concepts are interrelated: a risk comprises an event and impacts. Events can lead
to multiple impacts, and impacts can result from various events. Impacts harm assets at
both business and system levels, potentially violating multiple security criteria [17].

In our FL scenario for IoV, these concepts help us understand how vulnerabilities in
the centralized architecture could be exploited by threats, leading to risks that impact the
integrity, confidentiality, and availability of our system and business assets.

Our literature review (Chapter 4.1) identified several potential attacks and threats
relevant to FL. Now, we will focus on their relationship to the defined assets in our [oV
use case, examining how these threats could exploit vulnerabilities to create risk events
and the potential impacts these risks could have on our system.

In our analysis of security risks in IoV-based FL, we categorize threats based on
their source: client-side, server-side, and intermediary actors. While a comprehensive
examination of all threat vectors is important (detailed in Appendix II), we focus primarily
on server-side risks in this section. This focus is strategic, as the server infrastructure in
IoV systems is more manageable and controllable compared to the diverse and transient
nature of vehicle clients.

We turn our attention to the vulnerabilities and security risks posed by a malicious
server. For this discussion, we assume that the IoV infrastructure can harm the integrity
of the ITS only in the event of a compromised server. However, even without direct
compromise, the ITS may violate certain privacy aspects of vehicle clients by exploiting
the server’s curiosity about clients’ sensitive data. In this section, we will explore how
malicious servers could attempt to exploit privileged access to ITS resources for unfair
advantage or, in more severe cases, completely disrupt the system’s operation.

The centralized nature of the FL process in oV systems introduces several vulnerabil-
ities that can be exploited by dishonest servers. Figure 5 illustrates how a compromised
server can execute attacks within the FL process. The diagram highlights two key vul-
nerability points: the lack of data authenticity verification during model distribution and
security breaches during the FL process. Figure 6 provides a detailed view of vulnerabili-
ties during local model training on the vehicle side, specifically demonstrating how the
lack of data authenticity verification and model privacy protection mechanisms can be
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portunities for various types of attacks that compromise the integrity and confidentiality
of the FL process.

Security Breaches (V5).

Security breaches serve as an umbrella term covering a wide

array of vulnerabilities relevant to our use case, though their origins extend beyond the

scope of this work. These breaches occur across various levels (physical, network, appli-

cation, etc) and pose significant risks, potentially leading to unexpected server behavior
or disrupting the entire FL process. This vulnerability affects the server infrastructure
and opens the door to several types of attacks. These include unauthorized physical
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access to server hardware, which in an IoV context could involve compromising RSUs
(SA3) or central data centers (SA4). Attackers may also exploit weaknesses in network
protocols (SA1) or configurations to gain unauthorized access to server systems or target
vulnerabilities in server software (SA7, SA8), including the FL implementation itself,
to control systems or access sensitive data. Additionally, attackers could manipulate
authorized personnel to obtain access credentials (SA2) or confidential information about
the server infrastructure.

Weak Centralized Access Control (V6). The centralized FL is exposed to a single
point of failure. In a scenario of a compromised server, a malicious actor can take
advantage of inadequately managed access rights (SA2, SA4) to query and submit global
models from and to central storage. In addition, the malicious server can abuse the
privileged access (SA2) to local models during FL aggregation, extracting sensitive
information or insights that should remain private to individual vehicles or manipulating
the management of the FL process.

Lack of Aggregation Monitoring and Validity (V7). The server should follow some
expected protocol of aggregation. Without proper monitoring and validation of the aggre-

Table 3. Vulnerabilities in FL exploited by a compromised server

Id Vulnerability System Asset | Details
V5 Security breaches SA1-SA4, Security breaches at various levels (physical,
SA7, SA8 application, etc.) can cause unexpected server
behavior or disrupt the entire FL process
V6 Weak centralized access | SA2, SA4 A single point of failure in centralized FL al-
control lows a compromised server to query global and

local models freely. It can also modify, de-
lay responses, and distribute or upload faulty

global models
V7 Lack of aggregation moni- | SA8 Lack of reliability, traceability, and control in
toring and validity aggregation can result in unrecognized mali-

cious behaviors, such as global model tamper-
ing and poisoning

V8 Lack of data authenticity | SAL, SA2 FL participants should verify the source, va-
verification lidity, and authenticity of the data they receive
from other parties

V9 Lack of server actions trace- | SA3,  SA7, | Lack of reliability, traceability, and control over
ability SAS8 server actions can lead to side activities outside
the protocol, potentially compromising the sys-
tem’s security

V10 | Lack of model’s privacy pro- | SA6 Weak protection practices for local ML mod-
tection mechanisms els may expose sensitive information encoded
within them
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gation process (SAS8), malicious behaviors such as global model tampering performed by
the server can go unrecognized. This vulnerability highlights the importance of ensuring
the reliability and traceability of the aggregation step.

Lack of Data Authenticity Verification (V8). FL participants must be able to verify
the source, validity, and authenticity of data received from other parties (SA1, SA2).
Without strong verification mechanisms, malicious servers could manipulate data or
alter FL commands to vehicle clients, misleading and disrupting the entire FL process.
While encryption techniques are crucial in addressing this vulnerability, they are only
one component of a broader, more robust security framework.

Lack of Server Actions Traceability (V9). Verifying the exact operations performed
on the server, including model validation (SA7), aggregation (SAS8), and overall system
management (SA3), can be challenging. A compromised or malicious server could per-
form actions outside the prescribed FL protocol without detection, potentially introducing
biases, errors, or backdoors into the global model during the aggregation process. These
unauthorized actions could then propagate throughout the entire IoV system, affecting
traffic management decisions, route optimizations, and overall system performance.
Moreover, the lack of traceability makes it challenging to conduct thorough post-incident
analyses, hindering the ability to identify the root causes of system anomalies or secu-
rity breaches. This vulnerability underscores the critical need for implementing robust
logging mechanisms, real-time monitoring systems, and regular auditing procedures to
ensure the integrity and transparency of server operations in FL-based IoV systems.

Lack of Model’s Privacy Protection Mechanisms (V10). Inadequate protection of
local ML models (SA6) can expose sensitive information embedded within them. Even
with properly configured access controls, a central server can still collect, compare, and
analyze local model updates from different vehicles. This vulnerability allows curious
servers to potentially infer private information about individual participants. Therefore,
additional safeguards are necessary to protect local ML models from reverse engineering.

All the described vulnerabilities can be exploited by dishonest FL servers, leading to
various attack scenarios. Table 4 presents three main attack methods that dishonest servers
can perform in the FL process: unreliable communication attacks, model poisoning
aggregation attacks, and model reverse-engineering attacks.

Unreliable Communication Attacks (SR4). A compromised server (ST1 Identity
Spoofing, ET1 Server Unauthorized Access, ET2 Client Software Exploitation, ET3
Authentication Bypass) can exploit security breaches (V5), weak access controls (V6),
lack of data authenticity verification (V8), and poor traceability of server actions (V9) to
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conduct misleading FL. communications. Without proper data authenticity verification
(V8), the server could tamper with transmitted model data and coordination messages
(TT2 V21 Message Tampering), modify the global model directly (TT3 Global Model
Modification), and hide evidence of these actions through log manipulation (RT2 Sys-

Table 4. Security risks of FL in caused by a compromised server

Security
Risk

Threat agent

Attack method

Threat

Vulnerability

Impact

SR4

Compromised
aggregation
server

Communication
and model poi-
soning attacks

Compromised
server can tamper
with and distribute
fake global models
or FL process
instructions. It
can also delay
responses, slowing
down the FL
process (ST1, TT2,
TT3, RT2, RT3,
DT2, DT3, DT4,
ET1, ET2, ET3)

V5, V6, V8,
Vo9

Integrity:
D1, D3, D4

Availability:

Dl

SRS

Compromised
aggregation
server

Model poison-
ing attacks (un-
reliable aggre-
gation)

Compromised
server can ma-
nipulate the
aggregation  pro-
cedure or the
global model’s
parameters, caus-
ing  undesirable
behavior. It then
distributes this
malicious model
to other FL partic-
ipants (ST1, TT2,
TT3, TT4, RT2,
RT3, ET1, ET2,
ET3)

V5, V6, V7,
V9

Integrity:
D1, D3, D4

SR6

Compromised
or  curious
server

Model in-
version and
membership in-
ference attacks

A curious server
can reverse-
engineer  model
parameters to
reconstruct sensi-
tive data from FL
participants (ST1,
IT1, IT2, IT3, IT4,
ET1, ET2, ET3)

V5, V6, V9,
V10

Confidentiality:
D1, D2, D3

50




tem Log Falsification). The compromised server could then deny distributing specific
model versions (RT3 Model Distribution Repudiation), disrupting the FL process. Re-
source exhaustion attacks (DT2 Resource Exhaustion) and communication interference
(DT3 Man-in-the-Middle, DT4 Infrastructure Node Attacks) can further degrade system
performance.

The impact of such attacks primarily undermines the integrity of ITS assets. The
global model (D1) would be compromised first, and after several FL rounds, local
models (D3) would become distorted or poisoned, resulting in unreliable predictions
(D4). Furthermore, the availability of the global model (D1) could be affected due to
delayed responses to vehicle clients or wasted server computational resources.
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Figure 7. BPMN diagram of compromised server integrity attacks execution

Model Aggregation Poisoning Attacks (SRS). A compromised server (ST1 Identity
Spoofing, ET1 Server Unauthorized Access, ET2 Client Software Exploitation, ET3
Authentication Bypass) can exploit security breaches (V5), weak centralized access
controls (V6), and insufficient aggregation monitoring and validation (V7, V9) to ma-
nipulate the model aggregation process. The attacker could tamper with model updates
during transmission (TT2 V2I Message Tampering), directly modify the global model in
storage (TT3 Global Model Modification), and manipulate the aggregation results (TT4
Aggregation Result Manipulation) to introduce malicious behavior. For example, the
aggregation server might intentionally skew the global model, causing it to misclassify
specific inputs (such as road signs) or obscure critical traffic patterns while maintaining
normal performance on other inference tasks. The attacker can hide evidence of these
manipulations through log falsification (RT2 System Log Falsification) and later deny
distributing the compromised model (RT3 Model Distribution Repudiation). This tainted
model is then distributed to FL participants and stored in the central system, propagating
the damage to ITS. Without strong monitoring and validation mechanisms, identifying
and addressing the root cause of such attacks becomes extremely difficult.
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The primary impact of such an attack targets the integrity of ITS assets. The global
model (D1), local models (D3), and subsequent predictions (D4) can all be compromised,
potentially causing widespread failures across the [oV system. The detailed scenario of
communication and aggregation attacks is depicted in Figure 7.

Model Reverse-Engineering Attacks (SR6). In this scenario, a curious or compro-
mised server (ST1 Identity Spoofing, ET1 Server Unauthorized Access, ET2 Client
Software Exploitation, ET3 Authentication Bypass) attempts to reverse-engineer model
parameters to reconstruct sensitive data from FL participants. This attack exploits mul-
tiple vulnerabilities, including security breaches (V5), weak access controls (V6), lack
of server action traceability (V9), and insufficient privacy protection mechanisms for
local models (V10). The attack exposes user traffic and identity information (IT1 User
Traffic and Identity Disclosure) while capturing model updates through eavesdropping
(IT2 Model Update Eavesdropping). The server’s privileged position enables centralized
collection of data and events (IT3 Centralized Collection of Data and Events), enhancing
its ability to perform inference attacks (IT4 Inference Attacks). For instance, a compro-
mised RSU server could collect local model updates from various clients across multiple
FL rounds, using this accumulated data to execute different variations of model inversion
attacks. By analyzing the subtle changes in model parameters over time, the attacker
can potentially reconstruct the sensitive data used during training. The server’s access to
multiple versions of clients’ models throughout the FL process enhances its capability to
perform membership inference attacks, potentially identifying exact training samples
used by each client.

The main impact of these attacks is on the confidentiality of ITS assets, with the global
model (D1), raw data (D2), and local models (D3) all at risk of being compromised. This
level of insight could reveal detailed information about individual vehicles’ movements,
preferences, or behaviors, severely compromising user privacy. The detailed scenario of
reverse-engineering attacks is depicted in Figure 8.
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Table 5. Impact of security risks on business assets

Business Asset Confidentiality Integrity Availability Number
of Risks

D1. Global model SR6, SR7, SR8 SR1, SR2, SR3, SR4, | SRI, SR2, SR3, 8 (14)
SR5, SR7 SR4, SR7

D2. Raw traffic data SR6, SR8 ~ ~ 2

D3. Local ML model SR6, SR7, SR8 SR1, SR2, SR3, SR4, | SRI, SR2, SR3, 8 (13)
SR5, SR7 SR7

D4. Predicted traffic in- | ~ SR1, SR2, SR3, SR4, | ~ 6

formation SRS, SR7

In this chapter, we have identified and categorized vulnerabilities and threats from
three main sources: client-side, server-side, and man-in-the-middle actors. Table 5
summarizes the defined impact of the risks on protected assets. This analysis reveals

several key insights:

1. Pervasive Impact: The global model (D1) and local ML models (D3) are the

most widely affected assets, being impacted by 8 out of 8 identified risks. This
underscores their central role in the FL process and highlights the need for robust
protection mechanisms.

. Integrity Concerns: The integrity of assets, particularly of the global model
(D1), local models (D3), and predicted traffic information (D4), is at risk from the
majority of the identified threats. This emphasizes the critical need for mechanisms
to ensure data and model integrity throughout the FL process.

. Confidentiality Risks: While fewer in number, the risks to confidentiality, es-
pecially for raw traffic data (D2), are significant. Despite only two risks being
directly connected to raw traffic data, it remains the most sensitive information in
our system and requires the highest level of protection. Availability Challenges:
The availability of the global model (D1) and local models (D3) is threatened by
multiple risks, which could potentially disrupt the entire FL process.

. Indirect Dependencies: While raw traffic data (D2) and predictions (D4) have
fewer direct risks, their security is indirectly dependent on the integrity and confi-
dentiality of the models (D1 and D3). This highlights the interconnected nature of
our system’s security.

It’s important to note that the list of security risks described in this system architecture

is not exhaustive. Some risks may have been omitted due to their similarities, where
different methods might lead to the same results. Additionally, we have not discussed
threats connected to the perception level of the IoV system, as the main focus of this
work is on the application of FL.
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This risk analysis provides a foundation for developing our security strategy. It
emphasizes the need for a multi-faceted approach that addresses integrity, confidentiality,
and availability across all components of our FL. system. Particular attention must be
paid to protecting the global and local models, as they are the most widely impacted
assets. Additionally, while raw traffic data has fewer direct risks, its sensitivity makes it
a critical focus for our security measures.

In the next subsection, we will explore how blockchain technology can be leveraged
to address these identified risks and enhance the overall security of our FL-based data
sharing system in the loV context.

5.4 Treatment-Related Concepts

Having identified the key vulnerabilities and security risks in our centralized FL scenario
for 1oV, we now focus on potential risk treatments and countermeasures. This section
explores how introducing blockchain technology can serve as a comprehensive risk
treatment strategy, primarily under the risk avoidance category.

To address the security risks identified in centralized FL for the IoV applications,
we propose a decentralized solution leveraging Hyperledger Fabric (HLF) blockchain
and ZKPs. This approach provides robust countermeasures to enhance security, privacy,
and trust in the FL process. Below we detail the key HLF components [95] and how
they mitigate specific risks, followed by a comprehensive workflow of the updated
blockchain-based solution.

Distributed Ledger. The immutable, distributed ledger in HLF addresses several key
vulnerabilities. For example, (i) mitigates lack of server actions traceability (V9) by
maintaining a tamper-evident record of all transactions and events in the FL process.
(i1) Enhances training process monitoring (V1) by providing an auditable trail of model
updates and aggregations. (iii) Counters Global Model Modification (TT3) attempts, as
any unauthorized changes would be immediately detectable.

Channels. HLF channels provide data isolation and access control. They mitigate weak
centralized access control (V6) by allowing fine-grained control over who can access
specific data and participate in particular FL tasks. Additionally, they reduce the risk of
unauthorized data access and Information Disclosure threats (IT1-4) by segregating data
and operations for different geographic areas or FL tasks.

Chaincode (Smart Contracts). Chaincode implements the business logic for FL op-
erations. It addresses poor model validation (V3) and enhances robustness of model
aggregation (V4) by encoding standardized validation and aggregation rules. Further-
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more, it mitigates risks of Server Unauthorized Access (ET1) and Authentication Bypass
(ET3) by automating critical processes and enforcing access controls.

Membership Service Provider (MSP). The MSP manages identities and access in the
network. It counters Identity Spoofing (ST1) and Sybil Attacks (ST2) through robust
identity management and authentication. The system also mitigates weak identity and
access management (V12) by providing cryptographic identity verification.

Private Data Collections. PDCs enhance data privacy and access control. They
address lack of model’s privacy protection mechanisms (V10) by allowing sensitive
data (individual model updates) to be shared only with authorized parties. PDCs also
mitigate risks of Information Disclosure (IT1-4) by keeping sensitive data private while
still allowing verification of its integrity.

Endorsement Policies. These policies define the rules for transaction validation. They
enhance robustness of model aggregation (V4) by requiring multiple peers to validate
transactions before they’re committed. The policies also mitigate risks of Aggregation
Result Manipulation (TT4) by ensuring multiple parties must agree on the validity of
aggregations.

Ordering Service. The ordering service manages the creation and distribution of
blocks. It addresses security breaches (V5) and weak centralized access control (V6) by
decentralizing the critical function of block creation. The service also mitigates Denial
of Service (DT1-4) risks by distributing the workload across multiple nodes.

Integration of Zero-Knowledge Proofs. While not a native HLF component, the inte-
gration of ZKPs helps to mitigate Aggregation Result Manipulation (SR7). They enhance
aggregation monitoring and validity (V7) by allowing verification of computational
correctness without revealing underlying data.

As shown in Table 6, the proposed blockchain-based architecture provides a com-
prehensive security framework through its eight distinct countermeasures. The comple-
mentary nature of these components creates multiple layers of protection, effectively
transforming the centralized FL system into a robust decentralized solution suitable for
IoV applications. This systematic approach ensures that each identified vulnerability and
threat is adequately addressed while maintaining system efficiency and scalability.

In the context of security risk management, risk treatments are approaches taken
to address identified risks. These can include risk avoidance, reduction, transfer, or
retention. In our case, integrating blockchain into the FL process represents a significant
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Table 6. Blockchain-based countermeasures

Id | Countermeasure Vulnerabilities | Threats

C1 | Distributed Ledger V1, V9 TT3

C2 | Channels Vo6 IT1, IT2, IT3, IT4

C3 | Chaincode (Smart Contracts) V3, V4 ET1, ET3

C4 | Membership Service Provider (MSP) Vi2 ST1, ST2

C5 | Private Data Collections V10 IT1, IT2, IT3, IT4

C6 | Endorsement Policies V4 TT4

C7 | Ordering Service V5, Vo6 DT1, DT2, DT3, DT4
C8 | Zero-Knowledge Proofs V7 TT3

shift in system architecture and functionality, effectively avoiding many risks associated
with centralized systems.

It’s important to note the relationships between risk treatment-related concepts. Each
identified risk has at least one risk treatment, and these treatments are refined into specific
security requirements. However, in risk acceptance or avoidance cases, no security
requirements may be needed. Conversely, a single security requirement may address
multiple risk treatments. Security requirements mitigate risks, although not all can be
mitigated through security requirements alone. Finally, controls are implemented to
fulfill one or more security requirements, forming the concrete measures that bring our
risk treatment strategy to life [17].

In our work, we explored how these measures can be implemented as security
requirements and controls, providing a robust framework for mitigating risks in our
decentralized, FL system for [oV. As a result, we listed all security requirements and
control components in Appendix III and I'V.

5.5 Summary

In this chapter, we conducted a systematic security risk analysis of centralized FL-based
data sharing in IoV. We began with developing a comprehensive threat model using
the STRIDE methodology, which identified 20 distinct threats across six categories:
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and
Elevation of Privilege. This threat model provided a foundational understanding of
potential attack vectors and vulnerabilities in centralized FL systems.

Building on this threat model, we applied the ISSRM framework to structure our
analysis into three main components: asset-related, risk-related, and treatment-related
concepts. The asset analysis identified critical business assets (global model, raw traffic
data, local models, and predictions) and system assets (communication layers, compu-
tational resources, and algorithms), along with their security criteria of confidentiality,
integrity, and availability.

Our risk analysis examined how the identified threats could exploit system vulnera-
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bilities, leading to the identification of eight major security risks (SR1-SR8) originating
from client-side, server-side, and man-in-the-middle actors. These risks were analyzed
in detail, with particular attention to their potential impacts on system assets and security
criteria.

For treatment-related concepts, we proposed a blockchain-based solution incorporat-
ing Hyperledger Fabric and ZKPs. This approach includes eight key countermeasures:
distributed ledger, channels, chaincode, membership service provider, private data col-
lections, endorsement policies, ordering service, and ZKPs. These components work
together to address the identified vulnerabilities while maintaining system efficiency.

The analysis culminated in the development of 53 specific security requirements
and 39 control components, categorized by implementation status. This comprehensive
assessment provides the foundation for our blockchain-based solution design and im-
plementation detailed in subsequent chapters, offering a robust framework for securing
FL-based data sharing in IoV environments.

This systematic analysis not only highlighted the security challenges in centralized FL
systems but also demonstrated how blockchain technology can effectively address these
challenges, setting the stage for a more secure and trustworthy data sharing architecture
in IoV applications.
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6 Solution Design and Implementation

This section explores the research question RQ3: How to design and implement secure
data sharing using blockchain-based FL? To address this question, we present the
design and implementation of a blockchain-based FL solution as a core artifact, aligning
with design science research guidelines (G4, G6, G7) outlined in Table 1. The solution
is detailed through architectural diagrams that illustrate the design choices made to
mitigate the security risks identified in Chapter 5. Following the design overview, the
implementation is evaluated under selected threat scenarios.

6.1 Solution Design

In response to the security challenges inherent in centralized FL systems for the 1oV,
we propose an innovative solution combining Hyperledger Fabric (HLF) blockchain
technology with ZKPs. Our solution specifically targets vulnerabilities related to system
integrity and provenance in the centralized FL architecture. We focus on regulating server-
side behavior and its interaction with clients, as system designers have more control over
RSUs than individual vehicles. The implemented proof-of-concept encompasses several
key components: well-defined access controls through private blockchain identities and
policies, verifiable server-side aggregation using ZKPs, tamper-proof communication via
encryption and digital signatures, and robust consensus-based mechanisms for model
submission and distribution.

Our choice of HLF stems from its enterprise-focused architecture, which provides
essential features for IoV environments, such as fine-grained access control, high trans-
action throughput, and modular consensus mechanisms. As a permissioned blockchain,
HLF offers robust identity management and role-based access control that is particularly
suited for RSU networks and vehicle interactions. The permissioned nature of HLF also
enables more efficient consensus mechanisms compared to public blockchains, making it
particularly suitable for the performance requirements of loV systems. Its smart contract
framework (chaincode) enables flexible implementation of FL logic while supporting
complex data structures necessary for model management.

The integration of ZKPs with HLF creates a powerful framework for verifiable com-
putations while preserving privacy. This combination allows us to verify the correctness
of model aggregation without exposing individual contributions, providing mathematical
guarantees for computation integrity while maintaining the confidentiality of participant
data. However, the ZKP for client-side computations has limited practicality, as verifying
the full training process is still a challenging task under research.

While our solution addresses core security concerns, certain aspects remain outside
the current implementation scope. We do not implement defense methods against specific
poisoning attacks from vehicles, as these would require control over vehicle data and
actions, potentially compromising the privacy guarantees fundamental to FL. Similarly,
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we omit specific defenses against model reverse-engineering attacks from the server
side, as this represents a distinct research area with ongoing developments. These scope
limitations allow us to maintain focus on establishing a secure, verifiable FL. framework
while preserving essential privacy properties in the [oV environment.

6.1.1 Solution Overview

At the core of our solution is a distributed network of RSUs functioning as full nodes
within the Hyperledger Fabric blockchain. These RSUs form the backbone of our system,
participating in consensus mechanisms and maintaining a shared, immutable ledger.
This decentralized structure eliminates single points of failure and enhances the overall
resilience of the FL process.

Vehicles, the primary data contributors in our IoV ecosystem, interact with the
blockchain network through nearby RSUs, which act as gateway peers. This architecture
accommodates the transient nature of vehicles and their resource constraints while
ensuring robust participation in the FL process.

To manage the complexities of FL in a blockchain environment, we implement
a suite of smart contracts or chaincodes in Hyperledger Fabric terminology. These
chaincodes orchestrate crucial aspects of the FL lifecycle, including global model storage
and retrieval, round management, access control, and logging of participation and model
access events. A key feature of our chaincode implementation is the integration of ZKP
verification, which allows for the validation of aggregation correctness without exposing
sensitive data.

Our solution employs a multi-channel architecture within Hyperledger Fabric to
enhance data isolation and access control. Separate channels are created for different
geographic areas or specific FL tasks, allowing for granular control over data sharing
and participant access. This structure supports the diverse and dynamic nature of IoV
environments while maintaining strict security boundaries. The high-level diagram of
this setup is presented in Figure 9.

Our system’s FL process follows a well-defined workflow. It begins after the initial-
ization phase, where vehicles and RSUs acquire their credentials within the blockchain
private network. Vehicles register for FL rounds using their CA-issued credentials that
can be recognized by RSUs. Model distribution to vehicles is controlled by local MSP
access checks, ensuring only authorized participants receive the current global model.

Local training occurs off-chain on individual vehicles, preserving data privacy. Upon
completion, vehicles submit their model updates to RSUs, which then use chaincode to
log these submissions and store model updates in private data collections with aligned
hash on the channel ledger. The aggregation of model updates is performed off-chain by
designated RSUs, accompanied by the generation of ZKPs to verify the correctness of
the aggregation process without revealing individual contributions.

The submission of new global models to the ledger is a critical process in our system.
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RSUs submit updated global models along with their corresponding ZKPs through
chaincode. Other RSUs in the network then validate these transactions, including
verification of the ZKPs. Only when consensus is reached among the RSUs is the new
global model accepted and stored on the ledger, ensuring the integrity and trustworthiness
of the model updates.

Comprehensive logging and provenance tracking are integral to our solution. All sig-
nificant events in the FL process, including model access, submissions, and aggregations,
are logged on the ledger through chaincode functions. These logs serve as an immutable
audit trail, crucial for maintaining transparency and accountability in the system.

Our solution leverages TLS encryption and digital signature capabilities for securing
data at rest and in transit within the blockchain network. So, it addresses the model
updates eavesdropping with the following information disclosure in the system.

To enhance data obfuscation, values within chaincode can be encrypted—partially or
fully—using standard cryptographic algorithms like AES before transactions are sent
to the ordering service and blocks are appended to the ledger. After encrypted data is
recorded on the ledger, only users with the corresponding decryption key can access the

3t

Global Channel

° Transactions °

Local Channel Local Channel
Transactions Transactions
. H . .
((B)) ((B)) ((B)) ((B))
quSU I q“RSU ‘ *ERSU . Q‘RSUl
V2I V2I
TR T By 1R T, s

b

=

b
1

&=

iB.

Authorized Vehicles

Figure 9. High-level Blockchain-based FL architecture for IoV

60



original information [95].

To address performance considerations, particularly regarding the storage of large
model files, our system adopts a hybrid approach. Large files are stored off-chain or with
limited access, with only model hashes and essential metadata retained on the blockchain
ledger. This strategy optimizes storage efficiency while maintaining the integrity and
traceability of the FL process.

In conclusion, our proposed solution combining Hyperledger Fabric and ZKPs offers
a robust, secure, and privacy-preserving framework for FL in the IoV environments.
By leveraging blockchain technology’s strengths in decentralization, immutability, and
consensus, along with the privacy guarantees of ZKPs, we address the critical security
and trust challenges inherent in centralized FL systems. This approach not only enhances
the security and privacy of the FL process but also paves the way for more efficient and
trustworthy collaborative learning in dynamic IoV ecosystems.

6.1.2 Identity Management

Access control in our system is implemented through fine-grained policies encoded in
chaincodes and MSPs, determining which vehicles can participate in specific FL rounds.
We utilize Hyperledger Fabric’s private data collections to handle particularly sensitive
information, providing an additional layer of data protection within the blockchain
network. Private data collections allow a subset of organizations on a channel to endorse,
commit, or query private data without making it available to all channel members. Figure
10 depicts the detailed diagram with access control details.

A blockchain network includes various actors such as peers, orderers, client appli-
cations, administrators, and others. Each of these actors, entities within or outside the
network that can interact with its services, holds a unique digital identity, encapsulated
in an X.509 digital certificate issued by a CA. These identities are essential because they
define each actor’s specific permissions and access rights to resources and information
within the blockchain network [95].

The minimal CA structure for a Hyperledger Fabric-based IoV implementation cen-
ters around a single global CA that serves as the root of trust for the entire network. This
CA operates as the primary authority for issuing and managing digital certificates across
all network participants and organizations. For RSU nodes, the CA issues specialized
certificates that encode their specific roles within the FL process - whether they act as
aggregators tasked with combining local models into global ones, validators responsible
for verifying aggregation ZKPs, or endorsers who participate in the transaction vali-
dation process. On the vehicle side, the CA issues client certificates to authorized FL
participants, enabling them to interact with the network and contribute their local model
updates. Each certificate includes appropriate attributes and extensions that define the
entity’s role, permissions, and organizational affiliation, allowing the network’s MSPs to
enforce access control and operational policies. While this simplified CA structure may
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not provide the same level of security isolation as a hierarchical multi-CA setup, it offers
a practical starting point for proof-of-concept implementations.

The Hyperledger Fabric MSP architecture for the IoV implements a hierarchical
structure that clearly defines organizational boundaries, roles, and access policies across
different levels of the network. At the foundation are the organization-level MSPs, where
each group of RSUs operates under its own MSP containing peer identities, administrative
credentials, and organizational certificates. Similarly, a dedicated vehicle organization
MSP manages the identities of all authorized vehicle clients, ensuring consistent identity
management across the network.

Building upon these organizational MSPs, local channel MSPs establish the opera-
tional framework for specific regions. These channel-level MSPs incorporate the relevant
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RSU and vehicle organization MSPs while defining specific policies for peer roles,
endorsement requirements, and cross-organizational interactions. Each local channel
also includes its own ordering service MSP, enabling consensus operations within that
regional scope. This regional structure allows for efficient management of local FL
operations while maintaining security boundaries.

At the highest level, the global channel MSP provides network-wide coordination
by incorporating all RSU organization MSPs, the vehicle organization MSP, and its
own ordering service MSP. This global structure enables cross-regional operations and
network-wide FL coordination while respecting organizational boundaries and roles.
Throughout this hierarchy, each peer maintains local copies of all relevant MSPs, enabling
efficient, decentralized identity verification and policy enforcement without requiring
external validation services. This comprehensive MSP architecture creates a robust
foundation for secure, scalable, and efficient operation of the FL system across the
vehicular network while maintaining clear organizational boundaries and role-based
access control.

6.1.3 Network Initialization and Participants Registration
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Figure 11. BPMN diagram of network initialization and participants registration
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The BPMN diagram in Figure 11 illustrates the network initialization process and par-
ticipant registration in our blockchain-based FL system for IoV. The process begins with
the blockchain network configuration, where an administrator configures and deploys
the network components, including setting up the CA (steps 1.1-1.2). This foundational
step establishes a distributed trust architecture that directly addresses the vulnerability
of centralized access control identified in our threat analysis. The CA setup provides
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the cryptographic backbone needed to mitigate identity spoofing threats through robust
identity verification.

For Vehicles and RSUs, the registration process starts with obtaining an enrollment
secret from the network admin through a secure, out-of-band channel. The Vehicle/RSU
then generates a pair of private/public keys, which are fundamental to secure com-
munication within the network (step 1.3). Using the enrollment secret and generated
keys, the Vehicle/RSU requests credentials from the CA, with the request encrypted to
ensure confidentiality during transmission (step 1.4). This multi-layered security ap-
proach specifically addresses weak identity management vulnerability and helps prevent
authentication bypass threats and man-in-the-middle attacks.

On the blockchain network side, after the initial setup, the network processes partici-
pant enrollment requests through a series of security validations (step 1.5). It validates
the enrollment secret provided in these requests to ensure only pre-approved entities can
join the network. If validation is successful, the network will issue and send credentials
to the requesting entity (step 1.6). This strict validation process helps prevent Sybil
attacks through rigorous identity verification and mitigates unauthorized access threats.
The encrypted communication channels used during this process address information
disclosure risks.

The network then sets up the channel MSP, which governs the overall access control
and identity management for the blockchain channel (step 1.7a). Upon receiving the
enrollment response, the Vehicle/RSU verifies if the enrollment was successful. If
so, it proceeds to set up local MSP (step 1.7b). The MSP manages identities and
access control within the network, establishing a fine-grained access control system
that addresses privilege escalation risks. Finally, the CA credentials are used by RSUs
to authenticate and authorize vehicles in the FL sessions (step 1.8), ensuring that only
verified participants can contribute to the FL process.

This comprehensive registration process creates a robust security foundation that
directly addresses several key vulnerabilities identified in our threat model. It eliminates
weak centralized access control through distributed trust, addresses lack of authentication
via multi-layer identity verification, mitigates security breaches through cryptographic
protocols, and provides audit trail capabilities, reducing repudiation risks. The use of
enrollment secrets, public-key cryptography, and CA ensures that only authorized entities
can participate in the network, creating a trusted environment for FL in the context of
IoV while balancing the need for security, privacy, and efficient collaboration.

This secure enrollment phase is essential for establishing trusted participation in sub-
sequent FL operations. By implementing these security measures during the initialization
and registration process, we create a strong foundation that helps prevent many of the
attacks and vulnerabilities identified in our earlier threat analysis, ensuring the integrity
and security of the entire FL system.
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6.1.4 Global Model Request and Distribution
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Figure 12. BPMN diagram of global model request

The BPMN diagram in Figure 12 illustrates the process of requesting and distributing
the global model in our blockchain-based FL system for IoV. This process implements
several critical security measures that directly address the vulnerabilities and threats
identified in our earlier analysis, particularly those related to model distribution integrity
and unauthorized access.

The vehicle initiates the process after successful FL registration by sending a model
retrieval request (step 2.1) that includes its digital signature and certificate. This compre-
hensive request structure directly addresses identity spoofing threats and authentication
bypass attempts. By requiring cryptographic signatures and certificates, the system
mitigates the vulnerability of weak identity management identified in our threat analysis.

When RSUs receive the retrieval request, they implement a robust verification process
(step 2.2) using their local MSP. This verification step is crucial for preventing malicious
actors from obtaining unauthorized access to the global model. The use of local MSP
verification also helps mitigate the risks associated with weak centralized access control
by distributed access management.

A key security decision in our design is the parallel query and validation approach.
Multiple RSUs independently process the request, with some providing the complete
global model while others supply hashes and metadata for verification (steps 2.3-2.4).
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The global model weights is stored in PDC with attached hash identifier on-chain.
The vehicles can detect tampering attempts and ensure model integrity by checking the
integrity of received data against metadata from multiple RSUs (step 2.5). This validation
process helps prevent the distribution of compromised models while maintaining an
auditable trail of model access and distribution, addressing repudiation concerns.

The entire process operates over secure HTTPS connections, with error-handling
mechanisms at multiple stages. These measures collectively address the confidentiality
risks associated with model update eavesdropping and help prevent unauthorized data
exposure.

By implementing these layered security measures and leveraging blockchain’s dis-
tributed nature, our solution creates a secure and verifiable model distribution process that
significantly reduces the attack surface compared to traditional centralized approaches.
Combining cryptographic signatures, distributed verification, and cross-validation makes
it substantially more difficult for attackers to compromise the global model distribution
process while maintaining system efficiency and scalability.

6.1.5 Local Model Training and Submission

The BPMN diagram in Figure 13 illustrates the local model training and submission
process in our blockchain-based FL system for IoV. This process incorporates multiple
security layers that directly address several critical vulnerabilities and threats identified
in our earlier analysis, particularly those related to model integrity, privacy preservation,
and unauthorized submissions.

The process begins on the vehicle side with carefully designed steps that enhance
security while preserving privacy. After receiving the global model, the vehicle queries
its raw traffic data from local storage (step 3.1), keeping sensitive data strictly on-
device. The vehicle then trains its local model using this private data and the previously
received global model (step 3.2), enabling collaborative learning while keeping raw data
unexposed. Before submission, the vehicle computes a hash of the trained model. This
cryptographic hash serves multiple security purposes: it provides tamper evidence for
model integrity verification, creates a unique identifier for model tracking and auditing,
and enables validation without exposing the complete model, effectively addressing
model tampering threats and ensuring non-repudiation. Then, the vehicle submits the
model to the ledger via a gateway RSU (step 3.3).

Upon receiving a model submission, the RSU validates the submitted data (step 3.4),
checking both the vehicle’s credentials and the model’s integrity. This multi-faceted
verification addresses multiple security concerns by mitigating identity spoofing threats
through credential verification, preventing unauthorized submissions via MSP validation,
and detecting tampering attempts through hash verification. A key security decision is
the use consensus-based submission via chaincode invocation (step 3.5), so mutliple
peers will have to verify the transaction before accepting it to the ledger.
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The blockchain network layer provides security through its consensus mechanism.
The endorsing peers first validate the transaction proposal (step 3.6), followed by trans-
action simulation (step 3.7) and ordering service processes of block creation (step 3.8).
This distributed validation prevents malicious model submissions, ensures agreement
on model acceptance across the network, and creates an immutable record of model
submissions.

The process concludes with updating the world state (step 3.9), ensuring all authorized
peers maintain a consistent view of the system with only model hashes and meta as public
records. This design maintains system-wide consistency without exposing sensitive data
and enables auditing and verification through public hashes. Actual local models remain
available only to the direct aggregation server to minimize the data centralization. It
successfully addresses both integrity and confidentiality requirements identified in our
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security analysis.

By implementing these layered security measures and leveraging blockchain’s dis-
tributed nature, our solution creates a secure and privacy-preserving model submission
process that significantly reduces the attack surface compared to traditional centralized
approaches. The combination of local training, cryptographic hashing, and distributed
validation makes it substantially more difficult for attackers to compromise the FL
training and submission process while maintaining system efficiency and scalability.

6.1.6 Models Aggregation, ZKP Validation, and Submission
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Figure 14. BPMN diagram of models aggregation, ZKP validation, and submission

The BPMN diagram in Figure 14 illustrates the model aggregation and ZKP veri-
fication process in our blockchain-based FL system. This process represents a crucial

68



security innovation that addresses several key vulnerabilities identified in our threat
analysis, particularly those related to aggregation integrity and verification.

At the end of each FL round, the designated RSU aggregator collects local models
shared directly with him by the FL clients (step 4.1). The RSU then performs an
evaluation and optional filtering of the local models (step 4.2), implementing mechanisms
to detect and exclude potentially malicious or low-quality contributions. This filtering
process potentially addresses model poisoning threats and helps maintain the integrity of
the final aggregated model.

The aggregation process itself incorporates several security innovations. The RSU
aggregates the filtered local models and calculates the sum of model hashes used in
aggregation (step 4.3). A key security enhancement is the generation of ZKPs for the
aggregation process. The aggregator computes ZKP for both the aggregated model
and the sum of hashes (step 4.4). These proofs mathematically demonstrate that the
aggregation was performed correctly without revealing any information about individual
models, addressing both integrity and privacy concerns identified in our threat analysis.

The validation layer, implemented by RSU validators, provides additional security
through multi-stage validation (step 4.5). Validators receive the aggregation submission,
which includes the new global model, the sum of hashes, meta, and ZKP. They also query
hashes of local models that must be used in the aggregation. The validation process
includes verifying the ZKP to ensure correct aggregation and sum calculation, comparing
the claimed sum of hashes against independently calculated values, and validating the
format and structure of the new global model. This thorough verification process helps
prevent manipulation of the aggregation process and ensures the integrity of the global
model. Ideally, this process should be implemented via an extension of the endorsement
process where ZKP validation will be performed by all endorsement peers. ZKP can also
be validated by vehicles right before the local training. However, it will be less resource
efficient, as the ledger may store redundant faulty data, and vehicles will have to spend
their computing resources on ZKP validation.

Then, the global model hash and validation results can be submitted by invoking
chaincode (step 4.6) to save data into PDC. Our system protects sensitive global model
weights from unauthorized access while enabling selective data sharing among authorized
peers. The blockchain network layer further enhances security through its consensus
mechanism. The endorsing peers validate the transaction proposal (step 4.7), including
the ZKP verification results. After successful validation, peers simulate the transaction
and create endorsements (step 4.8). The ordering service then collates these endorsements
into a new block (4.9), creating an immutable record of the aggregation process and its
verification. This distributed consensus approach effectively prevents manipulation of
the aggregation results and provides a transparent, auditable trail of the entire process.

The process concludes with updating the world state across all peers (step 4.10),
ensuring a consistent view of the system while maintaining privacy by separating public

69



and private data. This final stage creates a verifiable record of the aggregation process
while protecting sensitive information about individual contributions.

By implementing these sophisticated security measures, particularly the combination
of ZKPs and blockchain-based verification, our solution guarantees the integrity of
the aggregation process while preserving privacy. This approach effectively addresses
the vulnerabilities of centralized aggregation systems while maintaining efficiency and
scalability. The multi-layered verification process, combined with cryptographic proofs
and distributed consensus, makes it extremely difficult for malicious actors to manipulate
the aggregation process or compromise the resulting global model.

6.2 Implementation
6.2.1 Flower - Federated Learning Framework

We use the Flower framework [96] as the foundation for our FL implementation. This
Python framework implements a hub-and-spoke topology for FL, where a central server
coordinates multiple distributed clients. The framework employs a thoughtful architec-
tural separation between long-running communication and task-specific processes. On
the server side, SuperLink manages client connections, while the embedded ServerApp
contains the FL logic. Similarly, clients use SuperNode for network communication
and embedded ClientApp for local training tasks. This separation enables multiple FL.
projects to share the same infrastructure while maintaining proper isolation between
different training tasks.

Flower provides a flexible configuration system that enables fine-grained control
over client behavior during the FL process. The framework supports dynamic per-round
configuration, allowing server-side adjustment of parameters based on training progress.
This capability is particularly valuable for implementing adaptive learning strategies or
responding to changing network conditions.

At the core of Flower’s server implementation is the Strategy class, which defines
the FL protocol through key steps: model setup, client selection and configuration,
aggregation, and model validation. This modular design allows custom algorithms to be
implemented by extending the base Strategy class and overriding specific methods as
needed.

Flower implements robust security measures through a combination of authentication
mechanisms and channel security. All communication channels are protected using TLS
encryption, ensuring data confidentiality during transmission. Client authentication em-
ploys ECDH key exchange and HMAC verification, providing strong identity validation.
The server maintains and validates a list of known client public keys, establishing a
trusted network of participants.

The framework supports comprehensive logging and verification through its built-
in modification system (mods). These mods act as middleware, enabling transaction
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logging and verification at various points in the communication flow. The mod system
provides integration points for blockchain submission and verification, allowing each
transaction to be recorded and validated. Mods can be chained together, enabling multiple
verification steps and creating a robust audit trail of the FL process.

To ensure secure communication, we enable TLS encryption and client authentication
across all channels. Client-specific parameters are managed through Strategy callbacks,
allowing for flexible configuration while maintaining security. This comprehensive
approach creates a robust foundation for secure, verifiable FL. while taking full advantage
of Flower’s built-in capabilities for scalability and reliability.

Our blockchain-enabled FL system leverages Flower’s architecture to create a secure
and verifiable learning environment. To establish a stable network infrastructure, we
utilize the SuperLink for aggregation servers on RSUs and SuperNode components for
local training on the vehicles side. In Figure 15, we can see a detailed look at the class
structure of the implementation. The custom BlockchainStrategy incorporates model
aggregation and ZKP generation. Meanwhile, FlowerClient verifies the ZKP of the
received global model before local training. The system interacts with the blockchain via
REST API (BlockchainAPI) to record and verify all transactions, creating an immutable
audit trail of the learning process.

As shown in Figure 16, the sequence diagram illustrates the implementation of our FL
protocol using Flower’s architecture. The process begins when a Flower Client joins an
FL run, triggering the creation of a global model through chaincode invocation. During
each FL round, the Aggregator distributes the global model along with its ZKP to clients.
Clients verify both the model and proof before proceeding with local training. After
training, clients submit their local models through chaincode, which are then verified and
aggregated by the Aggregator. The Aggregator generates new ZKPs for the aggregated
global model before storing it on the blockchain and completing the round. At the end of
the run, the Aggregator performs the evaluation and stops the whole FL process.

6.2.2 EZKL - Zero-Knowledge Proof Compiler

To provide verifiable model aggregation in our FL system, we integrate EZKL [97] -
a system for generating ZKP for Al computations. EZKL enables us to prove that the
weighted averaging of model updates was performed correctly without revealing the
individual model weights or client contributions.

The weighted federated averaging is implemented as a PyTorch model that takes
client model weights and the number of training samples as inputs and produces the
aggregated model parameters (weighted average) as output. This model is then converted
to the ONNX format, which EZKL uses to generate ZKP. The process involves three
main phases: setup, proof, and validation. AggregationSetup, Aggregation Verifier, and
AggregationProver represent these phases in the zkp package in Figure 15.

The implementation involves three distinct phases. First, the setup phase is performed
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once for a particular machine learning task and model architecture. During setup, we
define the circuit by exporting the PyTorch aggregation model (AggregateModel or
Faulty AggregateModel) to ONNX format and use EZKL to generate the cryptographic
proving and verification keys. These keys are then distributed to the clients and servers
- the proving key enables servers to generate proofs of correct aggregation, while the
verification key allows clients to validate these proofs.

During active FL process, the proving phase occurs whenever model aggregation is
performed. The server generates a proof demonstrating that it correctly executed the
weighted averaging of client updates according to their dataset sizes. This proof can
verify that proper weights were used without revealing the actual model parameters or
individual client contributions.

Finally, in the verification phase, any participant with the verification key can check
the correctness of the aggregation process. The verification is computationally efficient
and requires only the verification key and public parameters. This allows clients to ensure
their updates were properly incorporated into the global model without needing access to
other clients’ private data or the server’s internal computations.

The current implementation has several important limitations. First, the circuit size
grows linearly with both the number of model parameters and participating clients, which
significantly impacts proof generation time. This could create substantial computational
overhead for large-scale FL systems with many participants or complex models.

A more fundamental limitation is that while the proof verifies the mathematical
correctness of the aggregation process, it cannot independently verify the authenticity
of the input data. To address this, a more comprehensive verification system would be
needed. The server should calculate ZKP for both the weighted average and cryptographic
hashes of the input data, proving that the same inputs were used for both operations
simultaneously [56].

Clients could then verify that their contributions were included by comparing the
hash of their submitted data against the list of input hashes proven by the server. This
approach would provide end-to-end verification that not only was the averaging done
correctly, but it was performed on the intended input data.

Hash functions specifically optimized for ZKP, particularly Mimc7 and Poseidon, are
commonly used in zero-knowledge applications [53, 56, 98, 99]. These hash functions
are designed to be efficiently represented in arithmetic circuits, making them more
suitable for generating ZKP compared to traditional hash functions like SHA-256.

However, implementing this enhanced verification system faces technical challenges.
Currently, EZKL does not support efficient ZKP for cryptographic hash functions due to
limitations in ONNX data type conversions. Implementing them would require using
alternative circuit compilers that provide direct support for these cryptographic primitives.
This represents an important area for future development to enable fully verifiable FL
systems.
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ZKP systems aim for completeness, ensuring valid proofs are verified, and soundness,
guaranteeing that accepted proofs represent true statements. However, underconstrained
circuits can allow invalid proofs to deceive verifiers. While this issue stems from the
SNARK generated by EZKL, rather than the machine learning model itself, EZKL, as
a compiler, has an advantage over manually written circuits in mitigating such risks.
Nevertheless, its active development status leaves room for potential vulnerabilities.

6.2.3 Hyperledger Fabric SDK

Our implementation leverages the Hyperledger Fabric SDK [95] to enable secure interac-
tion between FL. components and the blockchain network. The implementation consists
of several key components that work together to maintain the integrity and privacy of the
FL process. The class diagram for the Local and Global Model chaincodes is depicted in
Figure 17.

The Local Model chaincode handles individual model contributions from vehicles,
storing model hashes and metadata while enforcing strict access controls. Each local
model entry includes the model’s cryptographic hash, training metrics such as the number
of samples used, and references to the source global model version.

The Global Model chaincode manages the aggregation process and maintains the
evolution of the global model through successive rounds of training. It implements
private data collections to protect sensitive model information while making public
metadata available to all participants. The data model stored on the ledger is structured
to maintain privacy while enabling verification. Public data includes model hashes,
round identifiers, and ZKP references, allowing all participants to verify the training
process. Global Model chaincode invokes Local Model chaincode as part of the integrity
validation of referenced models in aggregation. Private data collections store sensitive
information like model weights, with access restricted to specific organizations. The
ledger structure uses composite keys to enable efficient querying of model history and
relationships between local and global models.

In an ideal scenario, we would perform a comprehensive validation of submitted
global models that includes ZKP verification by endorsement peers. This would require
implementing a custom endorsement plugin to handle the additional validation logic.
However, Hyperledger Fabric’s chaincode execution environment imposes strict limita-
tions to ensure deterministic execution, preventing the direct integration of third-party
code or remote/API calls within smart contracts.

While EZKL provides ZKP functionality through a Solidity contract implementation
(using Rust-based WebAssembly), adapting this for Hyperledger Fabric requires addi-
tional engineering effort. A production-ready solution would involve adjusting the Rust
code, compiling it to WebAssembly, and creating a Go environment capable of executing
this WASM code within an endorsement plugin. This approach would enable proper
on-chain verification of ZKPs during the endorsement process.
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Figure 17. Class diagram for chaincodes implementation

However, for our proof-of-concept implementation, we adopt a simplified approach
where ZKP validation occurs off-chain on the client side. This design decision allows us
to demonstrate the core functionality of our blockchain-based FL system while avoiding
the complexity of implementing custom endorsement plugins. Clients independently
verify the ZKPs before accepting and training on new global models, maintaining security
guarantees without requiring modifications to the Fabric endorsement process.

A REST API service, implemented in Go, provides a clean interface for interaction
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Figure 18. Class diagram for gateway REST API implementation

with the blockchain network. The API exposes endpoints for model submission, retrieval,
and verification. For model submission, the API handles the creation of transaction
proposals, collection of endorsements, and orderer submission. The verification endpoints
allow clients to validate the authenticity of received models by checking model metadata
against the ledger records. The class diagram for the REST API is depicted on Figure 18.

Access control is implemented through a combination of Fabric’s built-in MSP,
chaincode policies, collections policies, and custom chaincode-level checks. The MSP
manages identity through X.509 certificates, while chaincode logic and policies enforce
fine-grained permissions based on organizational roles and training round status. This
dual-layer approach ensures that only authorized participants can contribute to the FL.
process.

Flower Client / Aggregator Fabric Rest API Gateway Peer
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I | I

Query Chaincode: ReadLocalModel / ReadGlobalModel ) |
[ I
| I
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Query model data p L

Query data
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Figure 19. Sequence diagram for the chaincode querying
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Figure 20. Sequence diagram for the chaincode invocation

Finally, we will cover the implementation of blockchain interactions through our
REST API service. Figure 20 shows the chaincode invocation flow, where model
submissions from Flower clients or aggregation servers trigger a multi-step transaction
process. The REST API service creates and submits transaction proposals to gateway
peers, which are forwarded to endorsing peers for verification and execution. After
collecting endorsements, transactions are ordered into blocks and distributed back through
the network. Figure 19 demonstrates the query flow used to retrieve model data, where
read requests are processed directly by gateway peers accessing their local ledger state,
so there is no need for full consensus. These security mechanisms ensure that all model
updates are properly validated and recorded on the blockchain.

6.2.4 Deployment

The blockchain-based FL system development encompasses a production-like architec-
ture design and its simplified proof-of-concept implementation. The first one presents
a design vision for enterprise deployment in dynamic IoV networks, where the system
must accommodate constantly changing numbers of vehicles, RSUs, and network peers
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with robust scalability and security features. For this thesis work, we implemented a
simplified proof-of-concept version that focuses on demonstrating and validating the
fundamental interactions between key system components in a controlled environment.
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Figure 21. Deployment diagram for production-like system

79



Production-like Deployment. The deployment diagram, shown in Figure 21, illustrates
a production-like blockchain-based FL system organized into three distinct levels: Vehicle
nodes, RSU nodes, and the Fabric Network infrastructure. Each level employs Docker
containers for component isolation and standardized deployment.

At the top level, Vehicle nodes operate two primary Docker containers. The first
container hosts the Flower Client Supernode, which manages FL operations and relies
on configurations specified in pyproject.toml. Rather than functioning as full blockchain
nodes, vehicles interact with the blockchain through the second container with Fabric
SDK REST API, authenticating via MSP client credentials. These containers share access
to common artifacts. The internal communication between components operates with
HTTPS protocol in the isolated network environment. The Vehicle nodes communicate
with RSUs through the gRPC (TLS) protocol through direct FL. messages and indirect
blockchain requests.

The middle level consists of RSU nodes running three Docker containers. The Flower
Aggregator Superlink container handles FL model aggregation and ZKP logic. A Fabric
Gateway Peer container enables full participation in the blockchain network. The Fabric
SDK REST API container manages the interaction between FL logic and blockchain
interaction. Like Vehicle nodes, RSUs maintain their MSP certificates and configuration
files, including pyproject.toml for FL settings and core.yaml for peer configuration. RSUs
communicate with other FL clients using and Fabric peers with gRPC (TLS) protocol.

The bottom level represents the Fabric Network infrastructure. The core Fabric
network infrastructure consists of several essential components. The Certificate Authority
manages the public key infrastructure and digital identities, while the Ordering Service
handles transaction ordering and block creation. Endorsement peers execute and validate
chaincode operations. The architecture shows the minimum required elements, while the
actual deployment can scale through channels and organizations partitioning to follow
the oV dynamic nature.

The deployment utilizes Docker Compose to orchestrate the container ecosystem.
Each Docker container is defined by its own Dockerfile and deployment specifications,
ensuring consistent deployment across the network. Admins maintain core network
configurations with initial deployment details and network policies through YAML files:
ca-config.yaml for the CA, orderer.yaml for the ordering service, core.yaml for the peers,
and collections-config.json for private data collection policies.

Communication between components is secured through multiple mechanisms. gRPC
with TLS handles secure communication between Fabric components, while HTTPS
protects the REST API interactions. The gossip protocol enables peer-to-peer communi-
cation between Fabric nodes for ledger synchronization and private data dissemination.
There could be many CAs in production that issue certificates for both Fabric MSPs
and Flower encrypted connections. Ideally, Flower should automatically manage the
authentication list by synchronizing it with Fabric MSP.
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This deployment architecture provides the foundation for a production-ready system
that can scale to accommodate additional vehicles, RSUs, and Fabric network compo-
nents as needed, while maintaining security and performance requirements through its
containerized structure and well-defined communication protocols.
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Figure 22. Deployment diagram for proof of concept implementation
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Proof-of-Concept Deployment. The proof-of-concept implementation, depicted in
Figure 22, simplifies the architecture by consolidating all components onto a single PC.
Instead of containerized Vehicle nodes, the system runs multiple Flower Client Supern-
odes directly in the Python execution environment, sharing a common pyproject.toml
configuration. An Admin environment handles certificate generation through generate.sh
scripts, centralizing the security setup process. Similarly, the Aggregator runs as a Python
process rather than in a container, demonstrating the core FL functionality in a simplified
context.

The Fabric network is implemented as a Docker Compose test network with minimal
components, where Orgl represents RSUs and Org2 represents vehicles. Each organiza-
tion has its own Fabric SDK REST API instance to handle blockchain interactions. The
test network maintains essential components: one CA, one Orderer, and two peers (one
for each organization), using a genesis block and simplified MSP configuration.

The two implementations serve complementary purposes in validating and deploying
the system. While the production architecture handles the complexities of real-world
IoV environments with their dynamic topology and scaling requirements, the proof-of-
concept implementation provides a controlled environment for validating core system
interactions. By demonstrating these interactions in a simplified setting - from FL
clients to blockchain consensus - we can verify the system’s fundamental operational
principles before scaling to full production deployment. This approach ensures that the
essential security and functionality requirements are met in a manageable development
environment while maintaining a clear path to production-scale deployment in dynamic
vehicular networks.

6.3 Experiment

For our experimental validation, we focused on two critical attack scenarios identified
in Chapter 5.3: Unreliable Communication Attacks (SR4) and Model Aggregation
Poisoning Attacks (SRS). Our goal was to evaluate how our implementation, combining
HLF private network setup and ZKP aggregation verification, addresses the vulnerabilities
present in centralized FL solutions.

We used CIFAR-10 as our test dataset, a standard benchmark in computer vision
consisting of 60,000 32x32 RGB images across 10 object classes. While our research
is task-agnostic and focuses primarily on the FL process itself, CIFAR-10 serves as a
reasonable proxy for IoV scenarios where vehicles might need to perform visual recogni-
tion tasks (e.g., road sign classification). Each FL client uses a simple CNN model with
62,000 trainable parameters for local training. The training data is partitioned between
two clients in our federated setting. The deployment process began with establishing
our proof-of-concept blockchain test network using Docker-Compose, creating two
organizations: one for vehicle clients and one for the RSU aggregation server. Each
organization maintains its own ledger and PDCs. We then initiated two gateway REST
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API servers to enable FL-blockchain interaction via HTTP, generated TLS certificates
and authentication lists for FL clients, and performed ZKP setup to generate essential
prover and verifier keys. Finally, we launched two Flower Supernodes representing
clients and one Flower Superlink for the server in separate terminals.

To validate our implementation against Unreliable Communication Attacks (SR4),
we conducted comprehensive API testing to verify chaincode integrity checks. This
included testing the system’s response to various invalid inputs, such as incorrect FL.
run IDs, invalid round IDs, mismatched global model hashes, and wrong local model
hashes. The system successfully detected and rejected these invalid communications,
demonstrating its resilience against tampering attempts.

To test Model Aggregation Poisoning Attacks (SRS), we simulated malicious server
behavior by injecting fake ZKP witnesses during alternating rounds. During the first
round, the system operated normally with a valid global model and legitimate FL steps.
In the second round, the server submitted a precomputed malicious model with fake
ZKP. When clients attempted to validate this model in the third round, they detected the
invalid ZKP, causing the round to fail and preventing the poisoned model from entering
the training process.

A complete demonstration of the implementation and attack scenarios can be viewed
in our video demo®. The full source code, including configuration files and deployment
scripts, is publicly available in our GitHub repository®.

Our implementation successfully addressed the core vulnerabilities in both attack
scenarios through robust HLF security features, ZKP-based verification mechanisms, and
comprehensive access controls. The system fully implements 24 security requirements
and partially implements 15 security controls, with particularly strong coverage in com-
munication security, access control, and server-side aggregation integrity. However, 14
security requirements remain unaddressed, primarily in areas such as local model train-
ing verification, reverse-engineering robustness, and monitoring and anomaly detection
practices. For a detailed breakdown of our security implementation, readers can refer to
Appendix III, which contains the complete list of security requirements, and Appendix
IV, which outlines the specific security controls implemented in our system, including
their current implementation status.

6.4 Summary

This chapter presented a comprehensive blockchain-based FL solution for secure data
sharing in IoV environments. The solution combines Hyperledger Fabric’s enterprise
blockchain capabilities with ZKPs to address the security vulnerabilities identified in
centralized FL systems. Key accomplishments include:

8https://youtu.be/RxbJgq6MiQE
“https://github.com/luzanikita/fl-chain-data-sharing
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Multiple design artifacts were produced to document the solution architecture: de-
tailed BPMN diagrams mapping the complete data flow for network initialization, model
distribution, local training, and aggregation processes; UML class diagrams illustrating
the relationships between FL. components, ZKP modules, and blockchain elements;
sequence diagrams showing the precise interactions between system components; and
deployment diagrams for both production and proof-of-concept implementations.

The design established a robust security architecture featuring distributed RSU
nodes, multi-channel organization, and fine-grained access control through MSP and
chaincode policies. The implementation leveraged three main components: Flower for
FL coordination, EZKL for ZKP generation and verification, and Hyperledger Fabric
SDK for secure blockchain infrastructure.

The solution implemented multiple security layers, including TLS-encrypted commu-
nication, digital signatures for model verification, private data collections for sensitive
information, and ZKP-based verification of model aggregation. While the current imple-
mentation has some limitations, particularly around ZKP circuit size and verification of
local training, it successfully demonstrates the feasibility of blockchain-based security
enhancements for FL systems.

Experimental validation focused on two critical attack scenarios - Unreliable Commu-
nication Attacks (SR4) and Model Aggregation Poisoning Attacks (SRS). The implemen-
tation fully addressed 24 security requirements and partially implemented 15 security
controls, with particularly strong coverage in communication security, access control, and
aggregation integrity verification. The proof-of-concept demonstrated the system’s ability
to detect and prevent both invalid communications and poisoned model submissions by a
malicious aggregation server through its multi-layered security approach.
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7 Concluding Remarks

This thesis has addressed the critical need for systematic security analysis of FL in
specific application contexts, focusing on the IoV as an illustrative use case. While
existing research has extensively documented attacks and defenses for FL systems in
general, our work contributes by examining how these security challenges manifest in a
concrete loV data sharing scenario, leading to targeted blockchain-based solutions.

The research makes three main contributions. First, we conducted a comprehensive
literature review and security risk analysis combining STRIDE methodology with the
ISSRM domain model to systematically identify and evaluate security risks specific
to IoV-based FL. Second, we demonstrated how blockchain technology and ZKPs can
effectively address the identified vulnerabilities while maintaining essential privacy prop-
erties. Third, we validated our theoretical framework through a concrete implementation
combining Hyperledger Fabric with ZKPs, successfully implementing 24 security re-
quirements and partially addressing 15 more. The findings contribute to bridging the
gap between theoretical security models and their practical implementation in specific
application contexts.

7.1 Limitations

The development and implementation of our blockchain-based FL solution encountered
several significant challenges and limitations across different aspects of the system.
At a fundamental level, the decentralized nature of FL in [oV environments presents
inherent challenges in monitoring and validating participant actions. Vehicles operate as
independent entities that prioritize privacy, making it particularly difficult to verify the
integrity of their training processes and detect malicious behaviors without compromising
their autonomy. The challenge of identifying the root cause of poisoning attacks becomes
especially complex when compromised data indirectly affects model performance after
training.

Our research scope consciously excluded several important aspects of FL security.
We did not implement specific defenses against poisoning attacks from vehicles or model
reverse-engineering attacks from servers, as these would require extensive control over
vehicle data and actions, potentially compromising the privacy guarantees fundamental to
FL. While sophisticated defense mechanisms like differential privacy, secure aggregation,
and anomaly detection exist, their significant computational overhead and complexity
make them challenging to implement in resource-constrained loV environments. Our
focus remained on permissioned blockchain and ZKP-based aggregation verification
as practical, implementable solutions. Due to time constraints, we haven’t performed
a comprehensive security analysis of the proposed blockchain-based solution and a
comparative analysis with the centralized approach, which would be valuable to explore
in future research.
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The implementation of ZKPs presented particular technical challenges. While our
ZKP integration allows verification of aggregation correctness without exposing indi-
vidual contributions, the circuit size grows linearly with both model parameters and
participating clients, creating substantial computational overhead. In our implementation,
prover key files reached sizes up to SGB, and proof generation could take several minutes,
raising concerns about scalability in production environments. Moreover, while the proof
verifies mathematical correctness, it cannot independently verify input data authenticity.
The current EZKL implementation lacks support for efficient ZKPs of cryptographic hash
functions due to ONNX data type conversion limitations, preventing the implementation
of a more comprehensive end-to-end verification system.

Our proof-of-concept implementation made several simplifications to demonstrate
core functionality. Instead of a fully distributed system, all components were consoli-
dated onto a single PC, with Flower Client Supernodes running directly in the Python
environment rather than in containers. The Fabric network was implemented as a minimal
test network with basic components. Critical aspects like ZKP storage were simplified
to on-device storage rather than implementing more robust solutions like PDC or IPFS,
leading to missed opportunities for certain integrity checks. While these simplifications
allowed us to validate core system interactions, they leave several challenges to be
addressed in a production-ready deployment, particularly around scalability, resource
management, and robust storage solutions.

Security remains a multifaceted challenge, with breaches possible across physical,
network, and application levels. The difficulty in tracing server actions and verifying
operations performed during validation, aggregation, and system management creates
opportunities for unauthorized modifications that could propagate throughout the IoV
system. The fundamental challenge lies in balancing robust security measures with pri-
vacy protection while maintaining acceptable model performance and system efficiency.
These limitations and challenges point to several areas requiring further research and
development before such a system could be deployed in production environments.

7.2 Answers to Research Questions

The thesis explored how blockchain technology could improve security in FL data sharing
for the IoV. Following design science guidelines, we approached each research question
systematically.

RQ1: What are the security risks of centralized FL data sharing? Following guide-
lines G2 and G5, we conducted a thorough literature review using snowball sampling
(Chapter 4) and security analysis (Chapter 5) to identify major risks in centralized FL sys-
tems. The analysis revealed client-side risks like data/model poisoning, server-side risks
from compromised aggregators, and man-in-the-middle attacks targeting communication
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and model privacy.

RQ2: How to build a threat model using blockchain technology to mitigate the
security risks of centralized FL data sharing in the context of IoV? Addressing
guidelines G3, G4 and G5, our security assessment in Chapter 5 developed several
key artifacts. We identified critical assets, mapped vulnerabilities and threats using
STRIDE methodology, and created ISSRM and CIA models. This systematic analysis
led to proposing blockchain-based countermeasures including distributed ledger, smart
contracts, and ZKPs.

RQ3: How to design and implement secure data sharing using blockchain-based
FL? Following guidelines G4, G6 and G7, we designed and implemented a com-
prehensive solution detailed in Chapter 6. We integrated Hyperledger Fabric with FL.
coordination through the Flower framework, developed ZKPs for verifiable aggregation,
and created supporting artifacts like UML diagrams for architecture. The implementation
was validated against key attack scenarios, demonstrating how blockchain technology
enhances security while maintaining privacy and efficiency requirements of FL in IoV
environments.

This structured approach, guided by design science principles, enabled us to sys-
tematically address the security challenges in FL-based data sharing while ensuring
both academic rigor and practical applicability. The research shows that blockchain
technology, particularly when combined with ZKPs and proper identity management,
can enhance the security of FL systems in oV environments. The implemented solu-
tion successfully addresses the main vulnerabilities of centralized architectures while
maintaining the privacy and efficiency requirements of FL.

7.3 Future Work

Several promising directions for future research emerge from our work on blockchain-
based FL for IoV environments. A primary area for investigation is the enhancement of
our ZKP implementation to achieve comprehensive end-to-end verification. This would
involve developing efficient ZKP circuits for cryptographic hash functions, enabling
verification of both aggregation correctness and input data authenticity.

Practical deployment considerations also warrant further investigation. Implemen-
tation of differential privacy mechanisms, secure aggregation protocols, and robust
anomaly detection systems would enhance the system’s resistance to various attacks.
Development of efficient storage solutions for ZKPs, possibly utilizing IPFS or other
distributed storage systems, would be crucial for production environments. Addition-
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ally, comprehensive benchmarking and optimization studies would help understand and
improve system performance under realistic oV conditions.

Additionally, a comprehensive security analysis of the proposed blockchain-based
architecture would be valuable. This analysis should be complemented by a detailed
comparative study with centralized approaches, evaluating security guarantees, computa-
tional overhead, scalability, and overall system performance across different deployment
scenarios. Such research would provide valuable insights into the trade-offs between
centralized and decentralized approaches, helping organizations make informed deci-
sions about FL architectures based on their specific security requirements and resource
constraints.

Defense mechanisms identified in our literature review but not implemented in our
current system deserve exploration. These include robust training techniques for poison
detection, advanced membership inference attack prevention, and sophisticated free-rider
detection mechanisms. Integration of these defenses while maintaining system efficiency
and scalability presents significant research opportunities. Furthermore, development of
incentive mechanisms to encourage honest participation and high-quality contributions
could enhance system reliability and effectiveness.

The exploration of alternative blockchain platforms presents another valuable research
direction. While Hyperledger Fabric proved suitable for our proof-of-concept, platforms
like NEAR Protocol, with its Al-centric architecture and improved scalability, could
offer advantages for FL applications. Similarly, Polkadot’s Substrate framework provides
extensive customization options and WASM support, potentially enabling more efficient
on-chain verification of ZKPs and smarter contract execution.

A valuable enhancement for blockchain-based FLL would be integrating incentive
and reputation mechanisms. Using blockchain’s asset management capabilities, a token-
based system could reward quality contributions while reputation scores based on factors
like model quality and participation history could influence aggregation weights. Smart
contracts would automate reward distribution according to verifiable metrics. This would
create a self-regulating system that encourages honest participation by giving more
influence to reliable participants while making attacks more costly.

Emerging cryptographic technologies offer promising avenues for enhancing security
and privacy. Trusted Execution Environments (TEE) could provide hardware-based
guarantees for the integrity of both server-side aggregation and client-side training
processes. Fully Homomorphic Encryption (FHE) could enable secure computation
on encrypted data, potentially revolutionizing how model updates are processed and
aggregated while maintaining privacy. These technologies could be particularly valuable
in addressing the poisoning and model inversion attacks we identified but did not fully
address in our current implementation.

The rapid growth of Large Language Models (LLMs) presents intriguing opportuni-
ties for FL research. As organizations seek to collaboratively train and improve these
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massive models while protecting proprietary data, our blockchain-based framework could
be adapted to support secure, verifiable training of LLMs. This would require addressing
new challenges around model size, computational requirements, and data privacy at an
unprecedented scale.

The continuing evolution of IoV environments and their security requirements sug-
gests the need for adaptive security measures. Future research could explore dynamic
security policies that adjust based on threat levels, traffic conditions, and system re-
sources. Investigation of cross-chain interoperability could enable FL across different
vehicular networks while maintaining security guarantees. These advancements would
move us closer to realizing the full potential of secure, efficient, and privacy-preserving
FL in real-world IoV deployments.
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Appendix

I. Glossary
ACL Access Control List
Al Artificial Intelligence
BPMN  Business Process Model and Notation
CA Certificate Authority
CIA Confidentiality, Integrity, Availability
CNN Convolutional Neural Network
DDoS Distributed Denial of Service
DP Differential Privacy
DSRC Dedicated Short-Range Communications
FHE Fully Homomorphic Encryption
FL Federated Learning
GAN Generative Adversarial Network

gRPC Google Remote Procedure Call

GSM Global System for Mobile Communications

HLF Hyperledger Fabric

HTTPS  Hypertext Transfer Protocol Secure
IoT Internet of Things

IoV Internet of Vehicles

ISSRM  Information System Security Risk Management

ITS Intelligent Transportation System
LLM Large Language Model

MEC Multi-access Edge Computing
MitM Man-in-the-Middle

MSP Membership Service Provider

PDC Private Data Collections
PKI Public Key Infrastructure
PoS Proof-of-Stake

PoW Proof-of-Work

REST Representational State Transfer
RSU Road Side Unit

SA Secure Aggregation

SDK Software Development Kit

SNARK  Succinct Non-interactive Argument of Knowledge

TEE Trusted Execution Environment
TLS Transport Layer Security

UML Unified Modeling Language
V2I Vehicle-to-Infrastructure

v2v Vehicle-to-Vehicle

V2X Vehicle-to-Everything
VANET  Vehicular Ad-hoc Network
WASM  WebAssembly

ZKP Zero-Knowledge Proof

100



I1. Extended Risk-Related Concepts
Client-side Threats

Let’s start with the clients who hold the most sensitive information, such as raw traffic
data. They are responsible for data collection and local model training. The distributed
nature of FL allows both honest and malicious clients to participate, each with different
intentions. Legitimate vehicles aim to contribute valuable information in exchange for an
improved global model (or other incentives). On the other hand, malicious clients may
seek to either unfairly benefit from the ITS or disrupt its operation entirely.

Table 7 outlines the key vulnerabilities in the default FL process that dishonest clients
can exploit to attack the ITS:

Table 7. Vulnerabilities in FL exploited by authorized clients

Id Vulnerability System Asset | Details
V1 Lack of training process | SA6 Lack of reliability, traceability, and control in
monitoring training can lead to undetected malicious be-
haviors, such as local model tampering and
poisoning
V2 Lack of training data quality | SA6 The absence of verification for data distribution
checks and the validity of local training data, including

benchmarks and quality checks, can compro-
mise the integrity of the training process

V3 Poor model validation algo- | SA7 Weak validation practices may fail to detect
rithms malicious models, allowing them to pass into

the aggregation stage
V4 Robustness of model aggre- | SAS8 Different aggregation practices offer varying
gation against outliers resilience and robustness against malicious lo-

cal models. The effectiveness of these practices
depends on factors such as model architecture,
the number of FL participants, and the distri-
bution of data and weights. Strong aggregation
practices should mitigate the impact of outliers
on the final results

Lack of Training Process Monitoring (V1). In the context of IoV, the decentralized
nature of FL. makes it difficult to monitor the training process effectively. Verifying the
exact algorithms and methods (SA6) used to train local machine learning models can be
challenging. This vulnerability opens the door to undetected malicious behaviors, such
as local model tampering or poisoning. A compromised vehicle client could manipulate
its local model updates without detection, introducing biases or errors into the model
aggregation process, which would then impact the system’s performance.
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Lack of Training Data Quality Checks (V2). The absence of rigorous verification
mechanisms (SA6) for data distribution and the quality of local training data presents
a major vulnerability in the FL process. While clients’ data must remain private, some
form of on-site validation is also required. Without such checks, a malicious vehicle
could inject anomalous data into its local training set. If this goes undetected, it could
distort the global model’s understanding of traffic patterns, undermining the reliability of
the entire ITS.

Poor Model Validation Algorithms (V3). Since this compromised data indirectly
affects model performance after training, identifying the root cause of the poisoning
becomes increasingly difficult later in the process. Model validation algorithms (SA7)
can vary in complexity, as well as in their ability to detect and mitigate these outliers,
making this an ongoing challenge that requires continuous improvement.

Robustness of Model Aggregation Against Outliers (V4). The FL aggregation pro-
cess (SA8) is particularly vulnerable to outlier contributions, which can disproportion-
ately impact the global model. If vehicles submit extreme or erroneous local models, they
can significantly distort the global model’s interpretation of traffic patterns, especially
if the aggregation methods fail to account for these outliers effectively. The robustness
of aggregation techniques varies, depending on factors such as model architecture, the
number of participants, and the distribution of data and weights. To ensure reliable
results, robust aggregation methods must be implemented on the RSU server side to
mitigate the influence of outliers on the final model before it is utilized by the ITS and
propagated to other peers.

All the described vulnerabilities can be exploited by malicious vehicle clients, leading
to various attack scenarios. Table 8 presents three main attack methods that direct FL.
participants can perform in the data sharing process: data poisoning attacks, model
poisoning attacks, and free rider attacks. First, we will discuss each scenario and then
conclude the common impact of the attacks on our system’s business assets.

The initial phase of most IoV scenarios follows a common pattern: a vehicle ap-
proaches the RSU and establishes communication. The RSU, acting as a server/manager,
registers the vehicle as an authorized participant in the FL process. Subsequent actions
of the threat agent vary depending on the specific attack method:

Data Poisoning Attacks (SR1). In data poisoning attacks, adversary vehicles ma-
nipulate training data to induce undesirable behavior in the trained and subsequently
aggregated models. The attacker can be just a dishonest user or a compromised one (ST1
Identity Spoofing, ET2 Client Software Exploitation, ET3 Authentication Bypass). These
attacks (TT1 Local Data Manipulation) exploit the lack of training data validation (V2).
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Without proper on-site data quality checks and actions logging (RT2 System Log Falsi-
fication), a client can poison the training outcome even while following the legitimate
training process protocol (V1). The vehicle then shares the poisoned model, which may
bypass (RT1 Participation Denial) poor validation practices (V3) and be included in the
aggregation on the RSU server side. The global model integrity impact of poisoning (TT4
Aggregation Result Manipulation) varies depending on the robustness of the specific
model aggregation algorithm against outliers (V4), the model architecture, overall data
distribution, and specific ML task constraints. A larger number of attackers (ST2 Sybil
Attacks) makes detection and filtering more challenging, potentially leading to more
significant collective damage (DT2 Resource Exhaustion). The full data poisoning attack

scenario is depicted in Figure 23.

Table 8. Security risks in FL caused by authorized clients

Security
Risk

Threat agent

Attack
method

Threat

Vulnerability

Impact

SR1

An authorized
participant of
FL process
(vehicle client)

Data poison-
ing attacks

An attacker inserts poi-
soned data samples
into a training dataset
and submits this com-
promised local model
for aggregation (STI,
ST2, TT1, RT1, DT2,
ET2, ET3)

V2,V3, V4

Integrity:
D1, D3, D4

Availability:
D1, D3

SR2

An authorized
participant of
FL process
(vehicle client)

Model
poisoning
attacks

An attacker directly
manipulates the
model’s  parameters
or updates, causing it
to behave undesirably.
This manipulated
model can then poison
the global model
during  aggregation
(ST1, ST2, TT2, RT1,
RT2, DT2, ET2, ET3)

V1, V3, V4

Integrity:
D1, D3, D4

Availability:
D1,D3

SR3

An authorized
participant  in
the FL process
(vehicle client)

Free rider at-
tacks

The attacker generates
fake model parameters
or updates to mimic le-
gitimate users. While
the free rider benefits
from access to the FL.
process, their partici-
pation negatively im-
pacts the system (ST,
ST2, TT2, RT1, RT2,
DT2, ET2, ET3)

V1, V2, V3,
V4

Integrity:
D1, D3, D4

Availability:
D1, D3

103




Model Poisoning Attacks (SR2). Model poisoning attacks exhibit greater variability
in execution and goals compared to data poisoning. The attacker can also be either a
dishonest participant or a compromised one (ST1 Identity Spoofing, ET2 Client Software
Exploitation, ET3 Authentication Bypass). Malicious vehicles can train faulty models
or carefully craft model updates before the actual FL process. They may then either
submit entirely fake models or fine-tune them on a previously prepared setup (TT2
V2I Message Tampering). If the FL process lacks a strict training protocol or fails to
monitor its execution (V1), the poisonous model can be included in the aggregation
(TT4 Aggregation Result Manipulation). It is especially challenging to monitor vehicles’
actions because they act as independent and isolated entities that value their privacy (RT1
Participation Denial and RT2 System Log Falsification). Model poisoning subsequently
exploits the same server-side vulnerabilities as data poisonings, such as poor model
validation (V3) and weak robustness of model aggregation against outliers (V4). In
addition, the increased number of malicious actors (ST2 Sybil Attacks) can negatively
influence the availability of resources in the system (DT2 Resource Exhaustion). The
model poisoning scenario is depicted in Figure 24.

Free Rider Attacks (SR3). Free rider attacks involve malicious clients attempting
to benefit from the collaborative learning process without contributing valid data or
computational resources. The attacker can also be either a dishonest participant or
a compromised one (ST1 Identity Spoofing, ET2 Client Software Exploitation, ET3
Authentication Bypass). During FL training, free riders generate fake model updates to
mimic legitimate contributors. In the absence of proper model training protocols (V1),
data quality control (V2), or model validation (V3), threat actors can abuse access to
the global model for extended periods (RT1 Participation Denial and RT2 System Log
Falsification). Free riders typically contribute either completely random or averaged
updates from different FL rounds (TT2 V2I Message Tampering). Their primary goal is
not to dramatically influence the final model accuracy, but the impact (TT4 Aggregation
Result Manipulation) still depends on the aggregation robustness (V4). The free rider
attack scenario can be seen as a variation of model poisoning attacks, but it typically
has a lesser overall impact. However, the excessive number of free-riders (ST2 Sybil
Attacks) can noticeably slow down the system (DT2 Resource Exhaustion).

A successful poisoning attack from a client primarily violates the integrity of ITS
assets. During the first FL round, only the global model’s integrity (D1) is compromised.
However, after consecutive iterations, the poisoned global model (D1%*) serves as a
basis for training other local models (D3). This poisoning can have a cumulative effect,
leading to unreliable predictions (D4) for the infected local models. So, the whole
ITS can malfunction and make poor decisions based on these predictions. For example,
unreliable predictions of vehicle routes can cause ineffective traffic signal control, leading
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to congestion or false alerts about traffic situations. Moreover, if the number of attackers
is significant, legitimate users end up participating in meaningless data sharing, wasting
time and computational resources. This can be considered a violation of both global
(D1) and local (D3) models’ availability. So, the ITS may experience delays in the data
sharing process, which can be critical for some emergency situations on the roads.

Man-in-the-Middle Threats

Finally, we will explore the vulnerabilities and security risks posed by malicious unautho-
rized actors. In addition to the previously mentioned client and server-side vulnerabilities,
the unauthorized actors exploit the following vulnerabilities to break into the system
(check Table 9):

Table 9. Vulnerabilities in FLL Man-in-the-Middle scenarios

Id Vulnerability System Asset | Details
V11 | Lack of encryption SAl Weak or absence of encryption can expose sen-
sitive information in the network
V12 | Weak identity and access | SA2 Weak authentication and authorization mecha-
management nisms allow unauthorized actors to access data
not intended for them

Lack of Encryption (V11). The communication layer (SA1) should employ strong
encryption to protect sensitive data transmitted between participants in the FL process.
Without robust encryption, unauthorized actors can potentially intercept and access
confidential information, including model updates, training data, or system commands.
This vulnerability exposes the entire FL system to eavesdropping attacks, potentially
compromising the privacy and integrity of the learning process.

Weak Identity and Access Management (V12). The authentication and authorization
layer (SA2) must implement robust mechanisms to verify the identity of participants and
control their access to system resources. Weak identity and access management can allow
unauthorized actors to impersonate legitimate participants or gain access to restricted
parts of the system. This vulnerability can lead to various attacks, including data theft,
model manipulation, or disruption of the FL process. Proper identity verification and
access control are crucial for maintaining the security and trustworthiness of the entire
FL ecosystem in the [oV context.

All the described vulnerabilities can be exploited by malicious actors in the middle of
communication between vehicles and servers, leading to various attack scenarios. Table
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10 presents two main attack methods that unauthorized actors can perform in the FL.
process: model poisoning attacks and reverse engineering inference attacks.

In a man-in-the-middle scenario, the attackers do not have to be officially part of the
FL process. They abuse vulnerabilities both on the client side and on the server side to
perform attacks indirectly during V2I communication. The MitM attack scenarios are
depicted in Figure 25.

Communication and Model Poisoning Attacks (SR7). By bypassing message encryp-
tion (V11) and identity control (V12), the Man-in-the-Middle can capture transmitted
data in V2I communication (ST1 Identity Spoofing, ET2 Client Software Exploitation,
ET3 Authentication Bypass), violating the confidentiality of global (D1) and local models
(D3) (IT1 User Traffic and Identity Disclosure and IT2 Model Update Eavesdropping).
The adversary can train faulty models or carefully craft model updates before the ac-
tual FL process, as in SR2. Next, without proper data authenticity verification (V8),
the attacker may tamper with the transmitted data and add the poisonous model to the
aggregation (TT2 V2I Message Tampering). In case of poor model validation (V3)
and weak robustness of model aggregation against outliers (V4), the integrity of the
global model (D1) and subsequently of related local models (D3) and their predictions
(D4) will be violated (TT4 Aggregation Result Manipulation). Without proper logging
and action accountability, it can be challenging to identify the root cause of the attack
(RT1 Participation Denial and RT2 System Log Falsification). In addition, with a large
number of attackers (ST2 Sybil Attacks), the entire system may experience the violation
of availability of global (D1) and local models (D3) due to DoS attacks (DT1 Message
Flooding, DT2 Resource Exhaustion, DT3 MitM, DT4 Infrastructure Node Attacks).

The impact of such attacks primarily undermines the integrity of ITS assets. The
global model (D1) would be compromised first, and after several FL rounds, local
models (D3) would become distorted or poisoned, resulting in unreliable predictions
(D4). Furthermore, the availability of the global (D1) and local models (D3) could be
affected due to disrupted V2I communication of ITS infrastructure.

Communication, Model Inversion, and Membership Inference Attacks (SR8). In
this scenario, a curious unauthorized actor exploits vulnerabilities in the communication
process to capture sensitive data and attempt to reverse-engineer model parameters,
aiming to reconstruct private information from FL participants. This attack leverages
multiple vulnerabilities, including insufficient privacy protection mechanisms for local
models (V10), weak encryption (V11), and inadequate identity and access management
(V12) (ET2 Client Software Exploitation, ET3 Authentication Bypass). The sophisti-
cation of this attack lies in its ability to exploit the FL. communication process without
needing direct access to the server or clients. For instance, an attacker could intercept
V2I communications, capturing model updates from various vehicles across multiple FL
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rounds (IT2 Model Update eavesdropping). By analyzing these intercepted updates and
applying various model inversion techniques, the attacker can potentially reconstruct sen-
sitive training data (IT4 Inference Attacks). Furthermore, the attacker’s ability to observe
multiple versions of model updates enhances their capability to perform membership
inference attacks, potentially identifying specific training samples used by individual
vehicles (IT1 User Traffic and Identity Disclosure).

The primary impact of these attacks is on the confidentiality of ITS assets, with
the global model (D1), raw traffic data (D2), and local models (D3) all at risk of
exposure. This level of insight could reveal detailed information about individual vehicles’
movements, preferences, or behaviors, severely compromising user privacy without direct
access to the central server or individual clients.

Table 10. Security risks in FL Man-in-the-Middle scenarios

Threat Attack method | Threat
agent
Unauthorised

actor

Security Vulnerability | Impact

Risk
SR7

V3,V4, V8,
V11, V12

An  unauthorized
(man in the middle)
can capture sensitive
data during FL com-
munication, tamper
with and distribute
fake ML models
(local and global)
or FL process in-
structions. It can
also delay responses,
slowing down the
FL process (STI,
ST2, TT2, TT4, RT1,
RT2, IT1, IT2, DT1,
DT2, DT3, DT4,
ET2, ET3)

Communication
and model poi-
soning attacks

Confidentiality:
D1, D3

Integrity:
D1, D3, D4

Availability:
D1, D3

SR8

Unauthorised

actor
curious
actor

and

Communication,
model inver-
sion and
membership in-
ference attacks

A curious unautho-
rized actor can cap-
ture sensitive data
during FL. commu-
nication and reverse-
engineer model pa-
rameters to recon-
struct sensitive data
from FL participants
(IT1, IT2, IT4, ET2,
ET3)

V10, V11,
Vi2

Confidentiality:
D1, D2, D3
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I11. Security Requirements

Security

Threat -> Related Risks

ID

| Requirement

ST1. Identity Spoofing -> SRI-SR7

ST1.R1 | The system shall verify the identity of all participants before allowing FL process participa-
tion.

ST1.R2 | The system shall require multi-factor authentication for critical FL operations.

ST1.R3 | The system shall store participant credentials in a tamper-resistant manner.

ST1.R4 | The system shall use encrypted protocols for credential management in FL participation.

ST1.RS | The system shall enforce a user management policy with regular credential updates.

ST1.R6 | The system shall record all authentication attempts and participant activities in immutable
logs.

ST1.R7 | The system shall detect anomalies in participant behavior and model updates.

ST1.R8 | The system shall verify the authenticity and integrity of participating devices.

ST1.R9 | The system shall implement an access control mechanism.

ST2. Sybil Attacks -> SRI, SR2, SR3, SR7

ST2.R1 | The system shall track participant reliability and contributions over time.

ST2.R2 | The system shall limit resource allocation to mitigate Sybil attack impacts.

ST2.R3 | The system shall limit the number of identities associated with a single authenticated entity.

ST2.R4 | The system shall apply constraints based on geographical or network location for identity
creation.

ST2.RS5 | The system shall implement a reputation mechanism for participants.

TTI. Local Data Manipulation -> SRI

TT1.R1 | The system shall validate the integrity of local training data before model training.
TT1.R2 | The system shall implement mechanisms to detect anomalies in local model updates.
TT1.R3 | The system shall enforce a strict training protocol for all participants.

TT1.R4 | The system shall implement robust training process monitoring mechanisms.

TT2. V2I Message Tampering -> SR2, SR3, SR4, SR5, SR7

TT2.R1 | The system shall use secure communication protocols for transmitting model updates.
TT2.R2 | The system shall implement message integrity checks for all transmitted data.

TT2.R3 | The system shall authenticate the source of all model updates and coordination messages.

TT3. Global Model Modification -> SR4, SR5

TT3.R1 | The system shall implement access controls to restrict modification of the global model.
TT3.R2 | The system shall maintain an auditable log of all changes to the global model.

TT3.R3 | The system shall use integrity verification mechanisms for the global model storage.

TT4. Aggregation Result Manipulation -> SR1, SR2, SR3, SR7

TT4.R1 | The system shall implement a verifiable aggregation process for model updates.

TT4.R2 | The system shall use robust aggregation algorithms that are resistant to outlier influences.
TT4.R3 | The system shall validate the integrity of aggregation results before distribution.
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RT1I. Participation Denial -> SRI, SR2, SR3, SR7

RT1.R1 | The system shall maintain cryptographically signed logs of all participant activities in the
FL process.

RT1.R2 | The system shall implement non-repudiation mechanisms for all critical FL. operations.

RT2. System Log Falsification -> SR2, SR3, SR4, SRS, SR7

RT2.R1 \ The system shall use tamper-evident logging mechanisms for all system logs.

RT3. Model Distribution Repudiation -> SR4, SR5

RT3.R1 | The system shall maintain a verifiable record of all model distributions to other FL partici-
pants.

RT3.R2 | The system shall maintain a verifiable record of all global model updates to the shared
storage.

IT1. User Traffic and Identity Disclosure -> SR6, SR7, SR8

IT1.R1 | The system shall encrypt all user traffic in the FL network.

IT1.R2 | The system shall implement strong identity protection mechanisms for all participants.

IT2. Model Update Eavesdropping -> SR6, SR7, SRS

IT2.R1 | The system shall use secure channels for transmitting model updates.

IT2.R2 | The system shall implement traffic analysis prevention techniques.

IT3. Centralized Collection of Data and Events -> SR6

IT3.R1 | The system shall minimize centralized data collection in the FL process.

IT3.R2 | The system shall implement strict access controls for any centrally collected data.

IT4. Inference Attacks -> SR6, SR8

IT4.R1 | The system shall protect trained models from reverse engineering attacks.

IT4.R2 | The system shall implement differential privacy techniques in the FL process.

IT4.R3 | The system shall limit the number of model versions accessible to any single entity to reduce
the risk of temporal analysis attacks.

DTI. Message Flooding -> SR7

DT1.R1 | The system shall implement rate limiting for all types of messages in the FL network.

DT1.R2 | The system shall have mechanisms to detect and mitigate abnormal message patterns.

DT?2. Resource Exhaustion -> SR1, SR2, SR3, SR4, SR7

DT2.R1 | The system shall implement resource allocation limits for individual participants.

DT2.R2 | The system shall monitor and manage computational resources to prevent exhaustion.

DT3. Man-in-the-Middle (MitM) -> SR4, SR7

DT3.R1 | The system shall implement robust authentication and encryption to prevent MitM attacks.

DT3.R2 | The system shall verify the authenticity of communication endpoints.

DT4. Infrastructure Node Attacks -> SR4, SR7

DT4.R1 | The system shall implement redundancy and failover mechanisms for critical infrastructure
components.

DT4.R2 | The system shall have mechanisms to detect and mitigate attacks on infrastructure nodes.

ETI. Server Unauthorized Access -> SR4, SR5, SR6

ET1.R1 | The system shall implement the principle of least privilege for all system components.

ET1.R2 | The system shall use multi-factor authentication for accessing critical server resources.

ET2. Client Software Exploitation -> SRI-SR8

ET2.R1 | The system shall implement secure coding practices and regular vulnerability assessments
for all client software.

ET2.R2 | The system shall have a robust patch management process for all software used in the FL.
process.

ET3. Authentication Bypass -> SRI-SR8

ET3.R1 | The system shall implement strong and multi-layered authentication mechanisms.

ET3.R2 | The system shall monitor and alert on unusual authentication patterns or attempts.
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IV. Security Controls

Req. ID | Control Components | Status
Status: + = Fully Implemented, +- = Partially Implemented, - = Not Implemented
Identity and Authentication Controls
ST1L.R1 | X.509 certificate-based identity verification; HLF MSP implementation +
ST1.R2 | Certificate-based authentication with additional identity checks within smart +
contracts
ST1.R3 | Basic storage of X.509 credentials; MSP certificate management +-
ST1.R4 | TLS encryption for credential transmission; Certificate-based authentication +
ST1.RS | Basic credential management without automated rotation +-
ST1.R6 | Limited number of actions are recorded to the ledger +-
ST1.R7 | Transaction monitoring with anomaly detection -
ST1.R8 | X.509 certificates and MSP policies for device authentication and verification +
ST1.R9 | Role-based access control through MSP; Organization-level policies +
Sybil Attack Prevention
ST2.R1 | FL participants metrics logging +
ST2.R2 | Resource allocation limits based on reputation -
ST2.R3 | Basic identity verification without strict limits +-
ST2.R4 | Channel policies set limits on identities of HLF organizations +
ST2.RS | Long-term FL participants reputation -
Data Integrity Controls
TTI1.R1 | Data integrity checks through chaincode and ZKP +-
TT1.R2 | Model updates analysis and anomaly detection -
TT1.R3 | Enforcement of training protocol through ZKP or TEE -
TT1.R4 | Blockchain-based logging of training events +-
Communication Security
TT2.R1 | Flower gRPC with TLS; HLF native TLS +
TT2.R2 | Hash verification for PDC data; Smart contracts integrity checks +
TT2.R3 | Digital signatures verification; Hash verification via smart contracts +
Model Management
TT3.R1 Smart contract access control; PDC for limited number of users +
TT3.R2 | Immutable audit log on the ledger +
TT3.R3 | Merkle tree verification; Hash integrity checks via smart contracts +
Aggregation Security
TT4.R1 | Off-chain ZKP verification of aggregation +-
TT4.R2 | Advanced aggregation strategies -
TT4.R3 | Multi-peer validation; Endorsement policy enforcement +-
Non-repudiation and Logging
RT1.R1 | Blockchain-based immutable activity logs; Digital signatures for all participant +-
activities
RT1.R2 | Smart contract-based non-repudiation; Timestamping of operations +
RT2.R1 | Verifiable executed action and system logs via TEE -
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Privacy Protection

IT1.R1 Flower gRPC with TLS; HLF native TLS +
IT1.R2 | Basic identity protection through MSP +-
IT2.R1 TLS-secured channels; PDC storage with limited access +
IT2.R2 | Weights masking during aggregation; Differential privacy -

IT3.R1 | Decentralized storage using HLF channels and PDC +
IT3.R2 | Channel policies and ACL; PDC access control +
IT4R1 | Weights masking during aggregation -

IT4.R2 | Differential privacy to protect model weights -

IT4.R3 | Limits on the number of model versions available via smart contracts +-
Availability Protection

DT1.R1 | Rate limiting for messages via smart contracts -

DTI1.R2 | Anomaly detection of message traffic -

DT2.R1 | Network resources controlled by HLF policies +-
DT2.R2 | Resource monitoring of blockchain activity -

DT3.R1 | Flower gRPC with TLS; HLF native TLS and MSP +
DT3.R2 | MSP, digital signatures and hash verification +
DT4.R1 | Blockchain-based distributed architecture +
DT4.R2 | Actions verification via smart contracts and ZKP; Endorsement policies +-
Privilege Management

ET1.R1 | Channel policies and ACL; PDC access control +
ET1.R2 | Certificate-based authentication with additional identity checks within smart contracts | +
ET2.R1 | Packages vulnerability scanning via CI/CD -

ET2.R2 | Chaincode lifecycle management +-
ET3.R1 | Certificate-based authentication with additional identity checks within smart contracts | +
ET3.R2 | Immutable ledger tracking of authentication attempts +-
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