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GDPR and Blockchain Solutions
Abstract

Within the last years, there has been an increased attention for the development of Blockchain
technologies and solutions. Blockchain represents one of the major headways’ technologies of
the past decade, giving large groups of people and companies a possibility to reach agreement
on record information without a central authority. Partially this can be achieved because data
once stored on a Blockchain is immutable. The General Data Protection Regulation (GDPR)
was developed in the European Union (EU) with the aim to standardize the privacy regulations
across Europe and introduce the changes on how the personal data should be processed. The
GDPR consists of a series of articles and chapters that require, among other things, provision
a consent to collect and store data, identification of data controller, provision of encryption,
and anonymization of data. This thesis explores the connection between Blockchain and
GDPR. In particular, the thesis presents a decision framework that can help developers and
decision-makers in their design of the GDPR-compliant blockchain projects. The framework,
presented in the thesis, is developed based on Systematic Literature Review of existing studies
on the interplay of technology and regulation. The provided findings will help the Blockchain
development teams to consider the GDPR-related factors when designing and implementing
the blockchain projects.
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Isikuandmete kaitse tldmaarus ja Plokiahela lahendused
Luhikokkuvdte

Plokiahela tehnoloogiate ja lahenduste arendamine on viimastel aastatel on olnud kérgendatud
tdhelepanu all. Plokiahel on viimase aastakiimne suurim tehnoloogiline edasiminek, andes
suurtele inimgruppidele ja ettevotetele vdimaluse sooritada tehinguid ja kokkuleppeid ilma
keskse organita. Osaliselt on see saavutatav seetOttu, et andmed mis on kord plokiahelas
salvestatud on muutumatud. Isikuandmete kaitse Gldmaarus arendati Euroopa Liidus (EL) vélja
eesmérgiga standardiseerida privaatsusregulatsioone kogu Euroopas ning tutvustada
muudatusi, kuidas isikuandmeid tuleks kasitleda. Isikuandmete kaitse tildmaé&rus koosneb reast
artiklitest ja peatukkidest, mis muuhulgas nduavad ndusoleku hankimist andmete kogumiseks
ja salvestamiseks, andmete vastutava tootleja identifitseerimist, andmete krupteerimist ning
anonuimseks muutmist. Kaesolev 16putéd uurib seost plokiahela ja isikuandmete kaitse
uldmaaruse vahel. Tépsemalt esitab t60 otsustusraamistiku, mis aitab arendajaid ja otsustajaid
isikuandmete kaitse Uldmé&&rusega vastavuses olevate plokiahela projektide loomisel.
Magistrit0os esitatud raamistik on vélja tootatud olemasolevate, tehnoloogia ning regulatsiooni
koosmGju uurivate, to0de sistemaatilise kirjandusllevaatena. Esitatud tulemused aitavad
plokiahela arendustiimidel arvesse votta isikuandmete kaitse tldmadrusega seonduvaid
tegureid plokiahela projekte disainides ning ellu rakendades.

Votmesonad: Plokiahel, Isikuandmete kaitse tildmaarus, Vastavus, Sustemaatiline tlevaade
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1. Introduction

In recent years, there has been an increasing interest towards the development of Blockchain
technologies and solutions. Blockchain can be described as one of the major headways’
technologies of the past decade, which gives a possibility to large groups of people and
organizations to reach agreement on and permanently record information without a central
authority. It has been acknowledged as a significant tool for building a fair, inclusive, secure,
and democratic digital economy [1].

Blockchain is represented as a decentralized trustless system using a public ledger with peer-
to-peer file sharing and public key cryptography, which can be named as a key innovation [2].
While there are several types of blockchains in existence (permissioned blockchains and
permissionless or public blockchains [3]), they share certain functional characteristics - means
for nodes on the network for communication, a mechanism for nodes to bring the addition of
information to the database, usually in the form of some transaction, and a consensus
mechanism for the network to validate the accepted version of the database. The data is stored
in groups known as blocks, each validated block is cryptographically sealed to the previous
block, forming an ever-growing chain of data. Once a transaction has been added to the chain,
it generally cannot be altered or removed [3].

Blockchain technology makes it clear to become an extremely disruptive technology with
exponential development in various applications and domains that could have the capacity to
reconfiguring the aspects of society and its operations. Along with the rapidly developing
technological environment, the critical question regarding personal data protection has arisen
and became one of the most important aspects to consider while working on the development
and implementation of technological innovations, solutions, and processes.

With the aim to protect and empower all EU citizens’ data privacy and to reshape the way
organizations across the region approach data privacy, the European Union (EU) in May 2018
has raised into effect the General Data Protection Regulation (GDPR) which replaced the 1995
Data Protection Directive (Directive 95/46/EC). The emphasis of the regulation is to reduce
the capability asymmetry between organizations that use and manage personal data, and the
individual to whom the data belongs [4]. The GDPR pursues to adjust all Data Privacy Laws
across Europe in order to exploit an area of freedom, security, and justice of an economic union,
as well as progress in the strengthening of the economies within the internal market. The GDPR
imposes it by making adjustments and clarifications of existing rules and establishing new rules
on how personal data is processed with the goal to increase the level of integrity.! Non-
compliance with the GDPR may lead under some circumstances to severe fines of up to 4% of
the worldwide annual turnover of the organization.

The GDPR is applicable in cases when personal data is processed. According to the document,
information is considered to be personal data when throughout it the natural person is identified
or can be identifiable. If personal data is, however, provided in the form of anonymized
information that cannot be relatable to an identified or identifiable natural person, the GDPR
is not applicable.? The main roles introduced in the context of the GDPR are a data subject

1 GDPR, Recital 2
2 GDPR, Recital 26



(owner of the data) who turns to exercise the rights to a data controller with the access to his/her
personal data, with the possibility of forwarding it to a data processor (organization) that will
be responsible for processing the data on behalf of the controller. It is the obligation of the data
controller to define how personal data can be processed in accordance with the GDPR
constraints [6]. At this step, it is already possible to underline that according to the GDPR it is
assumed that it is possible to identify a data controller, but within the Blockchain solutions,
based on decentralized systems, it is not always easy to make. The GDPR was formulated and
designed following the assumption that data will be stored within centralized entities. However,
blockchain technologies are facilitating a move towards a decentralized model of data
management. In this regard it becomes a debate question what parts of the GDPR can be
complied with when using Blockchain technology, and how the technology will be influenced
and affected by the introduction of the Regulation.

It is pointed out that the GDPR expends the principles, rights, and obligations in terms of which
data processing can take place. This brings a concern to the Blockchain solutions’ developers
and decision-makers as now they are required to consider multiple GDPR-related factors before
designing the product and they face the situation when there is a lack of familiarization on how
and at what stage the requirements of the Regulation are applied, and how to address the issues
raised. Despite this question to be actual for practitioners and companies which are working to
build blockchain solutions, in the research area there are still a lot of gaps and under-researched
issues toward the interconnection of the Blockchain to the GDPR. Even though the GDPR’s
introduction is an actual and important topic, researchers have not presented the framework to
support the design decisions of Blockchain solutions with consideration of the GDPR-related
factors. Taking into consideration the described above, it is possible to conclude that the need
for developing the respective “decision framework” is determined.

That’s why the present thesis aims to address the main research objective while proposing a
decision framework for decision-makers, analysts, and Blockchain developers so they can
consider GDPR within the design process, as long as make their solutions compliant with the
GDPR. The main research question is formulated as follows: “How can Blockchain-based
solutions be compliant with the GDPR?”

To answer the main research question, this study aimed to address the following sub-questions:

1. What are the fundamental aspects of the GDPR that affect Blockchain solutions?
2. How Blockchain solutions are affected the GDPR?
3. How can Blockchain solutions become GDPR-compliant?

The research will be conducted using the systematic literature review (SLR), which is a
methodologically precise review of research results. SLR aims not only just to accumulate the
existing documentation on a research question, but it is also designated to support the
development of documentation-based guidelines for practitioners [11]. The goal of the research
is to analyze, basing on the available literature and resources, the state of art in scientific
discussion in part of Blockchain compliance to the GDPR and their interconnection; based on
the results received from the analysis of studies, to deduce the decision framework, as well as
respective recommendations to the developers and managers of Blockchain solutions in part of
the GDPR compliance.



A review of technological aspects of the Blockchain will be assessed and presented through
the relevant scientific articles, books, and material, to provide the required understanding of
the technological aspects to be able to discuss them. Taking into account the fact that the
blockchain being a moderately new technology, and that there is the absence of large-scale
research by scholars, the certain non-traditional sources, like internet sources, are required and
will be used with the aim to collect and present the enforced knowledge and data.

This study makes an important contribution to the advancement of the conceptual model of
interconnection between the Blockchain and the GDPR, by exploring the technology’s
compliance with the Regulation. The project provides to Blockchain solutions’ developers and
managers the decision framework to develop a design and implement the GDPR-compliant
Blockchain solutions.

This work consists of six chapters and is organized as follows. Following this Introduction,
Chapter 2 reviews the background information about Blockchain technology, the key elements,
and obligations of the GDPR. Chapter 3 presents the SLR, state of art in scientific discussion
in part of the interrelation of GDPR and Blockchain. In Chapter 4 results of the analysis of the
implications of the GDPR towards Blockchain solutions are provided and discussed. Chapter
5 presents the decision framework for GDPR-compliant Blockchain solutions. Chapter 6
summarizes the writer’s conclusions.

2. Background

With the aim to overview and analyze the respective interconnection between Blockchain and
the GDPR, it is required to have an understanding of the Blockchain technology, as well as of
general elements and aspects of the GDPR which are relevant to the technology. This chapter
will explain the main concepts and elements of Blockchain and followed by the corresponding
appraisal of the GDPR.

2.1. Blockchain Technology

2.1.1. Blockchain architecture

There are various ways to develop and implement the software system, and one of the key
determinations to settle on is the architecture of the system, in which way the components of
the system are structured and associated one to another. The two main architectural approaches
are centralized and decentralized (distributed). In the case of centralized systems, the
components are positioned around and associated with one central component. Opposed to the
mentioned system, the components of decentralized (distributed) systems establish a network
of associated components without having any central element of control or coordination [12].

Blockchain is a decentralized, shared, encrypted database that works as a non-convertible and
incorruptible storage of information. The technology performs the next step in the peer-to-peer
economy, where people are provided with the technical possibility to agree on a certain state
of affairs and note the agreement in a protected and verifiable manner with the use of
decentralized consensus mechanisms [13]. Peer-to-peer systems can be described as systems
that consist of nodes (individual computers), which provide their computational resources (e.g.,
processing power, storage capacity, diffusion of information) to another. Users convert their
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computers to nodes of the system after joining a peer-to-peer system and act equally concerning
their rights and roles. Within the system, all the nodes have the same working potential and
responsibility despite the difference in resources that are contributed [12].

Blockchain is described as a range of data sets which are consisted of a chain of blocks (data
sets) where a block consists of multiple transactions. Adding the blocks expands blockchain
and introduces a complete ledger of the transaction history. Blocks are legitimized by the
network using the means of cryptography. A part of information about a transaction, every
block comprises a timestamp, the hash value of the previous (parent) block, and a nonce,
random number to certify the hash. The first block of a blockchain, genesis block, has no parent
block [15]. The generated hash values are unique, and fraudulence can be forfended as in case
of changes of the block in the chain the immediate change of hash value will take place. The
new block can be added to the chain in the event when the majority of nodes are consent by
consensus mechanism to affirm the transactions and the block itself.

A block itself is composed of the block header and the block body. The following parameters
are included in the block header: a version of the block, Merkle tree root hash (hash value of
all block’s transactions), timestamp, nBits (target threshold of a valid block hash), nonce (4-
byte field), parent block hash (256-bit hash value pointing to the previous block). The body of
the block consists of the transaction counter and transactions related to the block. In order to
assert the authentication of transactions, the asymmetric cryptography mechanism is applied
[16].

2.1.1.1. Data cryptography

The blockchain uses the technology of the mathematical cryptographic model, named the
asymmetric cryptography, with the aim to recognize users in the blockchain and preserve their
property respectively [12]. Cryptography can be described as a set of techniques associated
with the features of information security representing confidentiality, data integrity, entity
authentication, and data origin authentication [18]. The main goal of cryptography is the
provision of respective data protection from being acquired by unauthorized people. The
cryptographic tools to ensure information security include encryption schemes, hashing, and
digital signatures.

Cryptography utilizes the keys to preserve the data, and the digital equivalents of those keys’
usage for locking and unlocking the protected data are encryption and decryption, respectively
[12]. Encrypted data are called cypher text and represent a set of letters and figures which
require possession of the relevant key to decrypt it. Decrypted cypher text is equivalent to the
original data that have been encrypted. For the number of years, the symmetric cryptography
method was used, where the identical key was used to do both the data encrypting and
decrypting. This means that each person, who was able to encrypt the data with the use of the
key, could automatically decrypt the created cypher text with the same key. However, it became
apparent that having one key for encryption and decryption is not expedient, and the
asymmetric method of cryptography was introduced [12]. Asymmetric cryptography can be
utilized in untrusted networks to send messages and can also be used to entirely recognize users
and validate transactions [19].

The encryption method used for blockchain technology is said to be a public-key encryption
scheme where for each associated encryption/decryption pair, one key is made publicly
8



available (the public key), while the other (the private key) is kept secret [18]. Cypher text
generated with one of these keys can only be decrypted with the other key and vice versa. The
key obtainable by the person who encrypts the message doesn't need to be secret. The essential
part is that the receiver can only decrypt it using a secret key. To realize such a system, the
receiver discloses a public encryption key which is known to everyone. At the same time
receiver also has a matching secret key, which is utilized for decryption [20].

One of the most principal concepts in ensuring the information security and blockchains
integrity, and consequently protecting the ownership from unauthorized access, is ‘hash
functions’, also known as ‘hashing’. Hashing is a process of text transformation from an
arbitrary length to the text of some fixed length, where the converted text is called hash-value
[18]. The hash reproduces the explicit content of the original text/file, and wherever the content
should be re-approved, the same hash algorithm is applied to the file, and the hash signature
tends to be the same if the file has not been modified [2].

Hashing serves the goal to compare data (e.g., files or transaction data) without observing their
content piece by piece and to detect if the data (e.g., a file or transaction data) that is supposed
to stay unchanged was changed at a certain date/moment, or after sending it to someone, or
after it was stored in a database [12]. The blockchain is highly dependent on hash references,
which can be described as a slightly more progressive application case of cryptographic hash
values’ power. The aim of hash reference is to refer to data (e.g., transaction data) that are
placed somewhere (e.g., on a hard disk or in a database) and assure that the data have remained
unchanged. In order to serve such assurance, the combination of the cryptographic hash value
of the data being stored with the respective information about the place where the data are
located is provided. In case the data were altered, both parts of information would no longer be
sequential and therefore the hash reference would become invalid. References to data represent
the digital equivalent to the physical location of it, they are performed as pieces of data that
refer to other data. Computer programs use references to mark the respective site where the
data have been placed and to retrieve them later [12]. Within the blockchain the mechanism
presents the possibility to establish the chain of hash values and hash references, in which the
part of data also contains the hash reference to the previous part of data, generating a chain of
linked data [21].

Apart from placing data on-chain, some businesses consider also the off-chain database storage
to be used for locating the respective part of the data. When using the off-chain database
systems, hashes of the corresponding data are stored on the blockchain itself and at the same
time in a separately located off-chain database storage, next to the original personal data that
was put through the hash function [57]. Although this method sacrifices many of the benefits
of using a blockchain in the first place, it is described and recognized as a possibility for storing
sensitive data in a more secure and efficient way [58].

2.1.2. Blockchain characteristics
The following two main types of blockchain can be distinguished [3]:
e Permissionless or public blockchains. These systems represent the open-source

network, which anyone can access and use the shared ledger, as well as participate in
the consensus process.



Permissioned  or  private  blockchains.  These  networks are  the
networks centralized to one organization/entity that specific individuals or entities use
to conduct transactions.

Besides the mentioned types of blockchain, in several cases the third type is also presented

[14]:

Consortium blockchains. In this type of network, the consensus process is controlled
by a pre-selected set of nodes and in this regard, these blockchains may be observed as
"partially decentralized".

2.1.2.1. Key components of the Blockchain

With the aim to investigate the substantial parameters of the technology, the following key
characteristics of blockchain can be underlined [17]:

Decentralization. In traditional, centralized transaction systems, each transaction needs
to be legitimized through the central trusted authority, which leads to the occurred costs
and the performance bottlenecks at the central servers. Blockchain doesn’t require a
third party for the validation of transactions. Data consistency is maintained using the
respective consensus algorithms.

When describing the decentralization, Buterin [22] suggests distinguishing three
components for the classification: architectural, political, and logical decentralization.
The architectural part defines the number of computers the system consists of, and the
amount it tolerates to be simultaneously out of order. Political refers to the individuals
or organizations which control the computers in the network. Logical decentralization
is responsible for interface and data structure presentation as a monolithic object.
Blockchains are represented as politically decentralized (as there is no single point of
control) and architecturally decentralized (no infrastructural central point of failure),
but they are logically centralized (the one common state is agreed, and the
system behaves like a single computer). These characteristics support the following
arguments for the usability of Blockchain: tolerance to fail, resistance to probable
attacks, and resistance to possible collusions among participants.

Persistency and immutability. Verification of transactions takes very little time and
invalid transactions are not conceded. Blocks that are holding improper and false
transactions could be instantly revealed. After validation of the transaction and block,
it is almost impossible to roll back or remove the transaction. Immutability ensures that
all data and transaction history in the blockchain is in one trusted source. The
immutability of a blockchain adds another layer of security and complexity for those
who think to attack the network — even when gaining access rights to a blockchain, the
data on the blockchain itself is immutable, thus preventing anyone from ever
completely erasing or altering records.

Anonymity. The real identity of the users is not revealed as they interact with the
blockchain system with the use of the generated address. Anonymity refers to the non-
identifiability of the sender and the receiver in one transaction. Blockchain is believed
to be very safe in terms of anonymity provision, as users only make transactions with
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generated addresses rather than with real identity. In situations where there are
leakages, users can create several addresses, which makes the probable traceability to
become hard.

e Auditability. Blockchain is characterized by immutable transactions to be a part trusted
mechanism used by the network. All the history and data about transactions and
respective changes are stored within the system. As all the information and data
regarding the transaction are staying within the system and not deleted, the
corresponding details about the transaction could be tracked and justified upon the need
or request.

Another aspect of Blockchain that worth to be mentioned is the provision of so-called smart
contracts. Initially, the concept of smart contract was proposed by Nick Szabo, a cryptographer,
back in 1994 [30]. Nevertheless, this idea was not popular until the rise of blockchain as a
distributed ledger technology. A smart contract is presented as a computer program that is self-
verifying, self-executing, and tamper-resistant and it runs on the blockchain platform. Smart
contracts are characterized as the protocols that digitally facilitate, verify, and enforce contracts
made between two or more participants on the blockchain [31]. Smart contracts are naturally
redistributed on the blockchain platform and necessarily exist on the network. They enforce
participants to accept the rules written in the contract without any centralized, third-party
authorities controlling it in order to reach agreements and solve common problems with
minimal confidence [32]. With the aim to provide the security of the blockchain network, smart
contracts are mainly performed in closed environments, avoiding the access and import
external data [32]. Smart contracts deliver Blockchain solutions both flexibility and power, and
due to that reason, it is desired to use them.

2.2. GDPR

The processing of personal data intervenes in diverse areas in economic and social activities,
and the respective development of information technologies affects the processing and
exchange of such data considerably easier. Contemporaneously, data protection standards are
becoming increasingly high with regards to the mentioned reasons. In this context, the
European Union (EU) adopted the General Data Protection Regulation (GDPR) to consort the
rules for data protection within the EU member states and to enhance the level of privacy for
the affected individuals [23]. With the aim to observe the implications of the GDPR it is
important to evaluate two key components: the cases where the regulation applies and to who
does the regulation employ? In a part of the material scope, it applies to any processing of
personal data. The GDPR is intended to be employed to anyone, regardless of a legal entity,
that processes or controls the processing of personal data®. To the extent of comprehending the
GDPR, the relevant definitions are required to be recognized.

2.2.1. Main definitions of the GDPR

Personal data is a core area and definition of the GDPR and it appeals to any information that
is related to an identified or identifiable natural person, corresponding ‘data subject’. The data

3 GDPR, Article 2, 3
4 GDPR, Atrticle 4
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can be considered as personal in case if the identification of a person is possible based on the
accessible data, which indicates that person can be detected directly, or indirectly, by the
reference to an identifier [23]. The natural person can be identified, for example, by name, an
identification number, location data, an online identifier (such as internet protocol addresses,
cookie identifiers or radio frequency identification tags)® or to one or more particular
characteristics to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person®. However, the regulation does not apply to the personal data of
deceased persons’. Identification of the natural person/data subject may occur in case of
combining various information, which themselves would not have retraced to the person but
does so in combination [23].

Processing under the GDPR represents any operation or set of operations that are performed
on personal data or sets of personal data, whether or not by automated means®. Substantially,
any handling of data can be considered as processing. The means of processing are identified
in wide possible range, such as: collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination
or otherwise making available, alignment or combination, restriction, erasure or destruction®.

The GDPR develops the term of pseudonymization as a method used to reinforce privacy by
dissociating information that allows data to be attributed to a specific person. The
complementary information that might refer data to a specific person is supposed to be kept
separately and is subject to technical and organizational measures to ensure that the personal
data are not attributed to an identified or identifiable natural personi®. Therefore, every
individual pseudonymizing process should be assessed to be able to infer if a pseudonymized
dataset is to be marked as personal data or not. In contradistinction to pseudonymized data,
anonymized data is entirely excluded from the scope of the GDPR™.

Controller indicates the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal
data®?. This signifies that the controller is responsible for the processing of personal data, which
inflicts several legal responsibilities for the controller'®. In Article 26 the GDPR presents the
notion of ‘joint controllership’ for the cases where two or more controllers jointly determine
the purposes and means of processing*. In case if aim and processing tools are determined by
numerous organizations together, those organizations will divide data protection obligations
under the GDPR and have to arrange a clear allocation of responsibilities [23].

Processor is presented as a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller®®. Processors can, like the controllers,

5 GDPR, Recital 30
5 GDPR, Atrticle 4

” GDPR, Recital 27
8 GDPR, Atrticle 4

9 Ibid.

10 GDPR, Article 4
11 GDPR, Recital 26
12 GDPR, Article 4
13 GDPR, Article 5
14 GDPR, Article 26
15 GDPR, Article 4
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take a broad diversity of legal forms and several processors can be directed to act at the same
time by the controller [23].

2.2.2. General principles of the GDPR

Lawfulness, fairness, and transparency. The GDPR establishes very particular criteria
regarding how the controller and processor process personal data to assure integrity and
enhance transparency. The aim is to amplify processing that is lawful and fair*®. In order to do
it in such a way, only the demanded data is collected, the methods and objectives are
communicated with the data subject while awareness is raised regarding how and why the
personal data is collected?’.

Purpose limitation principle underlines the importance of processing and collecting personal
data in an explicit manner and for legitimate purposes, with the data subject being aware of the
forthcoming data processing. Moreover, the collected data should not be further processed in a
manner that is not consistent with the objectives because of which it was originally processed.
A notable exception from this is the processing for archiving purposes in the public interest,
historical research, statistical purpose®®.

Data minimization principle is enforced with the aim to regulate that data is to be kept relevant,
adequate, and limited to what is necessary [16]. This relates to pursuing the goal for which data
are processed®®,

Accuracy. Personal data are supposed to be processed and stored in accordance with the GDPR
in an accurate and up to date manner. All reasonable steps are required to be taken in order to
ensure that all inaccurate personal data are erased or rectified without any possible delay?.

The principle of storage limitation imposes that the period for which the personal data can be
stored is limited to a very strict minimum and in direct correspondence with the fulfillment of
the processing’s goal??.

The ‘integrity and confidentiality’ principle guarantees that the data subjects’ personal data are
processed and stored in a format that provides safety measures to preclude unauthorized access
and unlawful processing, and further avoid damage and entire loss of the data?.

The controller is considered to be accountable and should be able to demonstrate compliance
with the data processing related principles under the GDPR%,

2.2.3. Data subject rights

With the implication of the GDPR, the data subjects receive an extensive amount of rights
concerning the processing of their personal data that is represented in Chapter 3 of the
Regulation.

16 GDPR, Recital 39
17 GDPR, Article 5
18 1pid.

19 GDPR, Article 5
20 |pid.

2 1pid.

22 GDPR, Article 5
2 pid.
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Right to information and access to personal data. The controllers are obliged to grant the data
subject with comprehensive information regarding the processing and storage of their personal
data according to Article 12 in the GDPR. The communication of such information must be
made in a “concise, transparent, intelligible and easily accessible form, using clear and plain
language™?*. Furthermore, the controller must, when collecting personal data, notify the data
subject not only about the identity of the data controller but also who is the corresponding data
protection officer, and besides the aim of the data collection and information regarding its
processing and storage?. In the case of processing the data subjects’ personal information, they
also have a right to request access for more information on the recipients of such data,
categories of data being processed, purposes of the processing, existence of automated
decision-making, to lodge a complaint with the supervisory authority?®.

Right to Erasure and Rectification. The GDPR has introduced the empowerment of the data
subject and the right to their data by imposing the right to erasure (referred to as ‘the right to
be forgotten’) and broadening the scope to inflict to the controller, who has made the personal
data public, with the duty of informing the controllers processing the data to erase all links to,
or copies or replications of such personal data?’. The right to rectification is also based on the
concept of empowering data subjects to be in control of their own personal data, enforcing the
controller with the responsibility of correcting, on-demand, and without undue delay,
inaccurate personal data concerning the data subject?.

2.2.4. Transfer of personal data to third countries

Further obligations arise on the condition of data processing and transfer outside of the
European Union (EU) can take place, also known as ‘transfers of personal data to third
countries’?®. The GDPR specifies that personal data can generally only be transferred to third
countries if they are expected ‘adequate’®® — that is, if the country implements sufficient data
protection regulation that is fundamentally equivalent to that in the EU — or in the case if the
data controller can suggest allocated safeguards that the data will be processed in a manner
consistent with that law. In any manner, transfers to third countries may only be executed in
full compliance with the GDPR [42].

The aim of the GDPR is to enhance transparency and empower the data subject to be in control
of their own personal data by imposing certain rights on the data subject that transfers into
obligations for the controller and processor.

2.3. Summary

As it is described in the previous section, the GDPR applies in all the cases when the personal
data is processed in the EU territory, or when the data subject itself is located in the EU. On

24 GDPR, Article 12

25 GDPR, Article 13,14

26 GDPR, Article 15

21 GDPR, Article 17 and Recital 66
2 GDPR, Article 16 and Recital 65
29 GDPR, Article 44

30 GDPR, Article 45
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the ground of this, if the data subject’s personal data is processed and stored in the Blockchain,
it is affected by the introduced Regulation.

The main principles of the GDPR — Lawfulness, Fairness, and Data minimization, can be
assessed in Blockchain on a case-by-case basis, as it’s needed to evaluate the legal obligations
and relationships imposed by contracts. But for the execution of those principles the
corresponding point of contact form the technology’s side should be located, which is not
always possible, especially with the public blockchains. The principle of Storage limitation
directly conflicts with the Blockchain’s characteristic of immutability, as the information
cannot be removed from the network.

Apart from the introduced principles of processing the personal data of data subjects, the
definition of data subject rights is highly relevant for the Blockchain. Referring to the
immutability aspect, the data once inserted and stored in the Blockchain cannot be removed.
This implies that the GDPR’s right to erasure (right to be forgotten) cannot be realized with
blockchain applications and products, as it will require the deletion or alteration of data inside
the system, which contradicts the basic idea of Blockchain.

Blockchain may be specified as the distributed network where the data is located on the
computer of every participant. The concept of data transferring is one of the main for the
technology. At the same time the GDPR focuses on the territorial scope with the aim to ensure
that the data is processed according to approved regulations, the data controller is supposed to
be familiar with all the locations of Blockchain participants. This is very difficult to implement,
and almost impossible with the public blockchains.

The data distribution within the network and the impossibility to make constant changes are
basic concepts of the Blockchain technology. As was mentioned before the processing of
personal data must comply with certain principles according to the GDPR3!, which apparently
leads to the number of tensions to be further discussed.

3. Systematic Literature Review

The present study aims to investigate the scope to which the GDPR and the obligations it
creates can be applied to the Blockchain solutions. The work is conducted in the form of a
systematic literature review (SLR). The systematic literature review seeks to obtain data that
will help to investigate the Blockchain’s compliance with the GDPR and their interconnection.

The methodology of systematic literature review proceeds the guidelines proposed by
Kitchenham [24], which is composed for software engineering researches. Systematic literature
review contains three phases: planning the review, conducting the review, and reporting the
review. The first phase is associated with the identification of the need for the review, and
development of the review protocol. The second phase is related to the identification of
research, selection of primary studies, data extraction, and monitoring, and data synthesis. And
the third stage is recognized for the formatting and evaluation of the report. The following
section particularizes the first phase of the SLR.

3.1. Systematic Literature Review Protocol

31 GDPR, Article 5
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The main goal of the SLR is to recognize studies where the interconnection of the GDPR and
Blockchain solutions is analyzed and discussed. The systematic and methodical summary of
all existing information about the Blockchain compliance to the GDPR is required in a
thorough and unbiased manner. The SLR uses a trustworthy, rigorous, and auditable
methodology of the research topic’s evaluation when comparing to the provisional reviews.

3.1.1. Research Questions

The current SLR aims to identify the published studies in regard to the GDPR and Blockchain
solutions interconnection. In order to recognize the primary studies where the GDPR concerns
are addressed with the relation to the blockchain solutions, it is needed to decompound the
research objective to the number of research questions.

As the scope of the study is to analyze the implications of the GDPR’s introduction to the
Blockchain solutions, the following research question (RQ) is formulated:

RQ: How can Blockchain-based solutions be compliant with the GDPR?

To answer this research question, the following sub-questions (SRQ) are to be addressed:
SRQ1. What are the fundamental aspects of the GDPR that affect Blockchain solutions?
SRQ2. How Blockchain solutions are affected the GDPR?

SRQ3. How can Blockchain solutions become GDPR-compliant?

3.1.2. Search strategy
The search strategy aims to detect as much of the relevant scientific studies and literature as
possible. Published studies to be identified using a search strategy for the primary and
secondary search. For the primary search, the respective keyword strings on several electronic
databases are planned to be used. Pursuing the primary exploration, the secondary search is
planned to be handled with the use of backward and forward lookouts [25].

For the comprehensive primary search to identify the primordial set of papers to be observed,
the following keyword string (ST) is specified:

ST: ((“Blockchain” OR “Distributed Ledger Technology”) AND “GDPR”)).

The electronic databases, being a predominant source of literature collection [26], are selected
based on the inclusion of journal papers, conference reports, workshops’ documents in the
domains of computer science, cryptography and the legal regulation:

e Google Scholar

e ScienceDirect

e Web of Science

e Scopus (including SpringerLink)
e ACM Digital Library.

After the identification of the extensive list of potentially pertinent papers with the use of
primary search, the secondary search is to be conducted. In order to recognize the respective
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relevant papers, the backward and forward search approaches are planned to be used. The final
list of papers to be arranged for further analysis basing on the application of inclusion and
exclusion criteria

3.1.3. Study selection criteria

Formulation of the selection criteria is required to determine the studies where the relevant
information to discuss the research questions is provided. The following inclusion (IC) and
exclusion criteria (EC) are supposed to be used for the selection of papers:

IC1: Paper discusses aspects of Blockchain within the context of the GDPR
IC2: Paper specifically discusses the GDPR

Taking into consideration the aim of the study, it is required that papers consider the Blockchain
solutions and its aspects in the context of addressing the GDPR, thus the first criterion refers
to a study where the technology is presented and reviewed along with taking into account the
legal concerns. It is essential that papers cover the fundamental facets addressed in the
Regulation and present the studies which are sufficient for further analysis. In this respect, the
second criterion aims to reveal the studies that cover the respective aspects of the GDPR.

EC1: Study published before 2015

EC2: Study is not written in the English language

EC3: Full-text version of the study is not digitally accessible
EC4: Paper is a duplicate

The first exclusion criterion is designated to assure the up-to-date researches and reporting to
be analyzed, as Blockchain is relatively new, developing and upgrading technology, as well as
the GDPR, which has raised into effect only in 2018. The second and third criteria are
prescribed to provide the access and apprehensibility of the observed studies. The studies
accessible in digital databases and available on the internet are acknowledged to be accessible.
Duplicates are the papers with the same or approximately the same title from the same author
that occur in various digital libraries. In case of the exact duplicate, only one is included, and
in case of duplication of version, the most recent one is included.

3.1.4. Screening procedure

The papers’ screening procedure is planned to be organized on the base of primary research
studies that were identified, by reviewing the title and the abstract of the proposed study. The
reviewing principles are the determined inclusion and exclusion criteria. In case if the observed
paper fails to meet the criteria, it is excluded from observation and the other criteria are not
analyzed in its respect. Every study from the initial research list is to be audited against the
inclusion criteria by following the identical procedure. After the accurate evaluation of the
studies available, the final list of papers to be identified for further data extraction [27].

3.1.5. Data extraction strategy and synthesis of the extracted data

Following the recognition of the ultimate list of papers, the relevant data is planned to be
extracted. Each of the papers supposed to be read one by one and the extraction sheet to be
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updated accordingly. The data extraction sheet includes columns to retrieve all the required
information needed for further review and reporting. The results of the summarized and
reviewed data to be used for the creation of a decision framework for designing and
implementing the GDPR-compliant Blockchain solutions.

3.2. Selection and review of studies

In this section, the author presents the steps and intermediate results received that lead to
selecting the final set of primary studies. The section also contains a description of the data
extraction strategy and information that was extracted from the papers. Table 1 contains a
summary of the number of papers retrieved from each electronic database.

In the first step, | have collected the list of query results from each of the defined sources. All
the sources indicated in Table 1 allowed exporting the results, except Google Scholar, and for
it, the browser extension was used with the aim to scrap data from the search results®2. Google
Scholar currently has a search limitation showing only the first 1000 results. This means that
with a “Results per page settings” of 20, only the first 50 pages were available which amounted
to 1000 papers. After retrieving results from the databases, a total of 1891 papers were found
from all sources. The results from these searches were filtered through the inclusion/exclusion
criteria. | started the reviewing process by using the EC4, and 103 papers were removed,
resulting in 1788 papers. Considering the difference in export format across various sources, |
used only the following data headers: - title (paper title), - authors (list of paper’s authors), -
year (year of publication).

Database Abbreviation  Number of papers
Google Scholar GSC 1000
Science Direct SDI 178
Web of Science WOS 629
Scopus SCP 44
ACM Digital Library ACM 40
Total 1891

Table 1: Number of results per database

In the next step, using exclusion criteria EC1 and EC2 13 pre-2015 and 49 non-English papers
were removed. As a result of this step total of 1726 papers remained. This was reduced to 1555
after checking the EC3 and removing not accessible studies. In the next step, | have filtered the
paper titles using the inclusion criteria identified in Section 3.1.3. At this phase, there were
1246 irrelevant paper titles, resulting in 309 final papers. As a result of the next step, 73 papers

32 Data Scraper - Easy Web Scraping Chrome extension bit.ly/2IEVRIiP
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were chosen based on their abstract and potential content relevance. In the last step to ensure
that these papers do contain the information that is needed for the SLR and using inclusion
criteria used in Section 3.1.3, | further examined each of the 73 papers to assess their relevance.
This resulted in a total of 37 papers that were appropriate for the final inclusion. The final list
of papers included whitepapers and academic papers. | then reviewed these papers and a total
of 5 additional papers were found as a result of backward and forward tracing. In total 42 papers
were used for analysis in this thesis.

A flowchart of the strategy implemented is presented in Figure 1. When the abstract of a study
was not available, the full article was retrieved and assessed for relevance. All potentially
relevant articles were retrieved in full text.

3.2.1. Data extraction strategy

Succeeding the identification of the final list of papers, the respective relevant data was
extracted. To ensure an unbiased data extraction strategy, it has been recommended [33] to
develop a data extraction form and strategy. The corresponding data extraction form was
generated after conducting the screening process, which provided an opportunity to utilize the
visions revealed during the screening phase. Three types of data were specified and extracted.
The first type of data relates to data about the paper. The second data is related to the context
and outcomes of the study. The third type is related to the discussion of the interrelation
between GDPR and Blockchain and properties of both that are affected, as well as possible
concepts that are described which enable the compliance. Table 2 summarizes the information
extracted.
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Figure 1. Flowchart of the search strategy
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The data from the studies were extracted in a recurrent manner by the author, who extracted

the data and filled the corresponding fields of the form.

Data Extraction Form

Data about paper

Authors Author(s) of the paper
Title Title of the paper

Publication year

Type Type of the paper

Data about the study’s context

Paper’s year of publication

Author’s Author’s main specialization(s)

specialization
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Methodology Methodology used in the study

Main findings and Main findings and outcomes of the
outcomes paper

Data about compliance

Type of Type of Blockchain

Blockchain discussed/proposed for review
Blockchain Aspects of Blockchain that affect the
aspects GDPR

GDPR aspects Aspects of the GDPR that affect

blockchain solutions

Scenarios Scenarios/prototypes/designs
discussed in terms of interconnection

Table 2: Data Extraction Form

3.3. Overview of studies (report)

This section provides an overview of the reviewed studies. Blockchain in general and its
interconnection to the GDPR are relatively new topics in academia. Figure 2 below provides
and evidence of the number of publications increased within the last three years, along with the
indication of the source of publication/research. The GDPR concept was introduced in 2016
with implication into force in 2018, this also explains the expansion of the interest and clear
trend.
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B Other Journal article  ® Conference paper

Figure 2. Distribution of reviewed studies by type and by year

Figure 3 represents the distribution of papers among the years with special indication of the
authors’ specialization — this allows us to observe whether legal specialists or specialists with
the industry and technology knowledge are putting more focus towards analyzing the interplay
occurred. Results show the almost equal attention from both sides, it might be explained that
both, legal and technology specialists, are facing challenges in the interpretation of the
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Regulation after its introduction in relation to the technical and technological terms. The topic
seems to be very relevant for the understanding of the compliance options.
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Figure 3. Distribution of reviewed studies by year and author(s) specialization

4. Results

In this chapter of the thesis, the author presents the results obtained from the SLR study with
regard to each sub-research question, answering the research question using the information
from the state-of-art studies.

4.1. GDPR Aspects that Impact Blockchain Solutions

In this section, the thesis aims to answer the RQ1: What aspects of the GDPR affect the
Blockchain solutions?

In this thesis, papers describe the aspects of the GDPR and Blockchain solutions and present
the respective interplay and tension that is raised due to the data protection obligations that
were introduced by the GDPR. The review identified several aspects of the GDPR that affect
Blockchain technology mentioned or discussed in the papers. Almost all the observed papers
underlined the aspect that Regulation required the roles of data controllers and data processors
to be clearly defined [38], [41], [42], [57], as long as discuss the presented rights of data
subjects [40], [50]. Few papers reviewed the so-called “territorial scope” which is referred to
the transfer of personal data to third countries [47], [63].

4.1.1. Roles of controller and processor

The GDPR’s material scope applies to any processing of personal data®®. Regulation affects
anyone, regardless of a legal entity, that processes or controls the processing of personal data
[23]. The factual term utilized by the GDPR is the controller of personal data, who is the one,
a natural or legal person, public authority, agency or other body which alone or jointly with

33 GDPR, Article 2
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others determines the purposes and means of the processing of personal data®*. The processor
of personal data is also subject to the GDPR and is the person who processes personal data on
behalf of the controller®. In case when the data controller uses a processor, the GDPR oblige
of making a contract or other legal act between the two of them guiding the subject-matter [53],
[56]. On account of that, it is essential to discuss the relationship between the controller and a
potential processor in each case with the aim to define who will be responsible for complying
with the GDPR, what kind of data protection authority will audit the respective compliance.
Notwithstanding, the roles of the involved entities can be complex as usually there are many
parties processing the same personal data simultaneously or jointly [44, [55]. The GDPR
recognizes the situation where controllers also being processors, as well as the growth in
outsourcing processing activities [48].

The data subject is empowered by the GDPR to have access to a defined minimum amount of
information regarding the use and management of personal data. The respective minimum
includes the right to know who the relevant controllers are along with their location, the
reasons for processing the data in question, and other types of information required to ensure
the lawful and transparent processing of the data®®. Apart of the data controllers and data
processors, a Data Protection Officer (DPO) is supposed to be designated as an officer of the
firm with corresponding “expert knowledge of data protection law and practices” [74], [75].
According to the GDPR, there are also changes in the requested forms of demonstrating
compliance. Companies are supposed to indicate the presence and implementation of a
profound data compliance program in case of an audit, and not just making the notifications
with the data protection authorities. Companies will need to build up, introduce, and maintain
policies, documentation and reports, rules, and contracts that prove the compliance with the
GDPR requirements. These obligations are expected to be extended to both data controllers
and processors.

In terms of the processing actions, there are a number of liabilities to follow by controllers:
record information in regard to the goals of processing, groups of data and data subjects, the
types of recipients to whom the data will be disclosed, and the possible time limit for the erasure
of the different groups of data. During processing definite types of personal data there might
occur a high risk to the data subject, and the controller is entitled to conduct a Data Protection
Impact Assessment (DPIA) delineating and evaluating the base for preventing feasible blanks
and breaches in the system. Despite that, companies are also supposed to maintain a record of
recipients and the documentation of the appropriate safeguards while transferring the respective
data. Further responsibilities include retaining recorded descriptions of the technical and
organizational measures taken for the protection of personal data security, keeping testimonies
for the process of selecting data processors, and carrying the copies of contracts with data
processors. Controllers may acquire data mapping techniques with the aim to show the
aforementioned information. Data mapping can be used by the companies not only for
recording the respective information requirements but also in evaluating the risks of data
processing activities, tracking the data flows appeared. Along with that, other applicable
technical and organizational measures should be introduced to review and defend from any
probable risks [48].

3 GDPR, Article 4
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4.1.2. Data subject’s rights

With the introduction of the GDPR new rights are granted for the data subject, as well as some
rights that currently exist are strengthened. Hereof, in an effort to show compliance with the
Regulation, data controllers will need to acknowledge the rights of the data subject in case he
decides to exercise his rights. The rights provided to the data subject are still open to some
interpretation, and the scope of the constraints and prosecution is yet to be defined [49].

With the right to access the data subject empowers the possibility to verify that the controller
is acting licitly, hence it is enforcing the data subject’s rights®’ [52]. The right to access
represents the responsibility of providing information under Article 13 and 14 and provides the
data subject with the right to receive in-depth information from the controller about his personal
data processing. In its turn, the controllers are compelled to provide the data subject with
comprehensive information about the processing and storage of their personal data according
to Article 12 in the GDPR®. The communication of such information must be made in a
“concise, transparent, intelligible, and easily accessible form, using clear and plain language”
[50]. This large-scaled obligation follows the aim to improve trust and clarity while processing
personal data®.

The right to erasure, commonly introduced as ‘the right to be forgotten’, authorizes data
subjects to be in control of their personal data in the conditions and environment that are not
adapted towards forgetting [58]. The review found that the vast majority of the studies
underline the fact that this fundamental right is in direct conflict with the Blockchain.
Following the knowledge that the key security feature of the blockchain-data-structure is
determined by the previous transaction data to be stored, taking out a piece of data from the
structure would depict the rest of the data to become useless. This introduced right to be
forgotten is a subject matter for the extended discussion within the past few years, taking into
consideration fast technological development, as well as cases when big corporations use
personal data for monetary benefits. In order to have more strict control for the usage of data
subject’s personal information, the GDPR is prosecuting the right to erasure and enlarging the
scope to impose the controller, who is supposed to be responsible for making the personal data
public, to erase all copies, replications, or links to, such personal data®°.

Another fundamental right introduced by the GDPR, the right to rectification, is also based on
the view of entitling data subjects to be in control of their own personal data, imposing the
controller with the obligation to correct, on demand and without undue delay, inaccurate
personal data concerning the data subject*!. Rectification implies that data should be updated
to be factual. As was described above, a new transaction can always amend incorrectness in a
previous transaction, but the previous transaction will stay and cannot be removed. Basing on
Article 16 of the GDPR, it is not generally clear if the improper data must be deleted for
compliance [67]. Nevertheless, the primary studies reviewed [68] emphasize the fact that the
blockchain does not operate like a traditional register where new data takes the place of the old
data.

37 GDPR, Recital 63
38 GDPR, Article 12
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The described rights demonstrate not only the empowerment of data subject’s control for their
personal data but also a measure to eliminate infringements of the law, performed by a
controller with the personal data [23], [59].

4.1.3. Territorial scope

Along with the above-mentioned aspects, several studies [65], [66] review and discuss Articles
44 through 50 of the Regulation, which directly deal with the governance of cross-border
transfers of personal data. Cross-border data transfers may occur in cases when the transfer is
processed to a country or international organization with adequate levels of protection or the
exporter has a lawful transfer mechanism*. The adequacy of the protection level is determined
by the European Commission, which means that the corresponding level of protection is
determinately equivalent to the EU law’s level of protection*®. Those decisions concerning
adequacy are subject to periodic reviews where the Commission may appeal, amend, or
suspend a nation’s adequacy decision. For the date of the performed research, the Commission
has issued 12 adequacy recognitions. While the GDPR provides a defined number of countries
with the adequacy of protection designation, it does not prevent cross-border transfers to the
countries without an adequacy designation considering that the controller or processor uses
appropriate safeguards* [67]. The named appropriate safeguards include Binding Corporate
Rules (BCRs), standard data protection contractual specifications, an approved code of conduct,
an approved mechanism of certification, or legitimately binding channels between public
authorities®.

Taking into account the described requirement, the fact that the cross-border transfers can be
problematic if personal data is stored on a permissionless blockchain appear, and it may also
be an issue for permissioned blockchain networks if their scope is global, as it is often the case
[42], [53], [60].

4.1.4. Summary

The presented section (4.1) introduced an overview of the important aspects of the GDPR that
were introduced by the Regulation and affect the data processing in Blockchain-based
solutions. The specific sub-aspects discussed in the literature were declared in conjunction with
the characterizations and criticism when applied. The revision of literature introduced three
main aspects for the analyses and consideration when understanding how the Regulation
impacts the development of Blockchain solutions. The following Table 3 provides an overview
of the main aspects of the GDPR that impact Blockchain solutions. Each of the recognized
aspects is taken into consideration when analyzing the possible concepts’ development for
Blockchain-GDPR compliance.

The scope of the GDPR applies to any processing of personal data. Regulation affects anyone,
regardless of a legal entity, that processes or controls the processing of personal data. The data
subject is legitimized to have access to a defined minimum amount of information about the
use and management of the personal data, including the right to know who the relevant
controllers and processors are along with their location, the reasons for processing the data,

2 GDPR, Article 44
S GDPR, Article 45
4 GDPR, Atrticle 49
4 GDPR, Article 46
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and other types of information with the aim to ensure the lawful and transparent processing of
the data. With the decentralized, distributed architecture of a Blockchain, this can be considered
as an issue, especially for the public networks. The data subject rights implemented in the
Regulation not only gave the data subject control for their personal data but also eliminated
possible violations of the law from the side of a controller. Taking into consideration the
limitations for cross-border data transfers, it may become problematic if personal data is stored
on a permissionless blockchain, and it may also be an issue for permissioned blockchain
networks if their scope is global, as it is often the case.

Aspect

Sub-aspect

Description

Papers

Roles of
controller
and processor

Defining controller

Controller - determines the purposes
and means of personal data
processing. The data subject has a
right to know who is the controller
and his location, in order to contact,
provide/withdraw  consent  for
processing personal data, request
data’s change/removal. Might be an
issue with distributed systems,
especially with public blockchains.

Defining processor

Processor - processes personal data
on behalf of the controller.

Compliance

GDPR: contract or other legal act
between controller and processor
guiding the subject-matter.
Companies to develop and
implement a profound data
compliance  program  (policies,
documentation, reports), description
of the technical and organizational
measures taken for the protection of
personal data security.

[36] - [38],
[40] - [48],
[51] - [66],
[70] - [72],
[75]

Data
subject’s
rights

Right to access

The data subject has a possibility to
verify that the controller is acting
justly, right to receive in-depth
information from the controller
about his data subject’s personal
data processing.

[47], [48],
[52], [55],
[56], [61],
[67], [71]

Right to erasure
(Right to be
forgotten)

More strict control for the usage of
the data subject’s  personal
information. The data subject may
request from the controller to erase
all copies, replications, or links to

[37], [39],
[47], [51],
[53], [58],
[56], [59],
[61], [64],
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the personal data. In direct conflict | [67], [71],

with the Blockchain. [73], [74]
Right to Data subject to control use of his | [37], [48],
rectification personal data. The controller has an | [58], [59],

obligation to correct on demand | [64], [73], [74]
inaccurate personal data concerning
the data subject. Blockchain allows
to amend the incorrect data, but the
previous transaction cannot be
removed, the new data doesn’t take
the place of the old data (like in
traditional register).

Territorial Cross-border Cross-border data transfers (outside | [36], [38], [40]
scope transfer of personal | EU) may occur when the transfer is | — [42], [45],
data processed to a country/organization | [47] — [49],

with adequate levels of protection or | [52], [63], [65]
exporter has a lawful transfer | —[67]
mechanism. Can be problematic, as
the scope of Blockchain is global.

Table 3. Aspects of the GDPR to impact Blockchain solutions
4.2. Aspects of Blockchain solutions that are affected by GDPR

Understanding the Blockchain characteristics and properties is crucial when analyzing the
interconnection with the GDPR. In this section, the thesis aims to answer the RQ2: What
aspects of the Blockchain technology are affected by the GDPR?

4.2.1. Decentralization

The GDPR was drafted in a world and system with a clear division of responsibilities between
controllers and processors. The company acts as a data controller and is responsible for
handling its users’ data. In the defined cases they can pass on these responsibilities to any third-
party data processors with conducting a specific data processing agreement [45], [55]. As
several reviewed studies point out [38], [45], the Blockchain model distincts from the initial
scheme contemplated by the data protection laws due to it is a decentralized based technology
in which a various number of parties/individuals are directly engaged in the processing of
personal data.

With such key characteristic of the technology, Blockchain networks involve an extensive
amount of actors, varying from ‘'protocol developers who create and maintain open-source
blockchain technology' to 'actors who run the blockchain protocol on their computers in order
to act as validating nodes or participating nodes' or 'network users who sign and submit
transactions to the blockchain network via a node' or 'publishers of smart contracts' [38], [45].
In Blockchain’s technological reality, the role of each actor is not precisely determined and
can range depending on the private or public nature of the Blockchain network that is in
consideration. Consequently, it appears challenging to define who is nominated as the
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controller within the meaning of the GDPR, namely the person who determines the objectives
and means of the processing. Following the issue, several studies, including the EU Blockchain
Observatory and Forum report, consider that 'protocol developers' and ‘actors who run the
blockchain protocol’ are doubtful to be qualified as data controllers [42], [46], [53]. The users
of the particular network may be considered as controller 'if they submit personal data to the
Blockchain ledger as part of business activity', but in case of providing the personal data with
the intention of the personal use, then the household exemption will be applied and the users
cannot be treated as data controllers [42], [46], [53]. Analyzing the publishers of smart
contracts, it is indicated that the debate exists regarding how the software should be recognized:
managed by its publisher, by the network user calling it or by both [42], [46], [53]. Difficulty
in defining who is the controller in terms of a Blockchain network is questionable as the
controller delivers the main obligation for complying with the requirements specified by the
GDPR, according to the principle of accountability. The principle of accountability is one of a
core principle since it accredits data subjects to determine the person responsible for handling
their requests and enforcing their rights [42], [53], [60]. Apart from that, the decentralized
structure of Blockchain networks also discords with the principle of the lawfulness of
processing, specifically, if the processing of personal data is based on consent by reason of the
data subject does not know to whom he is giving the consent.

The shortcoming in identifying the entity or entities in the position of ‘control’ on the
permissionless blockchain applications, being a feature of this technology, has generated the
question of whether this technology is subject to the GDPR at all. Berberich and Steiner [47]
suggest that in a case where the notion of data controller indicates any actual control over the
information, two consequences may be feasible: either no node is characterized as a data
controller within the meaning of the GDPR or every node where the copies of the distributed
ledger occur. At the same time authors highlight that none of those consequences are
meaningful and due to the fundamental uncertainty of the regulators’ approach to this the
entities that use the blockchain as the infrastructure run the risk of walking in the not fully
researched and described area. Another opinion is provided by De Filippi [8] who suggests that
“the responsibility of keeping data private merely shifts from the operator to the individual
user” in multi-node systems. In such a situation, nominating the accountability for one’s own
data to oneself is, by definition, consistent with the EU’s consumer empowerment trend within
the data protection and privacy*®. Notwithstanding, that in practice this concept necessarily
counts on well-informed users with advanced knowledge of modern technologies.

When analyzing and discussing the point, the CNIL's (Commission Nationale de I'informatique
et des libertés*’) guidance [45], [76] on Blockchain acknowledges those who have some sort
of administration capacities over the chain (which capability to give access, send data for
validation and add data) as data controllers. At the same time they are not considered as data
controllers if the Blockchain is used only by individuals who are not using the technology for
business purposes (e.g. a group of family members using it to build a database of their family
tree —for purely household purposes only). The CNIL also proposes to establish legal entities
if a group of natural persons aims to use Blockchain technology to achieve a common goal (so

% GDPR, Recital 7
47 National Commission on Informatics and Liberty, independent French administrative regulatory body whose
mission is to ensure that data privacy law is applied to the collection, storage, and use of personal data
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they will jointly conclude the reasons why and the way how personal data will be processed)
[45], [76]. In this context, the responsibilities of each party must be determined and a solution
for this is putting in place a contract between all parties. The contract concluded should regulate
the responsibilities of every participant when it comes to data protection obligations.

As described above, the current state-of-art is likely to generate an accountability gap which
is not ideal for the regulators or citizens. As a consequence, at least for some period of time, it
is more likely for the regulators to designate at least some degree of accountability to the
entities who are using decentralized architectures with respect to the protection of data and
privacy initially [64].

4.2.2. Immutability

One of the key characteristics of Blockchain technologies is that once data is stored, it cannot
be altered without leaving a clear trace behind, which signifies that once stored, the data is
immutable. Regarding that the EU Blockchain Observatory and Forum report indicates that 'the
whole point of such a Blockchain is to ensure that transaction including the parties involved,
are never forgotten in order to enable decentralized trust' [42], [53], [60]. Such a feature of
immutability clashes with some of the GDPR principles, such as the principle of data
minimization, which dictates the personal data in process should be limited to what is
necessary, as well as the principle of storage limitation which obliges to keep personal data no
longer than needed. In addition to this, the property of blockchain technology also conflicts
with the right of the data subject to request the erasure of their personal data [42], [48], [53].

As it was presented before, the GDPR implemented the right to erasure which gives the data
subject the right to request the deletion of their personal data. While analyzing the key features
of Blockchain, it is pointed out that this fundamental right stands in direct conflict with
Blockchain technology. The key security feature of the blockchain-data-structure relies on
previous transaction data to be stored, that is why removing a piece of data from the structure
would interpret the rest of the data useless [68]. Moreover, being mindful of the mathematically
implemented structure, the processing power that is required to delete something from the
ledger is nearly technologically unattainable, making it close to unfeasible for any controller
or processor to do so. With the Blockchain solution, you can conjoin a new transaction that
overrides the old transaction data, but at the same time, the old transaction data will always be
a part of the ledger [61], [68]. Regardless of the grounds for which the data subject requires the
controller or processor to erase the personal data, it appears to be not possible according to
architecture, which in turn means that the obligations of the GDPR cannot be respectively
fulfilled.

The identical settings employ when the data subject requires that his personal data be rectified.
Basing on Article 16 of the GDPR, it is not made clear if the inaccurate data have to be deleted
for compliance. Nevertheless, as the Blockchain does not function as a regular register, the
only way to rectify information is by adding a layer that displays the old data to be outdated.
In such a situation by Blockchain standards, the data has been rectified and corrected and the
data subject has the power to be able to request the rectification which consecutively means
that a literal interpretation could probably result in the provision being satisfied. However, a
strict interpretation would presumably oblige that the outdated data to be removed, which is
technically inexecutable on the Blockchain.
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4.2.3. Anonymization and pseudonymization

According to the GDPR requirements, the personal data that is under processing should be fully
anonymized with the purpose of the company/use-cases and application to be out of the scope
of the Regulation. The techniques that are used in the Blockchain are classified as the provision
of pseudonymization, the encryption of personal data is not helping to deceive the problem
[49], [58]. The GDPR provides that pseudonymity “means the processing of personal data in
such a manner that the personal data can no longer be attributed to a specific data subject
without the use of additional information, provided that such additional information is kept
separately and is subject to technical and organizational measures to ensure that the personal
data are not attributed to an identified or identifiable natural person”*® [69]. Encryption, hash-
function, keyed-hash function with the stored key, deterministic encryption, or keyed-hash
function with deletion of the key and tokenization are listed as pseudonymization techniques
[69].

While the GDPR does not apply to anonymized personal data, the criteria of anonymized
introduced by the GDPR are hard to fulfill [42], [55]: the anonymization technique should be
exceptional enough to make it unfeasible to identify a natural person through any of the means
possible to be used, but the process must also be irreversible. It should not be achievable to
reconstitute the original data from the anonymized form. The studies reviewed [4], [61], [64]
the different techniques available to anonymize data (obfuscation, encryption, aggregation),
but it does not identify any technique in the current state of the art which by itself could attain
the level of anonymization required by the GDPR. The underlined problem with encryption is
that it always leaves the metadata accessible [4], [61], [64]. Nevertheless, the GDPR
compliance obliges the implementation of state-of-art security measures and privacy-
preserving methods to reinforce privacy and data integrity*°.

4.2.4. Summary

This section (4.2) introduced the overview of the various aspects of the Blockchain Technology
to be affected by the implementation of the GDPR. The particular sub-aspects identified in the
literature were presented along with the descriptions and critical reflections. While reviewing
the papers, three main aspects were deliberated with the aim to identify the colliding areas of
compliance between the Blockchain technology and the GDPR. The following Table 4
provides an overview of the main aspects of Blockchain Solutions that are affected by the
GDPR. Each of the recognized aspects is taken into consideration when analyzing the possible
solution for Blockchain-GDPR compliance.

The GDPR was developed and drafted for the centralized entities and system with a clear
division of responsibilities between controllers and processors, where the controller is
responsible for handling the data of the users. As the model of Blockchain is completely
different from the initial scheme and introduces the decentralized technology, in which a
various number of parties are involved in the processing of personal data, the role of each actor
is not precisely determined and can range depending on the private or public nature of the
Blockchain network. Immutability, being one of the key characteristics of the Blockchain, is
giving a tension in terms of compliance with GDPR’s principles of data minimization and

48 GDPR, Article 4
49 GDPR, Article 32, Recitals 76-80
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storage limitation, as it represents the impossibility to alter or delete data from the network.
The currently recognized techniques to anonymize data (obfuscation, encryption, aggregation),
could not attain the level of anonymization required by the GDPR, and encryption algorithms
used in Blockchain solutions are classified as pseudonymization.

Aspect Sub-aspect Description Papers
Decentralization | Contact for the data Blockchain model is not the | [36] — [38],
subject (controller) traditional (centralized) scheme | [40] — [46],
with a clear division of | [48], [52],
responsibilities, due to its | [53], [55],
decentralized based technology | [56], [58] —
where a various number of | [61], [70] -
parties/individuals are directly | [73]
engaged in the processing of
personal data. The role of each
actor is  not  precisely
determined, challenging to
define who is the controller
within the meaning of the
GDPR.
Discussion on Opinions of legal and industry
nominating the specialists  vary  (individual
controller nodes/those with administrative
rights/developers to be data
controllers) - further
clarification by  regulators
needed.

Immutability Data storage Blockchain - once data is stored, | [7], [35] —
it cannot be altered without | [37], [39],
leaving a clear trace behind, | [41], [43] -
which shows that was stored; all | [45], [48],
the history is kept within the | [50], [53],
network. It clashes with the | [61], [63],
GDPR principles: data | [66] —[70]
minimization (personal data in
the process should be limited to
what is necessary), and the
principle of storage limitation
(keep personal data no longer
than needed).

Impossibility to Blockchain’s architecture is | [7], [35] —

remove data built in a way that even if a new | [37], [43] -
transaction is added it overrides | [45], [48],
the old transaction data, but at | [53], [56] —
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the same time, the old | [59],[63],
transaction data will always be | [66] — [69]
a part of the ledger. GDPR
implemented rights to erasure
and to rectification (deletion or
amendment of the data), which
cannot be  correspondently
fulfilled.

Anonymization | Pseudonymization The techniques to be used in the | [4], [36], [38],
Blockchain are classified as the | [40] — [42],
provision of pseudonymization, | [45], [47] -
with implemented encryption it | [49], [53],
always leaves the metadata | [66] —[69]
accessible. According to the
GDPR, the personal data that is
under processing should be
fully anonymized to be out of
Regulation’s scope, but the
current techniques could not
accomplish  the level of
anonymization required by the
GDPR.

Table 4. Aspects of Blockchain solutions to be affected by the GDPR
4.3. Compliance of Blockchain solutions with the GDPR

In this section the review tackles following RQ3: How can Blockchain solutions become
GDPR-compliant?

During the review of selected studies, it was identified that researchers and specialists from the
industry discuss and propose the following approaches to implement Blockchain solutions in a
GDPR-compliant way: the Off-Chain storage of personal data, the implementation of editable
Blockchain. Along with the mentioned concepts, some authors suggested various scenarios,
mainly including the idea of encryption and afterward key destruction. With the intention of
answering the research question, every approach is characterized according to the reviewed
literature and investigated against the obligations of the GDPR, whilst the corresponding pros
and cons are summarized.

The respective review of the papers and reports outlined two main approaches discussed: the
Off-Chain storage and implementation of the Redactable Blockchain. Moreover, added
scenarios were also identified which are summarized under the type "Other”. Each of the
approaches is presented in detail below. The following Table 5 indicates the list of the studies
analyzed along with the evidence of approaches which are discussed in those.
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Solution

Description

Example

Papers

Storage
Chain

Off-

Corresponding  personal
data is not stored inside the
Blockchain network but is
kept “off-chain”. In the
Blockchain network itself,
there is only the
reference/hash value
preserved to locate the
outside storage with the
actual data. As all personal
data is stored off-chain can
be altered/deleted.

For example, the
respective data may be
stored in some traditional
database, or in cloud
storage system.

[36] — [38],
[42] — [43],
[45], [48] -
[50], [52] -
[56], [58], [60]
— [61], [63] -
[66], [69] -
[73]

Editable
Redactable
Blockchain

/

The scheme proposes to
make changes in one or
several blocks of the
network, add one or several
blocks to the actually
available chain. Despite
being the characteristic of
immutability, the opinion
is provided that
immutability might not be
used for all the newly
developed Blockchain
solutions. The alterations
are possible to introduce
with the use of so-called
“chameleon hash
functions”. Those
alterations can  make
changes in data without
making a change in the
hash value in the block.

Proof of implementation
the concept is not
available, the option is
under theoretical
evaluation.

[35], [59], [60]

Other

-Additional legal guidance
is requested to be provided
by the regulatory to avoid
misinterpretation of the
regulation, as specialists
underline the unclarity of
formulations and
definitions.

administrative
(CNIL)
the

French
authority
provided
Blockchain/GDPR
discussion with proposed

interpretations and
proposals  for  further
research.

[4], [38] - [42],
[44] - [47],
[49] - [51],
[55], [61], [65]
- [69], [71] -
[75]
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-Use of more advanced | Relevant critics:
encryption technique /| Advanced encryption
Encrypting the data and | techniques are required to

destructing the encryption | be developed, not
key available at the moment.
Current encryption

algorithms might become
insecure with the
development of
technology.

Table 5. List of identified proposed solutions

4.3.1. ldentified approaches
Storage of personal data Off-Chain

In the studies reviewed the approach that is considered in the vast amount of cases is the idea
of the Off-Chain storage of personal data with the object of providing the GDPR-compliant
Blockchain solutions in terms of processing the data subject’s personal data. The interpretation
of this approach follows the logic that the corresponding personal data is not stored inside the
Blockchain network but is kept “off-chain” (for example, in some traditional database) [4],
[54], [56]. At the same time in the Blockchain network itself, there is only the reference/hash
value preserved and locating the outside storage with the actual data saved there [51], [58],[68],
[69]. Having regard to the requirements of the GDPR imposed, the concept of storing the
sensitive information and personal data outside the Blockchain framework is actively advised,
as well as locating there the other type of data and big datasets with the aim to allow better
performance of the network [70], [71]. The data supposed to be handled in the Off-Chain
storage is located outside the Blockchain network which is used for the data subjects’ primary
transactions. With such design the introduction of a centralized party to control the data’s
completeness and confidentiality is underlined and discussed, as it appears to become a
violation of one of the main characteristics of the Blockchain — decentralization [4], [44], [71].
At the same time as a part of a discourse in regard to the Off-Chain storage, the opinion
presented when the Blockchain is used in alliance with a distributed file system. In this case,
only the corresponding reference is located On-Chain and it leads to the prevention of using
centralized storage [69].

Acknowledging the GDPR’s obligations, the concept where the personal and sensitive data is
stored outside the network is supposed to deliver the advantages and probable resolution of the
tension that occurred between the core characteristics of the Blockchain and the GDPR
requirements. The investigated opinions confer that using the above-described procedure could
bring the match with the introduced obligations [4], [44], [54]. Nevertheless, the point is that
with such architecture the hash values to the personal data will be still kept inside the
Blockchain network and will work as a reference to it. Researchers and industry specialists
with the current formulation of the Regulation, and lack of explanations in terms of clash
points, cannot provide the clear conclusion whether hash values of personal data will be
categorized and treated as anonymous data or will be evaluated as pseudonymous data [36].
The question is currently over the consideration with the participation of regulatory [42], [53],
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but several authors are already categorizing hashing as pseudonymization, mentioning that
important point is the presence of chance to discover the respective link between the personal
data and the one in the hashes [4], [63], [65]. The risk of probable recalculation and options to
resolve it with the use of a secret key are currently in the deliberation [42], [53].

With the addition of ongoing discussion about the hash properties, the recommendation of
personal data storing as an advanced cryptographic commitment is introduced [45], [76]. In the
condition when it is not feasible, the keyed has values and encryption principles should be
employed. As per the core rights introduced by the GDPR — right to be forgotten and right to
rectification, it is indicated that with aforementioned options the erasure of personal data can
be executed by deleting the data Off-Chain along with the corresponding key, that was used to
generate the hash value and is stored On-Chain, which gives no proof of which data has been
hashed and the data locating On-chain could be expressed as being anonymous. In respect to
the right of rectification, the same mechanism might be used when the old data is deleted, and
corrected data is loaded to the network. In summary, it can be said, that at the moment there is
no legal guarantee that working with cryptographic references based on personal data On-chain
is a GDPR-compliant concept for personal data processing using Blockchain. Even referenced
data may still be perceived as pseudonymized personal data from a legal perspective and
erasure or rectification is technically not possible. Of course, these circumstances can change
over time with changing legal perspectives on this procedure.

Editable / Redactable Blockchain

A relatively small number of studies present the idea of developing the Editable/Redactable
Blockchain [4], [35], [63]. In the article from 2017 [35] by “redactable”, the authors propose
to make changes in one or several blocks of the network, as well as add one or several blocks
to the actually available chain. Such a scheme is presumed to act against the characteristic of
immutability, but authors provide an opinion [35] that immutability might not be used for all
the newly developed Blockchain solutions and introduced applications.

The immutability of the Blockchain technology is introduced by the hash values and their
connectivity to the previous value and the block in the chain. As the change in this scheme,
authors propose the usage of the so-called “chameleon hash function” [35]. The features of
chameleon hash functions are entitled to be the same as with usual hashes, but the novelty
discussed is in regard to making it possible to introduce the alterations. Those alterations can
relate to making changes in data without making a corresponding change in the hash value in
the block, this will give the preservation of established connection with the previous block in
the chain. Researchers illustrate the process as introducing the connection between two blocks
which is supposed to be opened with the right key [35].

Within the list of studies under the review, only three of them mention such an approach with
reference to the raised tension between the Blockchain technology and introduced Regulation
[4], [35], [63]. Proof of implementation the concept is not available, so the conclusion might
be done that for the moment this option is under theoretical evaluation. In the meanwhile,
despite possible advantages to bringing in terms of removal of data provision, the introduced
approach also has the shortcomings. First of all, this might not be applied to the already existent
solutions and applications, which provides with the need to establish the concept at the design
stage [4]. Also, the existing available old copies of the network will still contain the
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respectively redacted data during the same time a compliant Blockchain node accepts the
redacted data and delete the old copies in that version [4], [35]. Notwithstanding, that the
possibility to alter data is a huge benefit and responsibility and the corresponding measures
should be conducted under the GDPR compliance and by trustworthy parties involved.

Despite the general contradiction of fact of data altering to the basic concept of the Blockchain,
authors insist [4], [35] this concept might be evaluated for the further research and studies, as
the Blockchain technology is also under the constant expansion and improvement.

Other

During the literature review and evaluation, the other proposals for solutions were revealed.
Some of the studies [4], [49] underline the fact that in some definitions and explanations of the
Regulation provided there is a lack of clarity, as well as not precise formulations. This creates
the misinterpretations of the parts of the Regulation, as well as leaves questions towards the
possible interconnection with the Blockchain technology. Legal specialists, as well as
colleagues from the technological industry, require the regulatory bodies to observe the
formulations in question and provide additional guidance [49], [65].
Besides the precision of the formulations by the legal authorities, several studies mention the
usage either of more advanced encryption techniques (which is required to be developed),
either the method of encrypting the data on the Blockchain which is followed by the destruction
of the encryption key. This method presumes that with the usage of available encryption
techniques data gets inaccessible when the encryption key is no longer present [4], [7], [53].
Following such an argumentation, this procedure approaches the understanding of the erasure
of data. In respect to the GDPR’s requirements, such an approach might be criticized, as the
encryption algorithms that are currently in use can become insecure in the future with the
development of new techniques, and the encrypted data could possibly be decrypted [4], [7],
[53]. Controverting that, the anonymization of data should last forever according to the
Regulation. Being mindful of the aforementioned, the use of Encryption & Key destruction
should not be considered as the main technique for a GDPR-compliant concept.

4.3.2. Summary

This section (4.3) presented an overview of the different concepts identified in the literature
along with corresponding descriptions and critical reflections. The systematic literature review
disclosed the two approaches being discussed with the purpose to process personal data on
Blockchain according to the compliance with the GDPR. Apart from these, additional solutions
that are less feasible to be implemented were also described. The revealed probable solutions
could be considered more or less applicable to attain the obligations of the GDPR. Table 5
provided an overview of the discussed solutions with the respective basic description of those.
Each of the considered concepts its own advantages and disadvantages, which should be taken
into consideration when following the decision framework and making the design
determination.

At the moment Redactable Blockchain appears to become a concept that may fulfill the
GDPR’s obligations, as it empowers the potential changes of data to be done directly on a
Blockchain. However, this approach contradicts the immutability characteristic of Blockchain
and could be used by the network’s participants not in a legitimate way. Presuming the GDPR’s
privacy regulations, Off-Chain Storage can be used together with a Blockchain in order to store
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the corresponding personal data of data subjects. Nevertheless, this may require the
establishment of the third-party authority, which also negates the initial idea of the Blockchain.
The outlined “Other” concepts that were determined during the research provide the
questionable perceptions, and it appears rational to wait for additional explanations to be issued
by the regulators.

5. Decision Framework

Presented in this section Decision framework aims to support decision-makers, analysts, and/or
Blockchain developers in making an informed decision on the design of the Blockchain
solutions taking into account the GDPR-related factors in order to make their solutions
compliant with the GDPR obligations. The goal of the framework is to summarize the results
of the SLR analysis by creation of a coherent and clear model for Blockchain-GDPR compliant
decision-making on the basis of current research in this area. The main goal of it to support
Blockchain teams in the process of making weighted decisions at the stage of project initiation
within the projects which require the processing of data subject’s personal data. It should be
noted that the author discusses the cases where the Blockchain architecture is used as a possible
solution and does not describes whether it should or should not be used at all, thus, the proposed
framework sets the Blockchain architecture as a main and only option.

After identification of questions which need to be carefully discussed in order to align
Blockchain and the GDPR, aspects of both, technology and regulation, that are affected were
covered. This indicated the areas which require the further elaboration and highlighted the two
main concepts of how Blockchain-based applications and products can comply with the GDPR
in part of personal data processing. Each of the proposed approaches could be considered as an
option to fulfill the GDPR’s requirements. Other than that, the author discusses the other
findings revealed during the research process which can be useful for decision-making process.
It should be taken into account that one of the main prerequisites for introduction of Blockchain
architecture in areas related to personal data’ processing is the way how the personal data is
handled. The data processing in the EU-based companies should be aligned to European Union
GDPR regulations. Even if data is not processed by this company but send to another one based
outside EU — the actor processing the data must follow the European Union data protections
laws. Otherwise, this process of data circulation would not be GDPR-compliant and can use
the proposed framework only after implementing the respective measures for adequate data
protection, for decision-making process in order to identify the best possible architectural
solution for implementing Blockchain.

One of the two concepts that are widely presented and discussed, is Off-Chain storage of
personal and sensitive data which could require the launching of Third Trusted Party (TTP),
and this aspect might be considered as a contradiction towards the core idea of the Blockchain.
At the same time the alternatives of how to bypass the introduction of a centralized location for
data storage and TTP (for example, to reallocate data among the participants of Blockchain
(mainly the private one), but this might not be applied to all the cases). As per the point of
privacy-preserving, this concept can fulfill the GDPR obligations with introduction of
processing data inside the Blockchain together with addition of personal data storage Off-
Chain.
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Relative to the idea of Editable/Redactable Blockchain, despite having options to become
compliant with the requirements of the GDPR by altering the data in the Blockchain itself, it
confronts the characteristic of Blockchain’s immutability. Other concepts and opinions
presented the perceptions of the GDPR that could be acknowledged invalid by the court of law.
The additional judgments from regulatory bodies are needed for the further precision of the
issue.

The decision framework is designed in the form of the decision tree (Figure 4), which should
be used by the Blockchain development team during the decision-making process in the area
of defining what type of Blockchain is needed to be introduced from design point of view and
in order to comply with the GDPR regulations. The reader should interpret the framework from
top to bottom and starts with presenting the steps and questions to be discussed and answered
by the team when choosing the type of Blockchain to be used for the business purpose,
following the natural flow of questions to be analyzed when developing a GDPR-compliant
Blockchain-based solution. The structure of the framework is based on the factors which need
to be evaluated both from external sources that are related to the GDPR specifications, and
specific particularities of the blockchain project to be developed. In that order framework first
offers to decide whether the Blockchain solutions will need personal data to be processed. In
case if it is not the issue, then GDPR will not apply. Nevertheless, in most of the cases, the next
point should be discussed — if the products fall into EU territorial scope or the measures for the
adequate data protection should be taken. Next is the indication of the Trusted Third Party
(TTP) to be used. This is followed by defining the probable number of writers and participants
of the network. The consecutive stages are related to the recognition and trustworthiness of the
writers and participants. Moving forward, the number of possible parties/organizations that are
planned to be involved should be evaluated. At the end, when all the relevant questions are
considered, investigated, and discussed, the author proposes specific types of blockchain
solutions design that can be used in order to answer the specific questions of each situation.
This approach allows to make a fully constituted decision about the Blockchain’s type being
more relevant for designing a solution. After deciding about the type of the Blockchain to be
implemented, the possible decisions for the teams to proceed are provided in the form of
schemes of the GDPR-Blockchain compliant architectures (Figure 5 and Figure 6). In the
following Table 6 the description of steps from decision process is presented.

Step of decision Description Paths to follow
framework
Yes No
Are all  writes | When following the | In case if all writers | If not all writers are
known? decision framework, | are  known, the | known, it imposes
it is assumed that | decision-making the fact that

online TTP is used | team should proceed | Permissionless

and multiple writers | to next question in | Private Blockchain
are presented. The | the framework for | should have been
step in  question chosen  for the
requires the precision
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whether all writers
are known or not.
This will define what
steps should follow,
or indication of
blockchain’s type to
use.

respective
consideration.

solution. [7], [41],
[45], [53], [61], [68]

After defining the
type of Blockchain
the team can start
observing the
available options for
making the solution
GDPR-compliant.

Is public verifiability
required?

Following the
consideration that all
the  writers are

trusted, current step
observes whether it
is needed to have
public verifiability.

If verifiability is
needed, it brings to
the fact that
Permissioned Public
Blockchain should be
considered by
decision team as an
architecture. [7],
[41], [45], [53], [61],
[68]

When decided about
the architecture’s
type to use, team will
choose from possible
solutions for GDPR-
compliance (Figure
4,5, 6).

In case if public
verifiability is not
required, the

decision-making
team should proceed
to next question in
the framework for
respective
consideration.

Are multiple
organizations
involved?

After defining that
verifiability is not a
point for taking into

account, step
analyzes  whether
various

organizations are
involved in

transactions and data
processing.

In case of answering
all respective former

questions and
coming to
understanding  that

multiple number of
organizations are
planned to be
participants of the
information and data

processing, then
team should consider
using the
Permissioned
Consortium
Blockchain. [41],

[42], [48], [61]

If after all previously
analyzed points, it is
underlined that there
are  no multiple
organizations to take
part in the process
and only the defined
number of actors, it
provides the team
with possibility to

imply the
Permissioned
Private Blockchain

as the architecture
for the solution. [4],
[7]1, [41], [42], [45],
[53], [61]
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After defining the | When the type of
type of Blockchain to | architecture to be
be used, team can | used is defined, team
start evaluating the | will discuss offered
possible options for | solutions for GDPR-
making the solution, | compliance.

that is planned to be
developed, GDPR-
compliant (Figure 4,
5, 6).

Table 6. Steps of the decision tree

As an example, think of a project decision-maker or a blockchain developer exploring the
possibilities for introducing an application based on the Blockchain technology and compliant
with the GDPR. In the application, the personal data of data subjects are supposed to be
handled, which requires the special concept to be developed on order to comply with the
Regulation. When deciding about sufficient architecture to be implemented, decision-maker
takes into account the following aspects: the appliance of territorial scope — in what
countries/regions the application is planned to be launched; whether the TTP is required — are
there any entities available; how many participants are expected and whether they are known
and trusted; how many organizations are assumed to be involved in the data processing. For
defining answers to those subject areas, the framework would support the specialists in their
decision making and provide a guideline to choose the type of blockchain to work with. And
as the next step, the decision-maker observes the proposed architecture schemes, deliberates
with the developer on the options and chooses the specific design to follow and acquire the
GDPR-compliant Blockchain solution. The illustration of the decision model (Figures 4, 5, 6)
provides visual support for the above-mentioned route.
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Table 7 provides the respective references towards the proposed solutions for various types of
blockchains.

Type of Blockchain Proposed solutions for References
GDPR-compliance
Permissionless  Public | Off-Chain Storage [36]-[38], [41]-[43], [49]-[50],
Blockchain [52]-[53], [55], [60], [61], [68],
[71]
Editable Blockchain [35], [59], [60]
Permissioned Public | Off-Chain Storage [36]-[38], [41], [49]-[50], [52]-
Blockchain [53], [55], [60], [61], [68], [71],
[74]
Editable Blockchain [35], [59], [60]
Permissioned Off-Chain Storage [35], [37], [38], [41], [48], [60],
Consortium Blockchain [61]
Editable Blockchain [35], [59], [60]
Permissioned  Private | Off-Chain Storage [36]-[38], [41]-[43], [45], [48]-
Blockchain [50], [53]-[56], [61]
Editable Blockchain [35], [59], [60]

Table 7. References for decision tree
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5.1. Threats to validity and limitations

In this section, the thesis discusses possible threats to validity (TTV) based on the mapping of
possible threats [34]. Threats to validity that apply to this SLR are restricted time span, the bias
in study selection and bias in data extraction. Restricted period threat stands for the inability of
the author to identify and take into consideration other relevant studies outside the time for
which the studies were collected. Blockchain is a constantly developing topic and technology
with more information and techniques to appear regularly. In this matter, the author of the
thesis could not analyze other relevant studies due to the reason they might appear later on and
could not have been included in the list of primary papers. Bias in the study selection threat
stands for the subjective assumption of reviewer during the process of identification, review
and analysis, and the possibility that not all inclusion and exclusion criteria were used correctly.
This bias could have appeared in the present work as the reason of the author’s personal and
professional knowledge and experience. Since the field is not set and stone in terms of
definitions and categories, the author could have introduced bias in the selection of studies
specifically concerning papers where the introduction of the GDPR was discussed not in
relation to the Blockchain technology. To reduce this type of bias, the author reviewed and
assessed the full article for relevance when the abstract of a study was not available, as well as
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all potentially relevant articles, were retrieved in full text. Another probable bias to be
mentioned is the bias in data extraction, it could be possible that specific invalid or biased
outcomes were provided. In this case, to reduce this threat the author used the backward and
forward tracing of the studies with the aim to overview all the available opinions and
suggestions in the industry.
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6. Conclusion

Blockchain has become a highly relevant technological enabler that can be implemented in a
various number of use case scenarios. The technology provides several possible options, like
the immutability of the information that is stored on the network, as well as the absence of the
need to trust all the participants due to the availability of respective consensus mechanisms.
Along with the development of technology, the GDPR was introduced in 2018 with the aim to
ensure the standardization of data protection policies in the EU. The Regulation established the
key principles in regard to processing the personal data, the introduction of data subjects’
rights, and transferring personal data to third countries. Blockchain is affected by the GDPR
because of material and territorial scope as the processing of personal data is taking place.
Compliance with the data protection laws is a crucial element for Blockchain technology both
from a regulatory point of view and a business perspective in order to gain the trust of
participants and encourage its use. The scientific research explores the points of
interconnection between technology and Regulation with the aim to define the possible
occurred tension and propose concepts on how the Blockchain-based solutions can be
compliant with the GDPR. The conducted review enabled author of the thesis to present a
decision framework to support Blockchain project decision-makers and developers in their
efforts. In this thesis, a systematic literature review, following guidelines proposed by
Kitchenham [24], [27] was used to achieve the objective of the research. As a result, 42 papers
were collected and examined in detail.

The review reviled conflict situations may arise when personal data is processed on
Blockchain. The tensions between the GDPR and Blockchain rotate mainly around the
following issues: 1) The identification and responsibilities of data controllers and data
processors; 2) The exercise of a number of data subjects’ rights introduced by the Regulation;
3) The anonymization of personal data. Identification of data controller and data processor is
required by the GDPR with the purpose to enhance control and traceability on the processing
of personal data. While there are some cases where data controllers and data processors can
be identified and comply with their obligations, there are also situations when it is difficult,
and even impossible, to identify a data controller, especially with a public blockchain. The
provided data subjects’ rights allow to request erasure or amendment of data, however, if
personal data registered and stored in a Blockchain network, it may be problematic to rectify
or remove it taking into consideration the concept of the immutability introduced within the
Blockchain technology. It is worth mentioning, that precision of what can be considered erasure
in the context of blockchains is currently under revision and discussion. Regarding the data
anonymization, the intense debates are taking place, without achieved consensus for the
moment, on what it takes to anonymize personal data to the point where the resulting output
can potentially be stored in a Blockchain network, and what kind of technology developments
are required for that. Two types of concepts are being actively discussed to achieve compliance
of Blockchain solutions with the GDPR: Off-chain storage of personal data and designing the
Redactable blockchain. Despite both of them logically contradict the basic ideas of the
Blockchain, they are considered as the options of possible adjustments to ensure compliance
with the Regulation.

Based on the findings of the review, a Blockchain decision framework was developed. The
framework consists of seven important aspects. First, it is offered to decide whether Blockchain

45



solutions will require the processing of personal data. Then the next point should be discussed
— if the products fall into EU territorial scope or the measures for adequate data protection
should be taken. It follows with the next step of indication the usage of the Trusted Third Party
(TTP). The number of writers and participants to use the network should be analyzed. The
consecutive stages are related to the recognition and trustworthiness of the writers and
participants and defining the parties/organizations to be involved. This approach allows to
make a fully integrated decision about the Blockchain’s type being more relevant for designing
a solution. After determining the type of the Blockchain to be implemented, the two schemes
of the GDPR-Blockchain compliant architecture are introduced.

This framework intends to serve as a guide and support for Blockchain developers, project
managers and teams in their efforts to make an informed decision in terms of the GDPR-
compliant Blockchain architecture. It would enable Blockchain project teams to better
understand the available set of options for compliance with the Regulation, but also be able to
design new Blockchain solutions that would fit their specialized needs.

Some of the findings in the review have the potential for further examination and future
research. In the findings, it was noted that most of the studies were discussing the option of
Off-chain storage despite contradiction to the basic concept of Blockchain technology. Given
that fact the other observations, including technological changes and developments, might be
relevant for design plans and further investigation. Therefore, this topic along with the
development of technology stays actual for analysis and can be a valuable route for further
research.
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