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ABSTRACT

Reducing human involvement in hazardous, stressful, and tedious tasks has been
among the main driving reasons for reaching self-sufficient, autonomous robots.
However, achieving reliable autonomy in unpredictable and dangerous applica-
tion domains is a challenge that combines two borderline contradictory aspects —
system reliability and complexity. Thus, teleoperated robotic systems are often
preferred. Nevertheless, when a wired connection is not an option and a wire-
less connection is intermittent, semi- or fully autonomous capabilities become
paramount.

The goal of this work is to a) analyze the software architecture design princi-
ples that lead to the increase of LoA of robots deployed for high-risk and high-
complexity tasks; and b) develop a software architecture that implements the con-
cluded design principles. This work contributes by developing an adaptive, scal-
able, multi-agent, and human-robot collaboration-oriented software architecture,
TeMoto, derived from analyzing a variety of high-risk task domains and common
design principles for a robotic software stack.

TeMoto is based on a decentralized multi-robot variant of a three-layer archi-
tecture, i.e., syndicate architecture, and enables dynamic task (executive layer)
and resource (functional layer) management. Tasks are outlined in Unified Mean-
ing Representation Format (UMRF), a novel domain-specific language that allows
the description of complex hierarchical multi-robot tasks in JSON format. TeMoto
Action Engine is a C++ based library that implements the semantics of UMRF.
Individual behaviors in a task, i.e., actions, are defined as dynamically loadable
modular plugins that can be concurrently executed. The resource management
layer provides dynamic control over the lifecycle of resources, such as sensors
and actuators. It provides reference counting and hierarchical dependency man-
agement, allowing for correct resource allocation, deallocation, and error prop-
agation along the dependency chain. TeMoto is completely open-source, and is
designed to work with ROS and ROS2, while the core tools can be used outside
ROS.

The work is evaluated via five technical demonstrators, covering the funda-
mental principles of resource management, task management, and use cases in-
volving human-robot interaction and multi-robot systems. The development of
TeMoto is an ongoing process, and this work captures the current state, outlining
the core design principles and set of implemented tools.
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1. INTRODUCTION

Reducing human involvement in hazardous, stressful, and tedious tasks has
been among the main driving reasons for reaching self-sufficient, autonomous
robots. Today, robotics and automation are practically irreplaceable in high-
volume mass production, and widespread for simple household tasks. But when
comparing the most prevalent real-world commercial use cases for robots, there is
a clear tradeoff between risk (to humans or expensive equipment), Level of Auton-
omy (LoA), and environmental complexity (Fig. 1). In tasks, such as warehouse
logistics, the environment is fully controlled and predictable (often secluded from
human workers), thus the robots can be fully autonomous, despite the potentially
high monetary value of the carried payload, i.e., high risk. However, with a com-
bined increase of risk and environmental complexity, evident in applications such
as bomb disposal or nuclear Decontamination and Decommissioning (D&D), the
control of the robot is often trusted only to the hands of a human operator. Tele-
operation, however, is not always an option, evidenced by robots abandoned in
Daiichi nuclear power plant due to communication loss [1], or NASA’s Mars rover
missions, where communication latency can reach up to twenty minutes [2].

The increase of LoA of robots deployed for high-risk and high-complexity
tasks is challenged by various reasons originating from, e.g., perception, con-
trol, hardware design, communication, and decision-making. Among such design
challenges, system integration via software is a significant contributing factor,
since it has the unique property of being the backbone that ties all the aforemen-
tioned domains together. Limitations in this backbone ultimately translate to the
limitations of the whole system [3]. For example, if the system were designed
for specific tasks, e.g., autonomous food delivery, it would be difficult to scale
the system for a different domain of tasks, regardless of the efforts in hardware,
perception, or communication. Even within a specific task domain, the tasks as-
signed to the robot can be diverse and thus require the software architecture to
scale. This motivates the study of robotic software architectures [4].

Application domains, such as disaster response, space exploration, or even
flexible manufacturing and healthcare have many aspects in common, that is, a
fully autonomous robot deployed in these domains has to be:

» Adaptive - While deployed, the robot can adapt to dynamic changes in the
environment, mission requirements, and in itself (hardware/software fail-
ures or upgrades).

* Scalable - The robot’s base software architecture can be reused, extended,
and maintained.

e Multi-Agent configurable - The robot’s base software architecture can
be applied for heterogeneous multi-agent topologies, including Human-
Robot Collaboration (HRC), Multi-Robot Collaboration (MRC), and com-
binations of both.
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Figure 1. State-of-the-art real-world deployment of robots compared in the scale of risk, LoA, and
environment complexity. This work addresses the technological gap in improving robot autonomy
in high-risk, complex environments.
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The effort undergone in researching robotic autonomy architectures is indi-
cated by the emergence of task management tools, such as SMACH]S5], Behav-
iorTree.Cpp[6], RAFCON][7], TaskForce[8]; component-based system modeling
and runtime reconfiguration tools, such as Rorg[9], MROS[10], Dyknow[11],
or Dr-Bip[12]; multi-robot task management frameworks, e.g., Open-RMF[13];
User Experience (UX) and Human-Robot Interaction (HRI) guidelines[14], [15];
and robotic application development frameworks, such as Robot Operating Sys-
tem (ROS)[16] or YARP[17].

Despite the numerous advances and tools available, developing a universally
adaptive, multi-agent configurable, and scalable software architecture for robotic
autonomy remains an ongoing challenge in the robotics community [3], [18].

1.1. Research Questions

This work explores the following research questions:

RQ1 : What are the key software requirements for developing autonomous
robots deployed in high-risk and high-complexity task domains?

RQ2 : Given the diversity of robotic tasks, hardware and software compo-
nents, and team configuration, which software architecture design adheres
to RQ1?

1.2. Contributions

Addressing RQ1 and RQ2, this thesis covers the research and development of
TeMoto, a software architecture for adaptive autonomous robots, and a ROS-based
framework of openly available software tools that implement the TeMoto architec-
ture. TeMoto aims to accelerate the development of reliable and flexible robotic
applications by providing publicly available software tools for robotic application
developers. The main contributions of this work include:

* Analysis of desired autonomous capabilities in high-risk application do-
mains and identification of potential pain points in practical implementa-
tions (Section 2.1, 2.2 and I).

* Analysis of robotic architectures (Section 2.3) and related work including
code review (Section 4 and II).

* Development of requirements for a scalable and dynamically adaptive lay-
ered software architecture (Section 3).

* Design of TeMoto, a layered task and resource management based architec-
ture (Section 5, II, III).

* Design of Unified Meaning Representation Format (UMRF), a task domain
independent and JavaScript Object Notation (JSON) based Domain Spe-
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cific Language (DSL) for defining complex robotic tasks (Section 6, THRI
paper).

* Open source implementation of the TeMoto architecture, which facilitates
the design of adaptive single and multi robot applications II.

1.2.1. Case Study on Previous Work

Project TeMoto[I] was initially designed to validate the feasibility of using ges-
tures and speech, and carefully designed visual feedback via a computer screen,
to intuitively communicate commands to mobile robots and manipulators in haz-
ardous environments. The findings supported the benefits of our UX design ap-
proach, but the underlying implementation, which combined commonly available
ROS packages, posed restrictions on:

* Scalability of interaction modalities beyond gestures and speech,
 Scalability of semi-autonomously performed operations, i.e., tasks,
* Scalability to multiple collaborating robots,

* Ability to recover from component failures,

* Ability to control the elements of visual feedback during runtime,

The implementation of TeMoto at the time was tightly coupled to the spe-
cific interaction modalities, where gestures and voice commands were directly
mapped to navigation, manipulation, or interface control instructions. Also, the
operator’s feedback assumed the presence of a specific set of sensors, e.g., a 2D
Light Detection And Ranging (LIDAR) and 3D camera, while the operator’s ges-
tures were captured via the Leap Motion Controller. Thus, adding new features
and maintaining the system became increasingly complex — a complete redesign
was necessary.

1.2.2. Technical Summary

The key design features that TeMoto emphasizes the most include:

* Dynamic task management: TeMoto separates mission strategy-related
code from functional resources, such as sensors and actuators. A task con-
sists of modular actions that implement a specific behavior, e.g., a sensing
or a navigation action. Actions can contain any arbitrary user-defined code
and can start, stop, and access resources. Actions can be connected into se-
quential, concurrent, and cyclical graphs, thus allowing users to implement
arbitrarily complex run-time behaviors.

* Dynamic resource management: Existing components (ROS nodes or
other executables), i.e., resources such as a camera, lidar, network, or CPU-
intensive algorithm can be programmatically started, stopped, and moni-
tored for failures, which are reported to all resource consumers. TeMoto
provides an accounting mechanism for resources (the Resource Registrar
or RR), embedded into all TeMoto subsystems, which mediates resource
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queries. Thus, the RR knows how many consumers a resource has and what
are its sub-resource dependencies, which is important when propagating re-
source failure messages to all consumers or allocating (mitigating multiple
allocations) and de-allocating (making sure that there are no consumers left)
resources.

* Minimal development overhead: TeMoto does not require any resource
customization, i.e., existing ROS packages can be used via TeMoto without
modification. Similar frameworks assume specific behavior from resources
to be used within the framework. Having minimal development overhead
is important for smooth adoption and maintenance because the users do not
need to fully commit their project to a specific framework and its invasive
requirements.

* Modular design: While TeMoto contains several subsystems (ROS nodes),
each subsystem (maintained in separate repositories) has minimal depen-
dencies. This allows the robotics community to adopt only the subsystems
that matter for their project and keeps code bloat at a minimum.

The feasibility of TeMoto is demonstrated both via technical demonstrators
and qualitatively by asserting related work against the requirements derived from
the most prevalent application domains for autonomous robots. Thus in addition
to the implemented and tested tools, a significant contribution of this work is
establishing the requirements and conceptual architecture for pursuing a robotic
autonomy framework.

1.3. Thesis Outline

The rest of this work is segregated into seven main sections. Section 2, addressing
RQ1, analyzes the desired autonomous capabilities of robots deployed in chal-
lenging environments and covers common approaches for a robotic autonomy
software stack. Section 3, addressing RQ1, establishes the requirements which
set the baseline for comparing related work, and for deriving and implementing
an architecture. Next, Section 4, addressing RQ2, reviews the relevant literature
to contextualize this work against existing methodologies. Section 5, addressing
RQ?2, proposes and outlines the TeMoto architecture, where Section 6 covers task
management and Section 7 covers the resource management aspect of TeMoto.
The proposed architecture is evaluated in Section 8, followed by concluding re-
marks in Section 10.
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2. PRELIMINARIES

2.1. Application Domain Review

This section overviews real-world applications of state-of-the-art robots deployed
for high-risk and high-complexity tasks. Table 1 shows a non-exhaustive list of
such task domains and tasks, where robots are seen as a necessity, rather than
a convenience. Each task is evaluated based on reviewed literature and assesses
how mature current solutions are, i.e., Technology Readiness Level (TRL), and
how autonomous are the current solutions, i.e., LoA. The TRL ranges from 1 (ba-
sic principles observed and reported) to 9 (actual system "flight proven" through
successful mission operations) with respect to ESA’s TRL definitions [19] (Table
2). The LoA ranges from O (remote control) to 10 (fully autonomous) with re-
spect to the Autonomy and Technology Readiness Assessment (ATRA)[20] scale
(Table 2). Note: while the ATRA scale has been designed for unmanned aircraft
systems, its non-human-centric approach (compared to Sheridan’s LoA scale[21])
is preferable for assessing a broader spectrum of autonomous capabilities.

Most robots applied for D&D and emergency response have been teleoperated
(LoA < 2), while the TRL is high (TRL > 7) since high-risk/high-complexity
tasks require dependable and proven technologies, further indicating the techni-
cal immaturity of autonomous systems in this domain. Healthcare on average
has a higher LoA (LoA < 4) than the previous domain while the TRL is varied.
The higher LoA could be related to a more deterministic environment, where the
robots traverse along well-defined but potentially crowded buildings. The man-
ufacturing domain likely has the highest commercial use of robots compared to
other domains, indirectly indicated by a very high TRL. However, as mentioned in
previous sections, the environment is also very structured and predictable. Thus,
tasks, such as warehouse logistics, have a relatively high LoA (LoA < 4) de-
spite the potentially high monetary risk. Finally, space exploration is undoubt-
edly a high-risk task domain concerning health hazards and the loss of expensive
equipment. While robots deployed for Extravehicular Activity (EVA) are mostly
teleoperated (LoA < 1), robots, such as NASA’s Mars exploration rovers[22],
possess LoA up to 5 with TRL up to 9. Yet, the rover missions are carefully and
redundantly planned [23], which may not be feasible or even possible in rapidly
changing environments, e.g., fire fighting. Conclusively, increasing the autonomy
of robots deployed for high-risk tasks in complicated environments is an open
challenge.
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Table 1. Evaluation of TRL and LoA of robots deployed for tasks with high-risk and
high-complexity.

Domain Main tasks Estimated  Estimated References
LOA (max TRL (max
10) 9)

Decontamination 0-1 7-8 [24], [25]
D&D and Emergency Debris removal 0-1 7-8 [24], [25]
Response Surveillance 0-2 7-9 [25]-[27]

Firefighting 0-1 7-8 [26]-[28]

Delivery 4 9 [29], [30]
Healthcare Delivery & 4 4 [29]-[31]

manipulation

Social interaction 4 6-7 [29]-[31]

. Warehouse 4 9 [32], [33]

Manufacturing logistics

Product assembly 1 9 [32]-[36]

Remote exploration 5 8-9 [371-[39]
Space Exploration Extravehicular 0-1 7-8 [37], [38]

activities (EVA)

Intra Vehicular 7 3 [37], [38]

activities (IVA)

2.2. Desired Autonomous Capabilities

With the technological gap, introduced in Section 2.1, in mind, this section elabo-
rates on the autonomous capabilities desired for reliable and flexible autonomous
operations in high-risk/high-complexity task domains. While the specific list of
capabilities may depend on task-specific requirements, the literature commonly
suggests the following as desired:

* Adaptability [24]-[26], [29], [30], [32]-[34], [37], [38] — Task specifica-
tions and requirements may evolve both in the long term and during de-
ployment. Furthermore, as software and hardware technologies advance,
the system should facilitate modifications or adaptations without necessi-
tating a complete redesign.

* Dependability [24], [26], [29], [30], [32], [34], [37], [38] — Given that both
hardware and software components are prone to malfunctions, the architec-
ture should inherently include reactive behaviors that enable recovery from
failures.

 Scalability [4], [25], [30], [33], [37], [38], [40], [41] — It is essential to de-
sign the system in a manner that allows for the expansion of task capabilities
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Table 2. TRL and ATRA LoA level descriptions. Acronyms: Real Time (RT), External System
Independence (ESI). A detailed description of the ATRA LoA scale can be found in [20].

Level descriptor

Level LoA TRL

10 Fully autonomous —

9 Swarm cognizance and group Flight proven
decision-making
Situational awareness and cognizance Flight qualified
RT collaborative mission planning Performance in operational
environment
6 Dynamic mission planning System critical functions in relevant
environment
5 RT cooperative navigation and path Component critical functions in
planning relevant environment
4 RT obstacle/event detection and path Component functional verification
planning
3 Fault/event adaptive autonomous Experimental proof of function
system
2 ESI navigation (e.g., non-GPS) Preliminary concept of application
Automatic flight control Basic principles observed
0 Remote control —

and integration of additional software or hardware components, as well as
adaptability to various application domains without fundamental changes.

* HRI oriented design [26]-[28], [31], [32], [34], [35], [37], [38] — Consid-
ering many use cases involve supervision or teleoperation by humans, the
system should accommodate varying LoA and interaction modalities.

* Multi-Agent Collaboration (MAC) oriented design [27], [28], [32], [36]-
[39] — In environments where robots operate alongside other robots and hu-
mans, the design should support synchronized task execution and the devel-
opment of a shared world representation.

The following subsections provide a brief insight into each capability and es-
tablish modular, component-independent, and dynamically reconfigurable design
as necessary design principles that help narrow down the potential implementa-
tion.

2.2.1. Adaptability and Dependability

Adaptability and autonomy are often used interchangeably [42]. Still, for this
work, an adaptive system, or self-adaptive software is regarded as a system that
modifies its behavior in response to environmental or internal changes [42]. This
also includes changes in mission requirements [43], or adaptation to new hard-
ware/software configuration in response to faults or functional upgrades [26].
Adaptability is, therefore, an abstract system property, which is often associated

24



with modularity [24], [26], [30], [43], dynamic reconfigurability [26], [37], [44],
component independent design, as well as scalability [24], [30], [43] — thus a set
of properties necessary for implementing an adaptive robotic system.

Dependability can be viewed as a subset of adaptive behaviors [42], defined
as a system’s ability to avoid service failures [45]. Dependability comprises four
categories: a fault’s prevention, removal, forecasting, and tolerance [46], [47].
Fault prevention, removal, and forecasting involve static analysis of a system’s
code, heavily related to model-based engineering, and redundant hardware design.
However, fault tolerance characterizes the system’s ability to cope with errors
while operating. For example, an alternative sensor, such as a depth camera, can
be used during autonomous navigation when a primary sensor, e.g., 2D lidar, stops
working. Hence, fault tolerance requires the system to be operationally adaptive
and more precisely — dynamically reconfigurable [4], [48].

2.2.2. Scalability

Scalability is commonly defined as the system’s ability to perform a service with
increased demand [49], such as increased production in assembly lines, increased
queries to a web server, or increased amount of processable data. However, in
the domain of robotics, scalability is often associated with reusability (scaling for
different application domains) [37], [40], extensibility (scaling for different sys-
tem components and behaviors) [37], [40], and maintainability (system’s ability
to remain maintainable with increased scale) [4], [37]. With that in mind, mod-
ular [40], component independent [40], and dynamically reconfigurable [4], [33]
designs are often referred to as critical architectural aspects that lead to scalable
robotic software systems. In this work, scalability refers to the aforementioned
extended definition.

2.2.3. Multi-Agent Collaboration Oriented Design

Tasks, such as product assembly and Search and Rescue (SAR), including trans-
portation, remote manipulation, and information gathering, can potentially benefit
from human-robot or multi-robot teams [27], [SO]. The configuration of the team
performing the task can be [36]:
* Separate - team members perform tasks individually and independently.
* Sequential - team members perform individual tasks in a sequential process
flow, e.g., product assembly.
* Shared - team members perform individual tasks in a shared workspace.
* Supportive - team members depend on each other and supportively work
on the same task.

Thus, given the shared nature of tasks, both sequential and concurrent, MAC
systems require techniques for defining [7], [S1] and sharing [50], [52] the tasks
and knowledge (objects of interest, maps, etc.) [39], [53] related to the underly-
ing tasks. However, how such information is communicated between collaborat-
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ing team members is fundamentally different. Thus, Human-Robot Collaboration
(HRC) systems often cover aspects such as interaction modalities [37] (speech,
gestures, etc.) and LoA (teleoperation, supervision, etc.) [26]. In contrast, Multi-
Robot Collaboration (MRC) systems cover inter-robot communication [13], [52]
and knowledge synchronization [39] techniques. Decentralized implementation
of MAC systems is further encouraged to reduce single points of failure and facil-
itate the addition, substitution, and removal of robots [52], [54].

Task management is therefore a fundamental necessity for autonomous robots
in MAC teams. However, the set of potential tasks can be diverse [29], [31],
[36], evolve during the mission [26], [36], and be applied to different hardware
platforms [36], [38]. Thus, a task management system must be modular and
component-independent to support different types of tasks, and dynamically re-
configurable for starting, stopping, and modifying the tasks during deployment.

2.2.4. Human-Robot Interaction-Oriented Design

Most tasks outlined in Table 1 currently assume either supervisory or direct con-
trol by the human operator. Thus, HRI remains an essential factor when designing
autonomous systems. HRI research is a diverse domain, involving psychology, er-
gonomics, knowledge representation, kinematics, etc. [55]. However, the choice
of specific interaction modalities and LoA are aspects of every HRI system, and
both can be considered dynamic throughout the task. From the perspective of
dynamic LoA, Wang et al. argue: “Work instructions need to be adaptive to not
only the changing competence level of individual workers but also to declining
focus and concentration during the day or within the week” [56]. Fusing differ-
ent interaction modalities is a potential method for improved human command
recognition rate and programming-free robot control [56]. Task frame formalism,
where frames describe primitive behaviors, can be utilized to ground multimodal
input to robotic actions [56], [57].

Conclusively, to facilitate the continuous development of HRI systems, it is
beneficial to have tools that enable quick adjustments and flexibility for the hu-
man interfaces when system requirements change due to updates in the state-of-
the-art, application domain, etc. Thus, modularity is a crucial design principle
that promotes software reuse, scalability, and reduces development effort. Hence,
a robot’s autonomous capabilities should not depend on the command interface
and should be decoupled via a standard format with descriptive capabilities for
outlining tasks and a sensible syntax for HRI [II].

2.3. Architectures for Autonomous Robots

Combining the desired autonomous capabilities requires careful thought and con-
sideration (Figure 2), as early architectural decisions often persist for years [58].
Every software application has an architecture, whether deliberately designed or
not [59]. This architecture determines the set of properties and features that are
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realizable without a significant redesign of the application [59]. Thus, software
architecture should be among the top priorities when designing an autonomous
system, as architectural changes can delay progress due to significant code imple-
mentations [58].

Robotic architectures can be coarsely described via the Sense-Plan-Act (SPA)
[58], [60] model (Figure 3a), where sensing represents feedback from the envi-
ronment and robot’s internal state, planning represents the process of finding the
optimal sequence of actions for fulfilling a task, and acting represents the capabil-
ity of manipulating the environment.

TASKS

= surveillance

« transportation
« sample retrieval

COMPONENTS g LOA

* Sensors « autonomous

« actuators « semi-autonomous
« algorithms « teleoperated

TEAM

CAPABILITIES COMPOSITION
. manipulation « human-robot team
» Navigation ) » multi-robot team
* grasping ‘ . « mixed

INTERACTION

MODALITIES

« speech

» gestures

« cloud services

Figure 2. Design challenges for an adaptive, modular, and scalable software architecture for com-
plex autonomous robots.

SPA as an architecture was proposed in the late 60’s [61] and followed a lin-
ear sequence of sensing, then planning, and finally acting in a continuous loop.
While planning gave the SPA model deliberative properties, its sequential execu-
tion order made it unreactive to local deviations from the plan, such as dynamic
obstacles [58]. The solution was to leave out the planning step and combine sense
and act (Figure 3b), leading to reactive architectures (Figure 3c) [58]. A specific
controller implementation that utilizes sensing and acting is called a behavior,
such as following a human or end-effector servoing. A notable example of a
reactive architecture is the subsumption architecture [62], where a collection of
such behaviors are invoked on specific environmental conditions and can override
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each other based on pre-assigned priority. Yet, reactive architectures were not op-
timal for complex tasks requiring more advanced behavior arbitration schemes,
i.e., planning [58]. This led to the development of layered architectures (Figure
3d), which combine planning (deliberation layer) and reactive (behavioral layer)
components, with an executive layer in between, mapping the intended behavior
sequences from the deliberation layer to specific behavior implementations. How-
ever, many layered architecture implementations [63], [64] combine the executive
and behavioral layers into a single executive layer. Additionally, a functional layer
is added, which implements the communication with sensing, actuation, and al-
gorithmic (e.g., localization) components.

Layered architectures have become increasingly popular due to their flexibil-
ity and ability to simultaneously operate at multiple levels of abstraction [58].
Likewise, layered architectures can be scaled into decentralized multi-robot ar-
chitectures, e.g., syndicate architecture (Figure 4), by adding coordination and
synchronization between the layers [58], [65]. Thus tasks can be collaboratively
planned and synchronously executed. This work uses the syndicate architecture
as a model to derive the TeMoto architecture. The following subsections provide
an overview of common techniques used to implement the deliberative, executive,
and functional layers.

2.3.1. Deliberative Layer

Automated planning and scheduling, i.e., deliberation, is the process of synthe-
sizing (planning) a sequence of actions to fulfill a particular task based on the
current understanding of the environment [66]. Predicate logic is often applied
to formally describe the task domain, the state of the environment, and actions
that transform the states [67]. For example a simple environment domain con-
taining a “switch” and a “light” can be manipulated with an action that changes
the “switch” from “off” to “on” state. Hence, planning is a process of finding
an optimal sequence of actions that transform the environment from starting to
the desired state. Planning domain modeling languages, such as Planning Do-
main Definition Language (PDDL), Stanford Research Institute Problem Solver
(STRIPS), and Goal-Oriented Action Planning (GOAP), describe planning do-
mains and specific planning problems.

On the other hand, LLM, such as BERT, T5, and the Generative Pre-trained
Transformer (GPT) family of LLMs, offer an appealing alternative to classical
planners. Instead of modeling the task domain in minute detail (e.g., via PDDL),
the common sense knowledge embedded into glsllms can be leveraged [68]. Re-
planning a failed task can be achieved by reconditioning the initial prompt with
precondition errors [69]. LLM’s context awareness can be increased by fusing
multiple modalities of information, such as speech and camera data [70].
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The original sequentially executed SPA model (a). For increased reactivity, the planning step is
omitted (b), leading to reactive architectures (c). While reactive architectures responded well to
sudden environmental changes, the lack of planning limited their use in lengthy and complex tasks,
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Often the behavioral and executive layers are combined into a single executive layer.
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2.3.2. Executive Layer

Once the deliberative layer has provided a valid sequence of actions, the exec-
utive layer is responsible for grounding the sequence into executable behaviors.
The most common task model in robotics is a Finite State Machine (FSM), Be-
havior Tree (BT), and s domain-specific Control Flow Graph (CFG) such as Petri
Net Plans (PNP). FSMs outline the task as a graph of states or behaviors and pos-
sible transitions between them. Note that many popular FSM implementations
[5], [7], [71], [72] in robotics refer to behavioral FSM’s [73] (FSM nodes repre-
sent behaviors of the system), as opposed to more traditional protocol FSM’s[73]
(FSM nodes represent the state of the system). BT’s are similar to FSM’s but the
whole BT is periodically evaluated via ticking semantics, leading to a more intu-
itive graphical representation of tasks compared to FSM’s [74]. CFGs represent
the flow of data and the sequence of procedures, often used in generic parallel
programming frameworks such as Intel TBB[75] or Taskflow[76].

Figure 5 shows graphical representations of the instruction “Find the object
and put it on the table” in the flowchart (Figure 5a), FSM (Figure 5b), PNP (Fig-
ure 5c), and BT (Figure 5d) notations. The graphs are semantically equivalent and
designed to be as reactive as possible, i.e., conditions, such as “object lost?”, are
continuously re-evaluated to adapt to unexpected changes, such as accidentally
dropping the object. The FSM notation subjectively may be the easiest to read but
without standard notation for conditional statements or interrupts, it is assumed
such reactive logic is implemented inside each state. This makes the states inside
the FSM very coupled and not modular. PNP models the task via places and tran-
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sitions. Each place that implements an action (e.g., “Find,” “Move”) is preceded
with an initialization place and a transition ““s” that starts the action. Similarly, an
action is followed by an end transition “e”. Interrupts are modeled via special tran-
sitions “1”, that can preempt an action and redirect the execution flow. The actions
are decoupled from the task’s logic and can be implemented modularly. Finally,
BT also offers a modular and reactive representation. BT differs fundamentally
from other representations, as the graph does not follow the typical execution flow
pattern. The graph is modeled via fallback (“?” in Figure 5d), sequence (“—” in
Figure 5d), and other nodes (not shown in Figure 5d, more details in [74]). BT is
periodically re-evaluated, allowing conditions, such as “Found?” or “Reached?”,
to preempt any action that came later in a sequence automatically. Thus, if the ob-
ject is lost from the gripper, the “Found?” condition evaluates to “false” making
the BT execute the “Find object” action.

2.3.3. Functional Layer

The functional layer provides access to specific hardware and software compo-
nents through a standardized communication interface, i.e., a component is mod-
ularly encapsulated with only an abstract interface exposed to the user [58]. Thus,
the user does not need to know about the component-specific data format, hard-
ware communication protocol (USB, Ethernet, CAN, etc.), or if it is hierarchically
composed of other components. This makes the higher architectural layers in-
dependent from any particular component implementation, leading to a reusable
and scalable system [40], [77], [78]. Distributed software design, where mod-
ules are separate Operating System (OS) processes, is often used to further in-
crease the modularity and scalability of the application. As distributed mod-
ules can be located on separate physical devices (e.g., a robot and a teleopera-
tion interface), networking protocols, such as TCP/IP, are used for the underlying
Inter-Process Communication (IPC). Program design patterns, such as publisher-
subscriber (Pub-Sub) or Remote Procedure Call (RPC) are often utilized as stan-
dard data exchange semantics, allowing the developer to focus less on low-level
intricacies of IPC, such as state of the communication channel, peer discovery, and
data serialization. Widely adopted developer tools (e.g., ROS, YARP[17]) and
standards for Pub-Sub implementation (e.g., Data Distribution Service (DDS),
Message Queuing Telemetry Transport (MQTT)) further facilitate the develop-
ment of a modular functional layer.

While the Pub-Sub and RPC patterns help decoupling the interface from the
implementation, the underlying resource that provides a service or a data stream
(i.e., sensor, actuator, algorithm) has a lifecycle. At the very least, this lifecycle
includes initialization and un-initialization through which the resource is avail-
able. Assuring availability for resource consumers requires the resource to be
managed. The naive approach binds a resource’s lifecycle to the whole appli-
cation’s lifecycle, i.e., all resources are started and stopped simultaneously via a
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script (e.g., ROS launch files). However, the drawback of the naive approach is
its inability to adapt or change during deployment in case of resource failures,
upgrades, or simply energy conservation. On the other hand, if the lifecycle of a
resource is dynamically managed, the resource must be available until there are
no consumers. A resource should be initialized when first acquired and automat-
ically un-initialized when no longer used to prevent resource leaks. This is also
known as the Resource Acquisition Is Initialization (RAII) design pattern. Ref-
erence counting techniques, e.g., smart pointers in C++, become paramount in
multi-consumer use cases that the Pub-Sub pattern inherently leads to. Yet, refer-
ence counting techniques are rarely mentioned in the works relating to functional
layer design.

Finally, to minimize the risk of unexpected behavior during dynamic resource
lifecycle transitions, Model-Based Engineering (MBE) techniques are used. Re-
sources and their properties are modeled, utilizing languages such as Unified
Modeling Language (UML) or Behavior-Interaction-Priority (BiP), and applied
to dynamic resource transition management frameworks, such as DR-BiP[12] or
Metacontrol[10], allowing the developers to assess the system’s behavior before
deployment.

2.4. Summary

This section reviewed the real-world application domains of robots deployed for
high-risk and high-complexity tasks, as well as desired autonomous capabilities
and software architectures of autonomous robots. To conclude:

* The robots deployed in high risk and high complexity environments are
mostly teleoperated, thus requiring stable connectivity with the robot and
a trained operator or a team of operators to control it. Yet this may not
be feasible in areas that are simultaneously remote, hazardous and hard to
access, which necessitates increased autonomy.

» Adapatability, dependability, scalability, HRI-oriented and MAC-oriented
design are seen as attributes that further facilitate robotic autonomy.

* Three layer software architectures streamline the design of autonomous be-
haviors by combining deliberation (deliberation layer), task management
(executive layer) and robotic resource management (functional layer).

The next section establishes the requirements for the implementation of a three
layer architecture and Section 4 reviews the related work with respect to the es-
tablished requirements.
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3. REQUIREMENTS DEVELOPMENT

The requirements form the guidelines for the design of this work and allow for the
comparison of existing work on common criteria. This section maps the desired
capabilities for an autonomous robot (Section 2.2) to requirements specific to the
multi-robot layered architectures, i.e., syndicate architectures (Section 2.3). The
development of requirements is segregated into common, executive layer, and
functional layer sections.

This work aims to define a backbone of deterministic software functionalities
that allow for modular, scalable, reusable, and dynamic composition of the robot’s
software stack. Analysis and development of these core functionalities is the main
focus of this work (RQ1), and the policies for system composition (both during
design and deployment) are up for the user to decide. Thus, while this work is
structurally based on layered design, more precisely on 3L design, deliberation,
and policies for dynamic component substitution are not discussed as these are
domain and task-specific topics, which leads to the following base assumptions of
this work:

Al Prioritization on scalability. The developed architecture must remain task
and domain-independent, facilitating the execution, not the design of dy-
namic behaviors. Policies for dynamic system composition (task definition,
i.e., deliberative layer, and component composition) are defined by the user
who utilizes the architecture to carry out the tasks.

A2 Communication hardware traits are not modeled: Networking topolo-
gies and respective challenges, e.g., limited bandwidth or communication
drops, are not explicitly handled by the developed architecture, as these are
middleware-specific issues that can be modeled as component failures.

A3 Von Neumann architecture as a computational platform. While hard-
ware devices such as Field Programmable Gate Arrays (FPGA) and micro-
controllers are heavily utilized in robotics, this work only covers applica-
tions designed for computing hardware based on Von Neumann architec-
ture, e.g., modern Personal Computers (PC).
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3.1. Common Requirements

The common requirements (Table 3) are derived from the desired features outlined
in Section 2.2. and thus apply to the whole architecture.

Table 3. Common requirements

Req. nr. Requirement

ADAPTIVE The software stack must be able to adapt to:

C-1.1 Dynamic changes in the mission requirements [40]
C-1.2 Dynamic changes in the robot, i.e., failures, updates [26]
C-1.3 Dynamic changes in the environment [25]

SCALABLE The software stack must be scalable, meaning it is:

C-2.1 Reusable for different task domains [4]
C-2.2 Extendible with tasks and system components [4]
C-2.3 Maintainable so that the system can gradually evolve without

requiring complete refactorization of the whole architecture [4]

C-2.4 Middleware-independent implementation, i.e., middleware-specific
properties cannot leak into the main codebase [4]

MAC The software stack can be applied for tasks involving:

C-3.1 Decentralized and mixed multi-agent topologies [26], [37]

C-3.2 Heterogeneous hardware platforms [37]

HRI The software stack facilitates designing HRI applications that may
contain:

C-4.1 Multiple interaction modalities [37]

C-4.2 Multiple levels of autonomy [26], [28]
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3.2. Executive Layer Requirements

This subsection derives the requirements for the executive layer (Table 4), which
manages the execution of tasks (Section 2.3.2). The derivation is based on com-
mon requirements (Table 3) and additional attributes deemed necessary for any
implementation of an executive layer.

Table 4. Specialization of common requirements to the executive layer (E¢.; to Ec_4) and
executive layer specific requirements (E-1 to E-4).

Req. nr. Requirement

Ec.1 ADAPTIVE Actions and Tasks can be dynamically invoked, reconfigured, and
stopped

Ec.» SCALABLE C-2.1: Reusable across multiple task domains

C-2.2: Extendible with new actions and tasks

C-2.3: Maintainable, i.e., implementation of actions, tasks, and
executive layer is decoupled

C-2.4: Middleware independent

Ec.3 MAC C-3.1 Individual actions in a shared task can be attributed to
specific decentralized actors

Ec.4 HRI C-4.1: Interaction modalities are decoupled from the
implementation of the executive layer via a DSL

Executive layer-specific requirements

E-1 Expressive task composition, including sequences, concurrency,
cycles, and statements [74]

E-2 Input and output parametrization of granular tasks [79]

E-3 Continuous/reactive behaviors [74]

E-4 Hierarchical task composition [74]
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3.3. Functional Layer Requirements

This subsection derives the requirements for the functional layer (Table 5), which
manages the allocation, configuration, and use of components (sensors, actuators,
algorithms) or resources in general (Section 2.3.3). The derivation is based on
common requirements (Table 3) and additional attributes deemed necessary for
any implementation of a functional layer.

Table 5. Specialization of common requirements to the functional layer (F¢; to F¢3) and
functional layer specific requirements (F-1 to F-3).

Req. nr. Requirements derived from common requirements

Fc.1 ADAPTIVE Resources can be dynamically invoked, reconfigured, and stopped

Fc.o SCALABLE C-2.1: Reusable across multiple task domains
C-2.2: Extendible with new resources
C-2.3: Maintainable, i.e., implementation of resources and the
Sfunctional layer is decoupled. Changes in a resource do not affect
the implementation of the resource management functionalities and
vice versa.
C-2.4: Middleware independent

Fe3 MAC C-3.1: Information about a resource can be shared

Functional layer-specific requirements

F-1 Supports multiple consumers — A resource can be simultaneously
allocated and used by multiple clients

F-2 Supports hierarchies — A resource can use other resources as
dependencies [9]

F-3 Resource accounting (consumers and dependencies) information
must be recoverable [64]

3.4. Summary

This work is structurally based on layered architectures, but deliberation, and poli-
cies for dynamic component substitution are not covered as these are domain and
task-specific topics. Common requirements (Table 3) were established, with Ex-
ecutive and Functional layer requirements further specializing them for their re-
spective layers.
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4. RELATED WORK

This section evaluates the related work with respect to the requirements defined
in Section 3. The analysis is segregated into three subsections, where Section 4.1
covers available implementations of layered architectures, and the other two cover
the existing solutions in the executive (Section 4.2) and functional (Section 4.3)
layers respectively.

4.1. Layered Architecture Implementations

This section covers the related work where executive and functional layers have
been integrated into a uniform architecture. Based on the requirements defined
for layered architectures (Table 6), the existing work can be compared in terms of
how both layers exhibit adaptive, scalable, MAC, and HRI properties.

Brunner et al.[80] combine RAFCON[7] based task management with Links-
and-Nodes based dynamic resource management. The RAFCON tasks are aug-
mented with a resource dependency system, where each task can define data,
world state information, or a computational resource dependency prior to the ex-
ecution. However, little is disclosed about how the Links-and-Nodes-based re-
source management works and its limitations. The only publicly available imple-
mentation is for RAFCON!, which covers task management (excluding resource
dependency augmentations). Also, resources are globally managed, meaning that
resources cannot dynamically depend on sub-resources (not hierarchical), e.g., a
navigation component depending on sensing and localization components.

TritonBot[81] addresses several key challenges in long-term deployment,
such as backward and forward compatibility for data logging, secure communica-
tion, and dynamic resource management via containerization. The project utilizes
SMACH]5] for task management and Rorg[9] for managing resources. While
the work provides valuable lessons learned, the implemented software stack is
designed for the hardware layout described in [81] and lacks a methodology for
defining tasks other than its original mission.

Osmosis[64] is an architecture for fault-tolerant navigation applications. Ef-
fectively, Osmosis has a task management layer that allows users to define and
switch between navigation missions and a fault-tree-based fault management layer
where the user can implement custom fault detection and recovery routines. Also
the architecture includes a Human-Machine Interaction (HMI) component, which
enables variable LoA (autonomous navigation, teleoperation). The publicly avail-
able implementation of Osmosis® promotes reuse with well-structured software
packaging, but it is limited to navigation tasks. Also, the authors mention the

! github.com/DLR-RM/RAFCON
2 github.com/CogRob/TritonBot
3 gitlab.com/osmosis
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dynamic recovery of failed components [64], yet the implementation details are
undisclosed and do not show in the publicly available source code.

STRANDS|[82] project focuses on the long-term deployment of an autonomous
service robot for navigation-related tasks. The architecture of STRANDS is capa-
ble of task and resource management and the publicly available implementation®
is well organized and promotes reuse. However, task management is limited to
sequential behaviors; tasks are implemented as ROS action servers and run con-
stantly in the background. The framework is designed for the navigation tasks and
the resource management is limited to restarting ROS nodes.

SOTER([83] architecture combines state machine-based task management with
a run-time monitoring system that can switch the behavior of predefined compo-
nent modules between advanced and safe control modes. While SOTER uses a
state machine programming language and code executor called P[84] the whole
framework is implicitly designed for navigation tasks. The openly available im-
plementation® is demo-specific and unusable as a generic framework. Also, SOTER
does not manage resources, i.e., all robotic components are started up separately
which the custom runtime assurance modules send commands to. Thus, a critical
failure in the components layer or Robot SDK layer (as described in [83]) renders
the robot unrecoverable. Finally, the tasks are not dynamically invokable, i.e.,
tasks are precompiled and executed as a single application.

Conclusively, a considerable amount of effort has been put into the research of
adaptive robotic systems. Still, the developed frameworks are often not versatile
when assessed on the basis of requirements defined in Table 3. They either lack
dynamic task or resource management, are not usable for tasks other than initially
designed for (not task agnostic), or require customization of managed resources
(lack of minimal overhead). While some customization is technically plausible
depending on the system requirements, it increases the maintenance and develop-
ment effort, especially in keeping the customized resources up-to-date.

4.2. Executive layer

The core of an executive layer is a software module that can manage tasks, as
covered in Section 2.3.2. This section evaluates task management tools commonly
applied in the robotics domain based on requirements defined in Table 4. Table 7
summarizes the capabilities of common robotic task management tools.
BehaviorTree.CPP[6] is a C++ behavior tree implementation (see Section
2.3.2), supporting hierarchical, reactive, parametrized, and expressive tasks. The
tasks can be described in an Extensible Markup Language (XML) based format,
which helps to decouple task descriptions from the library’s implementation. The
core implementation of BehaviorTree.CPP supports adding new tasks and behav-
ior implementations during runtime via plugins, thus making the system scalable

4 github.com/strands-project
3 github.com/Drona-Org/SOTERonROS
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Table 6. Summary of the capabilities of layered architecture reported in the literature. Comparison
based on common requirements defined in Table 3. Support for a specific capability is indicated as
“V” (full support) or as “/im.” (limited support). Lack of support is indicated via “x” and “unkn.”
(unknown) indicates unavailability of information.

Executive Layer Functional Layer
Framework Adaptive Scalable  Adaptive  Scalable MAC HRI
Brunner et al. lim. unkn. X X
TritonBot lim. X X
Osmosis X unkn. X
STRANDS X lim. X X
SOTER X lim. lim. X X
TeMoto

in terms of maintainability and extensibility. The tasks can be started and stopped
during run-time, but the underlying tree cannot be modified while running. While
starting, stopping, and adding tasks during run-time is supported, it is up to the
user to programmatically register the new behaviors instead of having a built-in
automatic indexing/search. Concurrent (asynchronous) behavior nodes are ex-
pected to return immediately, i.e., behaviors are not multi-threaded and it is up to
the user to implement a mechanism for long-running tasks. Hierarchical behavior
trees are supported as well, but the XML notation requires subtrees to be explicitly
denoted. This means if one robot can perform a specific task via a single atomic
behavior, and another robot can perform a similar task via a combination of mul-
tiple behaviors (described as a sub-tree) with the same outcome, then the XML
notation of the parent tree has to be different for either robot. This may become
a problem if the XML descriptions are generated by a system that knows only the
generic capabilities of the robots. Finally, BehaviorTree.CPP does not scale to
shared multi-robot tasks since it has no distributed implementation for the ticking
mechanism and the blackboard.

RAFCON]7] is a Python-based Graphical User Interface (GUI) and executive
that implements tasks as hierarchical state machines. States can: be connected
to sequential, concurrent, and cyclical graphs; have input and output parameters;
have multiple outcomes; and can be reactive. Thus, RAFCON supports hierarchi-
cal, reactive, parametrized, and expressive tasks. Tasks can be invoked, paused,
modified, and stopped during runtime, which facilitates adaptability. States are
implemented as modular Python scripts, which can be defined and used during
runtime and reused across different tasks, thus making the system scalable in
terms of maintainability and extensibility. RAFCON has a JSON-based DSL,
which describes the graphical structure of the tasks via a list of transitions and
data flows between the states. While the states can be executed concurrently,
RAFCON does not support concurrent state machines or shared and decentralized
multi-robot tasks.
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SMACH]5] is a Python-based executive that implements tasks as hierarchical
state machines. States can: be connected to sequential, concurrent, and cyclical
graphs; have input and output parameters; and have multiple outcomes. Thus,
SMACH supports hierarchical, parametrized, and expressive tasks, but reactive
states are not supported. The tasks can be started and stopped during run-time,
but cannot be modified while running. SMACH is reusable across multiple task
domains and can be extended with new states. However, it is up to the user to pro-
grammatically import and register the new states, as opposed to having a built-in
automatic indexing/search. Also, SMACH lacks a DSL for describing and exe-
cuting tasks, thus making it difficult to use in a system where tasks are generated
programmatically during run-time. Finally, SMACH does not support shared and
decentralized multi-robot tasks.

SkiROS2[85] is a Python-based general-purpose task management framework
that combines behavior trees with knowledge representation and reasoning ca-
pabilities. It supports hierarchical, reactive, parametrized, and expressive tasks
while lacking support for cyclical behaviors. Primitive skills, i.e., behaviors, are
outlined by a list of input/output parameters and pre-, hold-, and post-conditions,
which set the required world model conditions for valid execution of the behavior.
Thus a built-in reasoner can choose a set of skills most appropriate for a given task
and conditions. SkiROS2 is reusable across multiple task domains and extendible
with new behaviors. The framework is implemented in ROS2 and user-defined
behaviors are bundled up via ROS2 packages, which makes SkiROS2 dependent
on a specific middleware. SkiROS2 lacks a DSL for describing and executing
tasks, thus making it difficult to use in a system where tasks are generated pro-
grammatically during run-time. Finally, SkiROS2 does not support shared and
decentralized multi-robot tasks.

TaskForce[8] is a Python-based GUI and executive that implements tasks as
hierarchical state machines. Similar to RAFCON and SMACH, tasks are formed
by connecting a specific event/outcome of a state to a callback of another state.
Thus, sequential and cyclical graphs can be formed, and the state outcome se-
mantics can be leveraged to build conditional structures. However it is unclear
from the documentation whether TaskForce supports concurrency. New tasks can
be modularly added and reused across different projects. Also, TaskForce sup-
ports parametrization, but there is no concept of output parameters. Thus, the
output of a task can be passed to the input of another task only via a custom
blackboard. TaskForce has a JSON-based DSL, which outlines tasks as a list of
subtasks and event-callback connection pairs. While DSL supports describing
hierarchical tasks (task groups), it is similar to BehaviorTree.CPP where the no-
tation requires task groups to be explicitly denoted. This may become a problem
if the JSON descriptions are generated by a system that only knows the generic
capabilities of the robots. TaskForce does not scale to decentralized and shared
multi-robot tasks.
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SMACC /SMACC2[71] is a C++ based behavioral hierarchical state machine
implementation developed specifically for ROS/ROS2 middleware. Compared
to SMACH or RAFCON, SMACC introduces the concept of state orthogonals,
which are asynchronous events that the state can react to when active. The or-
thogonals can be used to trigger callback procedures and state transitions. Also,
the states can be connected to sequential, cyclical, and concurrent graphs, and
the state outcome semantics can be leveraged for building conditional structures.
The state machines or tasks in SMACC are implemented as executables, which
means that tasks cannot be composed during run-time from modular state nodes.
The source code for states is maintained along with the parent state machine,
which inhibits code reuse across multiple state machines. Input parameters can
be passed to states via the ROS parameter server, but states do not support out-
put parametrization. Finally, SMACC does not support shared and decentralized
multi-robot tasks.

Table 7. Summarized capabilities of common robotic task management tools. Support for a
specific capability is indicated as “v"” (full support) or as “lim.” (limited support). Lack of support
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BehaviorTree.CPP C++ BT lim. X
RAFCON Python FSM X
SkiROS2 Python BT lim.  lim. X X
SMACH Python FSM  [lim. lim. x X
TaskForce Python FSM X x  lim. lim.
SMACC2 C++ FSM X X X X lim.
TeMoto C++ CFG lim

4.3. Functional Layer

Table 8 summarizes the existing work’s support for requirements outlined in Ta-
ble 5. Most of the reviewed work supports dynamic resource control with the
exception of SOTER[83], which can only switch between two resources, and Os-
mosis[64] and STRANDS[82], which can only restart the resources. Rorg[9] and
MROS[10] stand out as having the most supported capabilities. Yet Rorg has
no resource status information propagation implementation, meaning developers
cannot program recovery behaviors for resource failures. Also in Rorg a resource
is a containerized OS process, limiting the versatility of what a resource could be,
e.g., a visualization plugin in RViz (see Section 8.1). MROS, on the other hand,
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does not allow users to define new configurations for a deployed/running system:;
scale to concurrent configurations and resource usage overlaps, where indepen-
dent tasks can simultaneously access the same resource; work with third-party
resources without prior modification that fulfills the System Modes[86] design
criteria. Finally, all the reviewed contributions in Table 8 implicitly assume a
single robot layout, limiting the multi-robot scalability.

Table 8. Coverage of resource management capabilities by the existing work. Support for a
specific capability is indicated as “v"” (full support) or as “/im.” (limited support). Lack of support
is indicated via “x” and “unkn.” (unknown) indicates unavailability of information.
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Rorg X
MROS X X
DyKnow lim. X X X X
Osmosis unkn. X X X X
STRANDS lim. X X X X X
SOTER lim. lim. X X X X
Wirkus et al. X X X unkn.
Brunner et al. unkn. unkn. unkn. X unkn.
TeMoto

4.4. Summary

This section analyzed the available implementations of layered architectures with
respect to the requirements established in Section 3. To conclude:

* The available full-stack implementations of layered architectures (Section
4.1) often have task domain-specific implementation for the executive layer,
making them hard to scale. Also multi-agent collaboration is rarely consid-
ered in the design of the available work.

* The software libraries commonly used for designing executive layer-specific
(task management) functionalities (Section 4.2) are often designed for tasks
that do not change throughout deployment, i.e., are not adaptive. Also the
possibility to outline tasks by methods other than using the library’s Ap-
plication Programming Interface (API), opposed to using a domain-specific
language, is not common and thus hinders scalability towards HRI applica-
tions.
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* The software libraries commonly used for designing functional layer-specific
(resource management) functionalities (Section 4.3) are rarely considering
the life-cycle and consumer count of a resource. Thus dynamic hierarchical
resource allocation/de-allocation is not achievable, which limits the adap-
tiveness of the system.
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5. TEMOTO - ARCHITECTURE OVERVIEW

Following the RQ2, this section covers the architecture and implementation of
TeMoto, the software framework designed to comply with the challenges in robots
deployed in high-risk and high-complexity tasks.

The design of TeMoto is driven by the requirements (Section 3) using three-
layer syndicate architecture as the backbone, which fundamentally promotes scal-
able design (Requirement C-2) via separating the structure into loosely coupled
and highly cohesive layers that can be deployed on a multi-robot system (Require-
ment C-3). Having established the base structure, the rest of the common require-
ments (Table 3) are more specific to the RQ1 and cannot be directly adapted from
the syndicate architecture, which leads to this work and the design of TeMoto ar-
chitecture. The next paragraph first introduces the overall architecture, followed
by a detailed description of how such design helps to address the requirements
defined in Section 3, i.e., facilitate adaptive, scalable, multi-agent oriented, and
HRI-driven design.

Figure 6 shows the structure of TeMoto segregated into task management
and resource management layers. Figure 7 shows the decentralized extension
of TeMoto to a multi-agent system. The task management layer, corresponding to
the executive layer in the three-tier architecture (Section 2.3.2), performs run-time
task execution based on high-level task descriptions. Each task is described as a
combination of modular sub-tasks grounded to corresponding executable robotic
actions by the task management layer. The robotic actions contain arbitrary user-
defined code that may require resources, such as actuators and sensors. Since the
actions are managed dynamically (asynchronously invoked, modified, stopped)
during run-time, the availability of a resource must also be checked, and resource
allocation must be performed during run-time. Thus, the resource management
layer, which corresponds to the functional layer in the three-tier architecture (Sec-
tion 2.3.3), provides dynamic access to resources while accounting for multiple
resource allocations, resource dependencies/hierarchies, etc. Specific to the im-
plementation of TeMoto, the resource management layer contains multiple indi-
vidual resource managers, each with a specific set and scope of resources they are
managing (e.g., Visualization Manager or Component Manager).
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Figure 6. The architecture of TeMoto consists of task management and resource management
layers.
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5.1. Requirements Conformance

With a brief introduction to TeMoto architecture, this section describes (Table 9)
how each requirement in Table 3 can be addressed via TeMoto architecture.

Table 9. TeMoto architecture’s conformance to common requirements (Table 3).

Requirement

TeMoto design feature

Adaptive — The software stack
must adapt to:

C-1.1: Dynamic changes in the
mission requirements.

C-1.2: Dynamic changes in the
robot, i.e., failures, and updates.

C-1.3: Dynamic changes in the
environment.

Missions can be described as a combination of actions
that can be invoked, modified, and stopped during
run-time.

Resource managers can dynamically start and stop
resources and provide status updates about, e.g.,
failures or changes, to resource consumers both for
single or hierarchical resources.

Combined with dynamic task and resource
management, the user can create routines to trigger a
reconfiguration process for specific events in the
environment.

Scalable — The software stack
must be scalable, meaning it is:

C-2.1: Reusable for different task
domains.

C-2.2: Extendible with tasks and
system components.

C-2.3: Maintainable so the system
can gradually evolve without
requiring complete refactorization
of the whole architecture.

C-2.4: Middleware independent
implementation, i.e.,
middleware-specific properties
cannot bleed into the main
codebase.

C-3.1: Decentralized and mixed
multi-agent topologies.

The task and resource management layers have no
underlying assumptions about the deployment-specific
details or domains.

New self-contained/independent tasks and components
can be added to the existing setup.

Architectural layers are independent, i.e., the interfaces
between task descriptions, task management, and
resource management are standardized, hence changes
in one layer do not propagate to the other layers.

The core components of TeMoto are designed in C++
utilizing libraries that are available for, e.g., ROS1 and
ROS2. These components are then adapted for specific
middleware with thin wrappers.

TeMoto is based on a three-layer syndicate architecture
(Figure 4), where each agent is assumed to be
autonomous but able to collaborate with other agents.
The task management layer allows developers to
distribute tasks between multiple robots with no
centralized coordination while executing the tasks.
Similarly, the resource management layer allows
different agents to access each other’s resources, where
the information about the resources is distributed
non-centrally.

Continued on next page
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Table 9 — continued from previous page

Requirement

TeMoto design feature

C-3.2: Heterogeneous hardware
platforms.

The decentralized interaction within the agents does
not require homogeneous software or hardware layout.

HRI - The software stack
facilitates designing HRI
applications that may contain:

C-4.1: Multiple interaction
modalities.

C-4.2: Multiple levels of autonomy.

The task management layer accepts task descriptions in
a format independent from any certain interaction
modality, thus allowing the developers to design
interfaces with any desired modality.

TeMoto utilizes publisher-subscriber-based
middleware implementations, such as ROS. Thus,
lower autonomy levels, such as direct teleoperation,
and higher autonomy levels, such as supervision via
task descriptions, are both attainable.
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6. TEMOTO - TASK MANAGEMENT

The Task Management layer in the TeMoto framework is based on the Executive
layer outlined in Section 2.3.2. The Task Management layer is responsible for
grounding task descriptions, which originate from layers above, into executable
behaviors (Figure 8). This section covers the details of the implementation of the
Task Management layer. First, the model of a task is introduced (Section 6.1), fol-
lowed by defining the text-based format, i.e., the Unified Meaning Representation
Format (UMRF)III, for describing the tasks (Section 6.2). Next, the implementa-
tion details of TeMoto’s task management system, the Action Engine, are covered
(Section 6.3) and limitations and the scope of future work are discussed (Section
9.1).

(@ Command @
Modalities A

- speech

- gestures

- cloud services

- task planning systems

etc. etc.

[output: UMRF graph JSON]

(b) UMRF Graph

Abstraction layer
between command \ 7 \ y
modalitiesandtask [ D)}t TR :

managers

(¢) Action Engine

" EXEC. NEXT

D - ACTION DESCRIPTOR

A - ACTION
Figure 8. Structure of the Task Management layer in the TeMoto framework. Tasks can be issued
via different input sources (a), where each source is parsed to a common UMRF graph (b). The

UMREF graph maps to respective actions on the robot (c), thus UMRF formalism makes the robot
independent from different input modalities.

6.1. Model

Tasks are outlined as a combination of modular behaviors called actions. Such a
combination of actions is also called a UMRF graph, a directed graph that indi-
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cates the execution flow. The task model in TeMoto resembles a loose combina-
tion of Petri Nets, Hierarchical State Machines, and Behavior Trees. Semantically
UMREF graph supports (Figure 9):

* Sequential, concurrent, and cyclical combination of actions,
* Hierarchical graphs, where an action can be a sub-graph,
¢ Conditionals and error management,

* Parametrization — Actions can be reused with different set of input param-
eters,

* Reactive actions, where an action can execute without being explicitly in-
voked,

* Shared multi-agent graphs.

on_true on_error
on_false

- l on_false
v v v
R]: robot 1

Rzi robot 2

v on_true

F
© () e @

Figure 9. Main semantic properties of UMRF graph notation, including sequences (a), concurrency
(b), cycles (c), hierarchical graphs (d), multi-agent graphs (e), conditionals, and error management
(f). Example UMREF graph with aforementioned properties combined, where “S” denotes graph
entry and “E” denotes graph exit (g).
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6.1.1. Actions

Action a is defined as a 3-tuple:

a = (8, Pin, Pour)
where
¢ s is the state of the action,
e P, is a set of input parameters,
* P, is a set of output parameters.
The state s can be any of the following:

NS S= {SraspassaseasidoysidTasidp}

where
symbol description one-hot representation
Sy running [1,0,0,0,0,0,0]
Sp paused [0,1,0,0,0,0,0]
Ss stopping [0,0,1,0,0,0,0]
Se error [0,0,0,1,0,0,0]
Sidy idle 0,0,0,0,1,0,0]
Sidy idle after outcome T [0,0,0,0,0,1,0]
Sidy idle after outcome F [0,0,0,0,0,0,1]
6.1.2. Graph

UMREF graph g is defined as a 3-tuple (example shown in Fig. 10):

g=(AE,C)
where

* A is a set of actions, where Ay is the root action of the graph and A, is the
finishing action of the graph.

» E is a set of edges between actions, so that:
Va €A, ((a,a) ¢ E) A ((a,Ao) ¢ E) A ((An,a) ¢ E)
i.e., an action cannot be connected to itself, root action Ay has no parents
and finishing action A, has no children.

* Cis a set of conditions which describe the state transition criteria per each
action.
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C - RUNif A C RUN if A
2' returns true 3’ returns false

Figure 10. Example UMRF graph where actions are denoted via "A" and conditions for running
actions via "C".

6.1.3. Conditions

The state transition conditions C; of an action A; indicate which state the action
should transition into, given the current state of the parent actions (i.e. state evo-
lution, covered in Section 6.1.4). Conditions C; is defined as a 4-tuple:

Ci = (Cg;,Cp.Cs;,CE,)
where
* Cg, = {cRry,CRys--- ,ch} is a set of run conditions, where each condition
cr C (A x S) is a set of action-state pairs
* Cp, = {cp,cp,...,cp;} is a set of pause conditions, where each condition
cp C (A x S) is a set of action-state pairs

* Cs, = {csy,¢s,,---,Cs,} is a set of stop conditions, where each condition
cs C (A x8) is a set of action-state pairs

* Cg, = {CEy;CE,,---,CE, } is a set of error conditions, where each condition
ce C (A x8S) is a set of action-state pairs

* Cg, # Cp # Cs, # Cg,, i.e., conditions are unique

6.1.4. State transitions

The states can change as a result of one of three events:
* Outer event, where the state is changed by an external force, i.e., user start-
ing, pausing, or stopping the graph.
* Local event, where the state changes spontaneously, e.g., an action finishes
execution and goes from s, to s;z, O Sig, O Sig,.

* Evolution event, where the state of an action is changed as a reaction to
other events, e.g., child action is started after the parent action has finished.

The possible state transitions are indicated in Table 1, where row indicates
the starting state, column indicates the state after the transition. The events that
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can trigger the transition are denoted as "O", "L", and "E", or Outer, Local, and
Evolution respectively.

Table 10. State transition table. The events that can trigger the transition are denoted as "O", "L",
and "E", or Outer, Local, and Evolution respectively.

To state
Sr Sp Ss Se Sidy Sid,

Sy - E/O | E/O | E/L - L
gl [BO| - |BOJEL] - | -
2 s - - - | BL | - L
g Se - - - - O -
Sid, E/O - - E - -

Sid, E - - E - -

When a graph g is started, the states of the actions A are initialized/transitioned
by setting:
Sidy OF Sidp OF S¢, 1=0
N Sidy» otherwise
If the graph is started separately, then so = s;4,. If the graph is started as a hierar-
chical sub-graph, then the specific transition depends on the state transition in the
parent graph, i.e., sz, Or sig, OT Se.

As indicated by Table 10, an action can evolve into states s, sp, s; or s.. The
outcome of the evolution depends on the conditions defined by the user (see Sec-
tion 6.1.3) As the potential combinations for different conditions grows exponen-
tially with the number of parents, then each action is given a set of default con-
ditions in addition to user-defined conditions. Thus the conditions are evaluated
accordingly:

1. evaluate user-defined conditions.

2. transition to s, (error) if: no mach in step 1 and any parent is in state s,.

3. transition to s, (run) if: no mach in step 2 and any parent is in idle true or

idle false state siq. = Sig; + Sidy-

4. transition to s (stopping) or (paused): not defined.

The default conditions of transitioning the state s of an action a given the state
of parents S can be formally expressed as:

Sevolved = Sy [max(sign(1Ss;y ) — sign(18s,),0)] + s, sign(18Ss) (6.1)

where:
* s, and s, are running, error states in one-hot encoded format.
* S is a matrix, where each row is a one-hot encoded state of a parent of A;.
* 1is arow vector of size |S;| with all elements equal to one.
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6.2. Text-Based Format

Task management systems are tied to a specific programming language (Python,
C++, etc. See Section 4.2) used to implement the tasks. Yet HRI systems can
have a variety of command input modalities, meaning if the developer desires
to control a specific task management system, then each command modality has
to be appropriated (hard-coded) for this. Therefore, the task management of an
HRI-enabled robotic system must be decoupled from command modalities. Task
description or DSLs are leveraged for this purpose, acting as an abstraction layer
between input sources and task implementations. Figure 11 shows an example
of a multi-modal HRI setup (speech, gaze, gestures), where the instruction “Go
to the workshop, pick up that object, and then go over there” is segregated into
three parametrized instructions. The instructions are combined into a sequence
outlined in a task description format. Thus, the robot only needs to be able to read
this format and execute the task.

r 1 "=

SPEECH @ cAZE &> ¥ GESTURE ;’_" .
| | -
—_— ——

INPUT “Go to the workshop , pick up that object, and then go over there"
EXTRACTED action: go action: pick up action: go
PARAMETERS location: workshop object: power drill location: construction

site

TASK umrf
DESCRIPTION =

ROBOT

]

® (T

NAVICATE
MANIPULATE

3
¢

[ ’ ABLE TO:

Figure 11. Potential use-case of a multi-modal HRI system that benefits from having an intermedi-
ate task description format for fusing the modalities and commanding the robot.

UMREF is a DSL designed for HRI- and MRC-oriented use cases. The UMRF
notation allows for describing complex tasks independent of the task domain
while having a clearly defined and easily adoptable serialized form via JSON, fa-
cilitating prototyping. The semantics of UMREF are inspired mainly by Petri Nets,
Hierarchical State Machines, and Behavior Trees. The syntax closely resembles
Semantic frames, while the serialized form is inspired by the JSON-based data ex-
change format of Google Actions and Amazon Skills. The attributes that describe
a UMREF graph are outlined in Table 11:
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Table 11. Description of UMRF JSON notation attributes.

Attribute Type Description

MAIN ATTRIBUTES

Name [string] Unique name of the graph

Actions [list of actions] List of actions in the graph

Graph entry [list of child relations] List of actions that mark the start of the

graph

Graph exit [list of parent List of actions that mark the start of the
relations] graph

ACTION ATTRIBUTES

Name [string] Name of the action

Instance ID [unsigned integer]

Actor [string]

Type [string]

Input parameters [list of parameters]

Output parameters [list of parameters]

Parents [list of parent
relations]

Children [list of child relations]

Conditions [list of conditions]

Instance ID, i.e., a graph can contain
multiple instances of the same action

Name of the agent that is supposed to
perform the action

Type of the action (reactive or
non-reactive)

Data the action is expecting
Data the action is producing

Actions that are run right before the child

Actions that are run after the child has
finished running

Additional execution conditions on top of
default conditions

PARENT RELATION ATTRIBUTES

Name [string]
Instance ID [unsigned integer]
Remappings [list of remappings]

Name of the parent action
Instance ID of the parent action
List of parameter name remappings

CHILD RELATION ATTRIBUTES
Name [string]

Instance ID [unsigned integer]

Name of the child action

Instance ID of the child action

CONDITIONS ATTRIBUTES
Operation [string]

Parent States [list of parent-state

Behavior of the child action. Any of: ‘run’,
‘pause’, ‘stop’, ‘error’

State of parents required for the condition

pairs] to be valid
REMAP ATTRIBUTES
From [string] Name of the parameter to be remapped
To [string] New remapped name
PARAMETER ATTRIBUTES
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Table 11 — continued from previous page

Attribute Type Description
Name [string] Name of the parameter
Type [string] Type of the parameter. No restrictions but

non-native JSON data can only be
generated and passed during runtime

Default [string or double or Default value of the parameter. Restricted
boolean or strings or to native JSON types
doubles or booleans]

Allowed values [strings or doubles or List of values that can be passed to the
booleans] action, otherwise the data is ignored.

Restricted to native JSON types

Required [boolean] Denotes if the parameter must have a value
for the action to run

6.3. Implementation

TeMoto Action Engine (TAE) is a C++ implementation of the model described in
Section 6.1. Figure 12 shows the structure of the TAE. UMRF graphs and actions
are implemented as objects where actions are contained within the graphs. Each
action is implemented as a plugin dynamically loaded to the TAE during run-time.
The description of an action is contained within a UMRF JSON file (see section
6.2), which is used by the action indexing module to find the actions from the
filesystem. Each action is executed in a separate thread, thus enabling concurrent
execution. A synchronization module indicates the Action Engine when an action
or a graph has finished its execution. The synchronization is also used to send
and receive notifications among other actors for synchronized multi-robot task
execution.

UMREF graphs are executed by first receiving either the name of the graph to
be executed or a complete description of the graph as a JSON string. Algorithm
1 provides an overview of the procedures when a graph is invoked. First, all the
actions within the graph are resolved, i.e., a matching plugin or a sub-graph that
has the same signature (combination of name, input, and output parameters) is
found. If the graph has multiple actors, then a handshake is performed among all
actors, ensuring that every actor is ready and executes the graph simultaneously.
After a successful handshake, the child actions of the root node are executed, i.e.,
evolved (see section 6.1.4). This process is iterative, meaning that once the child
actions finish execution, the evolution procedure is invoked on their children until
the graph exit is reached. Graph modification is done by first receiving a list of
modifiers. A modifier outlines which action it is modifying and what the operation
is. The modifier can add/remove actions or add/remove edges (child-parent con-
nections). Finally, graph stopping involves invoking the stopping routine for all
actions, each in a separate thread. Thus all actions can concurrently de-initialize.
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The following subsections cover the steps shown in Algorithm 1, including
hierarchical graph resolution (Section 6.3.1), N-to-N handshake (Section 6.3.2),
action evolution (Section 6.3.3), and finally the procedures undertaken when exe-
cuting an action (Section 6.3.4).

1 ] 1 . A
| ' . I i
UMRF graph list of graph  notification from notify
JSON string actions name other actors  other actors
1 . : 1
: : : 5 !
. 1 1
client API ' SYNC. @<------
1 1 1 1 |
start modify stop notify notify
1 1 1 N 1
v v v v v

active i
GRAPHS . n) i
ACTIONS . notify when
in a graph finished

described via UMRF i

ACTION
implementation contained as a PLUGIN
executed in a THREAD ----

Figure 12. Structure of the TeMoto Action Engine.

6.3.1. Hierarchical Graph Resolution

Graph resolution (Algorithm 2) is the process of finding a matching implementa-
tion to each action outlined in a UMRF graph. An action is considered local if
the assigned actor in the graph and the name of the Action Engine match. Sim-
ilarly, the action is considered remote if the assigned actor has a different name
than the local Action Engine. If a suitable local action is not found but a graph
with the same signature is present, then the particular action is resolved to a hi-
erarchical sub-graph. For hierarchical sub-graphs, the graph resolution is invoked
recursively.
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Algorithm 1: Overview of the flow of executing, modifying, and stop-
ping a graph.

—

10
11
12
13

14
15

16
17
18

19

Data:
* G — data structure embedding the UMRF graph
* A —set of graph modifiers, each modifying an action

Function start_umrf_graph(G):
resove_actions(G)

if G has multiple actors then
n_to_n_handshake (get actors in G)
end

start_children_of (get root of G)

Function modify_umrf_graph (G,gme,A):
G + look up graph G4 e
pause G

for each graph modifier d in A do

G=G+0 // add/remove action or add/remove child
end
continue G

Function stop_umrf_graph(Gpgme):
G <+ look up graph G4

for each action ain G do
stop a > non-blocking via a thread
end

wait until all actions in G are finished
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Algorithm 2: Hierarchical graph resolution algorithm, which resolves
actions to local, remote, or hierarchical implementations.

Data:

* g — data structure embedding the UMRF graph
* G - set of pre-indexed/known UMRF graphs

1 for each action a in graph g do

2 if a is remote or has a local implementation then

3 ‘ continue

4 end

// check if the action can be substituted by a
hierarchical sub-graph

5 for each known graph g’ in G do

6 if signature of g’ # signature of a then

7 ‘ continue

8 end

9 if resove_actions(g’) = rrue then > recursive call
10 mark a as a hierarchical sub-graph g’

11 break

12 end
13 end
14 if a is unresolved then

15 ‘ return false
16 end
17 end
18 return true > all actions a in graph G were resolved
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6.3.2. N-to-N Handshake

The N-to-N handshake is a process where:
* the local actor acknowledges the presence of the other actors,

* the local actor acknowledges that the other actors have acknowledged each
other.

This procedure ensures every actor is ready and can simultaneously invoke the
UMREF graph.

Algorithm 3 shows the algorithm of the N-to-N handshake. The details of
handshake timeout, i.e., ensuring the handshake happens within a set timeframe,
are not covered. First, the variables utilized throughout the algorithm are initial-
ized, where, most notably, a set of all possible actor name pair combinations are
generated (denoted as Q). Next, three concurrent procedures are started:

1. continuous broadcasting of handshake messages;
2. continuous checking if the handshake has been reached;

3. a callback function, which processes messages broadcasted by the other
actors.

The broadcasted messages contain the local actor’s name and a set of remote
actor names that the local actor has heard from. When receiving messages from
the other actors, entries of local-remote and all remote-remote actor name pairs
are added or updated in the buffer (denoted as B). The handshake is considered
successful once the sets B and Q are equal, i.e., B contains the same name pairs
as Q.

6.3.3. Action Evolution

Action evolution (more details in Section 6.1.4) is a procedure that tests if an
action should be started, paused, stopped, or set to error given the state of its parent
actions and predefined execution conditions. Thus, the action evolution is invoked
when an action finishes execution (or when the graph is started). Algorithm 4
shows the main details of what is done before and after the evolution step. First,
as the input is an action a,, that has finished its execution, all children of a, are
evolved. If the newly proposed state of the child action remains unchanged after
the evolution, the function returns. If the evolution changes the state, the proposed
state change is carried out in a separate thread.

6.3.4. Action Execution

As established in Section 6.1.4, an action can be local, remote, or a sub-graph,
which defines how an action is executed (Algorithm 5).

Local actions are implemented as plugins, which are loaded and instantiated
when the action is executed, i.e., lazy initialization. Then, a “run” routine is in-
voked on the plugin which returns an outcome of “true” or “false” when the rou-
tine is finished. The outcome depends on the plugin’s context and is up to the
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Algorithm 3: N-to-N handshake algorithm.

Data:
* o —name of self
* I"—set of remote actor names
* Q — set of all possible actor-actor name pairs
* B —an initially empty set/buffer of actor-actor name pairs

1 Function n_to_n_handshake(I"):

2 handshake_reached < false

3 B<+—o

4 Q < generate all possible pairs of (a,T), (T', o), (I',T) |Vy(—=(7,7))
5 listen_callback < register

// broadcast handshake messages

6 concurrent: while (handshake_reached = false):
7 msg <— initialize > message to be broadcasted
8 msg.actor <— o
9 for each yin I do
10 if (o, 7) € B then
1 ‘ msg.handshakes < append y
12 end
13 end
14 broadcast msg to all actors I';
15 end

// check if every actor has heard from everyone
16 while handshake_reached = false do

17 if B = Q then

18 ‘ handshake_reached < true
19 end

20 end

21 return handshake_reached

// register incoming handshake messages
22 Callback listen_callback(msg):
23 if msg.actor = o then
24 ‘ return > ignore own messages
25 end

26 Y < msg.actor

27 | B« insert (a,Y) > o has heard from y
28 for each actor y' in msg.handshakes do

29 ‘ B « insert (y,7) > ¥ has heard from Y
30 end
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Algorithm 4: Algorithm of evolving child actions of a,, after its execu-
tion.
Data: a, — parent action

1 for each child action a of a;, do

2 Ap < get all parents of a

3 s < a.get_state() > get the current state

4 s' < a.evolve(A,) > get the new state

5 if s = s’ then

6 return

7 end

8 switch s’ do

9 case s’ = s, do: a.run() > non-blocking via a thread
10 case s’ = 5, do: a.pause() > non-blocking via a thread
11 case s’ = s, do: a.stop() > non-blocking via a thread
12 case s’ = s, do: a.set_to_error()
13 end
14 end

developer to utilize this information when designing graphs. The outcome is then
passed to the synchronization system shown in Figure 12.

Remote actions are executed by a remote actor, thus the local actor waits until
remote execution is finished. The waiting procedure is implemented by putting
the thread to sleep and waking it up (via condition variables) when a notification
is received.

Hierarchical sub-graphs are executed by invoking the graph execution routine
shown in Algorithm 1. Then, the thread sleeps until it is woken up by receiving a
notification, similar to waiting for remote actions to finish.

Finally, after the action has finished, the action evolution event is triggered on
the child actions, as described in Section 6.3.3. Thus, the action evolution and
action execution form a loop, which iterates through the graph until the graph exit
is reached.
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Algorithm 5: Running an action depending on whether it’s local, remote,
or a hierarchical sub-graph.

Data: a — action to be run

if a is a local action then

a.load_plugin()

a.state < a.run() > blocking call
send outcome to other actors

if a is a remote action then

a.state < wait for remote outcome > blocking call
end
if ais a graph g, then

10 invoke graph g,

1
2
3
4
5 end
6
7
8
9

1 a.state < wait for outcome of g, > blocking call
12 send outcome to other actors
13 end

14 start_children_of(a)

6.4. Requirements Conformance

Table 12 provides a qualitative analysis of how the design of the executive layer,
i.e., TeMoto Task Management, conforms to the requirements defined in Table 4.

Table 12. TeMoto Task Management conformance to executive layer requirements (Table 4)

Requirement TeMoto design feature

Ec.1 : Actions and tasks can be TeMoto Action Engine enables invoking, modifying,
dynamically invoked, reconfigured,  and stopping actions during run-time.
and stopped.

Ec.2.1 : Reusable across multiple UMREF notation and TeMoto Action Engine are not

task domains. constrained to any specific domain, such as
manipulation- or navigation-only tasks.

Ec.22 : Extendible with new Actions are implemented as dynamically invokable

actions and tasks. plugins isolated from the main codebase. Tasks can be
outlined in a JSON-based DSL, i.e., UMRF.

Ec.23 : Maintainable, i.e., Actions are implemented as dynamically invokable

implementation of actions, tasks, plugins isolated from the main codebase. Tasks can be

and executive layer is decoupled. outlined in a JSON-based DSL, i.e., UMRF.

Ec.2.4 : Middleware independent. TeMoto Action Engine is implemented as a

middleware-independent C++ library, which can be
wrapped with a middleware layer of choice, such as
glsros or glsros2.

Continued on next page
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Table 12 — continued from previous page

Requirement

TeMoto design feature

Ec_3 :: Individual actions in a
shared task can be attributed to
specific decentralized actors

Ec.4 : Interaction modalities are
decoupled from the implementation
of the executive layer via a Domain
Specific Language.

UMREF notation enables attribution of actions to
specific actors. TeMoto Action Engine provides full
support for decentralized multi-actor task execution,
including parameter sharing.

Tasks are outlined in UMRF format, a JSON-based
DSL that decouples the implementation-specific details
from command sources.

E-1: Expressive task composition,
including sequences, concurrency,
cycles, and statements.

E-2 : Input and output
parametrization of granular tasks.

E-3 : Continuous/reactive
behaviors.

E-4 : Hierarchical task
composition.

The UMREF notation enables the design of tasks with
sequential, concurrent, and cyclical elements, as well
as design statements, by utilizing the condition
mechanism outlined in Section 6.1.3. TeMoto Action
Engine provides full support for expressive tasks.

The UMREF notation enables the definition of input and
output parameters for actions, as well as the passing of
parameters between actions. TeMoto Action Engine
provides full support action parameterization.

Reactive behaviors,. i.e., spontaneous actions, are
supported in UMRF. Spontaneous actions are restarted
automatically after finishing. When such action
finishes, it invokes the evolution procedure (see
Section 6.3.3) in child actions.

The UMREF notation is implicitly hierarchical, meaning
that if an action within a graph has no implementation
as a plugin but is defined as a graph with the same
signature, then the hierarchical graph is executed (see
Section 6.3.1)

6.5. Summary

This section covered the fundamental design and implementation of the Task Man-
agement layer in the TeMoto framework. To conclude:

» Task Management layer is responsible for grounding task descriptions, which
originate from layers above, into executable behaviors.

 Tasks are outlined as a combination of modular behaviors called actions.
Such a combination of actions is also called a UMRF graph.

* UMREF is a DSL designed for HRI- and MRC-oriented use cases. The
UMREF notation allows for describing complex tasks independent of the
task domain while having a clearly defined and easily adoptable serialized
form via JSON.

* TeMoto Action Engine is a C++ implementation of the UMRF semantics,
supporting the design of sequential, concurrent, cyclical, parametrized, re-
active, hierarchical, and multi-agent tasks.
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7. TEMOTO - RESOURCE MANAGEMENT

A multifunctional robot, deployed to perform various tasks during the same mis-
sion, may require different resources per task (e.g., sensors, actuators, data pro-
cessing algorithms). Furthermore, the set of resources can change even within the
same task, due to unexpected failures that require the resource to be reconfigured
or replaced with an alternative resource(s). Thus, the lifecycle of a resource is
dynamic and depends on the mission’s strategy, which may include energy con-
servation (minimizing the number of active resources) and adaptiveness (recon-
figure or substitute resources). In a publisher-subscriber-based data distribution
architecture the resources are potentially shared by multiple clients/consumers,
and a resource may depend on sub-resources, making the resource itself a client.
Therefore, given the dynamic, shared, and hierarchical nature of resources, an
accounting mechanism is required for:

* Reference counting to assure initialization when a resource is first acquired
and deinitialization when the last client releases the resource.

* Hierarchical dynamic dependency management, to register all sub-
resource dependencies on initialization, release all sub-resources on deini-
tialization, and provide a lookup table for propagating resource state up-
dates (e.g., failures) along the hierarchy.

To better illustrate the use cases of resource management, imagine an au-
tonomous inspection task where the robot is required to navigate and visually
inspect the environment until specific conditions are met, e.g., a hazard is de-
tected. The robot is equipped with a sensor (e.g., 3D LIDAR sensor) to perform
inspection and collision-free navigation simultaneously. Figure 13a shows the ac-
tion graph of such a mission, where the mission starts by running the navigation
(Ay) and inspection (Aj) tasks in parallel. The navigation action runs indefinitely
until externally stopped by the inspection action. Figure 13b shows the sequence
diagram of how both actions acquire resources. While the order of resource ac-
quisition is non-deterministic, let us say the inspection action Ay is first to request
the LIDAR. Next, the navigation action Ay requests the whole robot as a single
resource, which hierarchically requests the LIDAR and the mobile base. Now, the
LIDAR is not re-initialized, as it has already been done earlier, only the user count
is increased.

Figure 13c shows how, in case of a potential resource failure, e.g., failure of
the aforementioned LIDAR, the information about the event is distributed to all
consumers that are either directly or hierarchically related to the failed resource.
Figure 13d shows the resource unload sequence, where the LIDAR is uninitialized
only after the navigation action Ay and inspection action A; have both released it,
as well as how hierarchical resources are released.
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Figure 13. Action graph of the autonomous inspection task (a), which demonstrates the cases of
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7.1. Definitions and Semantics

A resource, e.g., a sensor, actuator, or a data processing algorithm, is something
that is loaded upon a request by a resource provider to a resource consumer (Fig-
ure 14a). The resource query is described by a combination of request and re-
sponse data structures, where the request outlines the details of the required re-
source, and the response contains the attributes of the loaded resource (ID and
any other resource-specific information). Resources can have multiple consumers
(e.g., multiple clients subscribing to the same sensor stream) and the resource
can hierarchically consume multiple sub-resources (Figure 14b). Each consumer,
provider, and loaded resource has a unique ID that is used to handle resource
queries and relations. The following subsections cover the details of a resource
request, release, and updates.

navigation inspection
action action

Consumer [ID n] AN A
A

request - -- - response [ID]

Q
R resource f robot as a
resource

I
1
1
1

¥
. multiple
Provider [ID n+1] Robot sub-resources
Consumer [ID n+] Manager
P .
multiple
. consumers

° sensor and

R resource V v mobile base

as resources

Provider [ID n+2] Process Manager

(a) (b)

Figure 14. Abstract structure of the provider-resource-consumer relation in resource management
(a), and an example of hierarchical resources, and multi-resource consumer use-cases (b). Includ-
ing Robot Manager and Process Manager illustrate this specific example and are not conceptual
elements in resource management.
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7.1.1. Resource Request

Requesting a resource involves two principal procedures: consumer counting and
resource loading (Algorithm 6). The resource is loaded when it is requested for
the first time, with subsequent requests only increasing the consumer count. The
specific loading procedure depends on the resource, and it may hierarchically
perform sub-resource requests from other resource providers. In this case, the
sub-resources are associated with the initial request. A response data structure is
returned to the consumer when the loading is complete. If the same resource is
requested again while already loaded, the previous response is immediately re-
turned.

Algorithm 6: Resource request procedure.
Data:
¢ idc — ID of the consumer

* req — Data structure describing the desired resource
Result:
* idyq —ID of the initialized resource
* res — Data structure describing the details of the loaded resource
Function request_resource (idc, req):
if req already loaded then
Append idc to the list of consumers of req;
< idy.q,res > < Fetch the resource ID and response of reg;

idyeq < Generate unique resource ID;
res < Invoke the loading routine specific to regq;
for each requested sub-resource idy,;, when loading req do

1
2
3
4
5 else
6
7
8
9 Append idy,;, as a dependency of id,.;;

10 end

11 Register a new resource entry < idy.4, req,res > with idc as a
consumer;

12 end

13 return id,,,, res

7.1.2. Resource Release

Resource release is when the consumer no longer requires the resource and no-
tifies the provider, as shown in Algorithm 7. Similar to resource requests, as
the same resource can be shared with multiple consumers, the unloading proce-
dure is invoked when all consumers have released the resource. In that case, a
custom/subsystem-specific resource unloading routine is invoked. If the resource
has any sub-resources, then these are released as well.
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Algorithm 7: Resource release procedure.
Data:
¢ idc — ID of the consumer

¢ idg — ID of the loaded resource

1 Function release_resource (idc, idg):

2 Remove idc from the list of consumers of the resource with idg;
3 if resource associated with idr has no consumers then

4 req < Fetch the request associated with idg;

5 Invoke the unloading routine specific to req;

6 for each sub-resource dependency idyg,, of req do

7 release_resource (idg, idy;);

8 end

9

end

7.1.3. Resource Status Update

Resource status update is a procedure invoked by the resource provider whenever
the status of the resource has changed, including resource failures. After receiving
the update message (Algorithm 8), the consumer invokes a custom status update
callback (if registered). If the consumer is also a provider (see Figure 14), then
the update is passed to the other consumers of the super-resource.

7.2. Implementation

Figure 15 shows how resource consumers and providers are implemented (hier-
archical resource management is not depicted) in the TeMoto framework. Con-
sumers and providers are segregated into separate operating system processes, and
data is exchanged via inter-process communication, relying on middleware, such
as ROS. The procedures discussed in Section 7.1, i.e., resource allocation, release,
and status updates, are embedded into a module named Resource Registrar (RR)
(more details about RR in IT and [87]). Thus, the consumer utilizes RR to mediate
the request, release, and status update procedures, while the provider utilizes RR
to trigger the respective resource loading and unloading procedures via callback
functions. The internal database of RR is backed up during each request thus the
respective subsystem that hosts RR can be restored after a critical failure. In most
cases, the developer, who designs the consumer application, does not need to be
exposed to the API of RR. Thus a simplified interface is provided that wraps the
RR and middleware-specific details. The interface is specific to each provider,
shown in figure 16, where the implementation of a provider is also referred to
as a resource manager. Table 13 gives an overview of the resource managers
implemented in the TeMoto framework.

As depicted in Figure 7, each robot, i.e., a TeMoto instance, can have an indi-
vidual set of resource managers deployed. The Resource Info Synchronizer (RIS)
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Algorithm 8: Resource status update procedure.
Data:
¢ idr — ID of the allocated resource

* msg — Status message

// Initiated by a resource provider
1 Function send_status_update (idg,msg):

2 for each consumer idc of resource idg do

3 ‘ Send msg to consumer idc;

4 end

// Received by a resource consumer

5 Function receive_status_update (idg,msg):

6 if custom status update callback is assigned then

7 < req,res > <— Fetch the query associated with idg;
8 Invoke the custom status update callback with arguments

< req,res,msg >

9 end
10 if resource idg is a sub-resource of idy then

1 send_status_update (idp,msg)
12 end

provides tools for sharing resource-related information between robots. RIS al-
lows the sharing of resource information between different instances of the same
manager. This allows one robot to use another robot’s resources, giving an extra
level of dependability and flexible use of resources. The collaborative utilization
of robotic resources via RIS provides the system developer additional flexibility
when designing robotic applications, which in similar scenarios would need to
rely on custom and non-standard solutions. Figure 17 shows the working prin-
ciple of RIS. When a resource manager is initialized, it advertises the available
resources, e.g., Ro in Figure 17a, through RIS. The advertised message is cap-
tured by the RIS of the other robot’s resource manager. Now if the other robot
wants to load Ry (Figure 17b), the request is automatically redirected to the actual
provider of Ry.
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Table 13. Overview of the resource managers implemented in the TeMoto framework.

TeMoto Resource
Manager

Description

Process Manager!

Visualization
Manager?

Component Manager

Context Manager*

Robot Manager’

Can dynamically invoke programs, including ROS executables,
ROS launch files and regular executables. Running programs are
then monitored for process failures (via segmentation faults,
unexpected shutdowns, etc), which are reported to the consumers
of the failed resource.

Uses RViz as the main platform for visualization, where each
displayable data type is displayed via dynamically loadable RViz
plugins. Thus, data can be visualized programmatically on
demand.

Maintains information about components (including
published/subscribed topics, and package names) and can
dynamically compose them based on component templates.
Components are ROS-based programs (nodes/launch files) which
provide sensing or data processing functionalities. A component
template outlines the structure of a composed component, e.g., a
combination of a manipulator arm and a force-torque sensor with a
compliance controller. Templates can then be used to dynamically
combine individual components and replace faulty ones.

Context Manager maintains a model of the world as hierarchical
relations between maps and world objects in a tree structure. The
world model is shared with other robots (other instances of Context
Manager allow to build and utilize a common world model in
collaborative tasks.

Robot Manager maintains information about robotic manipulators,
grippers, and mobile bases and can dynamically provide access to
all drivers comprising a single robot through a unified interface,
i.e., Robot Manager Interface. A single device or an assembly of
robotic devices composes a robot resource.

! github.com/temoto-framework/temoto_process_manager

2 github.com/temoto-framework/temoto_visualization_manager
3 github.com/temoto-framework/temoto_component_manager
4 github.com/temoto-framework/temoto_context_manager

3 github.com/temoto-framework/temoto_robot_manager
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7.3. Requirements Conformance

Table 14 provides a qualitative analysis of how the design of the functional layer,
i.e., TeMoto Resource Management, conforms to the requirements defined in
Table 5.

Table 14. TeMoto Resource Management conformance to functional layer requirements(Table 5).

Requirement

TeMoto design feature

Fc.1 : Resources can be
dynamically invoked, reconfigured,
and stopped.

Fc.2.1 : Reusable across multiple
task domains.

Fc.2.2 : Extendible with new
resources.

Fc.2.3 : Maintainable, i.e.,
implementation of resources and
the functional layer is decoupled.

Fc.2.4 : Middleware independent.

Fc_3 : Information about a
resource can be shared.

F-1,F-2,F-3 : Supports multiple
consumers; Supports hierarchies;
Resource accounting (consumers
and dependencies) information
must be recoverable.

A service-based resource acquisition and release
module, Resource Registrar, along with resource
managers supporting a variety of resource types.

The core features of resource management, RR and
RIS, have no underlying assumptions of the
deployment-specific details or domains.

The core features of resource management, RR and
RIS, allow developers to register arbitrary resource
types.

At the lowest level, a resource is an OS process,
meaning that changes in the implementation of the
resource do not affect the resource management. Also,
the dynamic resource accounting, i.e., the Resource
Registrar, is segregated from resource allocation, i.e.,
specific resource managers (see Table 13), which
facilitates better maintenance of the code base.

Resource management follows modularized design,
where commonly utilized modules are implemented
independent of any middleware, which in turn are
wrapped with middleware specific wrapper code.

The RIS module (Section 7.2) allows resource
managers on different robots to share information
about resources.

RR supports resource reference counting,
dependencies among resources, and the state of RR is
recoverable from a backup file.

7.4. Summary

This section covered the fundamental design and implementation of the Resource
Management layer in the TeMoto framework. To conclude:

* The resource management layer, which corresponds to the functional layer
in the three-tier architecture (Section 2.3.3), provides dynamic access (start,
stop, reconfigure) to resources while accounting for multiple resource allo-
cations (reference counting) and resource dependencies/hierarchies.
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 Specific to the implementation of TeMoto, the resource management layer
contains multiple individual resource managers (OS processes), each with
a specific set and scope of resources they are managing.

* The Resource Registrar (RR) is a C++ based module, embedded into each
resource manager, which supports resource reference counting, dependen-
cies among resources, and the state of RR is recoverable from a backup
file.

* The Resource Information Synchronization module (Section 7.2) allows re-
source managers on different robots to share information about resources.
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8. EVALUATION

Following the qualitative assessment of this work (Table 9, 12, and 14) this sec-
tion covers a set of practical demonstrators that show TeMoto’s eligibility as a
software backbone for adaptive robotic applications. Each demonstration pro-
vides a description of the configuration of TeMoto, as well as the list of fulfilled
requirements (Section 3).

8.1. Demo 1 — Fault Tolerant Sensor Redundancy

This demo (Table 15) evaluates the viability of dynamically loading resources
to enable redundant and fault-tolerant robots. The underlying scenario depicts a
remote inspection mission where the operator uses visual sensor feedback. The
operator’s situational awareness is challenged by incidents that compromise the
robot’s sensors. As a countermeasure, each resource failure is addressed by uti-
lizing an alternative onboard sensor.

The robot, equipped with a set of sensors (3D LIDAR, 2D LIDAR, depth cam-
era), is initialized with 3D LIDAR being the primary active sensor, while the other
sensors remain inactive to minimize power consumption (Figure 18a). The robot
is teleoperated until a critical failure is introduced to the primary sensor. The
failure is then registered by TeMoto, which automatically switches over to a new
primary sensor (Figure 18b), i.e., depth camera, based on a user-defined priority
list. The new primary sensor is automatically visualized in the Operator Control
Station (OCS) via Visualization Manager. Similarly, after continuing a fault is in-
troduced to the 2D LIDAR, making TeMoto reconfigure for a 2D LIDAR (Figure
18c).

In addition to demonstrating the functional aspects of dynamic resource man-
agement, this demo also exemplifies the aspect of energy conservation enabled
by dynamic resource management. If the same experiment was repeated without
dynamic resource management, meaning that all sensors (and respective visual-
ization setup in the OCS) were initialized during startup (as opposed to being
initialized only when actually needed), then the OCS and the robot consumed 12

8.2. Demo 2 — Multi-Robot Escort

This demo (Table 16) evaluates the resource synchronization features of TeMoto
in a remote inspection mission where an operator has visual feedback from the
robot’s camera. Visual feedback is severed but automatically compensated by a
nearby robot which escorts the compromised robot back to the operator.

The teleoperated robot, i.e., the Worker, is equipped with a 2D camera, which
provides visual feedback to the operator (Figurel9a). The robot is teleoperated
until a critical failure is introduced to the camera (Figure19b). The failure is then
registered by TeMoto, which automatically looks for other robots (the Escort) that
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Table 15. Overview of the fault-tolerant sensor redundancy demo.

Objective: Demonstrate dynamic resource management

Utilized tools: Action Engine, Component Manager, Robot Manager,
Visualization Manager, Process Manager

Agents: Robot and the OCS

Evaluates requirements: Feo

Code: github.com/temoto-framework-demos/

temoto_architecture_demos
Video: youtube. com/watch?v=4AxX6-BUUlw
Original publication: II

Scene
view

Operator’s
view

(b) (c)

Figure 18. Overview of demo 1, i.e., fault-tolerant sensor redundancy experiment. Visual feedback
from the 3D LIDAR (a). Once compromised, feedback is dynamically regained via a depth camera
(b), and then a 2D LIDAR (c).

could provide substitute visual feedback and follow the Worker via AR-tag (Fig-
ure19c). This is achieved by the OCS issuing a query to the Component Manager,
requesting information about other registered robots that have a 2D camera. With
a positive response, the OCS asks the Escort to initialize its camera and follow
the Worker. The operator still controls the Worker, but visual feedback is received
from the Escort, effectively yielding a third-person view of the Worker.

8.3. Demo 3 — Mission Adaptiveness

This demo (Table 17) evaluates how robots can be adapted for new tasks described
by a UMREF graph. The scenario depicts a mobile robot autonomously surveying
an area as its “day job” until the robot is retasked to deliver goods, and trans-
ferred from another robot. After completing the delivery, the robot resumes the
surveillance task.
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Table 16. Overview of the multi-robot escort via resource redundancy demo.

Objective: Demonstrate resource synchronization features

Utilized tools: Action Engine, Component Manager, Robot Manager,
Visualization Manager, Process Manager

Agents: Worker (Clearpath Jackal), Escort (Robotont), OCS

Evaluates requirements: Fc.1,F-1,F-2,F-3

Code: github.com/temoto-framework-demos/
temoto_architecture_demos

Video: youtube. com/watch?v=DgODvDsWBcY
Original publication: II

Scene
view

Robot's
perspective

(a) (®) ©

Figure 19. Overview of demo 2, i.e., multi-robot escort via resource redundancy experiment. The
operator teleoperates the Worker via OCS and sees the visual feedback from the Worker’s camera
(a). Worker’s camera fails (b). The Escort robot is instructed to follow the Worker and provide
feedback to the operator allowing them to retrieve the Worker which would otherwise be left in the
field (c).

Demo 3 involves three actors: Jackal, Ufactory xArm7, and the OCS. The
Jackal utilizes 2D LIDAR and Gmapping Simultaneous Localization and Map-
ping (SLAM) to localize in its environment. TeMoto’s Robot Manager controls
Jackal’s navigation and xArm7’s manipulation functionalities. The OCS stores
the mission plans as UMRF graphs where the first graph (Figure 20a) instructs
the Jackal to cyclically navigate through three different locations and the second
graph (Figure 20b) coordinates the Jackal and xArm7 to deliver two objects.

Task 1 starts when the operator sends the surveillance UMRF graph to the
OCS’s Action Engine. The graph contains three navigation actions, each pre-
configured for a specific location via UMREF input parameters. The navigation ac-
tion internally instructs the Robot Manager to move the Jackal. Similar to Demo
2 the OCS’s Robot Manager knows the mobile platform is managed in Jackal’s
TeMoto instance, thus relaying the navigation command to Jackal. After a few cy-
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cles of surveillance, the operator invokes the delivery UMRF graph. This UMRF
graph instructs the Jackal to navigate to the pick-up location while initializing
xArm7’s ROS driver and controller via Robot Manager. After the parallel ac-
tions are finished, the XxArm?7 is instructed to transfer two objects to the Jackal.
The Jackal is then instructed to navigate to a predefined delivery point. After the
delivery task, the robot continues the surveillance task.

Table 17. Overview of the fault-tolerant sensor redundancy demo.

Objective: Demonstrate dynamic task management

Utilized tools: Action Engine, Component Manager, Robot Manager,
Process Manager

Agents: Clearpath Jackal, xArm7, OCS

Evaluates requirements: Ec1,E-1

Code: github.com/temoto-framework-demos/
temoto_architecture_demos

Video: youtube.com/watch?v=Lze2jsyeN74

Original publication: II

8.4. Demo 4 — LLM Driven Task Planning

This demonstration (Table 18) exemplifies the source agnosticism of UMRF-
based task management. A LLM is utilized to generate UMRF graphs from mul-
timodal input that contains natural language with metadata from an augmented
reality headset. The generated graph is forwarded to the robot, which performs
an inspection task, combining navigation, manipulation, and image acquisition
actions.

The demonstration depicts a remote inspection scenario, where a mobile manip-
ulator robot (Clearpath Husky + two Universal Robots URS5s), equipped with a
camera (Intel RealSense D435) attached to the end-effector, has to navigate to
and inspect specific areas defined by the operator. The operator is equipped with
an Augmented Reality (AR) headset (Microsoft HoloLens 2) that is able to cap-
ture voice commands (Figure 21a) and allows defining goal locations via gesture-
operated virtual markers (Figure 21b). Inspection and task execution feedback
is overlaid to the operator’s field of view in real-time (Figure 21c). The Azure
Spatial Anchors plugin was used on HoloLens to allow the robot and AR devices
to co-localize and share the same reference frame. Target poses are generated by
spawning a coordinate frame in the world, and dragging it to the desired pose.
The voice commands and location of the virtual marker are concatenated as a
string, which is passed to the UMREF parser that constructs a full prompt (Figure
22). Each prompt embeds five operator command + UMRF graph pair examples,
which then is sent to OpenAl via openai v.0.25.0 Python API. The UMRF JSON
string, returned by OpenAl, then is sent to the Action Engine hosted on the robot
via a ROS message.
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Jackal

(b)

Figure 20. Overview of Demo 3, i.e., mission adaptiveness experiment. The deployed robot
(Jackal) performs a surveillance task, passing through locations L to L3 (a). Then the Jackal is
asynchronously re-tasked to deliver objects from location Ly, to Ly.
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Figure 21 shows an example where the operator places the virtual marker near
a valve and says “Robot inspect the lab”. The combined input along with few-shot
examples are sent to OpenAl, which returns a UMRF graph that first navigates
the robot close to the valve; moves the end-effector with a mounted camera to the
target pose; and finally captures an image.

Table 18. Overview of the LLM-driven task planning demo.

Objective: Demonstrate UMRF source agnosticism

Utilized tools: Action Engine, Component Manager, Robot Manager,
Process Manager

Agents: Dual arm (Universal Robots URS) Clearpath Husky

Evaluates requirements: Ec.1,Ec4

Code: github.com/temoto-framework-demos/

gpt_temoto_demo
Video: youtube. com/watch?v=E3RwfcX1KpM
Original publication: [88]

8.5. Demo 5 — Multi-Robot Environment Knowledge Sharing

This demo (Table 19) shows how a decentralized knowledge representation frame-
work (TeMoto Context Manager) can be used in heterogeneous multi-robot tasks.
The scenario depicts a clean-up task, where two robots (scouts) are assigned to
find objects of interest and the worker is assigned to manipulate the found objects.

The underlying framework shown in this demo could be adapted to function-
ally similar real-world scenarios in search-and-rescue or disaster response do-
mains. For example, a fleet of drones can cover a wide area in search of peo-
ple, pockets of fire, etc, and heavy machinery can then be optimally deployed for
immediate action.

The scenario starts with all robots located in a common area on a predefined
map where each robot is able to localize (Figure 23a). Then the scout robots
(Robotont platform with a Realsense D435 camera) are tasked to look for objects
of interest, each deployed to a separate location in the environment (Figure 23b).
The object detection was implemented via AR-Tag detection, where each tag was
a priori associated with a certain type of object and then attached to it (trash, bin).
When an object is detected, the respective scout adds an entry about the object to
the Context Manager, outlining information about its location with respect to the
map. The information about the new entry is automatically distributed among all
TeMoto instances (robots). Next, the worker is teleoperated to the location of the
trash (Figure 23c), picks it up (adjusts the entity relation from “map — trash” to
“map — worker — trash”), navigates to the bin (Figure 23d), and drops the trash
to the bin (adjusts the entity relation from “map — worker — trash” to “map —
bin — trash”).
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Figure 21. LLM driven task planning scenario in the operator’s AR headset perspective. The
operator issues commands via speech (a) and virtual marker (b) based interface. The command
is then sent to OpenAl, which returns a UMRF graph that is visualized on the AR interface and
executed on the robot (¢).[88]
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Figure 22. Prompt that is designed to make GPT-3 extract UMRF graphs from a combined input
containing voice commands and virtual marker coordinates. The beginning of the prompt contains
the description of the request. Each prompt also embeds five operator command + UMRF graph
pair examples. Finally, the voice commands and location of the virtual marker are concatenated as a
string and added to the prompt. The prompt is then passed to GPT-3, which returns a UMRF JSON
string.[88]



(a) (b)

(©) (d)

Figure 23. Multi-robot environment knowledge sharing scenario, where three robots are used to
locate and manipulate objects of interest (a). First the two scout robots dynamically locate the
objects (trash and a trash can) and share the information to all agents (b). Then the worker robot,
knowing the location of the objects, picks up the trash (c) and places it in the trash can (d).
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Table 19. Overview of the multi-robot knowledge sharing demo.

Objective: Demonstrate multi-robot knowledge sharing

Utilized tools: Context Manager, Action Engine, Component Manager,
Robot Manager, Process Manager

Agents: Two mobile robots (Robotont) and a mobile manipulator
(youBot)

Evaluates requirements: Fe.i, Fes

Code: github.com/temoto-framework-demos/
temoto_examples

Video: youtube . com/watch?v=FsC-puN8q9w

Original publication: [89]

8.6. Summary

The demonstrations showcased how TeMoto facilitates the design of robotic ap-
plications that can:

dynamically adapt to citical resource failures (8.1),

utilize multi-robot systems for increased redundancy (8.2) and joint task
execution (8.3),

dynamically adapt to changes in the task (8.3),

be driven by command sources (LLM-based HRI interface) that are fully
decoupled from the implementation of TeMoto via UMRF (8.4),

and share semantic knowledge of the environment within a robotic fleet
(8.5).
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9. DISCUSSION

This section discusses the future work and limitations of TeMoto’s Task and Re-
source management layers, as well as the limiting factors and further improve-
ments of the evaluation. Finally, author’s experiences and lessons learned are
listed.

9.1. Task Management

Formal analysis of graphs: Section 6.1 covers the definitions and semantics of
graph execution, but there is currently no mathematical framework for defining
and checking the validity of UMRF graphs. This would be a necessary addition
when either designing graphs or when graphs are modified during run-time, where
the resulting graph can be validated before any operations are applied.

Model for Reactive Actions: Reactive behavior is currently implemented as
actions that can re-run after they finish, thus being able to trigger the graph evo-
lution procedure on every subsequent child action. Yet, such implementation for
reactiveness can lead to unexpected behavior if the graph is not carefully designed
and analyzed.

Design and Introspection Tools: TeMoto Action Designer is a graphical tool
that streamlines the development of UMRF graphs and action plugins. However,
it is currently not flexible enough to support different middleware layers (no mid-
dleware, ROS, ROS2). Also, it does not fully support the condition mechanism
outlined in Section 6.1.3. Since UMRF graphs can be converted to JSON notation
and back, along with their state and parameters, the graphs can be potentially vi-
sualized and controlled through an external introspection tool, which is a direction
for future work.

LLM-Based Task Description Generation: Utilizing LLMs to generate
UMREF graphs has already been demonstrated in a limited scope (see Section 8.4).
LLM which has not been fine-tuned for a specific application domain requires
an extensive set of examples to be embedded into each prompt, to yield complex
UMREF graphs. Analyzing the scalability and accuracy/trustworthiness of such an
approach is a research domain to be explored.

9.2. Resource Management

ROS2 support: The common functionalities of resource management are im-
plemented as a middleware-independent module, i.e., the RR (see Section 7.2).
However, the RR needs to be bridged/wrapped with middleware-specific function-
alities in order to use it in a respective robotic setup. While ROS is a widely used
middleware in the robotics community, the TeMoto framework lacks a feature-
complete wrapper for ROS2, thus hindering the transition of all TeMoto resource
managers (see Table 13) to ROS2.
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Other programming languages: One of the strengths of distributed appli-
cations is the potential to utilize different programming languages in the imple-
mentation of individual distributed components. As the RR is utilized both on
the provider and consumer sides of a distributed application (see Figure 15), the
consumer application currently needs to be implemented in C++. Supporting lan-
guages, such as Python, thus require either a programming language-specific bind-
ing or a complete reimplementation of the RR.

Consumer prioritization: The RR is missing resource consumer prioritiza-
tion features, which are needed for allowing higher priority consumers to gain
control over a resource (or deny a request of a low priority consumer). For exam-
ple, if a manipulator arm (a resource) is initialized and controlled by a low-priority
task (consumer 1), a higher-priority task (consumer 2), e.g., an external collision
risk assessment routine, can gain control by acquiring the resource and releasing
it shortly after the risk has been mitigated.

Formal representation: Resources are dynamically registered, allocated, mon-
itored, and released, which facilitates the design of adaptive robotic systems. Yet
modeling the resources and using the models would allow developers to design
and check the validity of specific resource configurations prior to deployment.

9.3. Evaluation

The technical evaluation of this work focused on demonstrating the dynamic or
deployment-time capabilities of TeMoto, enabling the robot to autonomously re-
configure its resources and tasks at hand to overcome hardware/software errors,
conserve energy and computational resources, or adapt to changes in the mission.
Thus the evaluation covered fundamental principles of resource management, task
management, and use cases involving human-robot interaction and multi-robot
systems. III further evaluates the HRI multi-modality aspects, enabled via UMREF,
which are not reiterated in this work.

While the demonstrations provide a functional overview of TeMoto, long-term
deployment of a TeMoto-enabled robot or multi-agent fleet in an actual high-risk
scenario is to be conducted. Also, in addition to qualitative comparison with re-
lated work (see Section 4), it would be valuable to collect quantitative data based
on developer feedback (time spent on programming a behavior, etc) in a compar-
ative user study.

The demonstrations did not cover decentralized multi-robot task execution (as
opposed to a centralized setup outlined in Sections 8.2, 8.3, and 8.5), but the
capability is fully implemented, tested via continuous integration, and available
as a part of TeMoto Action Engine'.

Finally, quantitative evaluation of robotic autonomy architectures is an open
question in the robotics community. In most cases (including this work) evalu-

I github.com/temoto-framework/temoto_action_engine
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ations are predominantly performed qualitatively, demonstrating the features in
related context. Yet the results are rarely comparable on quantitative level, as
there are no uniformly accepted performance metrics. Benchmarking suites for
autonomous robotic tasks in, e.g., rescue[90] and manufacturing[91] scenarios
have also been proposed, but are yet to receive wider adoptance by the robotics
research community.

9.4. Lessons Learned

Developing and maintaining a research-driven and constantly evolving code-base
has come with it’s own challenges, which have lead to some useful insights.

Naming in the code - With a growing code-base, the names of classes, vari-
ables, methods, etc., should be carefully considered. At first glance such sug-
gestion might sound a bit obsessive and unnecessary. But once a specific name
has propagated as a dependency through other code modules, potentially hosted
on separate repositories, renaming may become a chore that can potentially even
break the code. Thus it might not hurt to sit down for a bit and even ask opinions
when coming up with names for the structural elements of the code.

Prototype vs production - Avoid production-driven perfectionism rabbit-holes,
but do not start prototyping without giving some thought either. When implement-
ing code, finding a balance between a minimally viable and a feature-complete
"production-ready" solution helps to save significant amount of work down the
road. One should always ask the question of "what is the domain and scope of the
use-case” and narrow down the set of features that are fundamentally necessary,
and which are not. The reasoning is that without fully understanding the domain
(which can occasionally happen), the code is likely subject to refactoring. And
even if the domain is fully known, the path to the final solution is often not. In
that light, usually non-critical features are to be changed or removed completely,
and thus a minimally viable implementation for non-critical code will suffice. The
opposite of it can be considered as a premature optimization. Yet the critical fea-
tures need more consideration, as these are the foundational building-blocks that
are used to structure the code and may necessitate a cascade of unplanned changes
if not laid out carefully.

Sleep on it - As unoriginal it may sound, knowing when to take a break may
avoid unnecessary stress. Often the solutions for a specific design problem, or
a bug in the code are non-trivial. One may arrive at a solution as a result of
thorough and systematic analysis, but that is not always guaranteed to happen.
Such moments induce the feeling of incompetence and frustration. The more
likely reason for not finding a solution is not incompetence, but the fact that there
is a lot of information to process. In such cases forcing oneself to work without
any significant breaks does not assure success. Sleeping on it might give time to
truly absorb the complexity of the subject.
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10. CONCLUSION

Robotic autonomy, especially in unpredictable and hazardous application domains,
is a non-trivial challenge, which aims to combine two almost contradictory aspects
- system reliability and complexity. Even from a purely statistical perspective,
the fewer components or points of failure a system has, the more reliable it is.
Thus teleoperated robotic systems, often even controlled over a wired commu-
nication link, are preferred in, e.g., nuclear decontamination and decommission-
ing tasks. Yet conditions where wired connection is not an option and wireless
connection is intermittent (extravehicular activities during planetary exploration,
semi-collapsed caves, etc), the direct teleoperation needs to be gradually replaced
with semi or fully autonomous capabilities without compromising system relia-
bility.

The effort undergone in researching robotic autonomy architectures is indi-
cated by the emergence of task management tools, such as SMACH]S5], Behav-
iorTree.Cpp[6], RAFCON][7], TaskForce[8]; component-based system modeling
and runtime reconfiguration tools, such as Rorg[9], MROS[10], Dyknow[11], or
Dr-Bip[12]; multi-robot task management frameworks, e.g., Open-RMF[13]; UX
and HRI guidelines[14], [15]; and robotic application development frameworks,
such as ROS[16] or YARP[17]. Despite the numerous advances and tools avail-
able, developing a universally adaptive, multi-agent configurable, and scalable
software architecture for robotic autonomy remains an ongoing challenge in the
robotics community [3], [18].

The goal of this work was to design a software architecture that facilitates
the deployment of autonomous robots to high-risk and high-complexity task do-
mains. Thus, the desired architectural features, as well as architectural design
principles were analyzed in the given context. Adaptability, scalability, and sup-
port for multi-agent and human-robot collaboration were concluded as the desired
features for such a robotic system, with the syndicate architecture chosen as a
reference for design and development. Based on the qualitative analysis, the re-
quirements were defined which were used both as a baseline for comparing related
work and for deriving and implementing a novel software framework — TeMoto.

TeMoto focuses on the task management (executive layer) and resource man-
agement (functional layer) aspects of the robotic autonomy stack, emphasizing
adaptive and scalable system design. The layers are combined via ROS-based
middleware infrastructure, streamlining the integration with the variety of soft-
ware modules available in the ROS ecosystem. The task management layer con-
stitutes a novel domain-specific language, the Unified Meaning Representation
Format (UMRF), along with a modular C++ based executive, the TeMoto Action
Engine, which can execute decentralized multi-agent tasks outlined in UMRF no-
tation. The intention of UMREF is to provide a flexible notation for describing
tasks, which helps to decouple command sources (user input, etc) from executive
layer tools. The resource management layer on the other hand provides dynamic
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control over resources, e.g., sensors, actuators, and algorithms. Often resources
are assumed to have a fixed configuration throughout the application’s lifecycle.
Yet during long-term deployment or in unpredictable conditions, unexpected is-
sues may occur which could alleviated by programmatically reconfiguring the
system setup, i.e., switch from a damaged sensor setup or unreliable controller
configuration to a stable one. TeMoto’s resource management provides a set of
tools to dynamically start, stop, combine, and monitor resources.

Five technical demonstrators were outlined to evaluate the feasibility of TeMoto.
The evaluation focused on demonstrating the dynamic or deployment-time capa-
bilities of TeMoto, enabling the robot to autonomously reconfigure its resources
and tasks at hand to overcome hardware/software errors, conserve energy and
computational resources, and adapt to changes in the mission. Thus the evalua-
tion covered fundamental principles of resource management, task management,
and use cases involving human-robot interaction and multi-robot systems. The
demonstrations cover the major functional aspects of TeMoto, indicating the po-
tential of utilizing it as a core autonomy architecture for robots deployed in high-
risk and high-complexity task domains. Still, TeMoto is yet to be tested in a
full-scale scenario involving long term deployment in challenging environments
interlaced with complex user and multi-robot interactions.

The development of TeMoto is an ongoing process, and this work captures the
current state, outlining the core design principles and set of implemented tools.
TeMoto continues to push the research of robotic autonomy, with the goal of
streamlining the development of reliable and adaptive robotic systems.
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SISUKOKKUVOTE

TeMoto - tookindlate, adaptiivsete ja koostodvoimeliste
autonoomsete robotite arendamise tarkvararaamistik

Autonoomsete robotite arendamise iiks suurimaid motivatsioone on vdtta inimes-
telt ilile to6d, mis on eluohtlikud, stressirohked ja fiiiisiliselt rasked. Samas on
usaldusvédrse autonoomia saavutamine ettearvamatutes ja ohtlikes rakendusvald-
kondades (tulekahjud, tuumajéditmete ja tuumakriiside haldamine, ehitise rusudes
tootamine, kosmosemissioonid, jne) viljakutse, mis eeldab arendatavalt siistee-
milt kaht vastuolulist omadust - korget usaldusviirsust ja komplekssust. Seetot-
tu eelistatakse véljakutsuvates keskkondades kaugjuhitavaid robotisiisteeme, kus
usaldusvédrse soorituse tagab kvalifitseeritud operaator. Kui aga roboti kaugjuhti-
mine ei ole vdoimalik (liiga suured vahemaad, keeruline keskkond, jne), peab robot
olema paratamatult kas pool- voi tdielikult autonoomne.

Kéesoleva doktorit6od eesmérkideks on: a) analiiiisida tarkvara arendamise print-
siipe, mis aitavad suurendada robotite autonoomia taset riskantsete ja keerukate
ilesannete puhul; ning b) arendada vilja tarkvara arhitektuur, mis on kooskdlas
nende printsiipidega. Antud doktorit6d peamiseks viljundiks on tarkvara raamis-
tik TeMoto, mis vdimaldab arendada adaptiivseid, skaleeruvaid, robot-robot ja
inim-roboti koostodle orienteeritud robotite tarkvara.

TeMoto on struktuurselt kolmekihiline arhitektuur (three layer architecture),
mis on kohandatud detsentraliseeritud ja hajusate mitme-roboti siisteemide jaoks,
ja haldab kiitusaegselt nii roboti missiooni (tditevkiht, ing. k. executive layer) kui
ka tarkvara/riistvara ressursse (funktsionaalne kiht, ing. k. functional layer). Mis-
sioonide kirjeldamiseks on kdesoleva t66 raames arendatud vélja formaat (Unified
Meaning Representation Format, ehk UMRF), mis vdimaldab kirjeldada komp-
leksseid, hierarhilisi, ja mitut robotit hdlmavaid missioone JSON-vormingus.
UMREF’il baseeruvaid missioonikirjeldusi haldab C++ pdhine teek TeMoto Action
Engine, kus iga missiooni alamkomponent (navigeerimine, objektide manipulee-
rimine, jne) on diinaamiliselt laetav ja kontrollitav plugin. Ressursside haldamise
kiht vdimaldab diinaamiliselt kontrollida hierarhiliste ressursside elutsiiklit, taga-
des ressursi korrektse allokeerimise/deallokeerimise ja veahalduse kanali. TeMoto
on avatud lidhtekoodiga ja mdeldud eeskitt tootamiseks nii ROS-i kui ROS2-ga,
kuid pShitdodriistu saab kasutada ka viljaspool ROS-i.

Antud t66 on valideeritud erinevate stsenaariumite podhjal, mis kitkevad res-
sursside ja iilesannete haldamist, ning inim-robot ja robot-robot koosto6d. TeMoto
tarkvararaamistik on pidevas arenduses, ning kdesolev t60 annab iilevaate TeMoto
hetkeseisundist, peamistest disainipdhimdotetest, arendatud tooriistadest ja tulevi-
kusuundadest.
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