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Abstract

For a key stream to be cryptographically
secure, it must be sufficiently random (i.e.,
unpredictable). This study tested the ran-
domness of a set of typewritten, WW2-
era German diplomatic key stream tables.
Character objects were extracted from im-
ages of the tables using computer vision,
and a bespoke convolutional neural net-
work (convnet) was trained to classify
these objects as digits (from 0-9). The
convnet had a mean cross-validated test-
ing balanced accuracy of 93.7% (stan-
dard deviation: 0.7%). N = 74,979 dig-
its were extracted and classified from the
images. Randomness was tested with the
arithmetic mean, chi-squared, runs, and
Monte Carlo pi tests; the key stream failed
all four tests with 95% confidence. One
digit appeared to be over-represented, and
two others under-represented in the ta-
bles. Analysis suggests that the under-
represented digits may be a simple artefact
of computer vision error/bias, but the over-
represented digit did not appear to have re-
sulted from computer vision and/or clas-
sification error/bias. Reference streams
generated with the Mersenne Twister and
Linux OS entropy passed all four tests.
WW2-era German diplomatic key stream
tables may have lacked randomness. The
extent to which this could potentially be
exploited by cryptanalysts is unknown.

1 Introduction

Random numbers are used extensively in cryptog-
raphy, for example in one-time pads (OTPs). Un-
der the usual OTP assumptions including ‘true’
key randomness and no key re-use, text encrypted
with the OTP cannot, in theory, be decrypted by

any means except by using the very same key
stream that encrypted it. Modern computer sys-
tems can, in theory, provide strong (or at least,
sufficient) randomness quickly and efficiently. For
example, the Linux operating system generates
pseudo-random numbers by collecting data in
the form of noise from the computer’s environ-
ment/hardware (‘entropy’), such as time between
keystrokes (Nakov, 2019), and transforming these
data into seeds for cryptographic random number
generators. Historically however, the process of
generating random numbers (without computers)
was more time-consuming, less efficient, and po-
tentially less cryptographically secure. As a purely
demonstrative example, one could continuously
re-roll a 10-sided die labelled 0-9, but even with
many dice this process would be extremely time-
consuming, and the dice could be manufactured or
rolled in such a way that is biased, and the result-
ing key stream may contain patterns that could be
exploited by cryptanalysts (at least in theory).

Nevertheless, key streams were generated man-
ually and used extensively in the 20th century.
From a cryptographic perspective, it is interest-
ing to test the extent to which these key streams
were random. If tables of historical key streams
are found to lack randomness, then this could im-
ply a degree of insecurity in texts encrypted with
the tables.

Because historical key stream tables were type-
written on paper, the first task in analysing these
tables for randomness is to read the key streams
into a computer. Since the tables consist of thou-
sands of digits, digitizing them by hand would be
extremely slow and prone to human error, but tools
exist to automate the process, namely computer vi-
sion (to detect and segment characters on the page)
and classifiers (to determine which digit the char-
acter represents). Once digitized, the second task
is to test the key stream for randomness, for which
many methods have been developed (Foley, 2001;



Kenny, 2005).

The aim of this study was to digitise historical
key stream tables and test them for randomness,
investigating bias both in the physical tables and
in their digitization.

2 Methods

2.1 Data Source

The historical key stream tables used in this
study come from German diplomatic tables from
around the period of the Second World War, which
were preserved in the United Kingdom’s National
Archives. As shown in Figure 1, the particular set
of tables used in this study consist of thousands of
digits prepared in groups of five, with 13 columns
per page, dozens of rows per page, and multiple
pages. The method used to generate these par-
ticular tables is unknown to the author, as is the
purpose of the tables and their possible relation
to the broken German OTP system described by
Filby (1995).
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Figure 1: Example image of the historical key
stream tables used in this work. Image courtesy
of Sir Dermot Turing and the National Archives.

2.2 Pre-Processing

Colour images of the tables were taken with a
smartphone and saved in PNG format. The im-
ages were cropped as best as possible to contain
only digits. These cropped image files were read
into a Jupyter Notebook using the Open Source
Computer Vision (cv2) Python package (2025).
The imported images were converted to black-
and-white, with adaptive Gaussian thresholding
used to remove noise that might impact subse-
quent steps.

2.3 Computer Vision for Detection and
Segmentation

Characters (digits) were identified by their co-
ordinates in each pre-processed image using the
Python-tesseract package; a python wrapper for
Google’s Tesseract optical character recognition
engine (2024).

2.4 Digit Classification

Although Tesseract itself provides a classification
(i.e., digit label) for each identified character, it
was quickly realised that this pre-trained classifier
performed poorly on the tables used in this study,
e.g. by confusing the digits ‘3’ and ‘5’ (see Sec-
tion 3). Therefore, it was necessary to build a be-
spoke classifier trained on these specific tables (as
opposed to other texts).

For this purpose, a convolutional neural net-
work (convnet) was built in Python using the Ten-
sorFlow (2025) and Keras (2015) packages. This
convnet used a simple, feed-forward (sequential)
architecture with three hidden convolution layers
(each with a convolution window size of 3; and
with 32, 64, and 128 respective filters; and each
followed by pooling layers), as well as a dropout
layer to prevent over-fitting. Batch sizes from 16
to 128, and epoch numbers from 50 to 300 were
tested. The model was evaluated with three-fold
cross-validation to estimate the generalisation per-
formance. Balanced accuracy (as opposed to stan-
dard accuracy) was used as the evaluation metric
to account for class imbalance (some digits ap-
peared more frequently than others).

To train and evaluate the convnet, a dataset of
N = 651 manually-labelled characters was cre-
ated. This dataset included noise ‘characters’ (i.e.,
blobs detected by Tesseract representing ink/paper
artefacts rather than real digits) which were treated
as a separate, 11th class/category. After evalua-
tion, the convnet was fitted to this entire dataset,
and the final trained/fitted convnet was applied to
all available images of the tables to create a final
key stream dataset to be tested for randomness.

2.5 Testing for Randomness

Four tests for randomness were used, testing dif-
ferent aspects of the key stream:

1. Arithmetic Mean (X) Test: In the limiting
case, the frequencies of truly randomly-
generated digits from 0-9 should be
equal. The theoretical arithmetic mean
of a truly random key stream is then
F = 0+1+2+3+41J65+6+7+8+9 — 4.5, where

each digit has equal weight due to equal

frequencies. To test whether the centrality of

a key stream of length n is consistent with

this theoretical value with 95% confidence,

the observed arithmetic mean X, standard

deviation s, and 95% confidence interval




%itcﬁ of the key stream can be calculated,
where f. is the t-value corresponding to the
significance level a = 0.05 and degrees of
freedom df = n— 1. If the 95% confidence
interval contains the theoretical value, then
the arithmetic mean test is passed with 95%
confidence, in support of the randomness of

the key stream; otherwise, it is failed.

2. Chi-Squared (x?) Test: The expected (theo-
retical) frequencies for n total digits 0-9 gen-
erated randomly are all f, = 15 (a discrete
uniform distribution). Pearson’s chi-squared
test can be used to compare the distribution
of observed frequencies fo in a key stream of
length n to the expected frequencies fe. The

) (fo—fe.)?
7 fe.i ’

where the sum is over the k = 10 digits 0—

9. This test statistic is compared to a chi-
squared distribution with df = k— 1. If the
p-value of the test is > o = 0.05, then the
chi-squared test is passed with 95% confi-
dence, in support of the randomness of the
key stream; otherwise, it is failed. Whereas
the arithmetic mean test can be passed with-
out equal frequencies (e.g. if the digits 0 and
9 are equally inflated), the chi-squared test
detects unevenness in the frequencies. This
test used the SciPy Python package (Virtanen
et al., 2020). It can be thought of as an exten-
sion to decimal sequences of the Frequency
(Monobit) Test for binary sequences in the
NIST Statistical Test Suite (Bassham et al.,
2010).!

test statistic is given by D

3. Runs Test: A random key stream should not
contain trends, i.e. long runs of values all
above/below the median; or cyclic effects,
i.e. regular oscillations about the median.
A runs test can be used to test for the pres-
ence of these effects in a key stream. If the
p-value of the test is > o = 0.05, then the
runs test is passed with 95% confidence, in
support of the randomness of the key stream;
otherwise, it is failed (Bradley, 1968, Chap-
ter 11). This test used the statsmodels Python
package (Seabold and Perktold, 2010). It
can be thought of as an extension to deci-
mal sequences of the Runs Test for binary
sequences in the NIST Statistical Test Suite

For a similar example using the normal distribution, see

Tomasek et al. (2021).

(Bassham et al., 2010).

4. Monte Carlo Pi Test: A circle of radius
r=1and area A, = 1> = 1, and a square
of side length ¢ = 2 and area Apy = o> = 4
are centered on the origin of a Cartesian co-
ordinate system. The ratio between these
shapes’ areas is 2—; =7 &= %". n points
are placed randomly in the two-dimensional
space. The number of points that fall in-
side the circle n, < A,. The number of
points that fall inside the square n, + ny o<
Apn, where ny denotes the number of points
that fall inside the square but not the cir-
cle. In the limiting case, 7 = lim n:‘T";O/,
and an estimate for 7 for some finite n is

given by # = nif;’lo, with approximate 95%

w(4—m)

confidence interval & +z,. , where z,
is the z-score corresponding to the signifi-
cance level ov = 0.05. A key stream can
be divided into successive strings of six dig-
its (e.g. 160930, 717903, ...), which are
then divided by 1,000,000 to produce ran-
dom numbers from 0.00000 to 0.999999 (e.g.
0.160930, 0.717903, ...). Successive pairs
of these numbers are treated as coordinates,
e.g. (x=0.160930,y =0.717903). If the dis-
tance between this coordinate and the origin
d = \/x*>+y* <=r, then n, is incremented
by one, else if d > r then ny is incremented
by one. & and its 95% confidence interval are
then calculated with the equations above. If
the 95% confidence interval contains the true
value of 1 =3.14159..., then the Monte Carlo
pi test is passed with 95% confidence, in sup-
port of the randomness of the key stream;
otherwise, it is failed (Li and Nakano, 2022;
Nakade, 2025).

2.6 Reference Streams

Two reference key streams with lengths equal to
the historical tables were produced with the fol-
lowing methods:

1. Mersenne Twister (MT): the reproducible
random number generator used in the
‘random’ Python package (Matsumoto and
Nishimura, 1998; Python Software Founda-
tion, 2025a).

2. Cryptographically Strong Pseudo-Random
Number Generator (CSPRNG): the non-
reproducible random number generator used



in the ‘secrets’ Python package, which “pro-
vides access to the most secure source of
randomness that your operating system pro-
vides” (Python Software Foundation, 2025b).

All four tests for randomness were applied sep-
arately to the historical key stream and reference
streams.

3 Results

For the convnet, 100 epochs and a batch size of 32
resulted in the optimal mean cross-validated test-
ing balanced accuracy (93.7%, with a standard de-
viation of 0.7%) without evidence of overfitting
(perfect mean cross-validated training balanced
accuracy, which was observed for more epochs).
By way of comparison, the pre-trained Tesseract
classifier (configured for single digits) achieved a
balanced accuracy of just 21.7% on the objects it
extracted from the training image. This demon-
strates the superiority of a bespoke convnet for
classification of obscure text images whose prop-
erties are unlike those Tesseract was trained on.

The tables contained N = 83,390 digits total.
Tesseract extracted N = 81,252 objects from all
historical key stream images combined, of which
the final convnet classified n = 74,979 as digits
from 0-9, and n = 6,273 as noise which were re-
moved for subsequent analyses.

Table 1 shows the results of the randomness
tests for each key stream. Both reference streams
(MT and CSPRNG) passed all four tests, while the
historical key stream failed all tests.

Test H MT CSPRNG
x Failed Passed Passed
X 4.228 4.511 4.492
95% CI) | (4.207, (4.490, 4.472,
4.248) 4.532) 4.513)
217 Failed Passed Passed
p-value < 0.001 0.307 0.415
Runs Failed Passed Passed
p-value < 0.001 0.148 0.152
T Failed Passed Passed
b4 3.319 3.133 3.149
95% CI) | (3.279, (3.092, (3.108,
3.360) 3.174) 3.189)

Table 1: Randomness test results with 95% confi-
dence. H means historical key stream tables. MT
means Mersenne Twister. CSPRNG means cryp-
tographically strong pseudo-random number gen-
erator.

Figure 2 visualises the Monte Carlo 7 test re-
sults. There appears to be a small cluster of co-

ordinates from the historical key stream tables
around x =~ 0.3, y = 0.3 (see Section 4).

e H MT .

CSPRNG —— Circle

H: & 3.319 (95% CI: 3.279-3.360) Error = 5.7%
MT: 7~ 3.133 (95% CI: 3.092-3.174) Error = 0.3%
CSPRNG: 7 2 3.149 (95% CI: 3.108-3.189) Error = 0.2%

Figure 2: Monte Carlo estimates for the constant
. N = 6,248 points derived from N = 74,976
digits per method (six digits per co-ordinate, two
co-ordinates per point). The dark grey ring around
(x~ 0.3, y~0.3) is a visual indicator of the clus-
ter of co-ordinates from the historical key stream
tables.

4 Discussion

This study found statistical evidence for lack of
randomness in a digitization of historical key
stream tables used by diplomats in WW2-era
Germany. The digitized key stream’s arith-
metic mean was too low. Inspection of the
raw frequencies reveals that this is due to over-
representation/inflation of the digit 3, and under-
representation of the digits 8 and 9. The over-
representation of the digit 3 in particular (n =
9,894 compared to the theoretical n = 7,498) ex-
plains the cluster observed in Figure 2, as well as
the failings of both the 2 and 7 tests. The fail-
ing of the runs test also implies that the digitized
key stream contains trends, but the extent to which
these trends could be exploited by cryptanalysts is
unknown.

The major limitation of this study is that bias
could have been introduced in the digitization pro-
cess for the historical key stream tables; if the
computer vision and/or the convnet digit classifi-
cation under/over-extracted/classified one or more
digits, this in turn could have biased the results
of the randomness tests. E.g., if the computer vi-
sion systematically failed to recognise the digit ‘3’



(which had the highest measured frequency), or
the classifier systematically mistook the digit ‘8’
(which had the lowest measured frequency) for the
similar-looking digit ‘3’, then it may be erroneous
to conclude that the historical key stream lacked
randomness.

Bias was investigated by manually counting the
frequency of the digits 3, 8, and 9 in the train-
ing image, and comparing these to (1) the number
of Tesseract-extracted digits from this image; and
(2) the number of convnet-classified digits in this
image. There were n = 64 digit 3s, n = 57 digit
8s, and n = 61 digit 9s in the training set image.
Tesseract extracted n = 59 digit 3s, n = 44 digit
8s, and n = 58 digit 9s intelligibly (remaining dig-
its in the training set were extracted by Tesseract
but with additional digits in the same extraction,
e.g. in one case, ‘34’ was extracted as a single ob-
ject. These were labeled manually as noise). Thus,
Tesseract under-represented the number of digit
3s, 8s, and 9s by five, thirteen, and three counts,
respectively in the training set image. This likely
explains the apparent under-representation of digit
8s (and possibly digit 9s, though to a lesser ex-
tent) in the historical tables (when computer vi-
sion and the convnet were applied to all available
images), but does not explain the apparent over-
representation of digit 3s in the historical tables,
since the biasing effect from Tesseract would work
in the opposite direction. The convnet classified
n = 60 digit 3s, n = 44 digit 8s, and n = 58 digit
9s from the Tesseract extractions; thus, the con-
vnet is unlikely to have introduced substantial bias
as these are identical or very similar to the num-
ber of Tesseract extractions for each digit. Thus,
the observed under-representation of digit 8 in the
historical key stream may be a simple artefact of
computer vision error, but the over-representation
of digit 3 may not.

In conclusion, computer vision and convolu-
tional neural networks can be used to digitize his-
torical key streams. The particular digitized key
stream in this work, the purpose of which is un-
known, appeared to lack randomness in basic sta-
tistical tests. This finding may raise real doubts
about the security of the key stream from a mod-
ern cryptographic perspective, but does not alone
prove practical cryptanalytic exploitability. Bias
introduced by computer vision and the convnet
cannot be ruled out for some digits but appears less
likely for others.
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