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Abstract

In the field of cryptography, identifying
the type of cipher used in an encrypted
message is crucial to effective cryptanal-
ysis. Thus far, from a machine learn-
ing perspective, this classification prob-
lem has been tackled using specifically
designed models, such as the Neural Ci-
pher Identifier (NCID), which require data
generation and model training capabili-
ties. The recent advent of Large Lan-
guage Models (LLMs) raises the following
question: Can this classification problem
be approached more effectively through
prompt engineering? This paper explores
various generic strategies for prompt engi-
neering, such as chain-of-thought and in-
context learning, by evaluating thousands
of generated prompts for classical ciphers
using open-source LLMs (on an Nvidia
DGX system) and ChatGPT (via a browser
interface and API). The classification ac-
curacies achieved through these prompt-
ing techniques are compared with those
obtained by NCID. Although our find-
ings indicate that NCID still significantly
outperforms the use of LLMs for cipher-
type detection, the latter offers a more ac-
cessible approach to cryptography tasks.
Both methods can benefit from domain-
specific knowledge in cryptanalysis, high-
lighting the importance of expert input in
improving initial classifications and han-
dling complex cipher types.

1 Introduction

By exploiting weaknesses in a cipher algorithm, a
cryptanalyst can attempt to decrypt the ciphertext
without knowledge of the key (ciphertext-only at-
tack) or to find the key, when both plaintext and ci-
phertext are known (known-plaintext attack). For

these attacks, the cryptanalyst must first discover
the type of cipher used to encrypt the original mes-
sage. With this knowledge, they can decide on
specific techniques appropriate for discovering the
message or key of the ciphertext. Since there are
a large number of possible cipher types, an au-
tomatic tool that discovers the actual cipher type
can be very useful. We want to explore prompt
engineering with pre-trained large language mod-
els (LLMs) as an alternative to established ma-
chine learning (ML) models for the task of cipher
type detection of classical ciphers.

Training ML algorithms on ciphertexts has
proven to be quite successful in identifying the
cipher type of a given ciphertext. Neural Cipher
Identifier (NCID) (Leierzopf et al., 2022) utilizes
ML architectures that employ feature engineering
and feature learning approaches, trained with fea-
tures designed by experts in cryptanalysis and fea-
tures automatically discovered from ciphertexts,
respectively. These models can detect 55 classical
cipher types standardized by the American Cryp-
togram Association (ACA)! with an accuracy of
82.78% (Leierzopf et al., 2021). Later additions
included the recognition of five World War II-era
rotor ciphers, achieving accuracies of 75.82%.”
Although ML architectures are able to classify ci-
phertexts accurately, training them requires sig-
nificant resources and considerable expert knowl-
edge. Although the feature learning approach re-
quires less domain knowledge, significant soft-
ware engineering expertise is still required to im-
plement the training process. The preparation of
data, assembly of models, and implementation of
training and evaluation loops all require consid-
erable programming knowledge. Once the mod-
els are trained, they need to be stored and made

ISee: https://www.cryptogram.org/

ZFor details see: https://github.com/cryptoo
l-org/ncid#extended-models-trained-for-r
ecognition-of-aca-and-rotor-ciphers
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available to users, which requires dedicated hard-
ware. All these requirements prevent curious,
less-technical users from implementing their own
cipher identification schemes. Additionally, the
trained ML models can only classify the fixed set
of cipher types that they were given as input in
the training process. Therefore, ciphertexts of an
unseen cipher type will be classified as the wrong
cipher type.

The advent of LLMs presents new tools for text
recognition and processing. This research project
evaluates whether they provide new approaches
for cryptanalysis and, therefore, for the recogni-
tion of cipher types. Our assumption is that the
underlying Transformer ML architecture, with its
self-attention mechanism (Vaswani et al., 2017),
should be able to identify the relations between
the characters of the ciphertexts. The presented
work explores the performance of several LLMs
in classifying ciphertexts using only prompt engi-
neering and compares the resulting classifications
to those of NCID. Using the ability of LLMs to
learn new tasks without explicit training, known
as in-context learning, the process of prompt engi-
neering attempts to improve the output of an LLM
solely by altering the textual input to the model
(Brown et al., 2020). Enabled by their pattern
matching capabilities (Mirchandani et al., 2023),
LLMs show potential for the task of ciphertext
classification. Using in-context learning of an ex-
isting LLM as well as prompt engineering, there is
no need to train a specialized ML model, thus low-
ering the barrier for less technical users. Ideally,
they can perform an analysis simply by writing a
detailed prompt and submitting it via the interface
of an existing LLM. Given the unstructured for-
mat of the prompts, we expect the LLMs to be
more flexible about the selection of cipher types
that they can classify.

Given these considerations, this paper aims to
answer the following research questions:

RQ1 How capable are LLMs in classifying clas-
sical ciphers using prompt engineering tech-
niques?

RQ2 How do the classifications of LLMs com-
pare to those of specific self-trained ML mod-
els?

RQ3 Does the prompt engineering approach en-
able less-technical users to classify classical
ciphers?

To answer these questions, we explore the ca-
pabilities of different well-known and performant
LLMs in classifying the same 60 classical ciphers
(85 ciphers standardized by the ACA as well as
five World War Il-era ciphers) as examined by
NCID, along with a plaintext type for compari-
son. For modern ciphers like AES or Triple DES,
this classification should not work, as their ci-
phertexts show significantly fewer identifiable fea-
tures. However, as Gohr showed in (Gohr, 2019),
ML-based cryptanalysis of modern ciphers can be
effective if they are round-reduced. The explored
LLMs include OpenATI’s ChatGPT, Meta’s Llama,
and Mistral’s Mistral and Mixtral models.

In Section 2, NCID and its trained ML models
for ciphertext classification are described. After-
wards, in Section 3, the generation of the cipher-
texts and our developed prompt engineering strate-
gies are presented. Section 4 discusses the accura-
cies achieved using the different strategies and the
tested LLMs. Lastly, in Section 5, the classifica-
tions using LLMs are compared to those of NCID,
and the usefulness of LLMs for the classification
of ciphertexts is assessed.

2 Self-trained ML-based Classification

Self-trained ML models have already been shown
to provide useful classifications of classical cipher
types. Nuhn and Knight (2014) used neural net-
works to classify 50 classical ciphers of the ACA.
They were able to associate 58.5% of the evaluated
ciphertexts with the correct cipher type. Sivagu-
runathan et al. (2010) classified the three ciphers
Playfair, Hill, and Vigenere using neural networks
as well. In the following paragraphs, NCID will
be presented in more detail.

NCID uses multiple self-trained ML models to
implement ciphertext classification. Initially, it
was trained to recognize 55 classical ciphers stan-
dardized by the ACA (Leierzopf et al., 2022). A
further addition enabled the classification of the
five World War Il-era ciphers: Enigma, M209,
Purple, Sigaba, and Typex.> NCID can be used
through the Web interface at: https://www.
cryptool.org/cto/ncid/. The models
were trained with millions of ciphertexts gener-
ated from plaintexts from the Gutenberg library*.

3Details about these additions can be found at: https :
//github.com/cryptool-org/ncid#extended
-models-trained-for-recognition-of-aca
—and-rotor-ciphers

4See: https://www.gutenberg.org/



For the classifications of the ACA ciphers, the
length of the ciphertexts was set to 100 characters.
This number was not determined by systematic re-
search, but because it demonstrated usefulness in
previous explorations. Ciphertexts of this length
can be identified by manual or computer analy-
sis, while significantly shorter ciphertexts cannot
be identified meaningfully by either method, as
they lack sufficient information for an unambigu-
ous statistical evaluation. For the further addition
of the rotor ciphers into NCID, the length of the
ciphertexts was changed to a variable length be-
tween 100 and 1000 characters. These longer ci-
phertexts are needed to differentiate between the
rotor ciphers, reducing the uncertainty seen in
classifications with shorter ciphertexts. Given the
advanced cryptographic complexity of the rotor ci-
phers, shorter ciphertexts show too few recogniz-
able features for precise identification.

The four ML architectures feedforward neu-
ral network (FFNN), random forest (RF), Naive
Bayes (NB), and support vector machine (SVM)
were trained using a feature engineering approach
that takes advantage of statistical features devel-
oped beforehand with expert knowledge in the do-
main of cryptanalysis. These features calculate
general statistics of the ciphertexts, like the fre-
quencies of single or multiple letters, the index
of coincidence, and specific features targeting in-
dividual cipher types. In addition to the feature
engineering approach, the two ML architectures
Transformer and long short-term memory (LSTM)
are trained using a feature learning approach. This
approach requires the models to derive the proper-
ties of the cipher types without input from expert
knowledge, as they are trained solely on raw ci-
phertexts.

The actual training process was performed it-
eratively, with a given upper limit of iterations
to perform: The models are trained until either
this limit is reached, or the process is automat-
ically stopped because the models have not im-
proved for a while. For each iteration, the gen-
erated ciphertexts need to be prepared. First, they
need to be mapped into a numerical representa-
tion to be processable by the ML models. For
models using a feature engineering approach, the
features of the numerical ciphertext representation
are calculated. Models using the feature learn-
ing approach will use the numerical representation
directly. Once the ciphertexts are processed, the

models are trained with the processed ciphertexts
and their corresponding cipher types as input. Af-
ter the training process is completed, the models
are evaluated on another previously unseen set of
ciphertexts. This time, the models are only pro-
vided with the ciphertexts and have to predict the
cipher type. The predicted cipher type of each
ciphertext is compared to the actual cipher type,
and the percentage of correctly predicted cipher
types of all evaluated ciphertexts is printed as the
model accuracy. The training process must be re-
peated until all ML models are trained. Finally,
the trained models are integrated into an ensemble
model, combining their strengths and achieving an
accuracy of 75.82% in correctly classifying the 55
ACA and five rotor ciphers.

To achieve these accuracies, many iterations
were spent developing the training pipeline, look-
ing for and improving features, and tweaking the
hyperparameters of the ML architectures. De-
pending on the ML architecture, the models were
trained between a few hours and up to a week on
Nvidia DGX-1 hardware®. The resulting models
have a combined size of about 2.5 GB. After the
training process is completed, the models can clas-
sify new ciphertexts on less powerful hardware.
Although training can take multiple days, the clas-
sification of a new ciphertext takes only a fraction
of a second on a normal web server.

3 Prompt Engineering Method

For the evaluation of prompt engineering tech-
niques, the same classical cipher types, as sup-
ported by NCID, are selected. These cipher types
include the 55 ACA ciphers, the five rotor ciphers,
and a plaintext type. The selection allows compar-
isons with the classifications of NCID and possi-
bly other tools. For simplicity, the plaintext type
will not be differentiated from the cipher types in
the rest of this text and will simply be referred to
as another cipher type. Thus, a total of 61 “ci-
pher types” are evaluated. Approximately one mil-
lion ciphertexts are created from randomly gen-
erated keys and randomly selected English plain-
texts from the Gutenberg library, as was done for
the training of NCID. The ciphertexts have a fixed
length of 100 characters according to the imple-
mentation of NCID without the rotor ciphers. Sec-

SFor more details see: https://github.com/cry
ptool-org/ncid#original-models-trained-f
or-recognition-of-aca-ciphers



tion 4 provides a discussion of longer ciphertexts.
When using variable-length ciphertexts, we ob-
served a tendency of the LLMs to classify cipher-
texts based primarily on their length. As a first
step, all generated ciphertexts are randomly split
into a training set and an evaluation set to prevent
leakage of the ciphertext into the context of the
classification prompts. Therefore, the evaluation
set only contains the ciphertexts that will be clas-
sified.

3.1 Naive Approach

First, we tried a naive approach of supplying a
simple prompt to the LLM for classification. Al-
though this naive approach does not yield useful
results, it demonstrates basic knowledge of the
LLMs about some of the ciphers standardized by
the ACA and the five rotor cipher machines of
the World War II era. Box 1 shows such a naive
prompt. The prompt lists the ciphertext and the
basic instruction to classify this ciphertext as one
of the investigated ciphers.

To improve on the naive approach, the struc-
ture and context provided in a prompt are impera-
tive. In an iterative process, many parameters and
prompt engineering techniques were tested. Zero-
shot, few-shot, and chain-of-thought are examples
of such prompt engineering techniques found in
literature.

The following paragraphs detail three differ-
ent strategies, developed by ourselfs for building
prompts, using the most promising parameters and
techniques. We will refer to these three strategies
as the standard classification strategy, the clus-
tered classification strategy, and the binary classi-
fication strategy. The results obtained from these
strategies are compared in Section 4.

You are a cryptanalyst. What is the type of ci-
pher of the following ciphertext in quotes “vetntw
ornottlyiyettrehotlayneteaofeenfrertrecsheehrrlsm
shngoecosehgsaotareoentuitdfrhuidlaotfdinhdxo™?

Your options are: “quagmire4”, “grandpre”, “ni-
hilist_transposition”, ....

Box 1: A naive prompt, instructing an LLM to
classify the given ciphertext.

3.2 General Considerations

Some general challenges we found while design-
ing prompts for cipher-type detection are the lim-

ited input size and the uncommon structure of the
prompts. The input text to an LLM is converted
into tokens. Depending on the tokenizer, a token
can represent a word, a fragment of a word, or a
single character (Ali et al., 2024). The size of the
prompts is defined by the context window, which
specifies the number of tokens an LLM can work
with. In the case of ciphertext, single characters
are often represented by a single token. Tokenizers
based on Byte Pair Encoding (BPE) assign com-
mon word fragments or common words to their
own tokens but use fallback tokens to represent the
individual characters of uncommon character se-
quences (Sennrich et al., 2016). The random char-
acter sequences of the ciphertexts will, therefore,
be mostly represented by such character-level to-
kens. This leads to a very rapidly increasing num-
ber of tokens, easily exhausting the context win-
dow. Therefore, the amount of additional context
that can be given to the LLM is limited, restricting
the achievable performance of the model (Huang
et al., 2024). Delimiting the ciphertexts explicitly,
by providing the samples in an XML-like format,
has improved the classifications in our evaluations.
An example of this format is shown in Box 2. The
ciphertexts of each cipher type are embedded in
tags with the name of the cipher type, and each
ciphertext is inserted into tags for delimitation.

<ciphertext-samples>
<vigenere>
<ciphertext>
MOFOUMZZWVENLQGMULVPR. . .
</ciphertext>
<ciphertext>
LTIZKTEJCMXYOACRWVLQQ. . .
</ciphertext>
</vigenere>
</ciphertext-samples>

Box 2: The format of the ciphertext samples that
are part of all prompting strategies.

3.3 Chain-of-Thought Prompting Technique

Each strategy of prompt generation utilizes the
chain-of-thought (CoT) prompting technique. Us-
ing CoT is an established approach to improve the
output of LLMs without the need for fine-tuning
(Wei et al., 2022). This technique structures the
overall problem into smaller, intermediate steps
and provides solutions for each step along with
the corresponding reasoning, thus explaining the



overall thought process (Wei et al., 2022). In the
context of ciphertext classification, they help the
LLMs learn how to analyze ciphertexts and struc-
ture their output. A CoT should instruct the LLM
on the characteristics of a given cipher type that
will be evident in ciphertexts of that type. In this
paper, only LLM-generated CoTs are investigated
as they have the advantage of not requiring do-
main knowledge or time-consuming design by ex-
perts. To construct such a CoT, an LLM must per-
form an analysis on its own. Box 3 illustrates an
example of a prompt designed to create a LLM-
generated CoT. The prompt includes a cipher-
text and its corresponding cipher type. The LLM
must generate a reasoning for why this ciphertext
was encrypted by the cipher type. The ciphertexts
for the CoTs are taken from the ciphertext train-
ing set. To influence the generated reasoning of
the CoT, the prompt includes specific instructions
to observe the characteristics of the ciphertexts.
These instructions provide general advice, such as
to look for patterns in the ciphertext. In addition,
they include specific statistical properties useful
for cryptanalysis, such as the frequency of letter
distributions and the index of coincidence. An ex-
ample of a CoT can be found at https://www.
cryptool.org/download/research-f
iles/self-generated-cot.png.

You are an expert in cryptanalysis. What are the
characteristics of the following ciphertext in quotes
“OFGXZFSFZEVBUXJOOECOYSXTSJCUROF
UHKNUVFRFFELKHFBSQUNQNONJGZHUV
BIVMJGFTPDJYNQUSQMIJKXZZDJRXZQUH
YHDOHMVI” which indicate that it is of type
“slidefair”? Compare and contrast it with these
other cipher types: “quagmire4”, “grandpre”, “ni-
hilist_transposition”, ... .

To characterize the patterns of the ciphertext use
your own language skills as well as cryptanalytical
tools, like the IoC, frequency analysis of single let-
ters and bigrams. Limit your output to 2 paragraphs!

Box 3: The structure of CoT prompts for all
prompting strategies.

The CoTs are generated by the LLM in a pre-
processing step performed before the actual clas-
sification. The process of creating the CoTs is il-
lustrated in Listing 1. Before being stored on disk,
the CoTs are augmented with a header indicating
the key information. This header lists the cipher-
text and the corresponding cipher type. Without
the header, it cannot be guaranteed that the gener-

ated output of the LLM repeats the ciphertext that
was given in the initial prompt. Without this ci-
phertext, the most crucial information of the CoT
is missing.

3.4 Standard Classification Strategy

The structure of the prompts for the standard clas-
sification strategy is the result of many iterations
aimed at improving the classifications. Figure
4 shows the general structure of these prompts,
which also serves as the basis for the other classi-
fication strategies. Each prompt contains a single
ciphertext from the evaluation set that is classified
by the LLM as one of the 61 cipher types exam-
ined. The prompts start with an initial context for
the LLM, which includes the task the LLLM has to
perform, its role, as well as the structure it is ex-
pected to find in the rest of the prompt. Following
this initial context, the previously generated CoTs
and ciphertexts samples are provided. The cipher-
texts for the CoTs and samples are extracted from
the training set once more. The prompt is final-
ized with the actual instruction for the task to be
performed. This instruction contains the cipher-
text to classify, as well as a list of all 61 possible
cipher types that the LLM can choose as a classi-
fication result. The instruction references the pro-
vided CoTs and samples and it requests a specific
output format to simplify processing, evaluation,
and debugging of the generated classification.

With ciphertexts of length 100, one CoT per
cipher type, and 20 samples per cipher type, the
prompts have a length of approximately 104,000
tokens. This number of tokens would, for exam-
ple, exceed the context window of Mistral’s Mix-
tral 8x7B model.® For complete evaluation of the
classification accuracy of all 61 cipher types, 61
prompts must be provided to the LLM.

3.5 Clustered Classification Strategy

To improve the standard classification strategy
with its large prompt size and numerous cipher
types, the clustered classification strategy was
conceived. To apply this clustering, expertise in
the cryptographic domain was needed, thus lim-
iting the following approaches to users with this
expert knowledge. For the clustered classification
strategy, the 61 ciphers are divided into 12 distinct

For documentation of Mistral’s models see: https :
//docs.mistral.ai/getting-started/model
s/models_overview/



chain_of_thoughts = {}
for cipher_type in cipher_types:

ciphertext = train_dataset.random_ciphertext (cipher_type)

prompt = f"Explain why ’{ciphertext}’
cot = llm.generate (prompt)
chain_of_thoughts[cipher_type] = cot

is of type ’{cipher_type}’."

Listing 1: Pseudocode for generating CoTs for all cipher types.
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Figure 4: The general structure of the classifica-
tion prompts used to classify a single ciphertext.

clusters. A table of the clusters and their corre-
sponding cipher types can be found at https:
//www.cryptool.org/download/rese
arch-files/cipher-clusters.png.
These clusters contain cipher types with compa-
rable characteristics. Therefore, ciphers from dif-
ferent clusters are expected to be more easily dis-
tinguishable. For each complete evaluation, a sin-
gle cipher type is randomly selected as a repre-
sentation of the cluster. For example, the Rail-
fence cipher is selected as a representative of the
Transposition cluster. The ciphertexts of the se-
lected cipher will be used in the CoTs, samples,
and for the final classification. This means that ef-
fectively, 12 instead of 61 ciphers are compared by
an LLM in each prompt. This strategy is expected
to improve the classifications, as the differences
in the ciphertexts will be greater than in the stan-
dard strategy and there will be less context in each
prompt. Using a single CoT per cipher type and
20 samples per cipher type, the number of tokens
per prompt is approximately 20,000 tokens. For
a complete evaluation of classification accuracy,
only 12 prompts must be executed, instead of the
61 prompts required by the standard strategy.

3.6 Binary Classification Strategy

The binary classification strategy is built on top
of the clustered strategy, using only the 12 clus-
ter types. The strategy is designed to reduce the
amount of context needed in each prompt, help-
ing the LLM to focus on the relevant characteris-
tics of the ciphertext. Instead of augmenting the
classification prompt with CoTs and samples of
all examined cipher types, the binary classification
strategy lists only CoTs and samples of a single ci-
pher type in the classification prompt. The LLM
has to determine whether the ciphertext matches
this cipher type. For a complete classification of a
single ciphertext, at least as many classifications
as there are cipher types have to be performed.
A complete evaluation of the 12 types of clus-
ters would require at least 12 x 12 = 144 prompts.
Because the classification of a single ciphertext is
split into several independent prompting steps, the
LLM cannot directly compare the different cipher
types and does not know its previous answers for
the given ciphertext. Consequently, false positive
results for a single binary classification are quite
frequent. For better results, a single ciphertext is
classified in multiple executions, ideally using dif-
ferent CoT's and samples for each execution. In the
end, the LLM has to perform a reflection phase,
using the results of the previous classifications to
infer a single combined classification of the ci-
phertext. The prompt for the reflection phase con-
tains the ciphertext, previous answers to classifi-
cation executions, and samples of the cipher types
answered in those previous executions. The LLM
then has to select the overall answer. This reflec-
tion phase can also be performed after a single
classification execution, but using multiple execu-
tions can improve accuracy. Listing 2 illustrates
the process of the binary classification strategy.
The size of the classification prompts is ap-
proximately 3,500 tokens, and thus significantly
smaller than in the previous strategies. The length
of the prompts of the reflection phase depends on
the number of positive classifications of the classi-



classifications = {}
for eval_cipher_type in cipher_types:

eval_ciphertext = eval_dataset.random_ciphertext (eval_cipher_type)

for tested_cipher_type in cipher_types:

cot = chain_of_thoughts|[tested_cipher_type]
samples = train_dataset.load_random_samples (tested_cipher_type)

prompt = frnmn

Analysis of {tested_cipher_type}:

{cot}

Samples of {tested cipher_type}:

{samples}

Is ’{eval_ciphertext}’ of type

Answer with YES or NO.

mmn

’{tested _cipher_type}’?

classification = llm.generate (prompt)
classifications[eval_cipher_type] [tested_cipher] = classification

if perform_reflection:

positive_classifications = find_positive_classifications/(
classifications|[eval_cipher_type]

)

samples = train_dataset.load_random_samples (positive_classifications)

prompt = fnmnnw

The previous positive classifications for ’{eval_ciphertext}’

include the following cipher types:

{positive _classifications}.

Here are samples of these cipher types:

{samples}
Given these cipher types,

what is the actual cipher type of

the ciphertext ’{eval_ciphertext}’?

mmrn

final_classification = llm.perform (prompt)

classifications[eval_cipher_type]

final_classification

Listing 2: Pseudocode for generating all classifications of the binary classification strategy.

fication phase and will be approximately 1,500 to-
kens long. Using a single execution per ciphertext,
the total number of prompts that must be executed
for a complete evaluation of the classification ac-
curacy is the product of the number of cipher types
multiplied by itself for the number of classifica-
tion prompts, plus the number of cipher types for
the number of reflection prompts. Therefore, with
n as the number of cipher types, the total number
of prompts is given by: nx*(n+1). With n =12
clusters, the number of prompts equals 156.

4 Evaluation

The final results of the different prompting strate-
gies described in Section 3 are assessed comparing
the accuracies of the classifications of all strate-
gies. The accuracies of the classifications are cal-
culated after the complete execution of each of
the three strategies, where the accuracy is the per-
centage of correctly identified cipher types out of
all tested cipher types. The open-source models
Meta Llama-3.1-70B-Instruct (quantized to 8-bit
precision) and Meta Llama-3.1-8B-Instruct (un-
quantized), as well as OpenAl’s ChatGPT 4o,
were evaluated. While working on this research

project, OpenAl had updated their ChatGPT 4o
model. The specific model we used for the evalu-
ation is ChatGPT 40-2024-08-06. Additionally to
the Llama models, two further open-source LL.Ms
were tested: The quantized versions of Mistral-
7B-Instruct-v0.3 and Mixtral-8x7B-Instruct-v0.1
with 16-bit precision. All these models were cho-
sen because of their position on the huggingface
leaderboard’ and because they had already shown
promising results for us in other tasks. However,
of these four open-source models, only Llama-3.1-
70B-Instruct and Llama-3.1-8B-Instruct showed
acceptable ciphertext classifications in our tests.
All results were obtained using a Python script
and the generated ciphertexts. This Python script
simplified prompt generation and interaction with
the LLMs. The open source models were executed
on an Nvidia DGX H1008, with eight Nvidia H100
GPUs with a total of 640 GB of VRAM, 2 Intel
CPUs with a total of 112 cores, and 2 TB of RAM.

7For the current version of the leaderboard see: https:
//huggingface.co/spaces/open-11lm-leaderb
oard/open_11m_leaderboard

8Details about Nvidia DGX H100: https://docs.n
vidia.com/dgx/dgxhl00-user—-guide/introdu
ction-to-dgxhl00.html



Each strategy was executed five times. The follow-
ing results are the average of these five executions.

4.1 Evaluation with Short Ciphertexts

First, we discuss the results for ciphertexts with
a length of 100 characters. Table 1 shows the
classification accuracies of the Llama-3.1-70B-
Instruct model, which was quantized to 8-bit pre-
cision. The best results are achieved using the
binary classification strategy with an accuracy of
53.3%. Clustered classification shows less accu-
rate results, while the standard classification strat-
egy only achieves poor results. The evaluation of
the Llama-3.1-8B-Instruct model is not detailed
here for the sake of brevity. The classifications
of this model are about 5 to 10 percent worse.
However, it generates the results about three times
faster than Llama-3.1-70B-Instruct quantized with
8-bit precision. For comparison, the superior clas-
sification results of NCID are shown in Table 3.

Table 1: Results of Llama-3.1-70B-Instruct quan-
tized with 8-bit precision.

Strategy Accuracy
Standard strategy 9.2%
Clustered strategy 43.3%

Binary strategy 53.3%

To compare the performance of open-source
models, OpenAI’s ChatGPT 40 was used as a
commercial alternative. It achieved the best re-
sults compared to the open-source models. Table
2 presents the average accuracies for each of the
three prompting strategies. Although the results
are better than those of the Llama 3.1 models, the
trend between the strategies behaves the same way
as with Llama-3.1-70B. Only the clustered classi-
fication strategy and the binary classification strat-
egy achieve better accuracy than random.

Table 2: Results of ChatGPT 40-2024-08-06.

Strategy Accuracy
Standard strategy 19.3%
Clustered strategy 46.7%

Binary strategy 58.3%

The standard classification strategy yields poor
results, regardless of the model. In contrast, both
the clustered classification strategy and the bi-
nary classification strategy significantly improve
these results. We assume that the improvements
achieved by these strategies in our evaluations can

be attributed to the reduced set of cipher types
that need to be recognized. Clustering of cipher
types also provides the LLMs with ciphertexts
with more distinct characteristics. The reduction
of superfluous information in the prompts of the
binary classification strategy, in comparison to the
clustered classification strategy, further improved
our results. Consequently, the binary classifica-
tion strategy appears to be the best strategy, as it
can provide all CoTs and ciphertext samples for
each cipher type without overloading individual
classification prompts. However, a disadvantage
of this strategy is the considerable execution time
required for both single classifications and com-
plete evaluations of all cipher types.

4.2 Evaluation with Longer Ciphertexts

Experimentation with longer ciphertexts, such as
with a length of 200 or 1000 characters, did not
yield better classification results. Especially the
1000-character variant showed issues with regard
to the increased number of tokens per prompt.
Even in the binary classification strategy, the clas-
sification prompts have an average size of 22,000
tokens, compared to 3,500 tokens when using ci-
phertexts with 100 characters. The prompts of
the standard classification strategy have an aver-
age size of 650,000 tokens when ciphertexts with
1000 characters are used, which exhausts the con-
text window of many LLMs. There is a trade-
off between the additional statistical information
and patterns available in longer ciphertexts and
the overall size of these more extensive prompts.
At least with the models tested, the use of cipher-
texts with more than 100 characters did not help
the LLMs in identifying patterns.

4.3 Comparison with Specific Self-Trained
Models

Compared to NCID, even the classifications
achieved by ChatGPT 4o are unsatisfactory. In
Table 3, the accuracies of the classifications us-
ing NCID are presented. The extended NCID
is trained and evaluated with variable-length ci-
phertexts between 100 and 1000 characters, while
the LLMs are only evaluated with ciphertexts that
are 100 characters long. The standard evaluation
uses the ensemble ML model and classifies all
cipher types. The clustered evaluation uses the
same clusters as in the prompt engineering strate-
gies, and instead of retraining the existing NCID
models, the accuracies of this evaluation are de-



termined after the models have made their predic-
tions. In this case, a prediction is marked as cor-
rect if the predicted cipher type matches one of
the cipher types in the correct cluster. Although
the standard classification strategy could not suc-
cessfully differentiate the 61 cipher types investi-
gated, even when using ChatGPT 40, NCID pro-
vides useful accuracies for classifications of all ci-
pher types.

Table 3: Results of NCID.

Strategy Accuracy
Standard evaluation 75.82%
Clustered evaluation 93.52%

5 Conclusion and Outlook

The presented work examined strategies for build-
ing prompts to detect cipher types and compared
the classifications to ML-based NCID. We found
that the format of the prompts is very important for
these classifications. The CoT technique, together
with samples of ciphertexts, provided LLMs with
an additional context, improving their output of
the classifications and the corresponding reason-
ings. The following subsections answer the re-
search questions defined in Section 1.

5.1 RQ1: How capable are LLMs in
classifying classical ciphers using prompt
engineering techniques?

When evaluating the prompting strategies with
different LLMs, it is evident that our most ba-
sic standard classification strategy using all 61
ACA and World War Il-era rotor ciphers does
not produce useful classifications. The accura-
cies achieved even by the most advanced models,
classifying all 61 ciphers, only reach 20%. Ap-
plying a more distinct and simplified set of ci-
phers, as well as more complex prompting tech-
niques, improves those results, producing average
classifications. The clustered classification strat-
egy, which uses only 12 types, achieves accura-
cies of 46.7% (see Table 2). The best classifica-
tions were achieved by the binary classification
strategy. With this strategy, we reached an accu-
racy of 58.3%. As with the clustered classification
strategy, the binary classification strategy consid-
ers a smaller set of cipher types compared to the
standard classification strategy. Furthermore, the
strategy reduces the size of the prompt by embed-
ding only the CoTs and samples of a single cipher

type, limiting the amount of superfluous informa-
tion seen in each prompt.

5.2 RQ2: How do the classifications of LLMs
compare to those of specific self-trained
ML models?

Compared to classical ML techniques for cipher-
text classification, as used by NCID, the classi-
fication accuracies achieved with our prompting
strategies are significantly worse. Training spe-
cific ML models, especially with features devel-
oped using domain knowledge, can lead to great
results. NCID achieves an accuracy of 75.82%
when classifying all 61 cipher types. It only needs
around 6 GB of VRAM to execute the trained
models and can classify a ciphertext in fractions
of a second. A disadvantage of ML models is the
time-consuming training process. Although there
is no need to train the existing LLMs when using
in-context learning, classifying a single ciphertext
takes significantly longer using LLMs. Moreover,
considerable amounts of computing resources are
needed to execute such a LLM. As an example,
loading the full Llama-3.1-70B-Instruct model re-
quires around 240 GB of VRAM. Relying on ex-
ternal providers to interface with an LLM removes
the need for such hardware but introduces some
disadvantages. In addition to the associated cost
and potential usage limits, there is no guarantee
that a hosted model will not be altered or replaced
by the provider. While working on this research
project, OpenAl had released a newer version of
their ChatGPT 40 model, which generated worse
output for the same prompts. Table 4 presents a
comparative analysis of the advantages and dis-
advantages of employing prompt engineering with
existing LLMs, as opposed to training specific ML
models for the classification of ciphertext.

5.3 RQ3: Does the prompt engineering
approach enable less-technical users to
classify classical ciphers?

A big advantage of using LLMs for the task of
cipher-type classification is the more approachable
nature of the tools, decreasing the reliance on do-
main experts. Using the strategies detailed in this
paper with sufficient samples of ciphertexts with
known types, anyone can implement a classifica-
tion scheme simply by providing written instruc-
tions to an existing LLM. The textual represen-
tation of the output can be helpful in inspecting
the thought process of the LLM and for iterating



Table 4: Comparison of self-trained ML models and LLM prompt engineering for ciphertext classifica-
tion, distinguished by development and production context.

Context +/- ML models LLM prompt engineering
Development Advantages . ) .
P g ¢ Classifications are interpretable
* No need to train a model
* Less reliance on domain experts
Disadvantages N
* Long training time * Improvements to prompts can be
e High hardware requirements for non-obvious
training
* Domain experts and software engi-
neers required
Production Advantages . : . ) .
8 * Best classification results ¢ Classifications are interpretable
* Fast classification
* No dependency on external
providers
Disadvantages . . .
8 * Results hard to interpret * Slow classifications

the chosen approach. However, as shown by the
unsatisfactory results of the standard classification
strategy, cryptographic experts are still required
to improve upon the initial classifications, espe-
cially when inspecting a multitude of possible ci-
pher types.

5.4 Outlook

Future enhancements to LLMs could improve our
prompt engineering approaches. Larger context
windows would allow for longer prompts with
more CoTs and samples with longer ciphertexts.
There are further opportunities to optimize de-
tailed prompting strategies. For example, the re-
flection phase of the binary classification strat-
egy could be enhanced with statistics from previ-
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* Dependency external LLM
providers, or
e very high hardware requirements

when self-hosted

on

ous evaluations, providing the LLMs with insight
into their previous false classifications. Until these
enhancements are developed, specifically trained
ML models remain the better solution for cipher-
text classification.
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