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1. INTRODUCTION

Cybersecurity has emerged as a pre-eminent threat facing governments across the
world in the 21% century. As a topic, cybersecurity traces its roots back more than
half a century; without explicitly naming it as such, ‘cybersecurity’ or ‘computer
security’ owes its origins to the US National Security Agency’s (NSA) inno-
vations surrounding ARPANET (the online network predecessor to the World
Wide Web) in the 1960s, for “the development of practical cybersecurity metho-
dologies,” in response to a fear that, “as networks increasingly connected to one
another, the risk of information becoming compromised increased.”’ Cyber-
security governance, the institutional structures and decision-making related to
cybersecurity, emerged comparatively later than the technological side of the
topic. Only more recently did governments begin to realise the significance and
magnitude of cybersecurity and how they broached it in an organisational context;
while some of the earliest instances of cybersecurity governance amongst govern-
ments began in earnest in the early 2000s, some governments are only in the ear-
liest stages of developing cybersecurity governance processes today.” Cyber-
security is a concern surrounding a myriad of government functions, which in-
cludes the digitalisation of governmental service provisions. It is particularly with
this scope that this project is concerned.

As countries around the world become increasingly digitalised, both predating
and coinciding with the COVID-19 pandemic, so too does the ‘surface area’ or
possibility for cyberattacks and other nefarious activities in cyberspace increase.’
The COVID-19 pandemic saw governments increasingly digitalise and move
their provisions online, in line with lockdown efforts to curb the spread of the
virus. The UN noted that while “the emergence of COVID-19 revealed just how
unprepared most governments were to deal with an extended global crisis,” it also
proved an opportunity, driving “efforts to achieve a real digital government trans-
formation in support of building a sustainable and digitally resilient society.”*
Such sentiment has been echoed by the OECD: “most governments intensified
their efforts to digitalise the public sector during the COVID-19 pandemic, with
the expectation that it would enhance their resilience and responsiveness.””
Various global metrics have tracked this increased digitalisation of public service
provisions in countries across the world, developed and developing alike:
between 2017-2022, the Digital Economy and Society Index (DESI) tracked EU
member states relative progress in digital development as between 5% and 12%
growth per year.® Similarly, the OECD tracked developments in the digitalisation

Berg, Crawford, and Seymour, 2016, p. 208.

Urgessa, 2020; Von Solms and Von Solms, 2018; see, for example, Hankewitz, 2020.
3 For example, Hirmand, 2021; Tasheva, 2021; Praggono and Arabo, 2020.

4 United Nations, 2022, p. 170.

5 OECD, 2023.

European Commission, 2022.



of the public sectors of its member states between 1 January 2020 and 31 October
2022, coinciding with the onset of the COVID-19 pandemic, ultimately finding
that — using a scale of 0 to 1, where 1 is the highest level of effort in forming the
foundations for digital transformation — almost all of its member states reached
the 0.5 threshold to “[situate] themselves in the upper half of the index.”” While
finding significant disparities in the levels of e-governance across regions of the
world, especially between Europe as the most digitalised and Africa as the least
digitalised, the United Nations Development Programme (UNDP) has indicated
that “digitalisation is considered a key enabler and is identified as a priority for
strategic programming investment” in developing countries.® Both the UNDP and
the World Bank are extensively supporting ongoing public sector digital trans-
formation initiatives across the developing world,” illuminating the reach of
digitalisation processes globally.

Many newer players in the digitalisation game also experienced cyberattacks
in more recent years. Examples include Costa Rica, where the government
declared a state of emergency in April 2022, after ransomware attacks targeted
numerous government sites;'® Albania, which saw attacks on its fledgling
e-governance structure in July 2022 by the Iranian state-sponsored group “Home-
Land Justice”;'" and Moldova, whose parliament came under cyberattack in the
leadup to elections and a referendum on EU membership in October 2024, with
some agency information compromised by an unidentified cyber threat actor.'?
Thus, with increased digitalisation having become a trend globally, the question
emerges of how to configure and carry out cybersecurity governance in a manner
that secures these various digitalised initiatives. Common amongst the global
reporting from international organisations or bodies outlined above, is a concern
for cybersecurity surrounding digitalised governmental provisions: indeed, one
particular survey has indicated that, amongst European adults, the priority in the
future of digital technologies should be to “protect users from cyberattacks,” with
30% of respondents expressing this concern. '

However, this conundrum is one that Estonia has been grappling with for lon-
ger than most of its global counterparts, having both undergone digital trans-
formation and experienced a major cyberattack far earlier than many other states.
Thus, this research project examines the ways that cybersecurity practices, poli-
cies, and governance structures aimed at securing e-governance provisions have
evolved in Estonia, addressing the core research questions: in what ways have the
cybersecurity governance models aimed at securing e-governance provisions in

7 OECD, 2023.

United Nations Development Programme, 2023.

®  World Bank, 2022; United National Development Programme, 2023.
10" Datta and Acton, 2024, p. 57-58.

I Biberaj, et al., 2022, p. 342; CISA, 2022.

12 Antoniuk, 2024.

13 Statista, 2023.
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Estonian evolved over the period of 2007 to 2023, and whether and in what ways
do critical events or changed circumstances explain the changes in these cyber-
security governance models over time? Using the critical and mature Estonian
case, this project aims to derive more widely applicable findings on cybersecurity
governance practices, and specifically how they can be deployed to protect vari-
ous digitalisation provisions. To address this overarching research question, three
studies broach the topic from more specific perspectives: 1) the evolution of the
Estonian e-governance model over time, 2) the evolution of the Estonian cyber-
security governance ecosystem over time and the reasons for this ecosystem’s
configuration, and 3) how crisis management and decision-making have unfolded
in response to cybersecurity crises affecting e-governance.

These research questions have been addressed through three individual but
interconnected papers. The first paper (Study I) explores the evolution of the
Estonian e-governance model, from its origins to the COVID-19 pandemic,
examining how pandemic-related realities prompted shifts and additions to this
model. This article provides context for how cybersecurity can be governed and
what potential cybersecurity concerns can emerge, as examined in subsequent
papers. The second paper (Study II) examines the Estonian cybersecurity gover-
nance ecosystem, that is, how the purview for cybersecurity governance is divi-
ded within the ministries, agencies, and other entities of the Estonian government.
Furthermore, this paper looks at how this cybersecurity ecosystem has been
formed and shaped over time, and how the term ‘cybersecurity governance’ is
understood across the government, particularly looking at the practical realities
resulting from this. The third paper (Study III) analyses governmental responses
to four key cybersecurity crises that befell Estonia, particularly those that pertain
to e-governance. These crises are 1) the 2007 DDoS cyberattacks, which targeted
government, news media, and banking sites amidst political violence resulting
from the relocation of a controversial Soviet-era monument; 2) the 2017 ‘eID
crisis,” whereby a vulnerability in 800,000 electronic identification cards risked
exploitation; 3) the COVID-19 pandemic, which forced practically all in-person
interactions online and prompted new cybersecurity risks; and 4) Russia’s full-
scale invasion of Ukraine in 2022, which saw cyberattacks target Ukraine’s allies,
including Estonia. Using these crises, this paper looks at how the government can
undertake decision-making in times of crisis to bolster future cybersecurity.

Collectively, these studies broach the core research question of this PhD pro-
ject, as they contribute new scholarship on cybersecurity governance and its
evolution over time, especially shaped by institutional learning and adaptation,
and decision-making in times of crisis and non-crisis, all within a highly-digi-
talised context. Together, these studies demonstrate that, in the mature, multi-
faceted, and multi-stakeholder context of digitalisation, cybersecurity needs will
be higher. The result of this is a need for an appropriate and tailored cybersecurity
governance system, which responds to cybersecurity needs themselves, as well
as the localised context of governance, security, culture, or other considerations.
A highly-digitalised context also presents the need for preparedness within this
cybersecurity governance ecosystem in dealing with crises, should they unfold,
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with technical, policy, and communications measures in place. Furthermore, these
studies collectively provide a mid-level examination of cybersecurity governance
that is broadly valuable both theoretically and practically, as outlined below.
Theoretically, these studies contribute to domain-specific cybersecurity gover-
nance with collaborative governance and historical institutionalism serving as
theoretical frameworks. Additionally, these studies, while utilising the Estonian
case, provide lessons that are adaptable for settings beyond Estonia, where a set
of circumstances surrounding digitalisation may be similar.

This project employs novel theoretical approaches to these studies, using a
collaborative governance theoretical approach to examine how policy change
unfolded, crafting an ecosystem for cybersecurity governance that has formed
and evolved over time, and historical institutionalism to examine responses to
cybersecurity crises impacting e-governance. The methodological approach
includes document analysis for Study I, and expert interviews of responsible
government cybersecurity decision-makers in the Estonian government in
Studies II and III. The more specific conceptual, theoretical, and methodological
approaches to this research project, and each of these studies are outlined in
further detail in subsequent sections.

1.1. Selection and Background of the Estonian Case

Flyvberg notes that case studies are “intensive” and “comprise more detail, rich-
ness, completeness, and variance — that is, depth — for the unit of study than does
cross-unit analysis.”'* Furthermore, Annamalah emphasises the benefits of case
studies as “powerful qualitative methodology, allowing researchers to delve
deeply into the intricacies of social phenomena in their natural settings,”
providing “invaluable tools for examining diverse contexts and generating rich
qualitative data.”'> Within the broader case study approach to qualitative research
is the critical case, which “usually refers to a single case under investigation that
provides so much detail in a context with such great relevance that new theoretical
propositions can be created, developed, revised, or debunked.”'® Thus, Estonia
has been chosen as the critical case study for the in-depth study of the phenomena
of cybersecurity governance and e-governance, for a number of key reasons.
The relevance of the Estonian case in the fields of cybersecurity and digitali-
sation is based on both the maturity and valuable lessons that can be derived from
the country’s experience in these two domains. As a pioneer in both spaces, this
maturity has been gained through multiple capacities. Firstly, through the early
and pervasive adoption of e-governance provisions in Estonia, with its digitali-
sation experience occurring much earlier than most of its national counterparts
globally. Secondly, the 2007 DDoS cyberattacks on the Estonian government,

14 Flyvberg, 2011, p. 301.
15 Annamalah, 2024, p. 485-486.
16 Hysa, 2022, p. 355.
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banking, and news media — an event outlined in further detail below — are largely
believed to be among the first publicly-acknowledged instances of a cyberattack.
Though other cyberattacks certainly predated this instance, the 2007 DDoS
attacks occurred earlier than many international counterparts and prompted the
Estonian government to craft a new range of governance responses, rather than
follow precedent, which did not exist at the time. Given that this research project
examines these phenomena over a decade and a half, a time period that is signifi-
cant in the overall history of cybersecurity governance as a relatively young field,
the maturity of the Estonian case is valuable and unique. Examining these pheno-
mena in the Estonian case over a longer period allows for the observation of chan-
ges in the cybersecurity governance ecosystem over time. Facilitating the exami-
nation of the resilience of these structures to cybersecurity threats and crises,
particularly as context and the overall cybersecurity landscape change over time.

Thus, there is immense benefit, both theoretically and practically, to studying
the experiences, growth, and processes that Estonia has undergone in these
domains. The use of Estonia as a critical case offers “depth and authenticity that
enhance the understanding of the phenomena under study,” in this case, cyber-
security governance and digitalisation, while providing novel theoretical contri-
butions in the study of cybersecurity vis-a-vis collaborative governance (Study II)
and historical institutionalist (Study III) frameworks.'” Furthermore, there is a
limited body of scholarship that has devoted itself specifically to these topics, and
thus, this project represents a novel contribution; the more detailed theoretical
underpinnings of the project are outlined in the following section. More practi-
cally, this project delivers potential lessons in cybersecurity and digitalisation
practices that could be adapted to localised settings in other governments across
the world. Though Estonia was an early adopter of both e-governance and cyber-
security practices, the ensuing decades have seen other countries ‘catch up’, espe-
cially with digitalisation and, similarly, the cybersecurity mechanisms needed
to protect such provisions. As other governments carry out digitalisation initia-
tives, and consider cybersecurity approaches they can undertake, there is im-
mense value in studying the Estonian case, where government officials have been
grappling with these topics for over two decades. Indeed, section 5 of this disser-
tation outlines some of the specific lessons from the Estonian case, related to
crafting a cybersecurity governance ecosystem, as well as policy and communica-
tions responses to cyber crises, that could be usefully adapted to other govern-
mental contexts. Arguably, the result is a knowledge creation and sharing that
could lead to enhanced cybersecurity of e-governance systems over time.

The origins of Estonian digitalisation date back to the country’s restoration of
independence in August 1991, after half a century of occupation by the Soviet
Union. Upon restored nation-statehood, the new Estonian government sought
possibilities for the country’s fledgling economy; one such emerging opportunity
was in the information technology (IT) sector, which offered an equal playing

17 Annamalah, 2024, p. 486
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field with Estonia’s counterparts with larger and more established economies. In
this regard, innovation in technology-related fields was actually comparatively
easier for Estonia, as the “legacy costs and path dependencies” of older, more
analogue Soviet systems, provided a “blank slate” upon which to craft entirely
new systems.'® A pre-cursor to the establishment of e-governance provisions was
the Tiger Leap programme, launched in Estonian classrooms in 1997, in order to
“prepare the education system and the whole society for the Information Age,”
providing Estonian students with IT literacy and computer skills.'” The Tiger
Leap programme received a budget of €10 million from the national-level go-
vernment and €9 million from municipalities to install computers in 560 Estonian
schools, provide internet access in 75% of schools, and train over 10,000 teachers
in technological education over a four-year period.”” Coinciding with the Tiger
Leap era, access to both computers and the internet “took off”’; between 1997 and
1999, Estonian computer ownership rose from 5% to 14%, divergent even from its
Baltic neighbours in Latvia and Lithuania, where the same figure remained at 6%.*'

The 1990s saw a rapid and sophisticated development of technologies in the
banking sector, even vis-a-vis many Western countries. Digitalised services,
including authentication methods, saw early and widespread adoption by Esto-
nian banking customers, to such an extent that Estonia’s two largest banks at the
time, Hansapank and Uhispank, offered their banking portal platforms to the
Estonian government for use for e-governance purposes.* The government data
exchange layer, X-Road, was initially launched in 2001, the same year as
Estonia’s first public Wi-Fi space. The first global instance of internet voting in
nation-wide elections was held in Estonian local elections in 2005, and has been
utilised in all subsequent local, parliamentary, and European Parliament elections
since, reaching its twentieth anniversary in 2025. All the while, the offering of
digitalised e-services from the government continued to expand.

At the onset of the time period examined in this project, 2007, Estonia had
already begun forming a sophisticated e-governance system. However, the
repercussions of the 2007 cyberattacks likely would have been far worse if the
level of digitalisation in Estonia had been as it is today, coupled with the safe-
guards for cybersecurity in place then. While there were some cybersecurity
mechanisms in place prior to 2007, cybersecurity governance processes were
lacking and the DDoS cyberattacks themselves were precedent-setting, shaping
future experiences with cybersecurity governance. Both e-governance and cyber-
security have remained core parts of the Estonian governance agenda, domesti-
cally and on the international stage.”® By late 2024, Estonia saw the expansion of

18 Kitsing, 2018, p. 63.

19 Aru-Chabilan, 2020, p. 63

20 Toots and Laanpere, 2004, p. 8.

Runnel, Pruulmann-Vengerfeldt, and Reinsalu, 2009, p. 31.
22 Kitsing, 2018, p. 63-64.

23 ERR News, 2020.

21
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its digitalised services finally reach 100%; although this development has oc-
curred after the time period examined in this project, it is an interesting extension
of the topics examined in these studies and a possible pathway for continued
research.

Thus, Estonia remains a critical case in both the domains of cybersecurity
governance and e-governance. As an early adopter, a pioneer, and a mature case,
studying the Estonian case is valuable for observing the phenomena of cyber-
security and e-governance, with the immense benefit of examining how these
phenomena have evolved and been shaped over time, as the cybersecurity threat
landscape and broader political context have shifted. This allows for practical
learnings in addition to the theoretical propositions outlined by Hysa. While the
Estonian case is unique for its smallness and agility, lessons can be derived from
its experience with cybersecurity governance and digitalisation, with appli-
cability in a variety of settings. Estonia’s government has also continued to learn
and reshape its cybersecurity approaches over time, as current President Alar
Karis noted, when it comes to cybersecurity, Estonia cannot be complacent. He
has indicated, “in peace and wartime alike, cybersecurity must be a collaborative
effort, from the entirety of society,” involving cooperation between the private
and public sectors and internationally.”* As was aptly pointed out to me by a
fellow academic in a research seminar where I presented an earlier version of the
third paper of this project, in actuality, more governments across the world re-
semble the Estonian case than they do, for example, the American case, whether
they be local governments, federated governments, or the national-level govern-
ments of small states. By this logic, large governments like the United States are
somewhat anomalous, as there are myriad smaller states or governments more
closely resembling the Estonian case that could potentially adapt the learnings of
this research project to their own contexts. Furthermore, there is the possibility
for lessons from the Estonian case to be scalable to larger contexts. This project
does not necessarily advocate for a direct replication of Estonian practices in
other settings; this idea has similarly been dispelled by Estonian government
officials throughout the years.”> What this project does aim to do, however, is
derive broader lessons from the Estonian case, which could have applicability in
other contexts for the purpose of improving cybersecurity governance measures
aimed at protecting digitalised provisions. As a result, this project has both theo-
retical and practical contributions. In the former, it makes novel theoretical con-
tributions, applying collaborative governance theory to examine policy change in
the establishment of a cybersecurity governance ecosystem in Study II, and
applying historical institutionalism to examine cybersecurity crises in Study III.
In the latter, it offers practical insights into how to carry out cybersecurity gover-
nance in a highly digitalised context, from a mature and illuminating case study.

2 ERR News, 2023.

% For example, former National Cybersecurity Director Liisa Past and former President
Kersti Kaljulaid.
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1.2. Structure of Introduction Chapter

The structure of this introduction chapter is as follows: beyond this introductory
section, section 2 looks at the conceptual approaches and theoretical frameworks
underpinning this project, and each of the studies that comprise it. This section
firstly articulates the core concepts employed across this project and in each of
its respective papers. It then provides the current literature landscape, both for the
broader topic of the research and for the specific focuses of the papers, identifying
gaps in the current literature and situating this research in the broader body of
existing literature. Finally, this section identifies the theoretical frameworks
applied in each paper. Section 3 looks at the methodological approaches under-
taken in this research project, outlining the approach to each paper and justifying
these methodological decisions. It also identifies the potential limitations and
how these were mitigated while undertaking this research. Section 4 outlines the
overall findings of the research project, as well as the findings of the papers,
showing how these findings are interconnected to one another, but also how this
all contributes to the gaps in the current body of research. Section 5 is a discussion
of the overarching research implications of this project and its studies, while also
outlining some prospective avenues for future research, which stem from the
findings of this research project. Lastly, the conclusion provides final remarks on
this research project.
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2. THEORETICAL BACKGROUND

This section looks at the theoretical approach to both the PhD project itself and
the papers that comprise it, providing an overview and justification of the con-
ceptual approaches that have been used, alongside the theoretical frameworks that
have been applied to this research. Firstly, it outlines the core concepts and defi-
nitions used in this project, followed by a review of relevant literature and the
situation of this research project and its papers within the landscape of this
existing scholarship. Finally, it provides an overview of the theoretical ap-
proaches employed in each of the papers comprising this research project. An
overview of the conceptual approaches and theoretical frameworks employed
within and across Studies I, II, and III can be seen in Table 1 below.

Table 1: Conceptual/Theoretical Outline of Studies

Core concepts across Study II Study III
Studies I, II, and ITI

— Cybersecurity Conceptual Policy change and | Crisis management
— Cybersecurity Approach policy learning

Goverance . Theoretical Collaborative Historical
— e-Governance/Digital

Framework governance institutionalism
Governance

2.1. Defining Core Concepts

The definitions employed in this project, and similarly, in each of the papers, are
as follows. Derived from the work of Craigen, Diakun-Thibault, and Purse,
cybersecurity is the security of technological systems and software, free of mani-
pulation or disruption, and the protection of the information contained in these
systems from alteration, corruption, deletion, unauthorised access, or dissemi-
nation.*® Cybersecurity governance, then, is the institutional structure and
decision-making related to cybersecurity, as defined above. This definition has
been intentionally defined in a broader manner, in order to accommodate the
understandings of the topic globally, and to allow for nuance within the topic of
cybersecurity governance examined in this project — this is connected with the
theoretical underpinnings outlined later in this section. As the work of Urgessa
and others has shown, there are myriad different definitions of cybersecurity
offered across the governments of the world, organisations such as the UN, and
even private sector entities. While this breadth is reflected in some literature and

26 Craigen, Diakun-Thibault, and Purse, 2014.
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governmental or international organisations’ definitions,”” conversely, other
scholarship does not define cybersecurity and its governance so broadly. For
example, Schiliro has written that “the term ‘cybersecurity’ is commonly used to
refer to a set of circumstances or events related to improving the integrity of a given
information management system or infrastructure,” a definition which does not
specifically refer to the information contained in the systems themselves. *® Given
the significance of information, in addition to the systems themselves, especially
when studying e-governance systems, such a broad approach to defining cyber-
security, as well as cybersecurity governance, is crucial for this research project.
Furthermore, this broad terminological approach aligns with the theoretical and
methodological approaches undertaken in this project; as outlined below, the
multitude of actors involved with cybersecurity governance, as the range of inter-
viewees involved from across the Estonian government demonstrates, are well-
suited to this broad conceptualisation.

Next, the definition of e-governance, or digital governance (used interchange-
ably, though not the same as e-government or digital government), employed in
this project has been derived from the work of D’ Agostino, Schwester, Carrizales,
and Melitski, and Bannister and Connoly, as the digitalisation of provisions
offered by the government, assuming an “interactive dynamic” between the go-
vernment and its citizenry, which fundamentally or substantively differs from the
analogue provisions offered prior to this digitalisation process.” While acknow-
ledging that these provisions can, and do, extend beyond the public sector
exclusively, the focus of e-governance in the context of this research project is
primarily in a governmental setting. Study II employs Weible et al.’s definition
of policy change: “the creation or modification of an existing public policy,” with
a particular emphasis on “how government can adapt through public policies to
signal their responsiveness to societal needs and wants.”*° An inter-related subset
of policy change is policy learning, whereby policies can change by “adjusting
understandings and beliefs related to public policy” particularly by learning.’'
Study III employs Coombs’ definition of a crisis as a “broad term related to dis-
ruptions of some kind,” while using Boin et al.’s criteria for a crisis, as an incident
with elements of threat, urgency, and uncertainty, as outlined in greater detail vis-
a-vis the Estonian crises examined in Study II1.** Therefore, crisis management
is “a set of factors designed to combat crises and to lessen the actual damage
inflicted by” them.*

27 See, for example, Ferdousi, 2024, p. 152, who derives a definition of cybersecurity from
the National Security Presidential Directive.

28 Schiliro, 2023, p. 2.

2 D’Agostino, Schwester, Carrizales, and Melitski, 2011; Bannister and Conolly, 2012.

30 Weible, 2011, p. 1.
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2.2. Review of Literature

By the nature of its topic, this research project is inherently interdisciplinary and
is situated at the nexus of cybersecurity, e-governance, broader governance, pub-
lic policy, and crisis management literature. Thus, there are multiple clusters of
scholarship that already exist on topics related to this research project, both
broadly and more specifically. In specific strands of literature, there are gaps that
this project and its studies aim to contribute to. Most broadly, this research project
is situated in the field of cybersecurity research.

In practice, cybersecurity’s origins can be traced back to the 1960s, whereby
“cybersecurity [was] the pursuit of the technology industry (particularly that of
the industrial military complex) for more than half a century,” especially through
National Security Agency (NSA) initiatives.** However, earlier scholarship
termed these practical processes ‘computer security,” while the term ‘cyber-
security’ came into use much later, around the start of the 1990s.** Fidler notes
that “scholarship on the early history of network security and cybersecurity is
more recent than that on computer networks.”*® Indeed, a great deal of literature
in the cybersecurity domain, dating back to these origins and continuing to the
present day, is highly technical; the earliest scientific experiments related to
cybersecurity, undertaken in the 1970s, were inherently technical. In 1971,
Thomas’s “Creeper” experiment presented the message “I'M THE CREEPER :
CATCH ME IF YOU CAN” across 28 systems connected to ARPANET, a pre-
cursor to the modern internet; subsequently, Tomlinson wrote a similar experi-
mental mobile programme later that same year called “Reaper,” which removed
copies of the previous “Creeper” from ARPANET.?’ Shortly thereafter, Cohen
was believed to have created the first computer virus at the University of Southern
California.”® Together, these early technical experiments in the fledgling field of
cybersecurity formed the earliest foundations of cyber threats that have continued
to evolve. This PhD project does not claim to be technical in such a manner,
instead its focus is on the governance side of cybersecurity, itself a more recent
development in this research domain. However, this project is adjacent to such
technical research, looking at similar topics in cybersecurity — modern-day cyber
threats and cyber crises — from a different, more policy and governance-oriented
perspective.

As noted in the “defining core concepts” section above, literature surrounding
the concept of cybersecurity governance itself can be quite varied. In scholarship
including Urgessa, Pernice, and von Solms and von Solms, the authors have
grappled with varied and, at times, competing definitions of the term “cyber-

3 Berg, etal., 2016, p. 208.
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security governance.””*” The work of Urgessa, which compiled definitions from a
variety of global institutional settings, especially indicates that in some contexts,
definitions of cybersecurity governance can be quite vague.*’ A large body of
scholarship has also focused on international-level cybersecurity governance. For
example, a great deal of attention is paid in scholarship to ideas around cyber-
security and behaviour in cyberspace amongst the broader West, and Russia and
China.*! A comparatively smaller body of literature looks at how cybersecurity
governance can be structured and carried out within a single-country context. For
example, Kim outlined a series of core elements (i.e. educating the end-user,
monitoring and alerts, and up-to-date technology) for reducing cyber risks in
government. Kim’s overarching conclusion, in 2017, was that with cyberattacks
becoming increasingly sophisticated and lucrative, this rise in threats would
therefore lead to increased awareness and funding, particularly from govern-
ments, further leading to preventative measures and security.** Such a conclusion,
that governments must prioritise and provide resources for cybersecurity-related
issues, was perhaps novel at the time of Kim’s writing, but is now widely accepted
in cybersecurity literature and practice. Thus, this dissertation does precisely what
Kim suggests, while looking at the ways in which such conclusions are imple-
mented in the case of Estonia. It looks at how the Estonian government under-
takes decisions and policies to bolster cybersecurity, knowing that the increased
threat landscape has meant that cybersecurity governance has already been
identified as a policy area of concern.

Similarly, Tagarev has established a comprehensive list of 33 governance
issues related to cybersecurity facing the members of the European Union (EU),
particularly as the EU aims to establish cybersecurity competency centres.* In
this work, Tagarev concludes that these specific needs and governance priorities
can be used for arranging cybersecurity collaborative formats, potentially for
establishing a European industrial, technology and research cybersecurity compe-
tence centre alongside national coordination centres.** Tagarev’s work examines
the establishment of cybersecurity governance structures at a different level of
governance, the EU, a supranational level, to that of this project, which has a
domestic focus. However, this PhD research could be looked at together with
Tagarev’s, as making a contribution to the study of establishing cybersecurity
governance structures at a different level of governance currently missing from
this work. Additionally, Backman has explored the components that lead to the
creation of national cybersecurity centres, using the examples of the UK, US,
Finland, Germany, and the Netherlands, part of which includes institutional

3 Urgessa, 2020, p. 4-5; Pernice, 2018, p. 118; von Solms and von Solms, 2018.
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structures and frameworks.*> Backman’s work found that, despite differences in
size and other factors across governments, common features include national
cybersecurity strategies, organisation frameworks delineating management tasks,
and common tasks and responsibilities across a national cybersecurity centre.*
These conclusions, written in 2015, are similar to those of Kim, as both came
relatively early in the overall development of the field of cybersecurity gover-
nance. Thus, such conclusions about the centrality, timeliness, and importance of
cybersecurity governance have crystallised over time, becoming widely accepted
in both literature and practice. This PhD project particularly looks at the organisa-
tional frameworks and common tasks and responsibilities undertaken as part of
the Estonian cybersecurity governance ecosystem, more broadly than just as
national cybersecurity centres, as Backman has discussed. It is an extension of
these conclusions about cybersecurity governance’s importance, updated to
account for present-day cybersecurity realities.

Additional scholarly work has looked at role distribution during cyber crisis
management, specifically looking at the municipal level of governance.*’
Scholarship by Backman has examined how cyber crisis fits within broader trans-
boundary crisis literature, while Fichtner has explored the factors that shape
institutional definitions of cybersecurity and responses to cyber crisis.* The
Estonian cyberattacks of 2007, which represent a significant inciting event in the
timeframe examined in this research project and each of its studies, provided a
case study in several of these above mentioned articles, in the work of Areng,
Boeke, Backman, and Collier. Indeed, Boeke acknowledges that Estonia has been
a critical case study in the emerging field of cyber crisis management, as one of
the first global instances of a state crafting a response to a cyber crisis.*” However,
the focus of Study III, a paper centred around the Estonian case and looking at
the 2007 cyberattacks — alongside other cyber crises — through a crisis manage-
ment lens, is quite distinct from the approaches of these existing papers. Thus,
Study III contributes to the emerging research topic of cybersecurity and crisis
management by looking at four instances of cyber crisis in Estonia, and the gover-
nance responses that were undertaken in each instance, a longitudinal approach
that is lacking from the literature. More broadly, this is a novel contribution to the
overarching body of literature on cybersecurity and crisis management, which is
underdeveloped and lacks an examination of cyber crises in a particular context
or setting, over multiple crises and an extended period of time.

The past two decades have seen the emergence of a body of scholarship
devoted to digital transformation, including a focus on these processes undertaken
in the public sector. Foundational works on e-governance include Dunleavy,
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Margetts, Bastow, and Tinkler’s “Digital Era Governance” and Homburg’s
“Understanding e-Government,” dating back to the 2000s.”® The topic has been
studied rather extensively in the time since, with scholarship expanding under-
standings and knowledge in the field of e-governance. More recent works, such
as Meijer, Bolivar, and Gil-Garcia, have reflected on trends in the adoption and
implementation of e-governance across 15 years of digitalisation in the public
sector.”! Drawing from scholarship on the topic over a decade and a half, they
indicate overall patterns in e-governance and its contribution to the trust of
citizens, reduction of red tape, and better government performance under strong
managerial leadership and openness.” Scholarship from Janowski has provided
a model in the evolution of digital government over time, a four-phase model
comprised of 1) digitisation (technology’s entry into government); 2) trans-
formation (technology impacting government organization); 3) engagement
(technology impacting government stakeholders); and 4) contextualisation
(technology impacting sectors and communities).”> Conversely, Mergel, Edel-
mann, and Haug have sought to define the process of digital transformation,
including the ‘why’ and ‘how’ of this process, derived from interviews with
responsible government personnel.’* Amongst their findings include a breakdown
of ideas gained from these government personnel about why digital trans-
formation is being undertaken, in what parts of government, via what types of
public service delivery, and to what extent. These works discuss the process of
digital developments and the realities of reaching a highly-digitalised state, but
what is largely missing in this literature is substantive discussion of the cyber-
security needs of an e-governance system. While implicitly, they demonstrate that
increased digitalisation can necessitate cybersecurity parameters via the increased
vulnerabilities and surface area for attack vectors, such discussion is lacking from
much of the current body of literature. Thus, this PhD project contributes at the
nexus of these discussions surrounding how to govern cybersecurity in a highly-
digitalised context.

Additionally, works such as Tassabehji, Hackney, and Popovic, have furthered
the e-governance research that came before, by applying Dunleavy’s digital era
governance concept in action in American municipalities; their main conclusion
is that, based on the case organisations that they studied, digital era government
is diffusing into public institutional language, and that e-government has resulted
from a push for “efficiency, effectiveness, cost savings and citizen centricity.”
Among these works, and others, such as D’Agostino, Schwester, Carrizales, and
Melitski, and Bannister and Connolly mentioned earlier in this section, there have
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been multiple attempts in the literature to grapple with the terminology of, and
related to, e-governance, given that there can be ambiguity in how the term is
understood across entities; however, the definitions outlined above have been
derived directly from their works. Scholarship outlined above, such as Dunleavy,
Margetts, Bastow, and Tinkler, Homburg, Janowski, and Mergel, Edelmann, and
Haug, are foundational texts in the field of e-governance and, as such, provide a
broader overview of the field as a whole. While this research project belongs to
the same overarching research topic of e-governance and digitalisation literature,
it is a much more narrowed and specific examination of location and context
within this field. Specifically, Study I is an exploratory case study looking at how
several of these core concepts surrounding e-governance have been implemented
in the Estonian case, while building upon the definition of e-governance derived
from D’Agostino, Schwester, Carrizales, and Melitski, and Bannister and
Connolly to frame Studies I through III.

As an early and pervasive instance of e-governance adoption and implemen-
tation, the Estonian case study features heavily in e-governance literature, but in
rather specific contexts. In the earliest such instances, scholars such as Ernsdorff
and Berbec, and Kitsing looked at the initial development and successes of
Estonian digitalisation in the mid- to late-2000s, providing an overview of the e-
governance structure. Ernsdorff and Berbec particularly focused on the now-
defunct participatory platform TOM and internet voting, concluding that “early
investment in ICT, accompanied by the necessary reforms has made of Estonia
one of the most development states in e-government in Europe, even in the
world.” *° Interestingly, Kitsing highlighted other elements of the Estonian
e-governance system, including public-private partnerships for the provision of
e-governance, and the decentralised nature of the data exchange platform
X-Road, which forms the backbone of Estonian e-governance. Ultimately,
Kitsing concludes that, while there are both synergies and mismatches in the
Estonian system — especially surrounding the future directions for the system
itself — there is no doubt that the “Estonian government has made tremendous
progress in implementing digital government,” thus echoing the findings of
Ernsdorff and Berbec.’’ In a similar manner to these works, Study I aims to
provide a comprehensive overview of Estonian e-governance, albeit one that is
updated to account for new developments in the time leading up to the COVID-
19 pandemic, which have been numerous in the time elapsed since Kitsing and,
especially, Ernsdorff and Berbec produced these works.

Literature pertaining to a variety of more specific aspects of the Estonian
e-governance system has been ample in the past decade. Examples include Kerik-
mde, Troitino, and Shumilo, and Kattel and Mergel, writing on the development
and perceptions surrounding Estonian e-governance, Solvak, et al. on the adoption
of e-services, Solvak and Vassil, and Vinkel and Krimmer on the Estonian adoption
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and future prospects for internet voting, and Kotka, Vargas, and Korjus, and
Tammpuu and Masso on the e-Residency programme.’® Kerikmie, Troitino, and
Shumilo debate whether Estonian e-governance represents an idol or an ideal,
ultimately concluding that, while effective branding strategies play an important
role in how Estonia markets itself, both local and international perceptions are
mainly of Estonian e-governance as an ideal, by which other governments could
use “Estonia as a pathfinder to learn from.”> Kattel and Mergel similarly con-
clude that Estonian digital transformation is a success, based on the threefold
approach of its context (i.e. location, size, proximity to Scandinavia), governance
principles, and design approaches to the technology itself.** Solvak, et al., used
approximately 2.1 billion rows of anonymised log data to study the diffusion of
e-services in Estonia, finding that 1) the diffusion of e-governance is linear rather
than sigmoid-shaped; 2) age is positively related to the diffusion of e-governance
technologies; and 3) women are typically faster adopters of e-governance techno-
logies than men.® While approached in an entirely different methodological
manner from this PhD project, this work particularly shares a nexus with Study I
in creating an overview of the Estonian e-governance system; however, Solvak,
et al. aim to do so in order to examine broader diffusion trends using vast quan-
tities of data, while Study I does so to identify the cybersecurity governance needs
of Estonian e-governance, setting the foundations for subsequent analyses in
Studies II and III.

Upon outlining internet voting trends in Estonia and contrasting this case with
Switzerland and Norway, Vinkel and Krimmer conclude that i-voting has been
implemented in Estonia “as a solid voting method,” and one which bolsters the
“e-Stonia” narrative surrounding digital capabilities.®* Furthermore, they indicate
that the buildup of internet voting takes time, and that there is no single charac-
teristic that punctuates a working system in Estonia, Switzerland, or Norway.
Solvak and Vassil looked at Estonian i-voting in an attempt to distinguish what
aspects are persistent and what are habitual using surveys conducted following
elections, ultimately concluding that 1) past i-voting is strongly associated with
current i-voting; 2) associations between resources and current i-voting are weak;
and 3) support attitudes are not associated with higher likelihood of repetitive
i-voting.®

In their work examining the Estonian e-Residency programme, Kotka, Vargas,
and Korjus employ Actor Network Theory (ANT), a framework which examines
“the vital role of non-human entities, and human agents’ interactions with them,”

38 Kerikmie, Troitino, and Shumilo, 2019; Kattel and Mergel, 2019; Solvak, et al., 2019;
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in the context of the e-Residency programme’s technical elements, and compo-
nents of Estonian e-governance such as X-Road and eID.** They ultimately use
this theoretical approach to frame the origins of e-Residency, as well as to map
out its actors, and the benefits and risks of this programme, concluding that the
notion of e-Residency has the potential to, at most, lead to a redefinition of the
nation-state, while also prompting new fields of enquiry in governance and public
administration studies.®> While Tammpuu and Masso do not go quite so far in
their assessment of the impacts of the e-Residency programme, they do conclude
that the programme both contextualises and alters existing e-Estonia narratives
around e-governance, as it promotes Estonia’s image as a transnational society
and a virtual state, incorporating this into the country’s branding.®® While the
ANT theoretical approach represents a compelling way to map a core component
of the Estonian e-governance system in the work of Kotka, Vargas, and Korjus, it
is a departure from the approach employed in this paper; this is particularly due
to its heavy focus on non-human entities. Although this PhD project similarly
broaches topics related to technology comprising the Estonian e-governance
system, its approach is not concerned with the relationship between non-human
and human entities, but rather, the human processes involving governance and
decision-making. Furthermore, the focus of this research project is not on the
branding of Estonia and its digitalisation process; while this represents an inte-
resting segment of research in the Estonian e-governance space, this project is
primarily focused on the cybersecurity governance processes that are necessitated
by and unfold from this highly-digitalised environment. This body of literature
focuses on various aspects of Estonian e-governance, whether they be e-services,
i-voting, or the e-Residency programme, demonstrating the multi-faceted nature
of the digitalised offerings within Estonia. However, much like the broad body of
e-governance literature described above, this literature lacks discussion of the
cybersecurity needs of these various components of the Estonian e-governance
system. Thus, this PhD project makes a number of key contributions to these
gaps: firstly, in Study I it provides an up-to-date overview of the Estonian
e-governance landscape beyond what is outlined in these previous studies.
Secondly, it looks at the process of governing cybersecurity around this wide
range of digitalised provisions, given that all of these provisions are effectively
vulnerable to the same sophisticated and ever-evolving cyber threat landscape
and need to be secured accordingly.

Although this PhD project is situated in a similarly narrow study of
e-governance in the Estonian context as the above outlined studies, it varies and
makes new contributions in novel ways: firstly, Study I is situated adjacent to
these studies, by providing an overview of the e-governance system in Estonia
that is somewhat broader than these studies, which looks at very specific aspects
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of Estonian e-governance. However, it also takes a further step by outlining the
ways in which e-governance provisions need to be secured, setting up the sub-
sequent research of Studies II and III, and representing a departure from this
aforementioned scholarship. Furthermore, this PhD project represents an updated
examination of Estonian e-governance, as some of these papers were written as
long as a decade, or even a decade and a half, ago; this is a fast-moving domain,
and in this period of time, many new developments have occurred in Estonian
e-governance.

Separate from e-governance literature, Estonian cybersecurity has also been
studied as a case study: firstly, as an example of a small state that is a global
norm-setter in the domain of cybersecurity, and secondly, with specific attention
paid to the 2007 cyberattacks and the political decision-making and legal reforms
that followed.®” Crandall and Allan’s main conclusions surround Estonia as a
norm entrepreneur in the domain of cybersecurity norms, especially using its
membership in NATO to derive an organisational platform for its cyber agenda.®®
Czosseck, Ottis, and Talihdrm describe the national cybersecurity strategy,
government structures, legal amendments, a new Emergency Act, and the devel-
opment of organisations devoted to cybersecurity among the main outcomes of
the 2007 cyberattacks.® They subsequently conclude that “the cyber attacks
against Estonia were not as severe as often referred to, [but] prompted a wake-up
call concerning the risks associated with the ‘careless use’ of digital information
technologies.”’® Herzog similarly provides an overview of the 2007 cyberattacks
and reflects on some of the outcomes of the attacks, but particularly focuses on
new NATO and EU directions for cybersecurity in a departure from Czosseck,
Ottis, and Talihirm.”' Broadly, Herzog concludes that the 2007 cyberattacks and
a new digital era have prompted foreign and security policies of nation-states to
adapt to these new realities accordingly.”® This project, and especially Study III,
shares parallels with these works in their examination of governance outcomes
from the 2007 cyberattacks, both domestic and international ones in the context
of Study III. However, Study III examines further crises beyond the 2007
cyberattacks, to gain insight into the landscape of cybersecurity crisis decision-
making over a longer period of time. Herzog also uses the terminology ‘cyber
terrorism’ and ‘cyber warfare’ to describe the events of the 2007 cyberattacks in
Estonia, terminology which I reject for the entirety of this project, across Studies
I, II, and III, as it simply does not encapsulate the events that unfolded. Rather,
‘cyberattacks,’ in a similar fashion to the work of Czosseck, Ottis, and Talihdrm,
or ‘cyber incursions’ more accurately describe the events examined in this project.
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Only a limited body of scholarship has considered e-governance and cyber-
security together and in-depth in the Estonian case. ParSovs and Skierka have
both studied cybersecurity concerns in the context of the 2017 eID crisis.” In one
work, ParSovs looked at the security flaws in the key management of the Estonian
elD card, concluding that improved security engineering practices could have
been employed to avoid a breach of security requirements from the card’s manu-
facturer, and that without fundamental changes to this manufacturing process,
cybersecurity incidents could happen again.’ In a second work, Par$ovs similarly
outlined issues with the ID card and noted that legal non-compliance in the eID
crisis was the result of 1) a lack of technical preparedness; 2) ‘sub-optimal’
decisions undertaken under time pressure; and 3) the ‘critical nature’ of the eID
crisis.”” ParSovs also subsequently makes a set of technical recommendations
based on the paper’s findings.”® Skierka’s work also examined the eID crisis,
from a governance perspective rather than the technical approach undertaken by
ParsSovs, concluding that Estonia’s e-governance maturity meant that a shutdown
of services or electronic authentication was not an option amidst this crisis, rather
necessitating “public-private network structures and their common norms and
goals” for the purpose of crisis management.”” Study III similarly looks at
responses to the elD crisis, from a governance standpoint most aligned with the
work of Skierka, however it does so alongside other crises affecting Estonian
e-governance over the focus period of this PhD project. While this research
project utilises the same case study of Estonia and features an overlap with the
study of the elD crisis, this project provides novel contributions via its study of
the Estonian cybersecurity governance ecosystem in Study II, a topic not
broached in detail in prior literature. Particularly, Study III builds upon this work
by ParSovs and Skierka, looking at Estonian cybersecurity crises longitudinally
over a period of approximately 15 years; while this includes the 2017 elD crisis,
which was a central focus in both of their works, this study also examines gover-
nance responses to the 2007 cyberattacks, the COVID-19 pandemic, and the 2022
full-scale invasion of Ukraine by Russia. In doing so, Study III tracks governance
responses in crises in the cybersecurity domain over time.

In the literature described above, there is a distinct lack of comparative re-
search in the precise topics examined in this paper. Firstly, there are difficulties
in comparing Estonia to other mature cases in the domains of cybersecurity
governance and digitalisation, because in these domains, many countries have
innovated comparatively much more recently. For example, there is novel recent
research on cyberattacks that impacted digitalisation provisions, or the public
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sector more broadly, in Albania”™ and Costa Rica,”” but these cases lack the
maturity of the Estonian case and could not be directly compared from a gover-
nance or crisis response perspective; these crises have been experienced more
than a decade and a half after Estonia began grappling with such circumstances
and these cases are simply too young for a direct comparison. Conversely, there
are instances of comparative research on Estonia and other mature cases in
adjacent domains within cybersecurity governance research, or even military
domains such as cyber commands. For example, Boeke has looked comparatively
at Estonia, Denmark, the Netherlands, and Czechia, specifically examining how
states often struggle to adapt existing institutional infrastructures to address
cybersecurity crises,*® while Collier has examined governmental institutional
structures in place for broaching crises, alongside NGO involvement and inter-
national initiatives in the crisis response process, comparatively studying Estonia
and the United Kingdom.®' In Collier’s work, one particularly interesting finding
is that Estonia and the United Kingdom share “a clear focus on civilian-led orga-
nisations that manage and coordinate cyber crisis situations,” as well as the strong
presence of the private sector in governmental cybersecurity processes.® This
represents a particularly interesting synthesis with both Studies II and III, which
also identify the primary civilian, rather than military, ministerial purview for
cybersecurity governance in Estonia, as well as the relationship between public
and private sectors, not only in a crisis environment, as in Collier’s work, but in
the broader cybersecurity governance ecosystem. Boeke similarly points out that
a key way in which Estonia varies from Denmark, for example, is the civilian
leadership for cybersecurity.® Ultimately, Boeke’s work concludes that govern-
ments face two main choices when organising cyber defence and crisis manage-
ment structures, which these comparative cases have broached in different ways:
1) whether the Computer Emergency Response Team (CERT) is located inside or
outside the intelligence community, and 2) whether to centralise or distribute
cyber capacity.** However, while in many ways directly adjacent to this PhD
project, this existing scholarship is lacking a focus on the specific topics of
crafting a cybersecurity governance ecosystem, or forming governance responses
to cybersecurity crises affecting e-governance, both broached in this project.
Thus, it is compelling to use Estonia as a single critical case to conduct this
research, while comparative research could be a pathway for future research,
outlined in greater detail in the conclusion section of this dissertation.
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Thus, this research project similarly aims to contribute at this nexus of cyber-
security and e-governance, but each of the studies comprising this overarching
research project make a more specific contribution to a particular gap in the
existing scholarship. The first such gap, to which Study I makes a contribution,
is an up-to-date macro-level overview of the Estonian e-governance system
around the time of the COVID-19 pandemic. It provides an exploratory case
study and, as such, a detailed exploration of the Estonian e-governance case,
while also identifying the key cybersecurity needs of the Estonian e-governance
system, providing a foundation for the theoretical and analytical contributions of
Studies II and III. As outlined in the literature review above, a large body of
scholarship is devoted to very specific aspects of the Estonian e-governance
system, such as e-services, internet voting, or e-residency. Conversely, Study |
provides a much broader overview of the Estonian e-governance system, col-
lating publicly available information on the entire system from the various,
distinct entities that comprise it. Doing so provides the case selection logic that
underpins the remainder of this PhD project, and indeed the justification for
cybersecurity needs of the Estonian e-governance system, taking a more analyti-
cal look at these functions and the governance processes underpinning them in-
depth in the subsequent studies.

The second gap in the existing body of literature, to which Study II con-
tributes, is in studying policy change in the context of cybersecurity. Weible,
et al., define policy change as “the creation or modification of an existing public
policy,” with a particular emphasis on “how government can adapt through public
policies to signal their responsiveness to societal needs and wants.”® Policy change
has long been a field of study within the broader setting of public administration
and public policy research scholarship, broaching a broad range of policy domains,
dating back for more than five decades.®® Throughout previous decades, policy
change literature has included focuses on fields such as social and civil rights
policy,*” environmental policy,*® and stressors in policy-making,* among others.
Indeed, some scholarship has deemed policy change a “mature field” of re-
search.”’ Within this field of policy change is the more specific study of policy
learning, most broadly defined as “adjusting understandings and beliefs related
to public policy.”®' The research of Bennett and Howlett asserts that “policies
change in a variety of different ways,” including by learning, while Hall sees
learning as a normal part of the policy-making process.”” Some of the earliest
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policy learning scholarship dates back to around the same time as the earliest
aforementioned policy change literature; for example, Deutsch in 1965 noted that
governments use constant “feedback” and “steering” to enhance government’s
“learning capacity.””> May has indicated two instruments of policy learning:
firstly, via social policy learning around the “social construction of policy prob-
lems, the scope of policy, or policy goals,” and political learning, the “lessons
about policy processes and prospects.”® Furthermore, May argues that these
instruments are not mutually exclusive and can often both be present in the
process of policy change; indeed, both are present in the study of policy change
and policy learning in Study II. Therefore, Study II looks at both the broader
policy change and the more specific policy learning as a subset of policy change
research.

However, while the study of policy change and policy learning has existed for
more than half a century, with varying focus on timely policy domains, there is
still limited research specifically examining these topics within the scope of
cybersecurity. In more recent years, even as cybersecurity has emerged as a timely
topic for research, policy change and policy learning literature has featured a
predominant focus on topics related to the COVID-19 pandemic itself,” or policy
change in other fields, such as renewable energy or public transport, in relation
to the COVID-19 pandemic.”® Conversely, earlier in this literature review section,
there has been an in-depth examination of research on e-governance and cyber-
security governance, but among this scholarship, there is a distinct lack of explicit
mention of policy change or its use as a core conceptual framework. Thus, there
is a prominent gap in the literature, where cybersecurity as a domain is largely
missing from the ongoing scholarship on policy change. As a timely and pressing
policy concern, and a field in which policy has been forced to form and adapt to
ever-evolving cybersecurity realities, there is a compelling argument to be made
for cybersecurity to be studied in the context of policy change. Therefore, Study II
aims to contribute to this particular gap, by looking at cybersecurity governance,
using the Estonian case and examining such topics from a more mid-level
perspective, to look at how the topic has become a policy priority and how a
governance ecosystem formed and changed over time in response to the issue at
hand. In the literature review above, cybersecurity and e-governance scholarship
have typically examined their respective topics at the mid-level; thus, this
research remains consistent in the level of examination, while using novel theo-
retical frameworks in this domain. Beyond this specific focus on policy change
in the formation of the Estonian cybersecurity governance ecosystem in Study I,
there is a compelling prospect for the future study of policy change in various
other aspects of the domain of cybersecurity governance. As cybersecurity
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realities continue to shift and evolve, and the associated policies and governance
processes similarly continue to form, the potential for gaining new theoretical and
practical insights are numerous.

The third gap in this field of research is crisis management in the domain of
cybersecurity; as this section outlines, a limited body of literature has studied
crises in the context of cybersecurity, but crises do occur in this domain and it is
a worthwhile and timely topic to be studied, especially in relation to e-gover-
nance. Much like policy change, crisis management is also a field dating back
several decades of study, examining a broad range of crisis types, but only re-
cently featuring a focus on cybersecurity. Scholarship on the topic from Coombs
has loosely called crisis a “broad term related to disruptions of some kind,” while
crisis management is “a set of factors designed to combat crises and to lessen the
actual damage inflicted by” them.?” In decades of work on political crisis manage-
ment, Boin, et al. have acknowledged and written about the broad range of
domains in which crises have been experienced, ranging from natural disasters,
to humanitarian emergencies, to terrorist attacks.”® In the 2017 edition of their
work, Boin, et al. note that cybersecurity represents a new domain area for study
within the broader scholarship of crisis management.” The criteria for deter-
mining what constitutes a crisis, employed in Study III, has been drawn from this
same foundational work, while further exploring the crisis management models
of Pearson and Clair, Jin, et al., and Jaques, which focus on environmental con-
text, readiness, and post-crisis management, respectively.'” Thus, this crisis
management literature has framed the approach to crisis, and indeed the real-
world examples of crisis, examined in Study III at a mid-level perspective, similar
to the approach to policy change in Study II. Overall, this research project aims
to contribute new knowledge to the broader and emerging field of cybersecurity
and e-governance, drawing specifically from the Estonian case to do so. The
studies that comprise this research contribute to varied and more specific gaps in
the existing literature, as outlined above. Thus, the project makes theoretical con-
tributions to the broader domains of cybersecurity and e-governance, and more
specifically in the fields of policy change and crisis management. Additionally,
this research project makes practical contributions, learning from these studies in
particular theoretical domains, and engaging in knowledge production that can
help governments grappling with these issues in real time.
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2.3. Theoretical Approaches of Studies I, 1, and 11l &
Justification

This sub-section provides an overview of the theoretical frameworks employed
in the studies that comprise this project. As was shown in Table 1, several core
concepts appear across all three studies, while each study has its own distinctive
conceptual approach and theoretical framework that was deemed most ap-
propriate for the research question chosen in each respective paper. As indicated
in Table 1, the core concepts of cybersecurity, cybersecurity governance, and
e-governance or digital governance are present across Studies I, II, and IIL
However, Study I is largely atheoretical, serving the specific role of an explo-
ratory case study and providing foundations for theoretical inquiry in subsequent
studies. Consequently, Study II examines the concept of policy change using a
collaborative governance theoretical framework, while Study III looks at the
concept of cyber crisis management through the theoretical lens of historical
institutionalism. The specific approaches to the theoretical frameworks used in
these studies is outlined in greater detail below.

Study I has a unique role in this overarching project, providing an exploratory
case study into the topic of digitalisation in Estonia in the time period surrounding
the COVID-19 pandemic, while also providing context into how cybersecurity
can be governed in a governmental setting and framing some of the potential
cybersecurity concerns that can arise in this domain. As such, it sets the ground-
work for the subsequent papers comprising this project, both topically and in the
theoretical and analytical contributions of these papers. As such, Study I delibe-
rately does not incorporate theory, as its specific aim was to be descriptive, to
explore the case in great depth, rather than to build theory. By studying the Esto-
nian case in such depth, while remaining separate from theory, Study I provided
the foundation for Studies II and III, which each have a specific and fitting
theoretical approach described in greater detail below.

Study II examines the cybersecurity governance ecosystem in Estonia, using
collaborative governance theory to examine the concept of policy change in the
domain of cybersecurity governance. This study’s collaborative governance theo-
retical approach emphasises the broad array of different actors involved in the
governance process. The definition of collaborative governance used in this study
has been drawn from the foundational work of Emerson, Nabatchi, and Balogh,
who have contributed multiple pieces of scholarship on this theoretical approach.
They define collaborative governance as “the processes and structures of public
policy decision making and management that engage people constructively
across the boundaries of public agencies, levels of government, and/or the public,
private and civic spheres in order to carry out a public purpose that could not
otherwise be accomplished.”'’! In further scholarship, Emerson and Ahn have
described the “many moving parts in a dynamic relationship over time, con-

101 Emerson, Nabatchi, and Balogh, 2012, p. 2.
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necting different institutional structures, multiple leaders, diverse stakeholders,
and complicated substantive policy changes,”'’> while Newman, et al. indicate
that the actors involved in governance process are one or more agencies, with
stakeholders beyond the government.'”™ In further scholarship, Ansell and Gash
indicate that in practice collaborative governance can take on multiple forms,
including the governance processes around “laws and rules that pertain to the
provision of public goods,” as well as “collective decision making that includes
both public and private actors.”'* The main approach derived from collaborative
governance literature for Study II is Emerson and Ahn’s three core collaborative
dynamics, which should be present in instances of collaborative governance, and
these dynamics are: 1) principled engagement (including mutual understanding
and shared commitment), 2) shared motivation (including shared definitions and
interactive deliberation or decision-making), and 3) joint capacity (through what
they call “combination of procedural/institutional arrangements, leadership,
knowledge, and resources”); all of these dynamics are not static and may change
or shift over time.'?

Collaborative governance theory is particularly pertinent and valuable for
observing cybersecurity governance and policy change, in the scope of Study II.
Firstly, the definitions and criteria of collaborative governance and collaborative
dynamics outlined above are particularly applicable in the domain of cyber-
security governance. For example, these works describe “multiple moving parts
in a dynamic relationship” for the purpose of “substantive policy change,” which
encapsulate the multi-faceted process of governing cybersecurity and setting up
an institutional ecosystem to serve this aim'%. In this regard, Study II revisits the
varying components of collaborative governance from Ansell and Gash’s work in
practice; the moving parts of the dynamic relationship and substantive policy
change appear in the context of various policies and legislation, involving dif-
ferent parts of government and the private sector, as this work describes.'"’
Secondly, existing scholarship has seen Emerson and Ahn’s collaborative dyna-
mics applied in diverse fields and case studies; this includes environmental resto-
ration in the Florida Everglades, innovation platforms in Malawi, and healthcare
networks in Morocco.!”® Given that these fields are, by their nature, multi-faceted
and multi-stakeholder policy domains, attributes which cybersecurity governance
shares, they make a compelling case for the applicability of collaborative gover-
nance theory, and more specifically, these collaborative dynamics. Notably, these
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collaborative dynamics offer a set of criteria alongside which Estonian cyber-
security governance and policy change processes can be compared and assessed,
making a novel theoretical contribution to certain gaps in the policy change
literature outlined earlier in this section.

Study III uses a historical institutionalist theoretical framework to look at
cybersecurity crises affecting e-governance in Estonia over a period of time
similar to that of this research project, 2007—2023. Particularly, this historical
institutionalist approach frames cybersecurity crises and e-governance in the
Estonian case through institutional path dependencies, treating the cybersecurity
crises as critical junctures, which Mahoney, Mohamedali, and Nguyen define as
“a relatively short period in time during which an event or set of events occurs
that has a large and enduring subsequent impact.”'” As Fioretos, Falleti, and
Sheingate (2016) indicate, critical junctures mark the start of path-dependent
processes, whereby future outcomes, decisions, or processes are a result of those
that came before them.''’ Therefore, the governance processes that follow the
cybersecurity crises examined in this paper form critical junctures to study,
deriving findings from the experiences and ideas presented by the decision-
makers who were directly involved at the time of these junctures. Specifically,
the historical institutionalist approach undertaken in this paper is derived from
the work of Pierson and Skocpol, whereby research uses critical junctures and
long-term processes to understand “overarching contexts and interacting pro-
cesses that shape and reshape states, politics, and public policmaking [sic].”'!!
This approach recognises that the 16-year period encompassed by this research
project is relatively short in the grander picture of critical junctures; other
research into historical institutionalism may use critical junctures over far greater
periods of time. However, considering how recently the fields of cybersecurity
and e-governance have developed, such an approach is justified by the fact that
these junctures have occurred over a majority of the history of these topics. This
study looks less at the crises themselves, but rather the governance and political
decision-making undertaken in the aftermath of these cybersecurity crises, aimed
at bolstering cybersecurity in the future. Critical junctures and crises are intrinsi-
cally interconnected in the context of this study, contributing to the gap in the
literature on cybersecurity and crisis management identified earlier in this section.
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3. RESEARCH DESIGN & METHODOLOGICAL APPROACH

This section provides insights into the research design and methodological
approaches used in this research project, justification for the selection of these
approaches, and potential limitations and how these were mitigated. This project
has applied multiple qualitative methods and research designs to gain nuanced
insight into the governance and decision-making processes surrounding cyber-
security and e-governance in Estonia. The first paper employed an exploratory
case study methodology and document analysis to examine the core ways in
which the Estonian e-governance model has evolved, using the COVID-19
pandemic as a time marker, before, during, and after which the digitalisation
structure and e-governance process can be observed. The second and third papers
have used expert interviewing as their core methodological approach, to look at
how the cybersecurity governance model of Estonia has shifted over time and in
response to cybersecurity crises affecting e-governance, respectively.

This qualitative approach was deliberately selected for its alignment with the
topics studied in this research project. By definition, qualitative research is a
“situated activity that locates the observer in the world,”''* and employs a “natu-
ralistic, interpretive approach, concerned with exploring phenomena ‘from the
interior.”” '® From Mitchell, cited in Lichtman: “the issue of qualitative versus
quantitative methods is rooted first and foremost in the character of the pheno-
mena investigated,”''* while multiple prominent works go on to indicate the core
criteria that align with qualitative research: concerned with ‘what,” ‘why,” and
‘how’ questions, rather than ‘how many’; a focus on processes; uses in-depth
study; small group size, which is non-random, in their natural setting; and uses
purposeful and snowball sampling.''> Given that this project seeks to look at the
‘how’ pertaining to cybersecurity governance and e-governance processes and
decision-making in Estonia, this methodological approach was particularly
logical. Thus, the overarching topic and research questions addressed in this
project most naturally and inherently aligned with qualitative research methods.

3.1. Methodological Approach to Studies |, II, and Il &
Justification

Study I was an exploratory case study, providing an examination of Estonian e-
governance as a critical case aimed at gaining in-depth knowledge about this topic
in this one specific setting. Stewart indicates that exploratory research should be
conducted “when a topic is not well understood... [aiming] to explore the area,
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gather preliminary data, and identify patterns or ideas that can lead to the formu-
lation of hypotheses.”''® Yin further indicates that the goal of an exploratory study
is “to develop pertinent hypotheses and propositions for further inquiry,” which
is precisely the role Study I serves in this broader PhD project, providing foun-
dations in the Estonian e-governance system to analytically examine the cyber-
security governance considerations surrounding it in subsequent studies.''” In
Study I, I have conducted desk research to compile publicly-available infor-
mation on the topic of Estonian e-governance, employing document analysis to
analyse this information. The information was derived from a literature review of
academic and expert commentary, governmental websites and messaging, and
news media, typically situated within the Estonian context, but also drawing from
some international sources of commentary. Firstly, the academic literature was
drawn from a body of scholarship examining the topic of e-governance, digital
governance, or digitalisation in Estonia, while more specific sub-sections of this
literature focused on e-services, internet voting, and data exchange (or X-Road,
specifically) as core elements of Estonian e-governance. Given the paper’s focus
on the time period surrounding the COVID-19 pandemic, Study I also drew from
the limited but emerging body of literature related to COVID-19 responses in
Estonia. Governmental documents came from the responsible entities across the
Estonian government, including the State Information System Authority, the
eesti.ee State Portal, e-Estonia Briefing Centre, Accelerate Estonia, and accessed
legislation from Riigi Teataja. Additional information on X-Road, which now
exists separately from solely Estonian government entities, was accessed from
the X-Road website. For domain-specific information, documentation was
accessed from the Ministry of Education (including their database for e-learning
resources during the COVID-19 pandemic), Health Board, and the Crisis and
Emergency Information Portal (kriis.ee). News media was accessed from Esto-
nian Public Broadcasting (ERR), Postimees, and Delfi, seeking topics related to
COVID-19 and digitalisation — in the leadup to and during the implementation of
pandemic-related lockdowns and other measures — while some additional notable
international media reporting on Estonian e-governance was taken from the New
Yorker and the Atlantic. A large amount of information and sources were collated
to inform this study, comprising necessary groundwork and forming foundations
to build upon theoretically in the subsequent studies. This also demonstrates a
systematised and replicable approach to the collation of information across
multiple sources to inform the exploratory case study.

The specific analytical approach utilised in this paper was derived from the
Sage Handbook of Public Policy, and particularly highlighted the e-governance
process in Estonia surrounding the COVID-19 pandemic by asking: what prob-
lem exists? Who does it impact? What available policy options exist to address
the problem? Which policy option is the most desirable? What other variables
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should be considered? Additionally, the paper adopted van Djik’s broad definition
of political participants as “those ‘elected or appointed, as the central players in
the polity,’... but also... politically-engaged citizenry, political organisations, or
key commentators in academia and the media.”''® Thus, this paper looks at the
publicly-available documentation from this range of political participants to
address the above policy analysis questions and glean how Estonian e-governance
processes have evolved and shifted with the COVID-19 pandemic. Additionally,
this paper provides a foundation for the subsequent studies by identifying the
cybersecurity concerns surrounding e-governance, necessitating further research
on how e-governance provisions can be secured via cybersecurity governance
ecosystems and crisis response. As was noted in the paper itself, the benefit of the
exploratory case study approach was that it “allows for in-depth examination of
a single case, Estonia, in gleaning increased understanding of a particular pheno-
menon, Estonian e-government.”'!” Indeed, this methodological approach pro-
vided a foundational understanding of the Estonian e-governance landscape,
setting up the Estonian case as the basis for further analytical examination in sub-
sequent studies.

The approaches of Studies II and III build upon the first paper’s use of
publicly-available information; the second and third papers then employ expert
interviewing as the core method, in order to gain insight into the governance
process from the decision-makers themselves. The methodological approaches
undertaken in the second and third papers are very similar to one another, as inter-
viewing was carried out for both papers at the same time, from November 2022
to April 2023. However, there was a separate set of questions asked for Study II
and for Study III within these interviews and, as outlined below, with Study III,
responsible decision-makers only responded to questions related to crises over
which they had their purview. These papers used semi-structured expert inter-
views, speaking to individuals inside the Estonian government, who had their
purview over cybersecurity governance and/or e-governance decision-making
during the time period examined in this project. However, expert interviewing
was not used in isolation, but rather, triangulated vis-a-vis other publicly available
information — government documentation, official government messaging, other
messaging and commentary, and news media — to verify information presented
by interviewees. Methods scholarship points to the various benefits of expert
interviewing, including gaining interpretive and procedural knowledge about
political processes and events, which is the precise aim of these two papers,
looking at the Estonian cybersecurity governance ecosystem, and cybersecurity
crisis response, respectively.'?” As noted by Von Soest, expert interviewing can
generate important insights “about the ‘what’ and ‘how’ of political processes and

18 Carmichael, 2021, p. 12—13; Van Dijk, 1997, p. 13.
19 Carmichael, 2021, p. 12.
120 Littig, 2009, p. 99; Von Soest, 2022, p. 284.

37



events,” which directly aligns with the overarching topics and the more specific
research questions of the second and third papers.'!

Within the field of expert interviewing, there is also an important clarification
around what constitutes an expert versus an elite respondent. As noted in
methodological scholarship, interviewees can constitute both experts and elites,
and thus, I have argued in both of these papers that the respondents in this
Estonian case do constitute both.'? While expertise is “based on real knowledge,”
the elite are those who “occupy top positions in... political structures,” and
“exercise significant influence.”'” Amongst the interviewees consulted for this
project, are individuals in positions of decision-making power who were directly
involved with and greatly influenced the cybersecurity governance process across
various parts of the Estonian government; to engage in this process, these
individuals similarly possessed the necessary field-specific expertise in the
domain of cybersecurity needed to undertake this decision-making in the first
place. Furthermore, with these interviews, the decision was undertaken to include
‘inside’ rather than ‘outside’ knowledge, as the aim of the papers was to gain
insight into the decision-making process from those directly involved with the
decision-making process; as the main aim was to consult the personnel “who
actually shaped the political or social process of interest” — in this case, cyber-
security governance — the main benefit of these interviewees was their direct
participation in the processes being studied, especially vis-a-vis outsiders who
did not play a role in this decision-making process.'?* While this inherently leaves
‘outside’ voices out of this conversation, and is not necessarily representative of
Estonian society as a whole, not accounting for other sectors (i.e. private sector
or civil society) involved in cybersecurity, it derives information from those most
directly involved in the decision-making process, which is arguably the most
valuable for deriving insights into the decision-making process itself.

Furthermore, there is a compelling case to be made for the use of interviewing
versus other forms of qualitative methodology. For example, the same interview
questionnaire that was ultimately used for this research could have been sent out
to the respondents and written responses could have been received instead; how-
ever, I argue that the richness of the data received by speaking to the interviewees
in-person, as well as being able to prompt further elaboration or ask follow-up
questions, enriched the project overall. Using semi-structured interviewing
allowed for flexibility when conducting the interviews, allowing for follow-up
questions and breadth in the response of the interviewees, which ultimately
resulted in richer data. For example, an entire additional section of findings in
Study III looked at external crises beyond Estonia; this had not been part of the
initial questionnaire that focused on four identified crises in Estonia, but rather,
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emerged as an additional and significant finding of the semi-structured interview
process. Expert interviewing was also more apt for the research questions being
posed than document analysis, as [ was interested in the decision-making behind
what happened, both in the creation of the Estonian cybersecurity governance
ecosystem and the responses to various cybersecurity crises. Though document
analysis may have provided insight into the formalised part of the decision-
making process, expert interviewing provided insight into the underpinnings of
the government process that simply could not have been gleaned exclusively from
official documentation. This is indeed reflected in the data that was derived from
the interviews.

Expert interviewing was also the most logical choice of methodology relative
to the theoretical approaches undertaken in both Studies II and III. Given the
collaborative governance approach of Study II, which emphasised the range of
stakeholders involved in the cybersecurity governance process and the collabo-
rative dynamics between them, it was apt to interview those stakeholders them-
selves to gain insight into the dynamics that underpin the Estonian cybersecurity
governance ecosystem. Similarly, with Study III, the historical institutionalist
theoretical approach treated the four key cybersecurity crises examined in the
paper as critical junctures at which cybersecurity governance learnings could be
observed, and thus, interviewing the decision-makers involved in the governance
processes at those critical junctures was particularly illuminating and appropriate.

An initial list of prospective interviewees was determined using purposive
sampling via preliminary research into the cybersecurity governance ecosystem
of Estonia, and cybersecurity crises that have befallen the Estonian e-governance
system in recent years; information on the decision-makers involved in these
processes was typically publicly-available on Estonian government websites with
contact information also available.'” These interviewees were contacted via
email, with an introduction to the project and a request for interview. Once the
initial list of prospective interviewees was contacted and interviews were arran-
ged and conducted, snowball sampling was employed, whereby the initial inter-
viewees suggested further relevant individuals with whom I should speak.'?
Interviewees were pre-sent the questionnaire, in order to adequately prepare for
the questions I would ask, as well as an informed consent form to be signed prior
to participation in the interview, which provided details on the use of data for
multiple scholarly articles and the right to withdraw from the study. These pro-
cesses were carried out in line with Estonian research ethics guidelines.'?’

The interview questionnaire consisted of an introductory section of questions,
which queried the interviewees’ roles and relationship with cybersecurity gover-
nance and e-governance in Estonia. This was followed by two topical blocks of
questions, one for each of the papers that would be informed by the interviewing,
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and a final concluding block of questions. The interviews were semi-structured,
which allowed for additional ideas to be added by the interviewees, and which
also allowed for me to ask follow-up questions or seek clarification on ideas put
forward by the interviewees. The format of the interview questionnaire can be
seen in Appendix A. For the second paper on the cybersecurity governance eco-
system, I requested that all interviewees answer all questions in the block of
questions, which broached their personal and institutional definitions of the term
cybersecurity governance, the structure of the cybersecurity governance eco-
system in Estonia, and practical realities of the understandings of the term
cybersecurity governance.

For the third paper on cybersecurity crises, I notified interviewees beforehand
that I would like them to respond to questions about the crises during which they
held decision-making roles. This meant that the interviewees only answered
questions surrounding the crises during which they were in decision-making
positions. In some instances, interviewees responded to the questions for one or
two crises, while in a few instances, interviewees were in decision-making crises
during all four crises examined in the paper. For this third paper, in response to
both the blocks of questions devoted to Estonian crises and the concluding block
of questions, the semi-structured nature of the interviews also prompted respon-
ses related to other crises beyond the four crises studied in the paper. For example,
responses extended to the 2011 Fukushima earthquake in Japan or the 2017
NotPetya cyberattacks, which targeted Ukraine but ultimately spread globally,
and how Estonian cybersecurity governance was undertaken with such external
crises in mind.

Ultimately, ten interviews were conducted with officials involved in cyber-
security decision-making, particularly around e-governance, inside the Estonian
government. The pool of interviewees was derived from the Ministry of Eco-
nomic Affairs and Communications (MKM), the Ministry of Defence (MOD),
State Information Systems Authority (RIA), Electoral Management Board
(EMB), the Presidency of the Republic of Estonia, and the Government Office of
Estonia. The interviews ranged in length from 30 minutes to two hours. All inter-
views and prior communication with interviewees were carried out in English
rather than Estonian, as I had only completed one semester of Estonian language
training at the time that I began undertaking these interviews. Overall, this did
not present issues, as all interviewees spoke English to a high level and articulated
ideas clearly. As the published papers that drew from these interviews were also
all in English, it allowed quotations to be used directly from the interviews.

These interviews were recorded, and then later transcribed using the Otter Al
transcription service, followed with further proofreading to ensure that the tran-
scription matched what was said in the interview, with the original recording file
that had been saved in a secure OneDrive deleted upon the completion of this
process. Once the transcriptions were completed, the interview transcripts for
both the second and third papers were coded in a similar style using a concept-
based coding down approach. This approach employed a combination of descrip-
tive coding, firstly, and then interpretive coding, to categorise ideas that emerged
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in the interviews, and to do so in line with the research questions posed in each
of the respective papers.'?® The approach to coding was used because it “specifi-
cally name[s]” and “systematically connects” concepts and governance processes
that the respondents mentioned throughout the interviews.'?’ The codebooks used
to categorise these ideas were developed following Braun and Clarke’s thematic
analysis, which aims “to record or chart the developing analysis as well as to
guide data coding.”'*" In Study II, the codebook was developed with the first layer
aligned with the two code research questions of the paper, with a second layer for
the sub-questions of each initial research question, and a third layer for the
common themes of responses provided by the respondents. Conversely, for
Study III, the first layer of the codebook was initially developed in line with the
four core crises examined in the paper, while subsequent layers addressed the
research questions and the different categories of responses and decision-making
undertaken within each crisis.

As previously mentioned, all interviewees signed an informed consent form
prior to participating in the interviews; in this form, they also selected how they
wished to be referred to within the research papers. Of the ten interviewees, four
consented to be referred to by their names and positions, while the remaining six
interviewees requested to be referred to by a pseudonym based on their current
or previous role. I worked with these six interviewees to describe their role in a
manner that was sufficiently detailed for the paper, but with which the inter-
viewees were satisfied that their identity would not be compromised. Ultimately,
in the second paper, I simply referred to interviewees by the common identifier
“Interview A, B, C, etc.,” and when roles were utilised, for example in the context
of defining the term cybersecurity governance in an approach that was meant to
be deliberately layered and multi-faceted, interviewees were referenced merely
in alphabetical order of the common identifier. This process of labelling inter-
viewees became more difficult with the third paper, given that the role of inter-
viewees varied significantly across the four crises examined, which ranged from
2007 to 2022. Names were used for the four interviewees who consented to be
cited by name; however, the additional six interviewees were referred to by their
current or former role, held at the time of the crisis in question. However, there
was no common identifier used across the interviewees in this paper, a departure
from the second paper. This is because the Estonian cybersecurity and e-gover-
nance communities are small, it would be possible to triangulate who held such
roles over time, thus rendering the interviewees potentially identifiable, even if
pseudonymised.

122 King, Horrocks, and Brooks, 2019, p. 204.
129" Strauss and Corbin, 1998, p. 176
130 Braun and Clark, 2022, p. 12.
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3.2. Methodological and Practical Limitations

Some potential limitations arose over the course of conducting this research, but
attempts were made to mitigate such limitations to the greatest extent possible.
The timeframe examined during this project spans almost two decades, from 2007
and the cyberattacks against the Estonian government, news media, and banking
websites in that year. More recent events, such as the COVID-19 pandemic or
Russia’s full-scale invasion of Ukraine in 2022 were naturally more fresh in the
memories of participants, owing to the recency of these events. Despite the
elapsed time, interviewees were able to describe the decision-making processes
surrounding earlier events, like the 2007 cyberattacks and 2017 eID crisis, in
great detail; as an addition to this, information was triangulated and verified vis-
a-vis other publicly available information from those times. Additionally, the
timeframe examined in this paper was altered over the course of this project, in
response to major world events that had an impact on the topics being studied,
which could simply not be omitted from this project. Initially, this project looked
at the time period of 2007 to 2021; I had been encouraged to have a clearly
delineated time period for this project, so as have a contained scope of the project
and avoid the difficulties or risks of straying beyond that. However, Russia’s full-
scale invasion of Ukraine, which began on 24 February 2022, three weeks after
I moved to Estonia to begin undertaking this research project, caused me to make
a change. It would have, in my view, been irresponsible to examine cybersecurity
governance, especially in Estonia, when the cybersecurity landscape was so
fundamentally impacted by the full-scale invasion, both for Ukraine and its allies.
Therefore, | extended the time period of this project to 2023, to encompass the
significant cybersecurity governance responses to the full-scale invasion within
the articles comprising my PhD.

Owing to the smallness of the Estonian cybersecurity and digitalisation com-
munities, a few potential limitations arose in the interviewing process. Firstly,
there was a small pool of interviewees with whom I could speak. Over the period
0f 2007 to 2023, personnel in this field have frequently changed roles, both within
different parts of government, as well as in the private sector. Sometimes this
presented difficulties for tracing and contacting interviewees with whom to
speak; however, this difficulty was often mitigated by referrals from previous
interviewees, who not only recommended further interviewees via snowball
sampling, but also often sent emails of introduction. At one point in the inter-
viewing, responses to my interview requests stagnated slightly; in response, a
former Estonian President who participated in the project advised me to follow
up on the emails to each of the unresponsive prospective interviews, and to CC
the former President in the emails, in order to show their endorsement of the
research project and prompt quicker responses from the prospective interviewees.
This approach ultimately proved successful in many instances. However, there
was still a small number of personnel with whom I was unable to speak, despite
numerous efforts — via email, other channels, and through personal connections.
This is perhaps a logical outcome, given the busy schedules of government

42



personnel. Given the time period examined in this PhD project, from 2007 to
2023, there were also potential limitations arising from the time elapsed since the
start of this time period and the decision-making processes surrounding the 2007
cyberattacks, responses to this crisis, and the crafting of a cybersecurity gover-
nance ecosystem in the years following. There was a risk of recall bias from inter-
viewees, especially when more than a decade had passed since these events at the
time of interviewing. In addition to recall bias, there was also potential bias posed
by government officials who had an interest in portraying government actions in
a positive light. This phenomenon was not present pervasively, as interviewees
did indeed show the messiness and multitude of considerations undertaken as
they sought to govern cybersecurity. While both of these potential biases were
unavoidable, I attempted to mitigate both to the greatest extent possible by trian-
gulating information presented by the interviewees with other publicly-available
information, from governmental, news media, and other sources, to verify their
claims.

There are also inherent limitations to the scope of this research, by nature of
its deliberately narrow focus for this PhD project. As noted earlier in this section,
Studies II and III in particular undertook elite interviewing and drew from inside
perspectives on the decision-making process, rather than outside ones. While
I have previously explained why this approach was taken, it does leave out parti-
cular outsider voices in conversations surrounding cybersecurity and e-gover-
nance in Estonia. For example, it prioritises governmental interviewees over
prospective interviewees in other parts of Estonian society, such as the private
sector or civil society actors, as well as everyday citizens. The interviewees also
came only from the national-level government, leaving out local government-
level actors, although this was quite deliberate, as the phenomena I was exa-
mining are governed predominantly at the national-level in Estonia. While the
interviewees were selected based on their expertise and roles, they were all ethni-
cally Estonian, and thus not entirely demographically representative of Estonia’s
makeup. However, this PhD project does not claim to be representative of the
whole of Estonian society. Rather, especially in the context of Studies II and III,
it aims to derive learnings from the decision-makers most directly involved in
crafting Estonia’s cybersecurity governance ecosystem and responding to cyber-
security crises affecting its digitalised provisions. This research looks at the insti-
tutions and personnel where the decisions were undertaken, rather than looking
at interpretation beyond these entities.

As a result of the narrowed scope of the PhD project, various considerations
surrounding cybersecurity and e-governance were intentionally omitted because
they fell outside of the focus of the project and its studies. For example, there are
indeed important and interesting avenues for research surrounding topics such as
surveillance, inequality, or data governance, which could also be compellingly
studied alongside cybersecurity and e-governance. However, given that this PhD
project was concerned with how cybersecurity itself is governed in a highly-digi-
talised context, and with how a cybersecurity governance ecosystem is formed
and how crises are responded to, such aforementioned topics simply fell beyond
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the scope of this project and were therefore not considered in-depth in the project
or its studies. Including such topics in this research would have represented an
over-extension, and possibly also necessitated changes in the methodological or
theoretical approaches. These topics represent potential avenues for future research
into adjacent topics related to e-governance and cybersecurity; however, in its
current form, this project has a bounded topical focus that aligns with the theo-
retical frameworks and methodological decisions undertaken.
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4. FINDINGS

This section outlines the ways in which the overall project addresses the over-
arching research questions, while also looking at the specific findings of each
study. Furthermore, this section justifies how these findings are connected to one
another, while contributing to gaps in the existing body of literature.

4.1. Major Findings of Studies |, 11, and IlI

Collectively, these studies have addressed the overarching research questions
posed in this PhD project: in what ways have the cybersecurity governance
models aimed at securing e-governance provisions in Estonia evolved over the
period of 2007 to 2023, and whether and in what ways do critical events or chan-
ged circumstances explain the changes in these cybersecurity governance models
over time? Indeed, overall approaches to cybersecurity governance in 2023, at
the end of the time period examined for this project, look fundamentally different
from those which existed in 2007, at the beginning of this focal time period.
While Estonia’s digital transformation was already well underway in 2007, the
16 years examined in this PhD project saw a significant expansion of the e-gover-
nance offerings. Although electronic identification, X-Road as a data exchange
platform, some e-services, and internet voting were already available, by the
onset of the COVID-19 pandemic in 2020, real estate transactions, marriage, and
divorce were the only services not yet available online, all of which have since
become available online. With this increasingly digitalised context, the ‘surface
area’ for potential cyberattacks and incursions increased too, prompting a need
for policy to address this ever-evolving domain. Thus, both the broader shift in
the global cybersecurity threat landscape and specific critical events (for example,
the crises examined in Study III) significantly shaped changes in cybersecurity
governance over the period of 2007 to 2023. The governance structures in place
in Estonia, aimed at dealing with cybersecurity, were impacted by changed
circumstances, namely increased digitalisation, which saw the selection of the
Ministry of Economic Affairs and Communications holding primary ministerial
purview for cybersecurity, on the basis of its relationship with the private sector
for digitalisation-related relationships. Furthermore, critical cyber incidents, such
as the 2007 cyberattacks or the elD crisis in 2017, also shaped subsequent chan-
ges to cybersecurity governance structures, the implementation of policies, and
specific approaches to cybersecurity in domains such as communications, all of
which were aimed at bolstering future cybersecurity.

More broadly, these studies have collectively demonstrated that a highly-digi-
talised context, featuring advanced and mature e-governance provisions, will
have high cybersecurity needs, by nature of the wider prospects for cyberattacks
or other cyber incursions in such a digitalised setting. Thus, there is a need for an
appropriate cybersecurity governance ecosystem to be established, which reflects
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both the cybersecurity needs and localised priorities — which may include gover-
nance, security, and cultural realities — of a particular setting. Finally, while such
initiatives generally contribute to a more secure environment for digitalised pro-
visions, it certainly remains possible that cyberattacks and cyber incursions, po-
tentially leading to cyber crises, can still unfold. Thus, it is important that, within
this cybersecurity governance ecosystem, there are parameters in place for dealing
with crisis from a technical standpoint, as well as policy and communication per-
spectives, all aimed at bolstering the cybersecurity of digitalised provisions in the
future. Together, the findings of Studies I, II, and III have indicated that cyber-
security governance models, specifically those aimed at securing e-governance
provisions in the highly-digitalised Estonian context, have indeed changed over
the period of 2007 to 2023, in the myriad specific and more general ways de-
scribed above.

Study I aimed to contextualise the state of the e-governance system in Estonia
around the time of the COVID-19 pandemic, exploring how the e-governance
offerings evolved with the pandemic and beyond. By the onset of the COVID-19
pandemic at the start of 2020, a robust offering of digitalised provisions were
already available in Estonia; the major exceptions were three particular e-services —
marriage, divorce, and real estate transactions — and the provision of education,
which was predominantly an in-person undertaking prior to the pandemic. How-
ever, the onset of the COVID-19 pandemic prompted the introduction of new
digitalised services, namely the move to fully online education dating from the
earliest days of lockdowns, the introduction of contact tracing applications to
align with the new public health realities of the pandemic, and the repurposing of
technologies from Estonia’s e-Residency programme for use in real estate
transactions, a provision that had previously not been digitalised. An additional
finding from this paper focused on the expansion of Estonia’s e-governance, in
both domestic and international contexts, both underscoring the global relevance
of Estonian e-governance and the continued need for innovation and adaptation
domestically. The paper acknowledges that Estonia is no longer unique as an
exporter of e-governance solutions, as other countries have innovated in this
space as well, but a combination of the e-governance system’s availability, effec-
tiveness, and efficiency, alongside effective branding, tailored international out-
reach, and continued strategic assessment of the system have provided oppor-
tunities for the expansion of Estonian e-governance practices beyond the country’s
borders.”! By exploring the e-governance system of Estonia and its specific
workings and needs, Study I also implicitly identified cybersecurity concerns
across various parts of this system, including in e-learning and expanded e-ser-
vices, which provide a foundation for studying more specific aspects of cyber-
security governance in a highly digitalised setting in subsequent papers.

Study II sought to examine the development of the cybersecurity governance
ecosystem in Estonia over time, as well as practical and institutional under-

B Carmichael, 2021, p. 46-47.
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standings of the term cybersecurity governance and the realities that can arise
from these understandings. Firstly, this study found that the 2007 cyberattacks
prompted cybersecurity governance as a policy concern requiring institutional
structure and ministerial responsibility to be shifted from the Ministry of Defence
(MOD) to a predominantly civilian purview under the Ministry of Economic
Affairs and Communications (MKM), along with the empowerment of the State
Information System Authority (RIA) and CERT. The decision to make this minis-
terial shift was largely due to the Estonian prioritisation of digitalisation, given
that MKM had strong relations with the private sector for digitalisation-related
engagement. Interestingly, the term cybersecurity governance is not formally
codified, but is defined by a strong informal consensus, rooted in shared norms
and values, held amongst relevant stakeholders. While tensions did occasionally
emerge around understandings of cybersecurity governance, this was often due
to small ambiguities in the roles, or differing leadership styles in key roles, and
could be mitigated by interpersonal connections within the tight-knit Estonian
cybersecurity community or RIA auditing mechanisms. These instances also
demonstrated Emerson and Ahn’s collaborative dynamics, showing instances of
principled engagement, shared motivation, and joint capacity in the establishment
and implementation of the Estonian cybersecurity governance ecosystem, with a
common goal of securing extensive e-governance provisions in the country.

Study III looked at four key cybersecurity crises impacting Estonian e-gover-
nance — the 2007 cyberattacks, the 2017 elID crisis, the COVID-19 pandemic, and
Russia’s full-scale invasion of Ukraine in 2022 — to examine the decision-making
processes that followed these crises. Specific decision-making outcomes in-
cluded, for example, the establishment of the NATO Cooperative Cyber Defence
Centre of Excellence, funding for cybersecurity-related education initiatives, and
the creation of new cybersecurity governance structures (arising from the 2007
cyberattacks) and ‘lessons learned’ processes for reflection and improvement post-
crisis (a main outcome of the 2017 elID crisis). More broadly, three consistent
governance themes were present across these crises: the first was learning from
experience across each crisis examined in this study, and from external crises, for
additional preparedness in the event of future crises or cybersecurity threats. This
includes crafting an ecosystem for governing cybersecurity that reflects the loca-
lised needs of a place and having crisis preparedness measures in place. Second,
was a clear and transparent communication approach to cyber crises, to ensure
that cybersecurity-related information is relayed effectively to the general public.
Third, these crises showed the importance of innovation in times of non-crisis, as
the crises examined often acted as expediters of ongoing policy ideas or initia-
tives. It is crucial to consistently innovate in the cybersecurity domain, despite
potential barriers to actually pushing ideas through, as such ideas can be of most
use and possibly put in place quicker in times of crisis.

These findings are collectively part of a nuanced mechanism, which exists at
different parts of the crisis cycle. For example, crafting a cybersecurity ecosystem
and innovation on cybersecurity-related topics takes place in times of non-crisis,
where cyberattacks or other major cyber incidents are not unfolding in a crisis
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environment. Conversely, the clear and transparent communications approach
would be most necessary as a cyber crisis unfolds. Therefore, while these specific
findings, and how they are carried out in a government context, do not hold
relevance at all times, they have importance based on circumstance and especially
timing within the crisis cycle. It is crucial that all parts of this mechanism exist,
however, as they interact with one another, arising in different times. The inter-
play between these mechanisms may also offer an interesting avenue for further
research, to investigate how these mechanisms interact as governance processes
are undertaken amidst crisis and non-crisis, and if any of these themes have greater
relative importance.

4.2. Contributions and Linkages Between Studies

As noted in section 2, this research project, and the specific papers that comprise
it, aim to contribute theoretically to gaps in the current body of scholarship, as
well as practically, with implications for government entities in Estonia and
beyond. More broadly, these papers contribute to literature on cybersecurity and
e-governance, but additionally, they contribute new knowledge to specific gaps
on policy change and collaborative governance (Study II) and historical insti-
tutionalism and crisis management (Study III) in the domain of cybersecurity.
Study I has provided a comprehensive overview of the Estonian e-governance
system surrounding the COVID-19 pandemic via an exploratory case study,
providing an in-depth examination of Estonia as a critical case in the fields of e-
governance and cybersecurity. The article looks at the prospects for further
development of this system domestically and internationally, while also identi-
fying the specific cybersecurity needs of the Estonian e-governance system that
provide a foundation for the topics examined in Studies II and III. Study II has
approached the development and evolution of the Estonian cybersecurity gover-
nance ecosystem, holding this multi-faceted and multi-stakeholder process up to
collaborative governance literature, specifically the collaborative dynamics of
Emerson and Ahn. In doing so, this study has provided a novel contribution by
bringing the cybersecurity domain into policy change literature, while also
applying a collaborative governance theoretical framework in a compelling new
domain. Furthermore, it has built upon the work of Study I, by showing how a
cybersecurity governance ecosystem is formed in a highly digitalised setting, like
the context of digitalisation that was explored in-depth in the first paper. Study III
has examined crisis management and decision-making in response to key
cybersecurity crises befalling the Estonian e-governance system over a 16-year
period, representing a departure from the existing body of crisis management and
cybersecurity literature outlined in section 2. This study has built upon both
Studies I and II, looking at crisis in a highly digitalised context, in the critical
Estonian case, while also examining how governance and decision-making were
undertaken within the cybersecurity governance ecosystem that was examined in
Study II.
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There are inherent linkages between these papers themselves and the con-
tributions that they make; the findings in these three studies are intrinsically
connected and collectively address the broader research questions posed in this
research project, focused on the development of cybersecurity governance per-
taining to e-governance over time in the Estonian context. In the findings of these
papers there is significant cross-over, as consistent ideas re-emerge in this
research, validating their overall contributions. These studies build upon one
another, firstly with Study I, by laying the foundations of the project and pro-
viding an overview of the Estonian e-governance system to be examined through-
out the project, collating publicly available information to depict this digitali-
sation landscape and its evolution over time. This study has also identified the
specific needs, particularly the cybersecurity concerns, around Estonian e-gover-
nance, necessitating further research on how cybersecurity can be governed,
especially in a highly-digitalised setting. Next, Study II continues by looking at
the development of this cybersecurity governance ecosystem and how it has
shifted over time, while analytically broaching the practical realities of defining
the term cybersecurity governance, the complexities of which were already intro-
duced in section 2. Finally, Study III continues to build upon the themes of Study I
and Study II, but looking at governance responses in times of cybersecurity crises
that affect e-governance; this study looks at cybersecurity crises that have
occurred in a highly-digitalised context, while examining how such crises are
broached within the cybersecurity governance ecosystem that has been instituted
in order to address such cybersecurity concerns.

There is a common thread across these studies surrounding ideas of times of
crisis and non-crisis, which is present in all three papers. Indeed, the COVID-19
pandemic prompted some e-governance service expansion in Study I, while the
2007 DDoS cyberattacks were the impetus for the crafting of a coherent cyber-
security governance ecosystem in Study II, and all four crises domestically, in
addition to external crises, prompted core policy changes and initiatives intended
to bolster cybersecurity in the future, as outlined in Study III. Thus, this finding,
across all three papers, emphasises an overarching idea that innovation in the
cybersecurity domain must be ongoing and ever-evolving to adapt to changing
realities and cyber threat landscapes. Doing so facilitates a level of preparedness
that means when crisis does strike, a likely possibility in the current cyber threat
landscape, innovation will likely be expedited and can be leveraged to bolster
future cybersecurity. Theoretically, these studies are linked by the collaborative
governance and historical institutionalist theories that they apply; in Study 11, the
collaborative governance approach encompasses a broad range of actors involved
in a particular governance process — in this case, cybersecurity governance — with
stakeholders across different government entities and the private sector working
together toward a common goal of bolstered cybersecurity. While Study III
employs historical institutionalist theory, treating cybersecurity crises as critical
junctures, key points at which decision-making and governance processes unfold.
These theories are intrinsically connected in the study of cybersecurity gover-
nance: a large range of actors across different institutions are engaged in the
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cybersecurity governance process, engaging in a myriad of different ways, and
when faced with critical junctures, typically in the form of a cybersecurity crisis,
these actors will be required to engage with one another in the governing and
decision-making surrounding cybersecurity.

Together, these articles have sought to answer the overarching research ques-
tion of how the cybersecurity governance of Estonian e-governance has evolved
over the period of 2007 to 2023, by illustrating the ways in which cybersecurity
governance has shifted, alongside e-governance, shaped by domestic and inter-
national realities, and internal and external crises, in a manner that is nuanced,
non-linear, and reflective of the given circumstances of the time. They demon-
strate the high cybersecurity needs of a mature highly-digitalised setting, and the
subsequent governance processes — based in multi-faceted and multi-stakeholder
collaborative dynamics, and crisis response — to ensure preparedness for and
response to ever-evolving cybersecurity realities.
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5. DISCUSSION

While the previous section discussed the linkages and contributions of the over-
arching research project, as well as the individual papers that comprise it, this
section discusses the overall implications of this research and the prospective
avenues for future research stemming from this research project.

The first major set of implications of this project are theoretical. As outlined
in section 2 and 4, there is currently a predominant focus in the literature on inter-
national cybersecurity governance, or the examination of the topic of domestic
cybersecurity governance from varied settings; thus, this project contributes
knowledge to cybersecurity governance scholarship within a domestic, single-
country context, using the valuable critical case of Estonia. It is important and
illuminating to have research focusing on domestic settings, as it is comple-
mentary to the existing literature on international cybersecurity governance,
while simultaneously providing new knowledge on well-functioning cyber-
security governance in a domestic context. This research project provides com-
pelling new scholarship on the cybersecurity governance processes particularly
surrounding e-governance, in a single-setting critical case, a mature and pervasive
instance of digitalisation requiring cybersecurity provisions. Domestic contexts
comprise the international context in the first place, so it is crucial that research
in both domains exists. Additional theoretical contributions come via the appli-
cation of new or underused theoretical approaches to the domain of cybersecurity
governance. Study II’s use of collaborative governance to examine policy change
in the domain of cybersecurity governance is twofold, first it presents cyber-
security governance as a timely and relevant domain to examine in the context of
policy change, and second, it validates and extends the use of Emerson and Ahn’s
collaborative dynamics in a multi-faceted and multi-stakeholder cybersecurity
context. It shows that a myriad of actors involved in the cybersecurity governance
process can act in pursuit of a common goal, cybersecurity, and craft an over-
arching cybersecurity governance ecosystem, ultimately showing how policy
change occurs in the domain of cybersecurity governance through a lens of col-
laborative governance. Study III’s use of a historical institutionalist approach,
treating cyber crises as critical junctures that prompt governance decision-making
and responses, is also a notable and novel contribution to the broader body of
cybersecurity governance scholarship, where literature on cybersecurity crises,
more broadly, is currently rather scarce.

There are indeed also practical implications arising from the findings of this
research project. Overall learnings surrounding the conditions for the establish-
ment of a cybersecurity governance ecosystem via adaptive institutional struc-
tures that reflect on-the-ground intricacies and realities, innovation in times of
crisis and non-crisis, and public and ongoing communications around cyber-
security more broadly, and crises more specifically, are all applicable and useful
for governments around the world undergoing various stages of their respective
digital transformations. A number of findings in Studies II and III are particularly
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illuminating and adaptable for the localised intricacies of other governmental
settings. Study II has shown that the cybersecurity governance ecosystem in
Estonia placed primary ministerial purview with MKM, as a way of prioritising
the country’s digitalisation, given the ministry’s strong relationships with the
private sector providers of digitalisation solutions. This shows that primary cyber-
security purview should be determined with the unique policy needs and intri-
cacies of a place prioritised. Furthermore, Study II showed that, in Estonia, cyber-
security governance as a term was not codified but, rather, commonly understood
by cybersecurity personnel across the government based on shared goals and
values within this domain. Thus, cybersecurity governance rooted in shared
culture and priorities is critical and embedded in broader political and security
contexts that shape the culture more broadly. While these findings are unique to
Estonia’s specific context, more broadly, these findings could be applicable in
other settings. When crafting a cybersecurity governance ecosystem, a govern-
ment may not prioritise digitalisation like Estonia, but will have other govern-
mental priorities based on political, cultural, security, or other nuances of that
particular place. Thus, cybersecurity governance in a specific setting is indicative
of and shaped by the broader local context. Similarly, the concept and approach
to cybersecurity governance itself should be commonly understood, whether by
codified or non-codified means; determining whether to codify this under-
standing should be based on shared culture and values surrounding cybersecurity
in a particular setting. Additionally, Study III found multiple crisis management
approaches, employed by the Estonian government, which could be adapted for
use by other governments facing cybersecurity crises in their e-governance
systems. Firstly, a clear and transparent communications approach, aimed at
reassuring a potentially concerned general populace. Secondly, a trend of learning
from prior experience to shape responses in the event of future cybersecurity
events or even crises. Thirdly, this study revealed a need to innovate in times of
non-crisis, as crisis can expedite policies or other initiatives. These learnings
could be applied to other settings, where governments could communicate clearly,
undergo reflection and learning processes, and prompt innovation in times of non-
crisis to bolster preparedness. Thus, the new knowledge generated in this research
on Estonia could be potentially useful in specific settings such as emerging
e-governance systems, small nations, or local governments in larger settings, with
the potential to scale these learnings to other settings as well. Additionally, this
research on cybersecurity governance and e-governance in Estonia is particularly
informative to the Estonian government itself, as this system and the changing
realities and threat landscape continue to evolve in the future.

There are several prospective avenues for future research that stem from the
findings of this research project. Because of the contained nature of the time-
frames studied in this research project, from 2007 to 2023, and also due to the
fast-paced changes ongoing in the fields of cybersecurity and e-governance, there
are several new directions for research in the ensuing years resulting from the
Estonian case, that go beyond the scope of this research project. Beyond Study I,
which outlined the Estonian e-governance system at the time of the COVID-19
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pandemic, could be an update to represent the present-day landscape, five years
later. At the time of conducting the research in Study I, at the onset of the COVID-
19 pandemic, the Estonian government prominently noted that the online pro-
visions not available online in Estonia were marriage, divorce, and real estate
transactions.'*? Within one of the findings of Study I, that COVID-19 prompted
an expansion of e-services in Estonia, was that authentication technologies used
for the Estonian e-Residency programme from private-sector partner Veriff were
repurposed for use in a real estate setting, moving that provision online.'** By the
end of 2024, marriage and divorce were also available online, and by early 2025,
the Estonian government pronounced that it was 100% digital.'** Therefore, the
overview of Estonian e-governance from Study I could be updated to encompass
the present day, while examining what factors, whether crisis or non-crisis ele-
ments, prompted said changes. Examining these changes and shifts in the land-
scape, of both digitalisation and cybersecurity governance, over a more prolonged
period of time could have interesting practical and research outcomes for both the
Estonian case and other international contexts, as other governments similarly
seek to expand their e-governance offerings.

While I argue that there are valuable learnings from the Estonian context for
governmental settings beyond Estonia’s borders, there are certainly instances
where one might expect these learnings to travel best into other contexts. For
example, these learnings would likely be most applicable in contexts where a set
of features similar to Estonia exist: a democratic system of governance, but also
a unitary governance structure, and a small and highly-digitalised setting. How-
ever, these conditions are not the only requisites for the applicability of Estonian
learnings. The first condition, democracy, may indeed be requisite; it is unlikely
that the governance learnings would travel well into a non-democratic context.
The other conditions, conversely, may require more extensive adaptability to
apply learnings from Estonia to an external context. For example, a federal system
of governance, a larger country, or a state with a lower level of digital maturity
may still learn from Estonia, but with more adaptation to their localised context
required. This comparative research, alongside other research pathways, could be
explored in greater depth in future research.

This PhD project could contribute to a continued research programme, in both
the conceptual approaches and theoretical frameworks applied in the studies of
this PhD project, especially as they relate to the domain of cybersecurity. Policy
change remains a phenomenon to be studied in relation to cybersecurity gover-
nance, as the rapidly-changing cyber threat landscape means that policy and go-
vernance structures must be in place to broach such threats. Given the multi-
faceted and multi-stakeholder nature of cybersecurity governance, both in Estonia
and beyond, collaborative governance theory, and especially the collaborative

132 Carmichael, 2021, p. 26.
133 Carmichael, 2021, p. 37.
134 Kriisa, 2025.
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dynamics examined in Study II, remain a compelling lens through which to
examine the phenomena of policy change in the cybersecurity domain. Also
related to the evolving cyber threat landscape, it remains likely that cyber crises
will continue to unfold, as new and sophisticated methods of cyberattacks and
other cyber incursions emerge. Thus, there are possibilities for further research
on governance responses to cyber crises using historical institutionalist theory as
in Study 111, in order to trace critical junctures and path dependencies over time,
with a specific focus on bolstered cybersecurity measures being the product of
path dependencies in policies and decision-making.

There are also avenues for further research specifically at the nexus of cyber-
security governance and e-governance in the Estonian case, as an extension of
this PhD project. While Study II examined the formation of the Estonian cyber-
security governance ecosystem and its shift of primary ministerial purview from
the Ministry of Defence to the Ministry of Economic Affairs and Commu-
nications, there are now prospects for future longitudinal study of the institutional
structures for cybersecurity governance in Estonia and what prompts shifts within
them. As of 1% January 2025, the primary ministerial purview for cybersecurity
within the Estonian government has shifted once again, from MKM to a newly-
created Ministry of Justice and Digital Affairs.'* This shift was undertaken in
order to prioritise aligning Estonia’s digitalised system and processes with
legislation more closely."*® An initial assessment of this new ministerial purview,
shows the decision to place responsibility with the Ministry of Justice and Digital
Affairs aligns with Study II’s finding that the ministerial purview is decided based
on policy priorities of the time; while that priority was digitalisation relationships
with the private sector and MKM in Study II, that priority is seemingly the
alignment of legislation and digitalisation with the Ministry of Justice and Digital
Affairs. Thus, this additional shift in Estonia’s cybersecurity governance eco-
system offers an interesting opportunity to examine the Estonian case over a more
extended period of time, while also potentially deriving broader lessons for other
settings with shifts in cybersecurity governance, and institutional structures more
broadly, over time. Additionally, such a study could further theoretical contri-
butions in the study of collaborative governance and collaborative dynamics in
the field of cybersecurity governance, by examining the evolution of these pro-
cesses over a more extended time period.

These findings, arising from the research project, also open potential avenues
for comparative case studies to examine cybersecurity governance ecosystems
and their relationship to e-governance systems in other countries or governmental
settings, as well as cybersecurity crisis management and decision-making. Previ-
ously outlined scholarship, including Boeke and Collier, has examined Estonia
comparatively with countries such as the United Kingdom, the Netherlands, or
Czechia on other aspects of cybersecurity governance and institutional structures

135 Miekivi, 2025.
136 Republic of Estonia Ministry of Justice and Digital Affairs, 2025.
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for crisis response. As previously mentioned, comparative research on these
topics between Estonia and other mature cases are currently rather lacking,
therefore this could provide interesting new avenues for research on the topics of
crafting a cybersecurity governance ecosystem or responding to cybersecurity
crises that impact e-governance structures. Additionally, these topics could be
studied vis-a-vis other small states, with high levels of digitalisation or sophisti-
cated cybersecurity governance structures, such as Singapore, or with less mature
case studies, such as Costa Rica or Albania, as most-different cases in terms of
digital maturity, as they develop over time. Such research could provide theo-
retical contributions in the domain of cybersecurity vis-a-vis collaborative gover-
nance or historical institutionalism, the approaches used in this project, by pro-
viding comparative insight into mature cases; it could also provide practical
learnings on these topics for younger cases, in instances where governments con-
tinue to develop their e-governance systems and cybersecurity governance. How-
ever, this represents a non-exhaustive list of possible future research directions
resulting from this project.
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6. CONCLUSION

This research project has broached the Estonian cybersecurity governance and
e-governance systems over the period of 2007 to 2023, responding to the over-
arching questions, which queried: in what ways have the cybersecurity gover-
nance models aimed at securing e-governance provisions in Estonia evolved over
the period of 2007 to 2023, and whether and in what ways do critical events or
changed circumstances explain the changes in these cybersecurity governance
models over time? This project has done so via three research papers, which
examined 1) the evolution of Estonia’s e-governance landscape in line with the
COVID-19 pandemic, 2) the development of the Estonian cybersecurity gover-
nance ecosystem over time and understandings surrounding cybersecurity gover-
nance itself within the Estonian government, and 3) governmental crisis response
and decision-making around four key cybersecurity crises affecting e-governance
(the 2007 cyberattacks, the 2017 elD crisis, the 2020 COVID-19 pandemic, and
Russia’s 2022 full-scale invasion of Ukraine). In doing so, and by using Estonia
as a critical case in the topics of digitalisation and cybersecurity, this project has
made valuable theoretical and practical contributions, contributing to existing
scholarship and potentially informing both the Estonian government and other
governments undergoing digital transformation.

Firstly, the project has made important contributions to gaps in existing
scholarship conceptually by examining the phenomena of policy change and
crisis response, and theoretically by applying collaborative governance and histo-
rical institutionalist theories. As noted in the literature review above, cyber-
security governance as a domain for research in these broader theoretical fields
remains rather scarce, and there is much new knowledge to be derived in these
fields. This project has contributed to some of the existing gaps in the scholarship
at the nexus of cybersecurity governance, e-governance, and these theoretical
approaches. This project has also indicated pathways for further research in these
theoretical domains, which could contribute to a compelling research programme
of cybersecurity governance, as the global cybersecurity landscape inevitably
continues to evolve in coming years. More practically, Estonia’s learnings over a
rather extensive period of experience with digitalisation and cybersecurity offer
valuable insights to governments elsewhere as they similarly undergo digital
transformation and potentially face cybersecurity crises. Specifically, govern-
ments beyond Estonia could adapt Estonian approaches to crafting a cyber-
security governance ecosystem and responding to cybersecurity crises to their
own localised intricacies. As noted in the previous section, these learnings would
likely travel best to other democratic, unitary, small, and highly digitalised
governments but could also be adapted for other contexts. This could include the
prioritisation of certain policy areas when allocating ministerial purview within a
cybersecurity governance ecosystem, or crafting crisis responses with clear
communications, promoting cybersecurity innovation in times of non-crisis, and
learning from prior crises to bolster cybersecurity of digitalisation provisions in
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the future. As has been noted earlier, this project does not advocate for a direct
replication of Estonian practices in other settings, but rather, a thoughtful
employment of the learnings derived from each of the studies comprising this
research project, applied in the intricacies of the localised context. There are
inherently practical learnings on institutional setup and cybersecurity governance
ecosystems, and crisis response that, while endemic to Estonia’s particular con-
text, could certainly have practical applicability in other contexts amidst a
dynamic and ever-changing cybersecurity threat landscape that appears poised to
continue evolving into the future.
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SUMMARY IN ESTONIAN

Kiiberjulgeoleku valitsemine Eesti digitaalse valitsemise mudelis,
2007-2023

Doktorit60s uuritakse, kuidas on valitsused rakendanud viimastel aastakiimnetel
suurenenud digitaliseerimise taustal kiiberjulgeoleku mehhanisme oma e-valit-
semise korralduse kaitsmiseks. Tapsemalt analiilisitakse t60s kiiberjulgeoleku
valitsemisprotsesside ja -struktuuride arengut tugevalt digitaliseeritud kontekstis,
kasutades Eestit kriitilise juhtumina nende keerukate nihtuste uurimiseks. T60s
vaadeldakse, kuidas Eesti valitsemisprotsessid on aastatel 2007—2023 arenenud,
analiilisides e-valitsemise Okosiisteemi, selle laienemist ajas ning sellest kdrgelt
digitaliseeritud siisteemist tulenevaid julgeolekuvajadusi. Lisaks uuritakse dok-
toritdos, kuidas neile julgeolekuvajadustele vastamiseks on voimalik kujundada
mitmetahuline ja mitme osapoolega kiiberjulgeoleku valitsemise (cybersecurity
governance) Okosiisteem, mis hdlmab erinevaid ministeeriume, ametkondi ja
muid valitsusasutusi, kelle vastutusalasse kuuluvad kiiberjulgeoleku valitsemise
eri aspektid.

Doktoritd6 koosneb kolmest uurimusest. Uurimus I on kaardistav juhtumi-
uuring, mis annab iilevaate Eesti e-valitsemise maastikust, selle ajaloost ja tee-
nuste ulatusest kuni 2020. aasta ning COVID-19 pandeemia alguseni. See uurimus
kasutab Eestit e-valitsemise valdkonna kriitilise juhtumina, kus digitaliseerimine
saavutas korge taseme juba enne COVID-19 pandeemia puhkemist 2020. aastal.
Metodoloogiliselt on tegemist dokumendiuuringuga, mis pdhineb avalikult
kittesaadavatel dokumentidel Eesti e-valitsemise kohta. Info parineb peamiselt
valitsuse veebilehekiilgedelt, akadeemilistest ja ekspertkommentaaridest, uudis-
meediast ning rahvusvahelistest allikatest. Uurimus I oma pohjaliku iilevaatega
Eesti digitaliseerimise alustest ja avalike digiteenuste arengust 14bi aja voimaldas
ka identifitseerida edasised teemad ja hiipoteesid tulevaseks teadustodks, olles
seeldbi aluseks jargnevatele teoreetilistele ja analiiiitilistele kisitlustele uuri-
muses I ja II1.

Uurimuse I tulemuste pdhjal vdib teha kolm olulist jéreldust: esiteks, hooli-
mata Eesti korgest digitaliseerituse tasemest juba enne COVID-19 pandeemia
algust, laienes veebipOhiste teenuste pakkumine pandeemia ajal siiski, vastavalt
kehtestatud piirangutest tulenevatele vajadustele. Eelkdige voib vilja tuua hari-
duse andmise veebipdhise korralduse ja kinnisvaratehingute notariaalsete toimin-
gute digitaliseerimise. COVID-19 pandeemiaga seotud tihiskondlike protsesside
muutused ajendasid innovatsiooni ja uute digitaliseeritud teenuste kasutusele-
vottu.

Lisaks rohutab uurimus I Eesti e-valitsemise globaalset olulisust, kuna riigi
tehnoloogiaid ja e-valitsemise praktikaid vGetakse itha enam kasutusele erine-
vates rahvusvahelistes kontekstides. Kuigi mitmed teisedki riigid on kdesolevas
doktoritdos vaadeldud ajavahemikul asunud tiitma e-valitsemise lahenduste iile-
ilmsete eksportijate rolli, on Eesti suutnud tugineda kittesaadavuse, tulemus-
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likkuse ja efektiivsuse kombinatsioonile ning ldabimdeldud strateegiale ja rahvus-
vahelisele visioonile, jatkamaks Eesti siisteemi laiendamist nii riigisiseselt kui ka
globaalselt. Lopetuseks voimaldab Eesti e-valitsemise siisteemi pdhjalik késitlus
uurimuses | kaudselt tuvastada kogu selle okosiisteemi potentsiaalsed kiiber-
julgeolekuvajadused, pakkudes ldhtekohta nende kiiberjulgeoleku valitsemise
aspektide analiilisiks jargmistes uurimustes.

Uurimus II késitlebki Eesti kiiberjulgeoleku valitsemise dkosiisteemi arengut
ajas, keskendudes peamiselt valitsemissektori sisestele protsessidele ning ana-
liiisib, miks kujunes konkreetne lahenemine kiiberjulgeoleku valitsemisele vilja
just sellisel kujul. Samuti uuritakse mdiste ,,kiiberjulgeoleku valitsemine* prakti-
lisi ja institutsionaalseid késitlusi ning nende késitluste moju kiiberjulgeoleku
tegelikule valitsemisele. Uurimus II kasutab koostoise valitsemise (collaborative
governance) teooriat analiiiitilise raamistikuna, késitlemaks poliitikamuutuste
(policy change) mdistet kiiberjulgeoleku valitsemisstruktuuride spetsiifilises
kontekstis. Koostoise valitsemise teooriale tuginedes réhutab uurimus II esiteks
kiiberjulgeoleku valitsemisse kaasatud osapoolte paljusust ning teiseks analiilisib
Emersoni ja Ahni (2015) kolme keskse koostdise diinaamika olemasolu, mis
peaksid iseloomustama koostdise valitsemise juhtumeid: pSdhimdttekindel kaa-
satus, jagatud motivatsioon ja iihine tegutsemisvoimekus.

Metodoloogiliselt kasutab uurimus II poolstruktureeritud ekspertintervjuusid,
kogumaks Eesti valitsusametnikelt niiansseeritud teavet valitsemisprotsessi ja
otsuste tegemiste kohta. Intervjueeritavateks olid Eesti valitsuse otsusetegijad,
kes olid otseselt kaasatud kiiberjulgeoleku valitsemise Okosilisteemi kujunda-
misel. Intervjuude kidigus kogutud teavet trianguleeriti teiste avalikult kitte-
saadavate valitsusdokumentide ja -sdnumite, kommentaaride ning uudistega,
kinnitamaks intervjueeritavate esitatud vaiteid.

Uurimuse II peamised jéreldused on kahetised. Esiteks tuvastas uurimus, et
Eesti kiiberjulgeoleku valitsemise okosiisteem kujunes vélja 2007. aasta kiiber-
riinnakute tulemusel, mille jarel méératleti kiibejulgeoleku valitsemine poliitika-
valdkonnana, mis nduab asjakohaseid institutsionaalsed struktuure ja rea-
geerimisvdimekust. Selle tulemusel nihkus kiiberjulgeoleku valitsemisstruktuur
Kaitseministeeriumi vastutusalast tsiviilpddevusena Majandus- ja Kommunikat-
siooniministeeriumile. See muutus tugevdas ka Riigi Infosiisteemi Ameti (RIA)
ning selle kiiberintsidentide késitlemise osakonna CERTi rolli, mida peetakse
valitsemissektori koige arenenuma tehnilise paddevuse kandjateks. Konealune
kiiberjulgeoleku valitsemise dkosiisteem kujundati Eesti korget digitaliseerituse
taset silmas pidades, kuna selle struktuuri juhtivad institutsioonid olid tradit-
siooniliselt hoidnud digitaliseerimisega seotud tegevuse eesmérgil koige tuge-
vamaid suhteid erasektoriga.

Teiseks leidis uurimus II, et mdiste ,,kiiberjulgeoleku valitsemine® ei ole Eesti
valitsuses formaalselt kodifitseeritud, vaid pigem méératletud mitteametliku kon-
sensuse kaudu, mis pohineb kiiberjulgeoleku valitsemisse kaasatud sidusriithmade
jagatud normidel ja védrtustel. Kuigi monikord esines mdiste ,,kiiberjulgeoleku
valitsemine* tdlgenduste tdttu pingeid, tulenesid need enamasti vdikestest eba-
selgustest rollijaotuses voi erinevustest juhtimisstiilides ning neid oli kerge
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lahendada. Taolised ndited illustreerisid Emersoni ja Ahni (2015) koostdise
diinaamika toimimist, ndidates pohimottekindlat kaasatust, jagatud motivatsiooni
ja ihist tegutsemisvoimekust Eesti kiiberjulgeoleku valitsemise Okoslisteemi
kujundamisel ning jarjepidevust riigi digiteenuste turvalisuse tagamise eesmérgis.

Uurimus III késitleb kiiberjulgeolekukriise, mis on mdjutanud e-valitsemise
malusi kaalutakse, milliseid valikuid tehakse, tugevdamaks kiiberjulgeolekut
tulevikus. Uurimus analiiiisib nelja olulist kiiberjulgeolekukriisi, mis on
mojutanud Eesti e-valitsemise Okosiisteemi: (1) 2007. aasta DDoS-kiiber-
riinnakud, mis jargnesid pronkssdduri kriisile Tallinnas, (2) 2017. aasta ,,elD
kriis*, mille kdigus tuvastati haavatavused ligikaudu 800 000 Eesti ID-kaardis,
(3) COVID-19 pandeemia, mis tdi kaasa uusi kiiberjulgeolekualaseid vélja-
kutseid seoses inimestevahelise suhtluse iileminekuga veebikeskkonda; ning
(4) Venemaa tdiemahuline sissetung Ukrainasse 2022. aastal, mille kaigus
Ukraina liitlased — sealhulgas Eesti — pidid toime tulema poliitiliselt motiveeritud
kiiberriinnakutega. Uurimus III kasutab ajaloolise institutsionalismi raamistikku,
kasitledes neid kiiberjulgeolekriise kriitiliste podrdepunktidena ning jilgides
Eesti valitsusasutuste rajasdltuvust nendes juhtumites, et teha jareldusi kriisi-
jérgse otsustusprotsessi toimimise kohta.

Metodoloogiliselt kasutati uurimuses III sarnast ldhenemist nagu uuri-
muses II: nendes kriisiolukordades otsuste tegemiste eest vastutavate isikutega
viidi 1dbi poolstruktureeritud ekspertintervjuud, et saada {ilevaade vastavastest
otsustusprotsessidest. Sarnaselt uurimus II-ga vorreldi intervjuudest saadud
teavet selle kinnitamiseks avalikult kittesaadava teabega. Analiilisitud nelja kriisi
jargsete otsustusprotsesside kohta voib vélja tuua kolm peamist jareldust. Esiteks,
Oppimine varasematest kriisidest, suunamaks otsuste tegemist tulevaste kriiside
korral, mille tulemusel kujunesid aja jooksul vélja kiiberjulgeoleku valitsemise
rajasdltuvused. Teine keskne jareldus oli, et Eesti valitsus on kiiberjulgeoleku-
kriiside kasitlemisel seadnud prioriteediks selge ja ldbipaistva kommunikat-
sioonistrateegia, eeskdtt kiiberjulgeolekuga seotud teabe esitamisel laiemale
avalikkusele. Kolmandas niitas valitsuse reageerimine nendele kriisidele, kui
oluline on jatkata innovatsiooni kiiberjulgeoleku valdkonnas ka kriisivélisel ajal,
kuna kriisid ise kiirendasid sageli juba arutlusel olnud poliitiliste ideede voi alga-
tuste elluviimist.

Nende uurimuste 16ikes ilmneb mitmeid iihiseid teemasid ja jareldusi, mis on
seotud digitaliseerimise, kiiberjulgeoleku valitsemise ning nii kriisi- kui tava-
olukordadega. Kui uurimus I tostis esile Eesti kiipse ja laiapOhjalise e-valitsemise
maastiku, luues aluse sellega kaasnevatele kiiberjulgeolekuvajadustele, siis uuri-
mused II ja Il arendasid seda késitlust edasi, analiilisides, kuidas kiiberjulgeoleku
valitsemise Okosiisteem kujuneb ning kuidas suudab selline siisteem reageerida
kiiberjulgeolekukriisidele. Need uuringud rohutavad iildist arusaama, et innovat-
sioon ja pidev tdiustamine kiiberjulgeoleku valdkonnas on jarjepidev ning pide-
valt arenev protsess. Kiiberjulgeoleku valitsemise Okoslisteemides peab valit-
sema valmisolek ja kohanemisvoime muutuvate olude ja kiiberohtude kontekstis.
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Sellised protsessid on niiansirohkem ja harva lineaarsed; pigem peegeldavad need
konkreetse aja ja koha tingimusi.

Laiemas plaanis on need uurimused ndidanud, et kiipses ja ulatuslikult digi-
taliseeritud kontekstis on kiiberjulgeolekuvajadused suuremad, tulenevalt kiiber-
ohtude korgemast esinemise tdendosusest sellises digitaalses keskkonnas. See-
tottu on vaja kujundada asjakohane kiiberjulgeoleku valitsemise 6kosiisteem, mis
peegeldab nii kiiberjulgeoleku vajadusi kui ka kohaliku keskkonna spetsiifilist
konteksti — olgu need seotud valitsemise, julgeoleku, kultuuriliste, voi muude
aspektidega. Kuigi sellised algatused parandavad iildjuhul kiiberjulgeolekualast
valmisolekut, ei ole neil voimalik ette ndha kdiki potentsiaalseid kriise, mis voi-
vad tulevikus esile kerkida, ega nende eest kaitsta. Seetdttu on vajalik, et kiiber-
julgeoleku valitsemise Okosiisteemis oleksid ette ndhtud meetmed kriisidega
toimetulekuks: tehnilised, poliitilised ning kommunikatsiooniga seotud kaalut-
lused.

Kéesolev doktoritod annab panuse kasvavasse kiiberjulgeoleku ja e-valit-
semise alasesse teaduskirjandusse, kasutades Eestit kui kiipset kriitilist juhtumit
uurimaks, kuidas kiiberjulgeoleku valitsemisstruktuurid ja -protsessid vdivad are-
neda vastusena kiiberjulgeoleku tegelikkusele. Teoreetiliselt pakub t66 uut tead-
mist, laiendades kiiberjulgeoleku uurimisvaldkonda koostdise valitsemise (uuri-
mus II) ja ajaloolise institutsionalismi (uurimus II) teoreetilistele 1ahenemistele
ning rakendades poliitikamuutuse (uurimus II) ja kriisihalduse (uurimus III)
kontseptuaalseid raamistikke. Praktilisemas plaanis pakub doktorit6o Eesti kiipse
juhtumi pdhjal jéreldusi ja Oppetunde, mida on vdimalik kohandada ka teises
riikides, kus esinevad sarnased kiiberjulgeolekualased viljakutsed. Olulisemal
laiemalt kui pelgalt Eesti kontekstis on kiiberjulgeoleku valitsemisel suur véértus
pideval dppimisel, innovatsioonil, koostddl ja valmisolekul.

Doktoritdos késitletud periood, mis hdolmab aastaid 2007-2023, on olnud
kiiberjulgeoleku valdkonnas markimisvéérsete muutuste aeg, tuues kaasa néiteks
uued ohuallikad ja riindevektorid, aga ka valitsuste reageerimisviisid. Kahtlemata
jétkab kiiberjulgeoleku maastik kiiret arengut ka tulevikus. Seetdttu on prakti-
lisest vaatenurgast iiha olulisem uurida, kuidas on iiha digitaliseeritumates kon-
tekstides voimalik valitsemisstruktuure kujundada ja pidevalt kohandada, taga-
maks digitaliseeritud teenuste ja siisteemide turvalisus.
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APPENDIX A: INTERVIEW QUESTIONNAIRE

Section 1: Introductory Questions

1.
2.

Can you please briefly explain your current role?
What motivated to you to study/research/work in the field of cybersecurity/ e-
governance? How long have you been in this field?

Section 2: Understanding of Cybersecurity Governance

1.

2.

How do you define the governance of cybersecurity/ cybersecurity gover-
nance?

How does your organisation/department define cybersecurity governance? Is
this a spoken understanding or is this codified? Has this evolved over time?

. Does your organisation/department’s definition of cybersecurity governance

vary from others inside Estonia? If so, what practical difficulties arise from
these different understandings? Can you give examples?

If yes to previous question, how could gaps in understandings be bridged so
that these difficulties could be mitigated?

Section 3: Cybersecurity Governance and the 2007 Cyberattacks

1.

2.

What was your role at the time of the 2007 cyberattacks? How were you
involved in governance/decision-making at this time?

Can you describe governance initiatives that took place in the aftermath of the
2007 cyberattacks that led to improvements to overall Estonian cybersecurity,
and more specifically, to its e-governance?

. Were there other alternative decisions that were considered during this

process? Why were the decisions that were made undertaken instead of these?
To what extent did the 2007 cyberattacks and their aftermath shape what has
been called Estonia’s role as an international ‘norm-setter’ in cybersecurity, or
the role of cybersecurity in Estonia’s foreign policy? Can you provide
examples? 5. How were the 2007 cyberattacks perceived by actors outside of
government during that time (ie. opposition, interest groups, citizens, busi-
nesses, etc.)?

Section 4: Cybersecurity Governance and the 2017 e-ID Crisis

1.

2.

What was your role at the time of the 2017 e-ID crisis? How were you
involved in governance/decision-making at this time?

What decision-making was undertaken to make the government announ-
cements surrounding the ID-card vulnerability when it did? To what extent
was this impacted by the upcoming local elections using i-voting, and time-
lines associated with those elections?

Were other courses of action considered during this process? Why were the
decisions that were made undertaken instead of the alternatives? Was the
government concerned about exploitation of the vulnerability before the patch
was applied, or public trust concerns when they made these decisions?
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Does the governance response to the e-ID crisis offer a road map to future
cybersecurity ‘crises’ or exogenous shock events, given that the event was
resolved without major cybersecurity event or exploitation? Could anything
have been done better?

Section 5: Cybersecurity Governance and the COVID-19 Pandemic

*Note: to a certain extent, the COVID-19 pandemic remains ongoing, but this
refers to the new realities, including cybersecurity realities and the move online
during lockdowns, that emerged in the earlier stages of the pandemic

L.

2.

What was your role at the onset of the COVID-19? How were you involved
in governance/decision-making at this time?

A great deal of literature and cybersecurity reporting indicates that the onset
of the COVID-19 pandemic saw sizable increases in cyberattacks globally; to
what extent did the onset of the pandemic have an impact on cybersecurity,
particularly surrounding e-governance in Estonia?

. What cybersecurity governance measures were taken in the early days of the

pandemic to ensure that changing global cybersecurity realities were mitigated
in Estonia?

At the onset of the pandemic, Estonia already had very pervasive e-gover-
nance in place, so with a move away from in-person interactions with lock-
downs imposed, the learning curve was less steep than elsewhere globally.
However, some new digitalised government provisions were still necessary
(such as fully online learning, expansion of e-services like real estate trans-
actions); what decisions were undertaken to bolster the cybersecurity of these
new provisions?

Section 6: Cybersecurity Governance and the Russian Invasion of Ukraine

1.

What was your role at the time of the Russian invasion of Ukraine in February
2022, and do you remain in this role? How were/are you involved in gover-
nance/decision-making during this time?
Can you explain the ways in which Russia’s invasion of Ukraine has impacted
cybersecurity realities in Estonia? Specifically, how has this impacted the
cybersecurity of Estonian e-governance?

. What decision making related to cybersecurity governance has been under-

taken since the start of the war to bolster the cybersecurity of Estonian
e-governance? How successful have these mechanisms been? Could they offer
a road map to future cybersecurity external shock factors?

In August 2022, the largest DDoS attacks since the 2007 cyberattacks, which
were successfully repelled, received significant media attention; to what
extent did decision-making both pre-dating and since the start of Russia’s
invasion contribute to this outcome?
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Section 7: Additional Questions

1. Are there other critical junctures/external shock events that should be con-
sidered, in which Estonian cybersecurity governance related to its e-gover-
nance was tested? What was the response and did it bolster the overall cyber-
security of Estonian e-governance?

2. Who else should I speak to?
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