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Use of Electronic Identity Documents for Multi-Factor Authentication

Abstract:

This work introduces an open-source automated biometric authentication system, “eMRTD
Face Access.” It uses an Electronic Machine Readable Travel Document (eMRTD) and a
facial image to authenticate a person. The solution provides two-factor authentication. The
authentication factor “something you have” is implemented by performing cryptographic
checks to verify the authenticity of an eMRTD, but the authentication factor “something
you are” is verified by comparing the facial image of the person presenting the document
with the facial image stored in the document. The solution has been successfully tested
on Estonian, Latvian, and Turkish identity documents and is also expected to work on
documents issued by other countries.

Keywords:
Machine Readable Travel Documents (MRTDs), Electronic Machine Readable Travel
Documents (eMRTDs), ePassports, automated border control, multi-factor authentication,
facial recognition, optical character recognition (OCR)

CERCS: P170 – Computer science, numerical analysis, systems, control

i



Elektrooniliste isikut tõendavate dokumentide kasutamine mitmetegu-
riliseks autentimiseks

Lühikokkuvõte:

Selles töös tutvustatakse avatud lähtekoodiga automatiseeritud biomeetrilise autentimise
süsteemi “eMRTD Face Access”. Süsteem kasutab inimese autentimiseks elektroonilist
masinloetavat reisidokumenti (eMRTD) ja näokujutist. Lahendus pakub kaheastmelist
autentimist. Autentimistegurit “midagi, mis teil on” rakendatakse krüptograafiliste kont-
rollide abil, et verifitseerida eMRTD autentsust, ning autentimistegurit “midagi, mis te
olete” kontrollitakse dokumenti esitava isiku näokujutise ja dokumenti salvestatud näo-
kujutise võrdlusega. Lahendust on edukalt testitud Eesti, Läti ja Türgi isikut tõendavatel
dokumentidel ning eeldatavasti töötab see ka teiste riikide väljastatud dokumentidega.

Võtmesõnad:
Masinloetavad Reisidokumendid, Elektroonilised Masinloetavad Reisidokumendid, Elekt-
roonilised Passid, automatiseeritud piirikontroll, mitmeteguriline autentimine, näotuvastus,
optiline märkide tuvastamine

CERCS: P170 – Arvutiteadus, arvutusmeetodid, süsteemid, juhtimine (automaatjuhtimis-
teooria)
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1. Introduction

As the technology progresses, so does the need for trustworthy authentication means.
With the growing population of smart card technologies and electronic identity documents
worldwide, solutions offering accurate document and cardholder verification are crucial.

This work introduces and describes an open-source automated biometric system, developed
by the author of this thesis, that performs multi-factor authentication. The solution is
called “eMRTD Face Access” and is available on GitHub1. It uses an Electronic Machine
Readable Travel Document (eMRTD) and a facial image to authenticate a person. First,
it communicates with the chip contained in a document and reads the facial image. It
then takes an image of the individual that presents the document. Next, facial recognition
technologies are used to match these two images. Finally, if the document is verified to be
valid and not cloned, and the facial images match, the individual is granted access.

This solution has been tested using Estonian residence permit cards, Turkish identity cards

and a passport, and a Latvian identity card and a passport. We expect the solution to
work with eMRTDs issued by other countries as well. It can be used as an Automated
Border Control (ABC) system by authorities or be deployed on the entrances to buildings
or self-checkout machines where strong identity verification is needed.

The thesis is structured as follows. The sections in Chapter 1 introduce the travel document
ecosystem and briefly introduce the solution created during this work and related works.
The sections in Chapter 2 give information about the implementation details of this solution.
Finally, Chapter 3 concludes the work by giving a summary and suggestions for future
work.

1.1 Electronic Machine Readable Travel Documents (eMRTDs)

An identity document is a document that proves the identity of a person. These documents
can be identity cards, passports, or other types of documents. Machine Readable Travel

Documents (MRTDs) are official documents issued by a State2 or an organization and are

1https://github.com/Fethbita/eMRTD_face_access
2Throughout this work, the capitalized word State refers to countries.
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used for travel. They were introduced by the International Civil Aviation Organization
(ICAO) to increase the clearance speed of passengers through passport control points [1].

The ICAO specifies three different sized MRTDs. These are Size 1 Machine Readable

Official Travel Documents (TD1), Size 2 Machine Readable Official Travel Documents

(TD2), and Size 3 Machine Readable Travel Documents (TD3) [1]. TD1 and TD2 size
documents are usually in the form of a card, and TD3 size documents are usually passport
books that contain pages [1]. All three sized MRTDs contain two mandatory zones.
The first one is the Visual Inspection Zone (VIZ), which includes information about the
document holder and is eye-readable [1]. The other zone is the Machine Readable Zone
(MRZ) which summarizes the information contained in VIZ. TD1 size documents and
their VIZ and MRZ can be seen in Figures 1a and 1b, front and back, respectively, TD2
size documents and their VIZ and MRZ can be seen in Figure 1c, and TD3 size documents
and their VIZ and MRZ can be seen in Figure 1d.

UTOPIA UTO-MRTD

Name/ Nom
ERIKKSON, ANNA MARIA

Sex/
Sexe

F/F

Nationality/
Nationalité

UTO

Date of birth/
Date de naissance
12 AUG/AOUT 1974

Doc No./ N° du Doc
D23145890

Expiry/ Expiration
15 APR/AVR 2012

Anna Maria Eriksson

VIZ

(a) Front side of a TD1 size MRTD (not to
scale) [2]

I<UTOD231458907<<<<<<<<<<<<<<<
7408122F1204159UTO<<<<<<<<<<<6

ERIKSSON<<ANNA<MARIA<<<<<<<<<<

VIZ

MRZ

(b) Reverse side of a TD1 size MRTD (not
to scale) [2]

UTOPIA
OFFICIAL TRAVEL DOCUMENT
Document Officiel de Voyage
Primary identifier/ Identifiant primaire
ERIKSSON

Secondary identifier/
Identifiant secondaire
ANNA MARIA

Nationality/
Nationalité

UTO

Date of birth/
Date de naissance

12 AUG/AOUT 1974
Sex/ Sexe
F/F

Document No. /
Numéro de document
D23145890

Valid until/
Valide jusqu’au
15 APR/AVR 2012

Signature
Anna Maria Eriksson

I<UTOERIKSSON<<ANNA<MARIA<<<<<<<<<<<

D231458907UTO7408122F1204159<<<<<<<6

VIZ

MRZ

(c) Layout of a TD2 Size MRTD (not to
scale) [3]

Passport
Passeport

UTOPIA
Type/ Type
P

Country code/ Code du pays
UTO

Passport Number/ N° de passeport
L898902C3

Surname/ Nom
ERIKSSON

Given names/ Prénoms
ANNA MARIA

Nationality/ Nationalité
UTOPIAN

Date of Birth/ Date de naissance
12 AUG/AOUT 1974

Personal No./ N° personnel
Z E 184226 B

Sex/ Sexe
F

Place of birth/ Lieu de naissance
ZENITH

Date of issue/ Date de délivrance
16 APR/AVR 2007

Authority/ Autorité
PASSPORT OFFICE

Date of expiry/ Date d’expiration
15 APR/AVR 2012 Holder’s signature/ Signature du titulaire

Anna Maria Eriksson

P<UTOERIKSSON<<ANNA<MARIA<<<<<<<<<<<<<<<<<<<

L898902C36UTO7408122F1204159ZE184226B<<<<<10

VIZ

MRZ

(d) Layout of a TD3 size MRTD data page
(not to scale) [4]

Figure 1. Different size MRTDs

In addition, MRZ includes a check digit for data elements such as the document number,
date of birth, and date of expiry. The check digits depend on the values of these data
elements and determine if the MRZ is scanned correctly. A final check is calculated on the
earlier mentioned information with their check digits included and optional data elements
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MRZ Line 1:
I<

Document
Code

UTO

Issuing
State
or

Organization

D23145890
Document Number

7

Check
Digit

<<<<<<<<<<<<<<<
Optional Data Elements

MRZ Line 2:
740812

Date of
Birth

2

Check
Digit

F
Sex

120415

Date of
Expiry

9
Check
Digit

UTO

Nationality

<<<<<<<<<<<
Optional Data Elements

6

Composite
Check
Digit

MRZ Line 3:
ERIKSSON<<ANNA<MARIA<<<<<<<<<<

Surname and Names

Figure 2. TD1 form Machine Readable Zone elements

and is placed at the end of the MRZ for TD2 and TD3 size documents and at the end of the
second line for TD1 size documents. For example, the information in a TD1 size document
MRZ is shown in Figure 2.

Electronic Machine Readable Travel Documents (eMRTDs) are Machine Readable Travel
Documents (MRTDs) that contain an embedded contactless smart card chip. In 1980,
ICAO published the first edition of Document Series 9303 (Doc 9303) to standardize
MRTDs [1]. In 2006, the technical reports for eMRTDs were incorporated into Doc 9303
to create an effective biometric identification system [1]. Even though Doc 9303 does
not standardize national identity documents, many countries already issue identity cards

or residence permit cards with eMRTD applets. For example, Estonia started issuing
residence permit cards with eMRTD applets starting from January 1, 2011 [5]. Also, the
European Union requires all member states to issue identity cards that are valid eMRTDs,
starting from August 2, 2021 [6].

The specifications for eMRTDs contain information about the Logical Data Structure
(LDS), which describes how the data are stored and formatted in the contactless smart card
chip and the Public Key Infrastructure (PKI) used by eMRTDs. Currently, ICAO Doc 9303
part 10 [7] contains the specifications regarding the LDS, and ICAO Doc 9303 part 12 [8]
contains the specifications regarding the PKI.

In the PKI used for eMRTDs, a single Certificate Authority called Country Signing
Certification Authority (CSCA) is run by each State, and it issues the certificates for that
State. In addition, CSCAs have Self-Signed Root CSCA Certificates (CCSCAs) that issue
the so-called Document Signer Certificates (CDSs). The CDSs sign the Document Security
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Object (SOD) for each document issued by that State. The signed SODs store the digests3

of files included in the contactless smart card chips in eMRTDs, in a file called EF.SOD.

The LDS contains the data printed on the eMRTD, a facial image, and optionally fin-
gerprints, iris scans, displayed portraits, displayed signature, additional personal details,
additional document details, optional details, security options, public keys used for security
methods, and name and contact details of the person(s) to notify. In addition, it is digitally
signed to prove the authenticity of this data. eMRTDs contain four required files and might
contain other optional files. The first required file is the abovementioned EF.SOD. The
second one is EF.COM which contains the LDS version, the Unicode version, and a list
of files present on the document. However, the digest of the EF.COM file is not included
in the EF.SOD file. The other two files are called EF.DG1 and EF.DG2. The file EF.DG1

stores the same information on the MRZ, and the file EF.DG2 stores facial image(s). These
files and other optional files are placed in the documents during the personalization phase.
After the personalization of a document, the chip has to be locked, and this means that no
further change can be made in these files; no data can be written, modified, or deleted, and
a locked chip cannot be unlocked [9].

Verifying the data in eMRTDs is done by first verifying the SOD using the public key of
the CDS and verifying the CDS using the public key of the CCSCA. Next, as the files are
read, the digest values should be calculated and must be compared with the digest values
stored in the SOD. This process ensures that the contents of these files are authentic (not
modified). This process is called Passive Authentication. ICAO Doc 9303 part 11 [10]
contains the specifications regarding the security mechanisms used in eMRTDs, including
Passive Authentication.

In addition, there are advanced security features that provide other benefits. The first one
is called Chip Access Control. Without this feature, an attacker can execute two types of
attacks. First, they can read the files inside the document just by being nearby, and this
type of attack is called skimming, and also, they can eavesdrop on the communication
between the chip and an inspection system. This security feature prevents skimming
and eavesdropping by requiring information printed on the document from the inspection
system to create an encrypted Secure Messaging (SM) channel for communication between
the chip and the inspection system. Until the ICAO Doc 9303 7th edition, the specifications
used to allow chips that would not implement any access control, but since the 8th edition
draft (dated January 8, 2021), chips that do not implement any access control are not
allowed [11]. The SM channel is created by establishing two session keys and a Send
Sequence Counter (SSC). The first session key, Encryption Session Key (KSENC), is used to

3The term digest is used to describe the cryptographic hash value.
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encrypt and decrypt the Application Protocol Data Unit (APDU) sent between the chip and
the inspection system, and the second session key, MAC Session Key (KSMAC), is used to
calculate the Message Authentication Code (MAC) of the APDU. The purpose of the MAC
is to verify the integrity and the authenticity of the received APDU. The SSC is a counter
that is incremented each time an APDU is sent and is used to prevent APDU reordering
and replay attacks. For eMRTDs, there are two access control methods described below.

Basic Access Control (BAC) is used to create two session keys from the information
taken from the MRZ using symmetric-key cryptography. However, since symmetric-key
cryptography is used to derive the session keys, the entropy of the created keys depends on
the input length. As for the input, all three inputs have shortcomings. For example, the
document numbers are generally sequential, the date of expiry can be assumed at most ten
years, and the date of birth can be estimated or assumed less than a hundred years. This
makes the entropy of the session keys low by today’s standards[12], and under certain
circumstances, these encrypted channels are shown to be cracked in under 30 seconds [13].

Password Authenticated Connection Establishment (PACE) was introduced in 2006
by German Federal Office for Information Security (BSI) to overcome the shortcomings
of BAC [14]. PACE uses public-key cryptography to derive the session keys, and the
entropy of the session keys does not depend on the input password. Therefore, for the
PACE protocol, a six-digit number called Card Access Number (CAN) can be printed
on the document and used as a password to establish an SM channel with the eMRTD.
An example of this number is shown in Figure 3 on an Estonian residence permit card

sample. In 2011, it was decided that by December 31, 2014, all European Union Member
States have to implement PACE in their electronic passports [15]; however, for global
interoperability, States should not implement PACE without implementing BAC until
December 31, 2017 [10]. The States may choose only to implement PACE in the eMRTDs
they issue starting from January 1, 2018 [10].

Active Authentication and Chip Authentication are two security methods that prevent
cloning of the eMRTD chip. For both Active Authentication and Chip Authentication, a
private key file resides in the eMRTD chip. However, these private keys are protected and
cannot be extracted or retrieved from the chip but are used internally to prove that the chip
is not cloned.

For Active Authentication, the inspection system first reads the file EF.DG15 and extracts

5



EST
PS1234567

ELAMISLUBA PS1234567

PEREKONNANIMI Eesnimi / SURNAME Forename
JÕEORG
Jaak-Kristjan

SUGU / SEX

M/M
KODAKONDSUS / CITIZENSHIP

UKR
SÜNNIAEG / DATE OF BIRTH

08 01 1980
LOA LIIK / TYPE OF PERMIT
PIKAAJALINE ELANIK EÜ

KEHTIV KUNI / CARD EXPIRY
01 10 2025

MÄRKUSED / REMARKS
LONG TERM RESIDENT EC
LUBATUD TÖÖTADA

345678
RESIDENCE PERMIT

CAN

Figure 3. An Estonian residence permit card sample issued from 2020-10-01 [16]

the public key corresponding to the private key in the chip. Then, if Elliptic-Curve Digital
Signature Algorithm (ECDSA) based Active Authentication is used, it conditionally reads
the file EF.DG14. The authenticity of the information in these files is provided by the
signed digest value of these files. Next, the inspection system sends a challenge to the chip,
and the chip creates the signature of this challenge using its private key. This signature
is then sent back to the inspection system, and the inspection system verifies that the
chip’s private key created the signature. Some countries, such as Turkey and Germany,
do not support Active Authentication in their passports because of challenge semantics.
Challenge semantics means that an inspection system could send short messages to the
chip such as the current time and location and track the document holder. On the other
hand, Chip Authentication uses Diffie–Hellman Key Exchange (DH) protocol to create
new session keys and verify that the chip is not cloned. Therefore Chip Authentication is
not vulnerable to this type of attack.

Terminal Authentication is a security method that protects sensitive data from unautho-
rized access. In the context of eMRTDs, the sensitive data is defined as the fingerprint and
iris data stored in EF.DG3 and EF.DG4 files, respectively [1]. However, this security method
requires a new PKI, namely, the Authorization PKI [11]. In this PKI, the States have
a Country Verifying Certification Authority (CVCA). This CVCA issues a Self-Signed
CVCA Certificate (CCVCA) that in turn issues Document Verifier Certificates (CDVs) for
other States. The CDVs issue certificates for inspection systems of this State, and these

6



inspection systems can obtain access to sensitive data by first sending the certificate chain
that begins with the CCVCA public key stored in the chip and ends with the certificate issued
for the inspection system to the chip, and next by signing the challenge sent back by the
chip using the certificate issued for itself.

1.1.1 Estonian Residence Permit Cards

Contactless smart card chips containing eMRTD applets are also present on Estonian
residence permit cards issued since 2011 [5]. Since then, there have been three generations
of chip platforms used in Estonian residence permit cards. These are:

1. jTOP SLE66 platform chips issued since January 1, 2011;
2. jTOP SLE78 platform chips issued since October 17, 2014, and
3. IDEMIA platform chips issued since December 3, 2018 [17].

Following the EU regulations [18], these platforms provide contactless smart card chips
that contain eMRTD applets. The first and second generations of residence permit cards
contained two different chips, one contact chip, and one contactless chip. The contact
chip can be used to create digital signatures and to authenticate online. This contact chip
also contains personal data files that store information about the individual such as name,
surname, date of birth, and about the document, such as document number and date of
expiry. Today, these data files are used for loyalty programs in certain stores, where the
necessary information is read from the card and is used to provide customer benefits [19].

The latest, third-generation cards built on the IDEMIA platform only contain one chip. This
single dual-interface chip in the third generation cards can communicate with contact and
contactless readers. As mentioned earlier, starting from August 2, 2021, identity cards

issued to Estonian citizens will also contain eMRTD applets [6].

1.2 Multi-Factor Authentication Solution

This work proposes an open-source automated biometric system. A high-level description
of the solution is given in the flowchart shown in Figure 4. This solution can perform
multi-factor authentication and be used as an access control system. This solution uses two
hardware components—a contactless smart card reader and a camera. The camera is used
to scan the MRZ of the document and capture a document holder’s facial image. The card
reader is used to communicate with the chip inside the document. The solution verifies the
authenticity of the data stored in the chip by performing necessary cryptographic checks. If

7



the document supports, cloning detection is also performed. Optionally, a database module
we included in this solution can be used. This database module creates a list of documents
that can later be checked by the solution to only allow the documents in this list. Lastly,
a face recognition module verifies that the document holder is the rightful owner of the
document. If the eMRTD passes checks provided by the methods mentioned above and the
picture of the individual matches the one read from the chip, the system grants access to
the user.

1.2.1 Related Work and Software

Several software solutions try to achieve similar goals as the solution proposed in this thesis.
However, we note that none of the solutions described below implement the functionality
provided by our solution.

JMRTD: An Open Source Java Implementation of Machine Readable Travel Docu-
ment is by far the most complete open-source project related to eMRTDs. The first steps
of this project were made in 2006 as part of a research project at Radboud University in
Nijmegen. Since then, JMRTD has become a Java Application Programming Interface
(API) for accessing ICAO-compliant eMRTDs and Electronic Machine Readable Passports
(eMRPs). Since version 0.5.x Java Implementation of Machine Readable Travel Document
(JMRTD) focuses on providing the low-level building blocks for ICAO compliant commu-
nication and does not provide a complete solution for higher functionality (such as Passive
Authentication) [20]. JMRTD is licensed under the GNU Lesser General Public License
(LGPL) and is available on [20].

InnoValor’s ReadID is a closed source commercial product based on JMRTD and pro-
vides a complete solution to verify eMRTDs. This mobile application can perform Optical
Character Recognition (OCR), BAC, PACE, Active Authentication, Chip Authentication,
and Passive Authentication using a static list of CCSCAs; however, it does not support face
recognition. This demo application can be used for free. ReadID demo application is
available on [21].

RFIDIOt is a collection of Python scripts that allow interaction with Radio-Frequency
Identification (RFID) technologies. These scripts are written in Python 2, which has
reached End-of-life (EOL) as of January 1, 2020. It provides scripts for communicating
with eMRTDs. It can read, write or clone eMRTDs and can parse the files such as

8



Start

Scan MRZ using camera

Connect to the document

Can digital
signature of

document data
be verified?

Set the deny flag
Is the optional
authorization

database used?

Is the
individual in
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authorization
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Figure 4. High-level description of “eMRTD Face Access”

EF.DG2. It can perform BAC. However, unfortunately, it does not perform OCR, Passive
Authentication, Active Authentication, Chip Authentication, or face recognition. It is under
GNU General Public License (GPL) v2.0 or later and is available on [22].
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OpenPACE is a library that can perform PACE, Terminal Authentication, Chip Authen-
tication, and Passive Authentication. This library is built on top of OpenSSL and is written
in C, and has bindings for Python, Ruby, Go, Java and JavaScript. It does not perform
OCR, BAC, Active Authentication, or face recognition. OpenPACE is licensed under the
GPL v3.0 and is available on [23].

animamea is another library written in Java that can perform PACE, Terminal Authenti-
cation, and Chip Authentication and, unlike OpenPACE, can perform BAC. However, it
does not perform OCR, Active Authentication, or face recognition. It is licensed under
GPL v3.0 and is available on [24].

The pyPassport and ePassport Viewer are two libraries implemented in Python 2 to
allow interaction with eMRTDs. They can perform BAC, Active Authentication, and
Passive Authentication; however, they do not perform OCR, Chip Authentication, or face
recognition. The project was last updated in 2013. It is licensed under GPL v3.0 and is
available on [25].

Bachelor’s Thesis [26] by Melkus implements an Android application written in Java
that uses JMRTD and Tesseract libraries. It can perform OCR, BAC, RSA-based Active
Authentication and show the mandatory files inside an eMRTD. However, this project does
not perform face recognition, nor does it support Chip Authentication or ECDSA-based
Active Authentication. It does not contain any license information and is available on [26].

Master’s Thesis [27] by Vošček implements an Android application written in Java that
uses JMRTD and Tesseract libraries. It can perform OCR and can show the image from
inside an eMRTD, and perform face recognition. It does not support any security methods
except for BAC, notably lacking, Passive Authentication, Active Authentication, and Chip
Authentication. It does not contain any license information and is available on [27].

Master’s Thesis [28] by Grelland implements an Android application written in Java,
“MRTD Inspector,” using various open-source libraries, including JMRTD and Tesseract.
It can perform OCR, BAC, PACE, Chip Authentication, and Terminal Authentication;
however, it does not perform Active Authentication or facial recognition. The software
solution described in the thesis has not been made publicly available.
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Master’s Thesis [29] by Heide implements a server-backed proof-of-concept Android
application “eMRTDInspectorPoC” and the corresponding server application “emrtdin-
spectorpocserver” to remotely inspect eMRTDs using the mobile device as a proxy. Both
of these applications are written in Kotlin. It can perform OCR, BAC, PACE, Chip Au-
thentication, Terminal Authentication, and Active Authentication; however, it does not
perform facial recognition. It uses JMRTD as the back-end, and it incorporates work by
Grelland [28]. The software solution described in the thesis has been publicly available,
but unfortunately, it is not accessible anymore.
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2. Implementation Details

This Chapter provides information regarding the details of this solution. The solution has
to perform several tasks. First, the solution has to read or scan the MRZ of a document.
Then, the scanned MRZ has to be used to create a communication channel with the chip
contained in the document. Next, several security methods implemented in eMRTD chips
are used to verify whether the chip is authentic and the files contained are unchanged and
whether the chip is cloned. Next, whether the certificate in the document’s chip is revoked
by the issuing State must be checked. Next, facial recognition technologies that use the
facial image in the eMRTD chip and the facial image of the individual that presents the
document are used to find whether the individual presenting the document is the rightful
owner of the document. Finally, optionally, a list of authorized users is used to determine
if this individual has access to the system that this solution protects.

The automated biometric system presented in this work has been implemented in Python 3
and is called “eMRTD Face Access.” The source code is licensed under the Massachusetts
Institute of Technology (MIT) License and is available on GitHub1. To implement its
functionality, several open-source libraries are used. The solution also provides a Graphical
User Interface (GUI) to show the process of the inspection. The introduced solution uses
eMRTDs and verifies a person using two of the three authentication factors. The three
authentication factors are “something you know,” “something you have,” and “something

you are” [30]. The authentication factors used are “something you have,” which is the
eMRTD, and “something you are,” which is the facial biometric identifier.

2.1 Machine Readable Zone (MRZ) Scanning Using Optical Charac-
ter Recognition (OCR)

In this solution, OCR technologies had to be used to read the MRZ of the eMRTD to
create the necessary session keys for access control methods implemented in eMRTDs.
OCR uses a set of algorithms that recognize text in images. There are many types of
OCR techniques, and for MRZ recognition, we have assessed several solutions to find the
best-suited solution.

1https://github.com/Fethbita/eMRTD_face_access
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One of the most popular open-source OCR engines is Tesseract2. Tesseract performs very
well in complex character recognition tasks [31]. For example, on number plate recognition
tasks, Tesseract accuracy is 70%, whereas commercial OCR tool Transym OCR accuracy is
47% [32]. Karasu and Bağtan in [33] compare three open-source OCR engines, Tesseract,
CuneiForm, and GOCR, on English and Turkish datasets and find that Tesseract gives
the best results. It is important to note that CuneiForm has not been actively maintained
since April 9, 20113, and GOCR has not been actively maintained since October 15, 20184.
Moreover, in recent years Tesseract received a significant update and started using a new
OCR engine based on Long Short-Term Memory (LSTM) neural networks since version
4.0 [34], considerably increasing accuracy [35].

We chose to use tesserocr5, a Python wrapper around Tesseract C++ API, for this solution.
Another library that also provides Tesseract API in Python is pytesseract6; however, since
this library is a wrapper around the command-line utility Tesseract, the performance of
this tool was not adequate. By default, Tesseract includes models trained on about 400 000
lines of text containing 4 500 different fonts [36].

In our solution, to locate the MRZs in images, a naive approach was used. The solution
separates the Tesseract output, which are the characters found in the image in plain text
format, into list items from their newline characters. Then it finds the character count of
each line. If three lines contain 30 characters or two lines contain 36 or 44 characters
(for TD1, TD2, and TD3 document sizes, respectively), these lines are taken and given to
the check digit verifier. We have implemented check digit verifiers for TD1, TD2, TD3,
Machine Readable Visa (MRV)-A, and MRV-B documents; but, our solution does not
accept MRV-A and MRV-B documents’ MRZs because these documents do not contain
eMRTD chips and therefore are not usable in our solution. If the MRZ lines have correct
check digits, the MRZ is considered correctly read. It is also important to note that older
generation Estonian residence permit cards had document type character of R, whereas, for
TD1 documents, only A, C, and I are allowed [2]. We work around this by accepting the
document type R for TD1 document MRZs.

The characters used in the MRZ fields are printed using the OCR-B font, and only a subset
of characters can be used in the MRZs [37]. Therefore we found that a model that was
only trained on OCR-B font was needed. To solve this problem, we tested three different
models trained only on OCR-B fonts. These were the models from Doubango Tele-

2https://github.com/tesseract-ocr/tesseract
3https://launchpad.net/cuneiform-linux
4http://jocr.sourceforge.net/
5https://github.com/sirfz/tesserocr
6https://github.com/madmaze/pytesseract

13

https://github.com/tesseract-ocr/tesseract
https://launchpad.net/cuneiform-linux
http://jocr.sourceforge.net/
https://github.com/sirfz/tesserocr
https://github.com/madmaze/pytesseract


com’s ultimateMRZ-SDK software7, Shreeshrii’s tessdata_ocrb8, and DaanVanVugt’s
tesseract-mrz9. To test these models, we have handcrafted a small MRZ test dataset
that includes MRZs pictures taken in different lighting conditions. This small test dataset
contains 708 images of size 640x480 pixels. As a result:

• Doubango Telecom’s model found 514 MRZ resembling strings in 152 seconds;
• Shreeshrii’s float model found 412 MRZ resembling strings out of 708 pictures in

524 seconds;
• Shreeshrii’s int model found 413 MRZ resembling strings in 155 seconds, and
• DaanVanVugt’s model found 92 MRZ resembling strings out of 708 pictures in 80

seconds.

Based on these results, we have decided to use the model from Doubango Telecom’s
ultimateMRZ-SDK to perform OCR on MRZ images. Another approach could have been
to train our model by creating images with OCR-B font and annotating the results; however,
this is beyond the scope of this work.
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Figure 5. Reverse side of an Estonian residence permit card sample issued from 2020-10-
01 [16] before and after adaptive thresholding

During the program’s execution, the OpenCV10 library is used to capture the camera feed,
and the images from the camera feed are given to an adaptive thresholding function. This
function removes the noise around the characters and outputs the image as black and white.
This process is shown in Figures 5a and 5b. This image is then used as an input to Tesseract.
In the main program, we run the MRZ scan on a different thread to not affect the camera’s
framerate. After each scan, the output is checked as explained above, and if it is not a valid
MRZ, a new scan is started. Optionally the tool saves the picture and the resulting MRZ
text in a directory specified by the user.

7https://github.com/DoubangoTelecom/ultimateMRZ-SDK/tree/master/assets/models
8https://github.com/Shreeshrii/tessdata_ocrb
9https://github.com/DaanVanVugt/tesseract-mrz/tree/master/lang

10https://github.com/opencv/opencv

14

https://github.com/DoubangoTelecom/ultimateMRZ-SDK/tree/master/assets/models
https://github.com/Shreeshrii/tessdata_ocrb
https://github.com/DaanVanVugt/tesseract-mrz/tree/master/lang
https://github.com/opencv/opencv


2.2 Reading the eMRTD Data

To communicate with the smart card chip from within Python, we have chosen to use the
pyscard11 library. To start the reading eMRTD, a communication channel between the
inspection system and the eMRTD chip has to be created.

While some eMRTDs may not require any Chip Access Control mechanism to read data
from the eMRTD chip, most eMRTDs deployed in practice require Basic Access Control
(BAC). Therefore, our solution supports the BAC mechanism. We have implemented BAC
using the cryptographic primitives provided by the PyCryptodome12 library.

As mentioned in Section 1.1, another Chip Access Control method, called PACE, also
exists. However, in our solution, we do not implement PACE.

We have created an SM class that contains the keys and the communication channel in our
solution. The UML diagram of this class is shown in Figure 6.

SMObject
+
+
+
+
+
+
+
+

channel : CardConnectionDecorator
enc_alg : Optional[str] = (None, ’3DES’, ’AES’)
mac_alg : Optional[str] = (None, ’DES’, ’AES-CMAC’)
pad_len : int
ssc : Optional[bytes]
ks_enc : Optional[bytes]
ks_mac : Optional[bytes]
increment_ssc()

Figure 6. UML class diagram of Secure Messaging Object Class

2.2.1 Deriving the BAC Keys

BAC is the first Chip Access Control system that was standardized for eMRTDs. The BAC
mechanism is specified in ICAO Doc 9303 part 11 [10]. BAC creates two session keys
using the information from the MRZ and uses symmetric-key cryptography. One of the
session keys is then used to encrypt and decrypt the message transmitted between the
inspection system and the chip, and the other one is used to calculate the MAC. The MAC
is used to find that the data integrity and authenticity of the message are valid. To create an
SM channel using BAC, an inspection system first calculates the Secure Hash Algorithm
1 (SHA-1) digest of the [document number | its check digit | date of birth in YYMMDD
format | its check digit | date of expiry in YYMMDD format | its check digit]. Check digit
calculation is shown in Algorithm 1.

11https://github.com/LudovicRousseau/pyscard
12https://www.pycryptodome.org/en/latest/
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Algorithm 1: Calculate Check Digit
Input: MRZ data
Result: Check digit for the given MRZ data

1 calculate_check_digit (mrz_data)
2 values = {" < " : 0, "0" : 0, "1" : 1, "2" : 2, "3" : 3, "4" : 4, "5" : 5, "6" :

6, "7" : 7, "8" : 8, "9" : 9, "A" : 10, "B" : 11, "C" : 12, "D" : 13, "E" :
14, "F" : 15, "G" : 16, "H" : 17, "I" : 18, "J" : 19, "K" : 20, "L" : 21, "M" :
22, "N" : 23, "O" : 24, "P" : 25, "Q" : 26, "R" : 27, "S" : 28, "T" : 29, "U" :
30, "V " : 31, "W" : 32, "X" : 33, "Y " : 34, "Z" : 35}

3 weights = [7, 3, 1]
4 total = 0
5 for i in range(len (mrz_data)):
6 total = total + weights[i%3]× values[mrz_data[i]]

7 return total%10

The first 16 bytes of this SHA-1 digest make up the key seed. A Key Derivation Function
(KDF) is used on this key seed to create the Document Basic Access Keys KENC and KMAC.
Next, the chip and the inspection system exchange 16 randomly generated bytes, and these
exchange messages are encrypted using the KENC. The MAC value is also calculated using
KMAC and is verified by the receiver. Next, these 16-byte values are XOR’d and are given
to the KDF to generate KSENC and KSMAC. These session keys are used to secure the
communication from now on. During this exchange, an SSC is also established. Each time
an APDU is sent between the inspection system and the chip, this SSC is incremented. The
SSC is included in the MAC calculation, preventing communication reorder and replay
attacks.

2.2.2 Obtaining the BAC Key on Estonian Residence Permit Cards

As explained in Subsection 1.1.1, on the latest generation Estonian residence permit cards,
only one dual-interface chip is used. Therefore, we can use the contact chip to access both
the eMRTD applet and the applet storing the personal data file of the document holder.
The information stored in the personal data file can be used to construct the BAC key
without the need to perform OCR. However, the default selected applet on the chip is the
eMRTD applet. To select the other applet contained in the chip, we must use an Application
Identifier (AID)13. This AID can be found from the specifications of that applet [38].

However, after the data files are read, selecting the eMRTD application proved a little tricky.
One possible solution would have been to reset the card, which would implicitly select the
default eMRTD application. Nevertheless, to manually select the eMRTD application, the

130xA0 00 00 00 77 01 08 00 07 00 00 FE 00 00 01 00
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AID of the application that contained the eMRTD application was needed. This AID14 was
found from the IDEMIA LDS Applet Common Criteria [39], and after the selection of this
application, the eMRTD application could be selected with its AID15.

2.2.3 Reading the Data Files

The files contained in eMRTDs are read by first reading the first 4 bytes of a file, parsing
the length of the file from these first 4 bytes, and then reading the rest of the file in chunks.
The files EF.DG1 and EF.DG2 are always read. These two contain the MRZ information and
the facial image. EF.DG3 and EF.DG4 are skipped because they contain sensitive biometric
data (i.e., fingerprint and iris scan) and usually require Terminal Authentication if they
exist. The EF.SOD file is also always read, and it contains certificates and information
necessary for verification of signed data.

At first, we have used the pyasn116 library to decode the necessary objects from the EF.SOD
file; however, it had problems reading these objects. Because of this reason, we have
ported asn1-tiny-decoder17 library written by Jens Getreu from Python 2 to Python 3 and
replaced pyasn1 with this library.

2.3 Verification of Digitally Signed eMRTD Data

In eMRTDs, data stored in the files from EF.DG1 to EF.DG16 are protected from modifica-
tion by a mandatory security method called Passive Authentication. Passive Authentication
protects the contents of documents from changes and ensures the authenticity of data;
however, it does not prevent exact copies of the documents. Therefore, other security
methods such as Active Authentication and Chip Authentication should be used to prevent
the cloning of eMRTD chips. Passive Authentication used to be the only required security
method used in eMRTDs until ICAO Doc 9303 7th edition; however, with the ICAO Doc
9303 8th edition draft, access control is also mandatory [11].

Passive Authentication uses a PKI to verify the authenticity of the data stored in the eMRTD
chip. The specifications for this PKI are in ICAO Doc 9303 part 12 [8]. In addition to the
certificates introduced in Section 1.1 (CCSCA and CDS), this PKI also includes other types
of certificates, such as:

140xA0 00 00 02 47 10 FF
150xA0 00 00 02 47 10 01
16https://github.com/etingof/pyasn1
17https://github.com/getreu/asn1-tiny-decoder
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• Master List Signer Certificate (CMS), which is used to sign a Master List (ML) that
contains the CCSCAs that are “trusted” by the issuing State;

• Deviation List Signer Certificate (CDLS), which is used to issue Deviation Lists (DLs).
DLs describe a set of documents with defects; but, it does not apply to individual
documents or a small number of documents. In such cases where a small number of
documents are defective, the issuing State should recall these documents through
other means. DL is issued for thousands of documents if they are all defective, and

• Certificate Revocation Lists (CRLs) are used to revoke any certificate issued by
the CSCA. Only the latest CCSCA can issue CRLs, and these CRLs also include the
certificates issued by older CCSCAs. This makes the PKI simpler.

ICAO Public Key Directory (PKD) is a PKD that allows States to distribute necessary
objects for eMRTD PKI. These include CCSCAs, CDSs, CRLs, CMSs, and MLs, CDLSs, and
DLs. Participation in ICAO PKD requires a registration fee and an annual fee. As more
countries participate in the ICAO PKD, the price of these fees goes down. As of 2021, the
registration fee is 15 900 USD, and the annual fee is 26 282 USD [40]. The downside of
not being a participant of ICAO PKD is to do bilateral agreements on a country-to-country
basis. As of May 2021, ICAO PKD has 77 member States [41].

Estonia is not a member of ICAO PKD, so Estonian CSCA certificates have to be down-
loaded from the website of Estonian CSCA18. Some of the Estonian CCSCA and CSCA
link certificates are in the ICAO PKD because some other States trust these certificates.
However, these MLs are not always up to date.

In our solution, we provide an option to use extra CCSCAs placed in the certs/csca_certs
folder or a folder specified in the --certs command-line argument. In addition to the
certificates placed in these folders, we create a store of trusted certificates using the MLs
from the ICAO PKD. To parse these MLs, we used the NFCPassportReader extract.py
script19 written by Andy Qua. However, we have made significant changes to this script.
First, we use the python-ldap20 library to parse the LDAP Data Interchange Format (LDIF)
files downloaded from ICAO PKD instead of regex and OpenSSL subprocesses. Second,
the outputs of this process are directly loaded into the pyOpenSSL21 X509 objects instead
of running the OpenSSL22 command-line tool as a subprocess. These changes simplify
the script and lower the processing time of MLs from 60.15 seconds to 0.73 seconds on a

18https://pki.politsei.ee/
19https://github.com/AndyQ/NFCPassportReader/blob/bad7ff8c812595389bb271bd31cedf4a

6e44edb9/scripts/extract.py
20https://github.com/python-ldap/python-ldap/tree/python-ldap-3.3.0
21https://www.pyopenssl.org/en/stable/
22https://www.openssl.org/
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personal laptop. These numbers are the average of 100 consecutive runs.

2.3.1 Special Handling of Deviant Estonian eMRTDs

The Estonian Police and Border Guard Board published a DL on June 26, 2018, containing
169 422 document numbers from the first and the second generations of Estonian residence

permit cards [17], with the reason set to id-Deviation-LDS-SODSignatureWrong. We
have found out that the authenticity of the data stored in the eMRTDs of the documents
listed in this DL cannot be verified because the certification path from a Trust Anchor
(CCSCA) to the CDS cannot be built and validated.

We have reached out to the Estonian CSCA about this problem, and we were told that
the problem was that the CDSs included in the eMRTD chips, in their notBefore and
notAfter fields had a 12-hour negative offset compared to the original CDS that was
signed. We have worked around this by adding 12-hours in the CDS that are stored in these
deviant documents. This workaround is applied only if the issuing country is Estonia and
the document number is in the published DL.

Another issue with Estonian residence permit cards that belong to the jTOP SLE66 platform
was that the EF.SOD specifies that the file digest values are calculated using the SHA-256

function during the verification of signed data, but in practice, the SHA-1 function is
used [17]. In our solution, we work around this by comparing the Answer to Reset (ATR)
of the documents with the ATR of this generation of documents. If they match, the SHA-1

function is used to calculate the file digest values. However, all the jTOP SLE66 platform
documents issued in Estonia have already expired by the end of 2019 [17].

2.3.2 Issues with Estonian CSCA

We have also realized two other issues with the certificates of Estonian CSCA23, these
were:

• Estonian CSCA maintained 1 CRL for each CSCA certificate that was not expired
(2012, 2015, 2016, and 2019). However, this is non-compliant with ICAO specifica-
tions Doc 9303. A CSCA should only have 1 CRL at any point, signed with the last
CCSCA of that CSCA. This CRL must include all other certificates created by that
CSCA, including old CCSCA (see Section 4.3 in [8]).

• For CCSCA, a name change is allowed in the context of eMRTD PKI. However, if a

23https://pki.politsei.ee/
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name change is done, the link certificate that conveys the key rollover and CSCA
name change should include the NameChange extension (id-icao-mrtd-securit
y-extensions-nameChange(2.23.136.1.1.6.1)) [8]. However, the Estonian
link certificates did not include this extension.

These issues were pointed out to the Estonian CSCA, who have since resolved them.

2.4 Revocation Checks

Our solution performs revocation checks of CDSs contained in the eMRTD chips. These
revocation notices are published through the use of CRLs by the issuing States. In our
solution, the CRLs are loaded from the ICAO PKD. In addition, the command-line flag
--crls can also be used to provide additional CRLs.

2.4.1 Online Revocation Check for Estonian Documents

In addition, in Estonia, the Estonian Police and Border Guard Board provides a website24

where anyone can check if an entered document number belongs to a valid document.
Through this service, expired, lost, or stolen documents can be identified. This service has
multiple defined reply messages, and these are: “The document is valid,” “The document is

invalid,” “The document has not been issued,” and “The document is a specimen.” This
service exists because CRLs can revoke CDSs that are used to sign the data in the chips of
documents, but not individual documents. The recommended usage period for CDS private
keys is three months or signing 150 000 travel documents, whichever is sooner [42]. For
this reason, if CDSs are revoked, they will affect hundreds of thousands of documents.

After successfully verifying the eMRTD chip, our solution uses this service to determine
whether a given Estonian document has not expired and has not been declared lost or
stolen.

2.5 Clone Detection

ICAO has standardized two security methods that can be implemented by eMRTDs to
implement clone prevention. These are Active Authentication and Chip Authentication,
and they both use a private key embedded in the chip. These keys cannot be retrieved and
are only used by the chip internally to perform some cryptographic operations proving that
these private keys are inside the chip.

24https://www2.politsei.ee/en/teenused/inquiries/
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2.5.1 Chip Authentication

If the digests of the EF.DG14 file exist in the SOD, it might contain SecurityInfos

structures that might mean that the Chip Authentication mechanism is supported. If present,
the Chip Authentication public key (and optionally elliptic curve domain parameters) are
read. The chip might support more than one algorithm for Chip Authentication, and
in these cases, the inspection system is free to choose any of the supported. Next, the
inspection system creates an ephemeral public key pair in the same domain as the Chip
Authentication public key and sends this key to the chip. If the card can successfully
calculate the shared secret using the key agreement algorithm (DH or Elliptic-Curve
Diffie–Hellman) and use this shared secret to compute new session keys, an OK reply
is returned. From here onwards, the new session keys are used. To prove that the Chip
Authentication public key is authentic and unchanged, Passive Authentication must be
used. As a result of this process, the inspection system can ensure that the chip is not
cloned. It also provides strong Session Keys (KSENC and KSMAC). In our solution, however,
the Chip Authentication algorithms that use DH are not supported. For ECDSA-based
Chip Authentication, M2Crypto25 library is used.

2.5.2 Active Authentication

If the digest of EF.DG15 is listed in the SOD, it signals that Active Authentication is
supported. The EF.DG15 file contains Active Authentication public key. For Active
Authentication, the chip, using the corresponding private key, signs a challenge sent by the
inspection system. The inspection system can later verify this signature using the Active
Authentication public key. Since the Active Authentication public key is in EF.DG15 and
this file is protected by Passive Authentication, the public key cannot be tampered with.
If the chip uses ECDSA-based Active Authentication, the ActiveAuthenticationInfo

SecurityInfo structure must be present in EF.DG14 and be used for Active Authentication.
This entry contains the Object Identifier (OID) of the hashing algorithm used for the Active
Authentication. However, if the document uses RSA-based Active Authentication, the
hashing algorithm used is found from the trailer bytes attached in the response. Our
solution supports both ECDSA and RSA-based Active Authentication protocols. For
ECDSA, the M2Crypto library is used.

25https://gitlab.com/m2crypto/m2crypto
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2.6 Authorized Users List

We have also created an optional authorization list for this program. The database is a small
JSON file located in the db directory. This database consists of the MRZs of authorized
documents. That is why each document has to be manually enrolled before usage.

However, instead of the complete MRZs, some information from the MRZ, such as name,
surname, date of birth, sex, and nationality, could also be used to identify a person.
However, in the unlikely case where two persons with the same name, surname, sex, and
nationality are born on the same date, it would allow both of them to be authorized.

Furthermore, the latest generation of Estonian residence permit cards also contain the
personal ID code in the optional data elements of MRZs [16]. For an Estonian eMRTD
only use case, this would be the best option to store in the database since it is unique per
person.

If these pieces of information (name, surname, date of birth, sex, and nationality or ID
code) are used, a new person could be authorized by entering this data, and it would prevent
manually enrolling the document first or the tedious work of typing the MRZ by hand. It
would also work for any valid eMRTD that a person possesses.

To build this database, the TinyDB26 library is used. There is an accompanying script
that can be used to add or remove users to this database. However, this script does not
verify the signed data and does not perform Active Authentication, Chip Authentication,
or other security checks. So we recommend running the main program with the document
first to verify the authenticity of the document before adding it to the authorized list. The
flowchart of this builder can be seen in Figure 7.

2.7 Face Recognition

In this work, face recognition is used as the second factor for authentication. First, we get
the facial image contained in the eMRTD from the EF.DG2 file and take a picture of the
individual using the camera connected to the computer. And then, the face recognition
module is used to find the similarity score of the two images. The face recognition module
works in the following way:

• First, a bounding box around the face is drawn;

26https://tinydb.readthedocs.io/en/latest/
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Figure 7. Flowchart of database builder

• Next, encoding vectors corresponding to these faces are obtained, and
• The distance between the vectors is found, and a decision threshold is applied.

A distance of less than or equal to the decision threshold means that the two images are
of the same person. However, if the distance is greater than the decision threshold, it is
concluded that the images do not belong to the same person.

The images contained in the chips of documents that we tested had images of different
sizes. These were:

• jTOP SLE66 platform chips contained images of size 480x640 pixels. These images
had the background portion visibly compressed.
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• jTOP SLE78 and IDEMIA platform chips contained images of size 480x640 pixels.
• Turkish passport and identity card chips both contained an image of size 240x320

pixels.
• Latvian passport chips contained an image of size 413x531 pixels.
• Latvian identity card chips contained an image of size 238x305 pixels.

As required by ICAO, the facial images stored in the eMRTD chips should have an Inter
Eye Distance (IED) of at least 90 pixels [43]. We have found the Latvian identity card

to have an IED of approximately 69 pixels, the Turkish identity cards to have an IED of
approximately 62 and 55, and the Turkish passport to have and IED of approximately 63

pixels. The sizes of these images do not conform to the standards. All the other documents
we tested had an IED of 125 or more.

2.7.1 Face Detection

To find the bounding boxes around faces on images, we have decided to use the face
detector network of the OpenCV27 library. As explained in [44], the OpenCV face detector
model was created with SSD [45] using a ResNet-10 [46] like architecture as a backbone.
dlib28 also implements two face detectors using different methods (Histogram of Oriented
Gradients (HOG) face detector and Convolutional Neural Network (CNN) face detec-
tor) [47]. However, dlib face detectors are trained on facial images with a minimum size of
80x80 pixels, and they have difficulty detecting faces in images with sizes smaller than
that [48]. Because the OpenCV face detector can detect faces in images with small sizes
and detect faces in images with non-frontal faces, we found the OpenCV face detector to
perform better than the face detectors in the dlib library.

Performance

We have tested the face detection part of the module using all three models mentioned
above on a small test dataset the author of this work has created. This test dataset contains
333 facial images of the author of size 640x480 pixels. The pictures vary from very dark
images to images where the author looks sideways or wears a mask. This process was
repeated five times, and the total time taken was averaged. As a result:

• OpenCV face detector network successfully found faces on all 333 images in 7.3
seconds;

• dlib HOG face detector network found faces on 326 images in 14 seconds, and

27https://github.com/opencv/opencv
28http://dlib.net/
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• dlib CNN face detector network found faces on 323 images in 241 seconds.

dlib HOG model failed on images where the author is wearing a mask or blocking half of
his face with his hand or where the author is in motion and the image looks blurry. The
dlib CNN model failed on an image where the author’s eyes are out of the frame. Since the
OpenCV face detector could detect faces in all the images in our dataset and the execution
speed was faster than the other models, we decided to use the OpenCV face detector in our
solution.

2.7.2 Face Matching

Face matching is a method that compares images that contain faces and finds a similari-
ty/distance score. For this process, we have decided to use dlib’s ResNet face recognition
model. This model uses 29 convolution layers, trained from scratch on a dataset of about
3 million faces [47], and was inspired by the original ResNet paper [46]. This network
transforms the input images into 128-dimensional vectors. The Python face_recognition29

library provides an easy interface to this dlib function, and that is why it has been cho-
sen to be used in our solution. Because this model was trained to project identities into
non-overlapping balls of radius 0.6 [47], the decision threshold is generally chosen as 0.6.
However, in our tests, a decision threshold of 0.6 sometimes resulted in false positives, and
that is why we have lowered the decision threshold to 0.5 in our solution.

Performance

Using the face detection models mentioned earlier, we have tested the performance of the
face matching part with the decision threshold of 0.5. All of the images in the test dataset
were compared with the image read from the author’s Estonian residence permit card. This
image can be seen in Figures 9 and 11. This process was repeated five times, and the total
time taken was averaged. As a result:

• When used with the OpenCV face detector network, the process took 22.5 seconds
on average and found that the images belonged to the same person 315 times and
did not belong to 18 times;

• When used with the dlib HOG face detector network, the process took 23.5 seconds
on average and found that the images belonged to the same person 314 times and
did not belong to 12 times and failed to find a face 7 times, and

• When used with the dlib CNN face detector network, the process took 256.1 seconds
on average and found that the images belonged to the same person 313 times and

29https://github.com/ageitgey/face_recognition
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did not belong to 19 times and failed to find a face 1 time.

Therefore we have decided to use the OpenCV face detector network with the ResNet face
recognition model.

2.7.3 Liveness Detection

Liveness detection is a method to ensure that biometric identifiers such as facial images,
fingerprints, iris scans are taken from a living person, and they are not faked using artificial
methods. Since our solution does not perform liveness detection, the program can be
tricked by showing a printed image of the rightful document holder or showing the image
printed on the document. That is why, where needed, the biometric solution needs to be
supervised by a security guard. A live recording of the gate might also be helpful in case
of vandalism. In addition, the program can log images taken during the process if it is run
with the command-line argument that enables this behavior.

2.8 Graphical User Interface

In creating the Graphical User Interface (GUI), we had several requirements. The GUI had
to provide the possibility to see the individual’s image read from the chip of the document,
to see the captured image of the individual, to see the processes as they happen, and to give
information in a clean interface.

To create the GUI, we have decided to use the PySimpleGUI30 library. The first version
of the GUI was implemented by adding smaller GUI loops between the long-running
processes, such as file reading. However, even longer running processes such as taking a
picture were done by running them in a different thread not to block the GUI. This, however,
led to a low-quality code; the process was interrupted multiple times with different loops,
and the long-running processes that were not run in a thread (such as reading EF.DG2)
would block the GUI. Later, the GUI was rewritten, and the main program was run in a
different thread. This thread communicates with the main GUI thread by writing events in
the window, and these events are polled in the main thread.

To capture the facial image, the user has to press a button (Enter or ESC) physically, and
these keypresses are communicated from the main thread to the child thread using a Queue
and thread locks. This process is shown in Figure 8.

30https://github.com/PySimpleGUI/PySimpleGUI
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Figure 8. Transition of the camera capturing process

Figure 9 shows the program with every flag enabled (these are explained in Section 2.9).
In this process, the Estonian residence permit card (issued on 2019-10-20) of the author of
this thesis was used.

eMRTD Face Access

Please take your document out and press [Enter] to run again.
NAME: KUS BURAK CAN

DOCUMENT NUMBER: BD00XXXXX

Downloading CSCA certificates and CRLs... OK
Building certificate store... OK
Trying to capture MRZ information... OK
Checking database... OK
Waiting for a document... OK
Comparing Machine Readable Zone with the DG1 OK
Checking expiration status... OK
Passive Authentication... OK
Active Authentication... OK
Chip Authentication... OK
Performing online document validity check... OK
Reading and verifying document files... ALL OK

Performing face comparison... SUCCESS

ACCESS GRANTED

Exit
[+] DG 1 hash matches that on the EF.SOD.
[+] Selecting file: EF.DG2
[+] Read first 4 bytes of selected file...
[+] Read the rest of the bytes of selected file...
[+] DG 2 hash matches that on the EF.SOD.
[?] Please take a picture.
[i] Decision threshold is 0.5.
[+] Distance between the images is 0.27464896723284093
[+] These images are of the same people!

Figure 9. Program GUI when all flags (-mrz, -online, -bio, --db db/db.json) are used

Panel A shows the name and document number of the individual, panel B shows the
instructions to run the program. Some examples are “Please show the Machine Readable

Zone (MRZ) of your document to the camera,” or “Please place your document onto the

card reader.” Panel C shows the completed processes or errors that occur during the
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inspection of the document.

Panel D shows the debug panel for the program. The completed processes or errors are
printed here. A slight side note about this debug panel is that, while it is convenient, there
is a noticeable performance penalty if enabled. That is why an optional flag -no-debug

is present. This flag creates the window without the debugging panel, and instead, the
debugging information is printed on the terminal. For example, without the -no-debug

flag, running the program up to the OCR process takes 9.81 seconds on average, and with
the -no-debug flag, this time gets down to 3.96 seconds. An example program run using
the -ee and the -no-debug command-line arguments is shown in Figure 10; also, in panel
C, note that the line showing “Trying to capture MRZ information” has also disappeared.

eMRTD Face Access

Please take your document out and press [Enter] to run again.
NAME: KUS BURAK CAN

DOCUMENT NUMBER: XXXXXXXXX

PERSONAL ID CODE: 3XXXXXXXXXX

Building certificate store... OK

Waiting for a document... OK

Checking expiration status... OK
Passive Authentication... OK
Active Authentication... OK
Chip Authentication... OK
Performing online document validity check... OK
Reading and verifying document files... ALL OK

Performing face comparison... SUCCESS

ACCESS GRANTED

Exit

Figure 10. Program GUI when -ee and -no-debug flags are used

Since not all electronic identity documents support all of these security methods (Active
Authentication, Chip Authentication) or if the program was run without a database or
biometric part, these fields in panel C disappear. If there are any problems, for example, if
the MRZ reading was wrong and the MRZ did not match the EF.DG1, these are shown on
the right-hand side of panel C. Such an example is shown in Figure 11. This example is
taken using the author’s Turkish passport. However, we have edited the country field in
the MRZ field and printed it on a piece of paper. This paper was then used in the OCR
process. That is why panel C in Figure 11 shows an error in the line “Comparing Machine
Readable Zone with the DG1.” In addition, since the program was run without the optional
authorization database, the database check was skipped, and since Turkish Passports do not
support Active Authentication, this was also skipped. Lastly, the online document number
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eMRTD Face Access

Please take your document out and press [Enter] to run again.
NAME: KUS BURAK CAN

DOCUMENT NUMBER: XXXXXXXXX

Downloading CSCA certificates and CRLs... OK
Building certificate store... OK
Trying to capture MRZ information... OK

Waiting for a document... OK
Comparing Machine Readable Zone with the DG1 ERROR
Checking expiration status... OK
Passive Authentication... OK

Chip Authentication... OK

Reading and verifying document files... ALL OK

Performing face comparison... SUCCESS

ACCESS DENIED

Exit
[+] DG 11 hash matches that on the EF.SOD.
[+] Selecting file: EF.DG12
[+] Read first 4 bytes of selected file...
[+] Read the rest of the bytes of selected file...
[+] DG 12 hash matches that on the EF.SOD.
[?] Please take a picture.
[i] Decision threshold is 0.5.
[+] Distance between the images is 0.35052616748047777
[+] These images are of the same people!

Figure 11. Program GUI with some flags and an error

check is only used for Estonian documents, as explained in Section 2.4. If at any point
during this process, an unrecoverable error occurs (such as removing the document from
the card reader), the program will show an error on panel B and start over.

The bottom of panel C also accompanies a progress bar that shows how the progress of a
file read from the chip. This progress bar is visible in Figures 9, 10, and 11 at the bottom
of panel C. To show this progress bar, the length of the file is by first reading a chunk of
the file and, next, parsing the length of the file. The progress bar is updated each time a
new chunk of the file is read. Thus the progress can be nicely shown.

2.9 Modes of Operation

The program has two different primary modes of operation. These are the MRZ mode (-mrz
flag) and the EE mode (-ee flag). In the MRZ mode, the BAC key is constructed by capturing
the MRZ with a camera and decoding it using OCR. However, in the EE mode Session
Keys are created by reading the necessary files from the Estonian document through the
contact interface as explained in Subsection 1.1.1, and this way, the OCR step is skipped.
In addition, there are other flags or arguments to control the behavior of the program, these
are:
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1. the -no-debug flag disables the debug panel in the GUI and prints the logs in the
terminal;

2. the -online flag downloads the Estonian CSCA certificates and CRLs from the
Estonian CSCA31 website;

3. the -bio | -no-bio flags specify whether the facial recognition process should be
used to identify the cardholder;

4. the --db argument specifies a TinyDB database file (the creation of this database is
explained in Section 2.6) and to perform authorization check;

5. the --certs argument specifies a directory to CSCA certificates;
6. the --crls argument specifies a directory to the certificate revocation lists folder,

and
7. the --output argument saves the read document information in the specified direc-

tory.

1 def program_logic(window: sg.Window):

2 mrz = capture_mrz(window, -1)

3 doc_num, birth, expiry, _, _, _ = parse_mrz_text(mrz)

4 mrz_information = other_mrz(doc_num, birth, expiry)

5 # Waiting for a document

6 sm_object = SMObject(wait_for_card())

7 # Select eMRTD Applet

8 print("[+] Selecting LDS DF AID: A0000002471001...")

9 aid = bytes.fromhex("A0000002471001")

10 send(sm_object, APDU(b"\x00", b"\xA4", b"\x04", b"\x0C", Lc=nb(len(aid)),

cdata=aid))↪→

11 # Secure Messaging

12 establish_bac_session_keys(sm_object, mrz_information.encode("utf-8"))

13 # Read EF.COM

14 efcom = read_data_from_ef(window, sm_object, b"\x01\x1E", "EF.COM")

15 ef_com_dg_list = parse_efcom(efcom)

16 print(f"[i] DGs specified in EF.COM: {list(ef_com_dg_list.values())}")

Listing 1. An example code showing how to perform MRZ OCR, BAC connection and
read a file from a document (error handling is not shown to not take up space)

The functionality provided by our solution can be used as a library to perform any of the
processes explained in this Chapter. To show how to use the parts of this program, we
have created a Small Demo application32. A small code snippet from this demo is shown
in Listing 1. The first step (not shown) is to create a GUI window. In this small demo,

31https://pki.politsei.ee/
32https://github.com/Fethbita/eMRTD_face_access/blob/main/emrtd_face_access/small_d

emo.py
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we have only included an image field and a Multiline element. However, as discussed
earlier, this Multiline has a significant impact on the performance if STDOUT capture is
done. In the main program loop, we do GUI-related functions; however, in another thread,
we run the logic of the program. This main logic of the program that performs OCR, BAC,
and reads the EF.COM file, is shown in Listing 1.
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3. Conclusion

In this thesis, we have created an open-source solution that can be used for multi-factor
authentication purposes. This solution is easily deployable on the entrances to buildings
or self-checkout machines where strong identity verification is needed. This solution
performs OCR to scan the MRZ of the document, performs the necessary cryptographic
checks to verify the authenticity of the document, uses a face recognition library to match
the individual’s image to the image stored in the document’s chip, and grants or denies
access to the individual depending on the results of these processes.

While developing the solution, we have identified several issues in the Estonian eMRTD
ecosystem and contacted the authorities regarding these issues. Furthermore, when possible,
we have implemented workarounds to verify the deviant Estonian documents.

Through this research, we have shown that implementing open-source tools for multi-
factor authentication is feasible, and since with the new EU regulation [6], the use of these
documents will increase, there is a significant opportunity to implement these systems to
make use of the security features provided by eMRTDs.

Our solution does not implement every feature of ICAO Doc 9303 (e.g., DH keys for Chip
Authentication). However, we have tested this solution with Estonian residence permit

cards, Turkish identity cards and passports, Latvian identity cards and passports, and we
expect it to work with documents issued by other countries as well.

Possible future improvements to the biometric functionality would be to add liveness
detection checks to verify that the facial image is taken from a living person and is not
faked.
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