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Introduction

A transfer of electronic data by Internet users baatributed in a major way to the
complexity of legal relations in an interconnectearld. States are faced with the increasing
doctrinalization of cyberspace challenges whilestituting and exercising individual rights
and freedoms. Recently, the United Nations resmiytating that the same standards for the
international human rights must be protected onldid not put to rest the tedious debate
about the question of re-considering the positiénciwil liberties and national security
established in international human rights treatreéimes of continuous escalation of new

emerging threats to national security.

This inevitable tension in the search for the campse between polar views on the
international human rights and national security hat been solved yet. As a result, the new
emerging threats to national security and theixet vague wording of binding international
legal standards have led states to re-considdyalaace of civil liberties and national security
established in international human rights treadied to start implementing at national level a
number of new rules to create the legal groundtlier increasing application of security
measures online. The absence of a shared visidheofuture of legitimate limitations of the
human rights in favour of national security intésetas resulted in a polar dichotomy
between judicial, legislative and executive powamsong States that endangers the existing

understanding of democracy and the rule of law.

The controversy between State actors of the inteso@ety stands at the crossroad: deciding
whether it is possible to continue the applicatminthe balance model according to the
existing universal treaties in the light of changedional security needs, or not. Emerging
case-law differs between regions, such as the B&,US and the UK, with substantially
divergent balances between privacy, freedom ofrmé&tion and national security. Discussion
of these issues introduces both conservative dmitdirian views where emphasis is tilted
towards the view that there is no need to reintemban rights, rather that existing standards
must be interpreted according to the online chgken On the other hand, there are States
chiefly motivated not to ensure the ‘old’ humanhigy in an online environment and
encourage for the ‘new’ human rights for the In&trage. During these debates, no answers
have so far been presented for how to find a combadance between the parallel demands
of privacy, freedom of security and national sedgun existing international legal
instruments so that States would more likely follinem. As there is no specific international
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treaty or convention on what are these minimum aputaes that should be followed for the
sustainable promotion and protection of human sigintd fundamental freedoms online, it is
essential to provide recommendations on the baldetereen the parallel demands of
privacy, freedom of security and national secuntynternational legal instruments that more

willingly will be accepted by the leading States.

In the light of these questions the thesis willgoee a project for the balance to be followed
by States aiming to diminish the polar dichotomywsen the judicial, legislative and
executive powers by establishing minimum standafols international human rights
restrictions in the name of national security ie ttontext of electronic data processing. For
the purpose of achieving this aim, the thesis loakthe minimum scope of protection for
international human rights in cyberspace and revigkich legal expectations contained in
international human rights treaties States must.negther, the thesis examines the balance
of rights focused upon at the international lef/el the next stage, the thesis intends to reveal
regional implementations of national regulationd amplore how these balances correspond
to the international standards discovered above.tlkis reason, the thesis systematically
explores the current practice of the most influarfiitates and regions in global cyber security
decision-making. If any contradiction is found, thesis reveals the reasons that States used
to justify a practise of online security measurest@ary to the international treaties. If these
reasons can be solved by international legal meastine thesis proposes recommendations
on potential solutions to achieve unity and clawfybalances for the rights and national

security to be considered as relevant standardsitiare practice.

The thesis focuses precisely from the view of theglets as the most hotly so far debated
human rights with respect to electronic commungsanline. The model for the triangular
approach of the thesis originates from researctensajssued by ICT4Peace Norms Project
for Hague Global Conference on Cyberspace. Thastiseggests seeing privacy, freedom of
information, and national security as a complexcepn of the interrelationship of all three
aspects applicable in cyber matters which desetgsec study as a three-dimensional
paradigm appearing in legal matters of electrordtarocessing. So far, the international
courts in related matters have been focused maimlg two-sided approach, instead of the

approaching issues through the triangle of thermhs. proposed approach is seen from the

'E. Tikk-Ringas. Norms for International Peace amduSity: Privacy, Freedom of Information and Nagibn
Security. ICT4Peace Norms Project. April 2015, p 3. -
https://lwww.gccs2015.com/sites/default/files/docateBNorking%20PaperPrivacy,%20Freedom%200f%20Inf
ormation%20and%20National%20Security.pdf (16.026201
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following perspectives: the right to privacy, apratection from extraction of information on
individuals and contexts; the freedom of informatias part of freedom of expression, in the
sense of the right to receive and impart infornrgteind, in particular, national security, as in

the security of nation states against man-madatre

To achieve this aim, the thesis examines humartsrigtandards set in the case-law of the
European Court of Human Rights and the InternatiQumart of Justice, as well as selected
regional regulations, regulatory trends and futprespects. The thesis concentrates on
interpretations by the main treaty bodies of thatééhNations system, as well as regional
systems of European organisations. The interpoetati a particular right will be guided also
by resolutions or general comments adopted on mrcdy treaty bodies to give a fairly
detailed guide. Most interpretation has been dralwough judgments or other forms of

decision in a context of specific cases.

The thesis follows the logic of systematic analydighose foremost questions in order to
check the validity of the hypothesis raised up alsh to achieve the final aim of research.
The thesis opens by analysing the legal scopeatégtion for focused human rights: privacy
and limits of free flow of electronic data transti@d via Internet facilities, as well as where
courts have decided limitations are appropriatdaiour of national security interests. In
order to explore potential common denominators strated attributes in the existing human
rights instruments, the thesis will examine in tingt chapter the legal scope of protection for

each cornerstone of the triangle and find whichuwinrstances can justify their limiting.

After discovering the normative standards, thevasi¢ State practice will be examined to
explore which model of balances States have beaufang. In cases of any disparities, the
second chapter examines the extent of disparitwd®t norms and States' practices. The
obstacles to their interpretation and implementawdl be analysed in the second chapter. If
a major disparity is discovered, then for the psgpof answering the question on how the
best to apply human rights in the context of rapidleveloping information and
communications technologies and what could be éustandards and recommendations, the

third chapter will analyse future solutions for $edoremost questions.

Regarding methodology, for the purpose of examitiregdevelopment of the balances before
and after the terrorist attacks 9/11, in Madrid 2@0d London 2005, the historical research
method is applied to see the shift in the nati@tade regulations and relevant case-law. The
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comparative method has been applied to reveal vdhat be the minimum common
denominators of the human rights for the statdsetoonsidered as acceptable legal standards
to be obeyed. Finally, the qualitative method hasnbapplied to the relevant case-law
analysis necessary to find out the judicial con@apthe balance. The thesis relies also on an
analytical and systematic approach to the respeaase-law and legal documents study
related to the tasks of thesis both on regional raattbnal levels. In addition, and alongside
the comparative and historical methods, synthetathods will be used. The comparative
method is used to reveal disparities between Eampkegal standards in regulatory
documents and the States' practices with theiomatiregulations. The second chapter uses
both systematic and synthetic methods. The histbnethod is used in case-law analysis to
see whether there are fundamental differences leete@se-law before wide use of electronic

communication and after.

The main sources used for the research are nomnaistruments and the authoritative
commentaries by respectful legal scholars on iatéwnal treaties, as well as commentative
reports by political organisations and impartigdgarteurs that deserved respect to be reliable
in respective discussions. Also, the thesis isdaserelevant empirical case-law study of the
national or regional courts. The European Unioe, tmited States of America, the United
Kingdom, and Russia are examined with regards éoccttmpatibility of the national and the
international legal standards of the human rigimstations. These States had the most
attention as these are territories which are gdgdeaded for fulfilling commitment to the
protection of human rights. These are also counthat have experienced challenges to their
national security as a result of both foreign aadhdstic terrorism.

The human rights treaties themselves make no mreafithe types of situations in which the
provisions are to apply. However, it is evidentnirahe wording of the 2012 UN Human
Rights Council resolutichconfirming that the same human rights that pedyatee offline

must also be protected online, thus, the resolutgtablishes protection of human rights in

online as well.

2 United Nations General Asembly. The right to peiyén the digital age. A/RES/68/167. 21 January&L@hra.
Available: http://www.un.org/ga/search/view_doc.zspmbol=A/RES/68/167.
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A Scope of legal protection and limitations

I. Scope of legal protection for privacy, freedom binformation and national security

For the purpose of better understanding the iftgroas between respective human rights, it
is essential to understand the core nature of theg®s. This section focuses on
interpretations by the main international treatgibs of the United Nations and the European
Union systems in cyberspace. A general interpaetais divided into subsections which
represent the right to privacy from the internatiohnuman rights law and the European law

perspectives.
1. Right to privacy

a) Protection under the United Nationsregulation

The UN secured the right to privacy in the UniverSeclaration of Human Rights
(hereinafter UDHR) Article 12 (1) where the terntitacy” became an umbrella tefrfor
privacy, family, home, correspondence, honour apltation of individuals. It constitutes
that “No one shall be subjected to arbitrary interferewagh his privacy, family, home or
correspondence, nor to attacks upon his honourrapdtation. Everyone has the right to the
protection of the law against such interferenceatiacks’ In addition, seventeen years after
drafting the UDHR, the provision on the right taviacy was worded in the Covenant on the
Civil and Political Rights (hereinafter ICCPR) Article 17 (1) which almosteidically
repeated the concept of the right to privacy indet12 (1) of the UDHR. The sole difference
between those provisions consists in the legal Barseestriction while the ICCPR prohibits

also unlawful interferences to one’s priv4cy.

Within the UN Guidelines Concerning ComputerizedsBral Data File's adopted by the
UN General Assembly, the OECD Guidelines Governing Protection of Privacy and

Transborder Flows of Personal Datae legal instruments addressing the protectiothef

*The Universal Declaration of Human Rights. 1948.

0. Diggelmann, M. Cleis. How the Right to Privacgddme a Human Right. -Human Rights Law Review
2014. No 14, p 447.

*The Covenant on the Civil and Political Rights, 696

® 0. Diggelmann, M. Cleis, p 449.

"The UN Guidelines Concerning Computerized Persdbata Files. Doc E/CN.4/1990/72, 20.2.1990.-
http://www.un.org/documents/ga/res/45/a45r095.1#n12.1990.

8 The OECD Guidelines Governing the Protection afdy and Transborder Flows of Personal Data. Paris
1980.-https://www.oecd.org/sti/lieconomy/2013-oecdgry-guidelines.pdf.
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privacy with regards to electronic data transfatsus, the United Nations (hereinafter UN)

has acknowledged the protection of privacy regéodiata transfers.

In 1988 the Human Rights Committee (hereinafter @ittee), which is a monitoring body to
implementation of Article 19 of the ICCPR, analysbd content of the right to privacy in its
General Comment No. 16, according to which Articfeaims to protect individuals from any
unlawful and arbitrary interferences with theiryarcy, family, home, or correspondence, and
national legal frameworks must provide for the potibn of this right. This provision
imposes specific obligations relating to the protec of privacy in communications,
underlining that “correspondence should be delddrethe addressee without interception
and without being opened or otherwise read. Irtioglao surveillance, whether electronic or
otherwise, interceptions of telephonic, telegrapmd other forms of communication, wire-
tapping and recording of conversations, were pitd Consequently, in 1980s the right to
privacy in regulation was highly valued and prot¢elctand restrictions were considered
exceptional. Both assured that the right to privexsylves the protection of separation from

society.

Both international treaties provided an almost arsal scope of protection, however some
treaties, such as the African Charter on HumanReaple's Right$’ Article 9 which uses for

the right to privacy a different formulation. Detgpihe fact that the UDHR does not have
directly binding effect on States, it is widely eeded as having acquired legal force as

customary international law.

In 17 April 2013 the UN General Assembly issued &tepf the Special Rapporteur to the
Human Rights Councft which argues that the right to privacy is a qimdifright, but its

interpretation raises challenges with respect t@twdonstitutes the private sphere and in
establishing notions of what constitutes publiceiast. Here the UN Special Rapporteur
specified that privacy can be defined as the presiom that individuals should have an area

of autonomous development, interaction and libeay,private sphere” with or without

°Centre for Civil and Political Rights (CCPR) Geré@amment No. 16. (General Comments), p 8.

°The African Charter on Human and People’s Rigte811

YArticle 19. The Johannesburg principles on naticeaiurity, freedom of expression and access tarivdton.
November 1996, p 2.

2F La Rue. Report of the Special Rapporteur on thenption and protection of the right to freedoropfnion
and expression. 17.04.2013. - http://www.un.org/garch/view_doc.asp?symbol=A/HRC/23/40 (16.02.2016)
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interaction with others, free from State interventiand from excessive unsolicited

intervention by other uninvited individuals.

As the right to privacy is the ability of individisato determine who holds information about
them and how that information is usédindividuals must be also able to ensure that
communications remain private, secure, and, if tfeyose, anonymous while exercising their
right to privacy in communications. The UN Repanttbe privacy of communications infers
that individuals are able to exchange informatiod &leas in a space that is beyond the reach
of other members of society, the private sectod, @timately the State itself where security
of communications means that individuals shouléble to verify that their communications
are received only by their intended recipientshaut interference or alteration, and that the
communications they receive are equally free fronusion. Therefore, one of the most
important advances enabled by the Internet is andagyof communications which allows

individuals to express themselves freely withoat fef retribution or condemnatidn.

b) Protection under the European Union regulation

Within the European Union region the right to pdyais guaranteed primarily by the
European Convention for the Protection of HumanhRigand Fundamental Freeddfhs
(hereinafter ECHR) which is binding upon CouncilEdrope states and which similarly to
UN lays down the precise legal criteria of the patibn of the right to privacy. The first

paragraph of Article 8 of the ECHR provides theteah of the right to privacy by stating:
“Everyone has the right to respect for his privated afamily life, his home and his

correspondence®®

As mentioned above, despite the fact that priviféehlas complex contours, pursuant to the
case-law of the ECHT, Article 8 covers protectidnralividuals against attacks on honour
and reputation, the use of a person’s name, igieatilikeness, being spied upon, watched, or

harassed, and the disclosure of information pretebly the duty of professional secrEcy

%F La Rue. 2013, p 17.

! ester and D. Pannick (Ed). Human Rights Law aratfite. London: Butterworth 2004, para 4.82.

F.La Rue. 2013, pp 6-11.

®Convention for the Protecton of Human Rights andundamental Freedoms. 1950.-
http://www.echr.coe.int/Documents/Convention_ENG.pd

P Malanczuk. Freedom of Information and Commuitcat-Max Planck Encyclopedia of Public Internatibn
Law. April 2011, para 47.

®The European Convention on Human Rights. 1950.

9 C. Velu. The European Convention on Human Rightstae Right to Respect for Private Life, the Hoane
Communications. Cited in: R. White, C. Ovey. Therdpean Convention on Human Right. 5th Ed., Oxford
Univeristy Press, p 357.
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Today the right to privacy involves protection aftronly physical distané® from society,
but also it shields the person against unwanteésgyfiom a distance, including from any
forms of interception of electronic communicationghich might include the opening of

communications, Internet activity, or listeningtébephone communicatios.

The provision covered the right to privacy almosaely copying UN treaty bodies in
interpreting the right. There is not much evidence on what drafters efBCHR meant by
the term "privacy” or "private life” as there arartly any records of discussions of
fundamental matters, such as aspects of pri#athws, the European Court on Human Rights
(hereinafter ECtHR) has attempted a general exptanan numerous decisions on the scope
of the protection of private life with regards tatarference in electronic communications.
Particularly, inA v. France the ECtHR found that the use of covert technallgilevices to
intercept private communications falls within tlege of Article 8 of ECHR asa"telephone
conversation does not lose its private charactéelgdecause its content concerned or might
concern the public interest”. In addition, inHalford v. the United Kingdonthe ECtHR
ruled that telephone calls made from business esnas well as from the home and
intercepted by police, probably with the aim oflgatng material to assist in the defence of
proceedings, might be covered by the notions algpe life" within the meaning of Article
82> As a contrast, where an applicant used a radiore#i for civil aircraft, the interception
did not constitute interference with private lif@ce the conversation was on a wavelength
accessible to other users and could not be cledsifs private communicatiéf Thus, the
collection of private information by covert surVailice operators to find out about an
individual without his consent will always concdns/her private life and will thus fall within

the scope of Article 8.

Consequently, it might be concluded that the cawne of the right to privacy in online
protection covers the protection of individuals iagaany attacks on honour and reputation,

the use of a person’s name, identity, or likenasgout being spied upon, watched, or

“lbid, p 458.

?!Robin White, Clare Ovey. The European ConventiorHaman Right. 5. Ed. Oxford Univeristy Press: 2010,
pp 365-366.

?0. Diggelmann, M. Cleis. How the Right to Privacgddme a Human Right. -Human Rights Law Review
2014. No 14, p 452.

“bid, p 457.

ECtHR 14838/89,A. v. France 23 November 1993, para 35.

ECtHR 20605/92Halford v. the United Kingdon®5 June 1997, para 44.

2%y, Kilkelly.The right to respect for private andnfdy life. A guide to the implementation of Articl of the
European Convention on Human Rights. Human rightelhooks, No. 1. Directorate General of Human Right
Council of Europe. 2003, p 13.
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harassed, and the disclosure of information pretedtty the duty of professional secrecy.
Thus, any activity online concerning an individgatlata transmission via Internet is included

to the protection of the private sphere.
2. Freedom of information

a) Protection under the United Nationsregulation

Since 1946, the freedom of information was recaghias a fundamental human right at the
UN General Assembly, in Resolution 59 (I) of 14 Beder 1946, in particular, by the US,

the UK, and France who convened at the initiafiohegal guarantees for the freedoms of
opinion, expression, and information in the uniaérgeaties, such as Article 19 of the

UDHR, as well Article 19 (2) of the ICCPR, becanmversally recognised.

Article 19 (2) of the ICCPR provides that=Veryone shall have the right to freedom of
expression; this right shall include freedom tokse@eceive and impart information and ideas
of all kinds, regardless of frontiers, either osglin writing or in print, in the form of art, or
through any other media of his choiténder Article 19 of the UDHR: Everyone has the
right to freedom of opinion and expression; thighti includes freedom to hold opinions
without interference and to seek, receive and imjpdormation and ideas through any media
and regardless of frontietsThere is no universally agreed legal definitminthe freedom of
information provided by either the UDHR or the IG&Hut the freedom of information has

been recognised as subcategory of the freedompoéssior?®

The UN General Comment No 34 on freedom of opirind expressidii affirms that under
the UN all forms of expression and the means oir thssemination are protected. Such
forms include spoken, written and sign language suth non-verbal expression as images
and objects of art. Means of expression includekbpomewspapers, pamphlets, posters,
banners, dress and legal submissions. They incilideorms of audio-visual as well as

electronic and internet-based modes of expression.

%’p. Malanczuk. Freedom of Information and Commuigeat-Max Planck Encyclopedia of Public Internatibn
Law. April 2011, para 5.

“bid, para 21.

“General Comment No 34 on freedom of opinion andresgion 2011. UN Human Rights Committee.
CCPR/C/GC/34, para 11. http://www.ohchr.org/Docutséssues/Opinion/CCPRGeneralCommentNol1l.pdf
(14.02.3016).
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Further on, in 2013, it has been affirmed by the Sidécial Rapporteur Frank La RB¢hat
the freedom of information is fully applicable teetinternet. In 2011 the Special Rapporteur
emphasized that Article 19 of the UDHR and the I®RG#Ras drafted with foresight to include

and to accommodate future technological developsiént

It is beyond the scope of the present thesis terento a full discussion of the various aspects
of the questions concerning the right of access to inftionaheld by public bodies (incl.
intelligence services, or other entities when sewtities are carrying out public functions).
They are excluded from attention as they do naatly relate to the triangular scope of the
privacy, freedom of information and national seguimterests. But it should at least be noted
that respective principles have been adopted evaelt freedom of information laws which
are drawn up and endorsed by a group of interratitaw experts in the UN documents.
Also, cases where disclosed private information grwate individuals became public
according to their deliberate will, are also laft of discussion, as there should be no dispute

over privacy protection.

b) Protection under the European Union regulation

The right to freedom of information is guaranteedll 47 member states of the Council of
Europe® In the EU region the right to freedom of infornoatiis guaranteed primarily by the
ECHR Article 10 (1) which lays down thaEveryone has the right to freedom of expression.
This right shall include freedom to hold opinionsdato receive and impart information and

ideas without interference by public authority aedardless of frontief’s

The content of the right has been exploreBimeau of Investigative Journalism and Alice
Ross v. the United Kingddfrand10 Human Rights Organisations and Others v. theddhi
Kingdonm*, where the ECtHRas affirmed® that Article 10 of the ECHR is fully applicable

*F La Rue. 2013, p. 23.

*Report of the Special Rapporteur on the promotiod protection of the right to freedom of opiniondan
expression. A/HRC/17/27. - http://lwww.un.org/gafsbaview_doc.asp?symbol=A/HRC/17/27 (16.02.2016).
32D, Voorhoof. The Right to Freedom of Expression dnfbrmation under the European Human Rights
System: Towards a more Transparent Democratic §0dRSCAS 2014/12 2014. Robert Schuman Centre for
Advanced  Studies Centre for Media Pluralism and isled Freedom, p 1 -
http://cadmus.eui.eu/bitstream/handle/1814/2987CKRS 2014 12.pdf?sequence=1 (16.03.2016).

$ECtHR Bureau of Investigative Journalism and Alice Rosthe United Kingdom62322/14, 11 September
2014.

#ECtHR 10 Human Rights Organisations and Others v. theddhKingdom24960/15, 20 May 2015.
®European Court of Human Rights. New technologiesactsheet. September 2014. -
http://www.echr.coe.int/Documents/FS_New_technaegENG.pdf. (18.12.2014).
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to the Internet. IrRaichinov v Bulgarig® the ECtHR stated that freedom of expression is
applicable not only to "information" or "ideas" thare favourably received or regarded as
inoffensive or as a matter of indifference, bubdls those that offend, shock or distdfb.

ECtHR has explainéd that the freedom of expression applies not onlgh® content of

information but also to the means of its dissenmmatsince any restriction imposed on the
latter necessarily interferes with the right toaige and impart information. Within the scope
of the ECtHR the freedom of expression and inforomatipplies to the various forms and
means in which information is transmitted and reegj since any restriction imposed on the
means necessarily interferes with the right to ikecand impart informatiof® The analysis

of jurisprudence of the ECtHR allows us to concluthat Internet related disputes

undoubtedly fall within the scope of the right idarmation privacy.

In conclusion, the protection of the freedom oformfiation relates to all kinds and sorts of
expression and the means of their disseminatioetivein spoken, written and sign language
and such non-verbal expression as images in boekspapers, pamphlets, posters, banners,
dress and legal submissions via Internet. Exprassim not have to please the audience, as
under the freedom of information expressions tifi@nad, shock, or disturb are also protected
on the Internet.

3. National security

a) Protection under the United Nationsregulation

National security interests entail a need for Stdte protect their governmental structure,
public order and rules of enforcement mechanigh#§most all laws are created to protect
the basic interests of States and to provide lggainds for acting in favour of creating these
interests despite individual human rigfitdlhe UN securé the interests of national security
as an exception that should be read accordingeonéaning of previous paragraphs of the

same article. This way, the rule for applying nadilbsecurity should be interpreted by reading

%ECtHR Raichinov v Bulgaria 47579/99 20, April 2006, para 47.

$’ECtHR Observer and Guardian v. the United Kingddt8585/88, 26 November 1991, para.59-60.

$ECtHR Case of Ahmet Yildirim v. Turk&111/10, 18 December 2012, para 50.

$ECtHR Autronic AG v. Switzerlanti2726/87, 22 May 1990, para 47; ECtiBR Haes and Gijsels v. Belgium

19983/92, 24 February 1997, para 48.

“K. Holmes. What is National Security? Index of US ilitdry Strength 2015. -

http://index.heritage.org/military/2015/importargsays-analysis/national-security/ (18.12.2014).

izl. Cameron. National Security and the European €ptien on Human Rights. lustus Férlag: 2000, p 40-4
Ibid, p 49.
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the whole Article 19 of the ICCPR. Specifically,tiste 19 (3) (b) provides that the exercise
of rights indicated in the article carries withsgiecial duties and responsibilities and may be
subject to restriction, such as national secuscept in cases where it is provided by law

and is necessary.

At the current time the most relevant restrictismsndividual rights in the electronic data
protection context are in line with “national satyit as“public order”, “public safety”, “the
prevention of disorder or crime”, and “the rightsldreedoms of others” fall out of the scope
of research as, for the benefit of this reseatoh,fbcus is set on national security interests.
Even if justifications for the restrictions to inddual rights in protection of national security
usually are based on complex reasoning which ieduderely all purposes, such as listed
above regarding counter-terrorism measltirethe legal analysis on the system of rights

limitations would be analogous for all listed grdsn

The “national cyber security” term entails non-dafle denominators which are rapidly
changing and do not have static characteristicsylver matters. Also, these constructions
might work for interstate incidents but not wheneividuals are involved. A closer look at
definitions shows that the state of protection éver measured, never certain and always
contains contradictions. Also there is no guidaaseto whose interests and criteria are
considered. Therefore, restrictions for nationdlezysecurity could be applied in very broad
circumstances where a judge considers that theestteof any party are endangered in a way

that may affect national interests.

Like national security, the concept of national @ybecurity is changing in accordance with a
government's role and place in current finés national values, interests and goals, means
and methods preventing and reflecting internal extérnal threats, as well as the basis of
organisation and principles of systems functionimgyrant national security. As cyberspace
looks like the systematic sphere of our life, nadgilocyber security can be seen as cross-
section of economic, social, political, militarygistual-cultural, etc. fields of security where

information systems can have a major effect.

3. Doswald-Beck. Human Rights in Times of Conflictd Terrorism. Oxford: Oxford University Press 20f1
415.

“F. Wamala. ITU National Cybersecurity Strategy @uid September 2011, pp 42-43. -
http://www.itu.int/ITUD/cyb/cybersecurity/docs/ITUiionalCybersecurityStrategyGuide.pdf (18.12.2014).
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As there is no universally agreed positive defomiton what constitutes national security or
closely related terms such as “internal security™state security”, they vary from State to
State. There are some States that have definghabsecurity on a regional level, including
Sweden in its Criminal Code, Hungary in Act CXXV 195 on National Security Services,
Spain in the National Defence Act of 2005, the BaiKingdom in the Security Service Act
1989, and lItaly, which provides it by deduction @peally regarding the state secrets
privilege from Article 39 (1) of Law 124/2007.

To compare European legal systems to Americark:tilepean ones are designed to ward off
two types of threats: domestic and foreign. Intimted States, national security is perceived
mostly as security from foreign powers abroad, fran internal threats, and especially not
from home-grown internal threats. On the bureaixrétvel, there are no domestic
counterparts to the country's foreign intelligemgencies—the Central Intelligence Agency
(the "CIA") for human intelligence and the NSA feignals intelligence. By the Inter-
American Court concept, national security involigsies that address defence and protection
of the secret servicé8 Even so, these issues of secret service, asddtiae comments of
army, secret military information policy, freedonf expression issues of journalists
employed for the national intelligence services,,etlo not fall within the aim of the thesis as
these issues are intimately related to the militheyd and deserve more focused and

independent research than the current researdbeleasaiming for.

It should be mentioned that a subcategory of natisecurity is national cyber secufitythat

it is closely linked to informational society seityr and therefore should be viewed together
with it. Comparing the UK Cyber Security Strate@p11), the US Department of Defense
Cyber Strategy (2015), and the draft of the ConadpRussia’s Cyber Security Strategy

(2014), we cannot find any interpretation of nasibayber security. All three strategies refer
to the point that national cyber security protactbjects are information and the means of its
transmission and that has both a direct and indaéfect on the results of individual's,

organisation’s and government’s activity (economjgalitical, military etc.). Additionally,

%S, Coliver. National Security and the Right to mmfation. 11 December 2012, p 6. -
https://lwww.opensocietyfoundations.org/sites/defflgs/coliver-nsp-pace20121220.pdf (18.12.2014).

“L. Doswald-Beck. Human Rights in Times of Confeatd Terrorism. Oxford: Oxford University Press 20p1
415.

4’K.Ziolkowski (Ed). Peacetime Regime for State Aitids in Cyberspace. International Law, Internagion
Relations and Diplomacy. Tallinn: NATO CCD COE Haation 2013, p 21. See also: The Cyber Index
International Security Trends and Realities. UNI2®L3/3. New York, Geneva: United Nations Institfae
Disarmament Research 2013. -http://www.unidir.dlegfpublications/pdfs/cyber-index-2013-en-463.pdf
(18.12.2015).
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the components are national, social, and perscalaks which might affect State territory,

nation and jurisdiction. Indirectly, the componentght be a system of dissolution, use and
construction of information resources within a 8tabr a system of construction of the
nation’s public consciousness which is based orusieeof mass communication. Based on
compared strategies we can deduce the States’toemtbpt a new cyber security strategy
every 4-5 years, reflecting changing needs aratipes of governments in a fast developing
informational technology and therefore, the cons@pbinational cyber security.

b) Protection under the European Union regulation

The ECHR establishes restrictions to human riglstsexceptions when used to protect
national security, public order, defence or pulslatety. There is no definition of national

security in the European legal instruments. Natigeaurity is an object to be measured and
scaled. In the results of public discussions, a promise on national security interests

reflects the part of a security which is agreedbpmational authorities.

Same as on the UN level, the EU legislation dog¢gpravide the definition of security of the
state and community against threats to their weltheThe term itself has been hopelessly
expansible, and has in fact assumed more of amattenal-security dimension in the global
war on terrof® as well as conter-espionage, counter-terrorism eodnter-subversion
dimensions. This latter feature still survives I fegislation setting out the powers of the
security service even though the anti-subversiveafrthe security was wound up in 1982.
Global terrorism, the possible re-emergence ofld war, and the globalisation of organised
crime dictate the necessity. Cyberterrorism, cytoeke and cyberpornography pose major
threats to government and society. North KoreanByrCuba, Saudi Arabia, Irail,China>*
Syria, Tunisia, Vietnam, Turkmenistdhhave sought to censor by various devices the
information that can be retrieved online. The bkgtere and Twitter have the capability to

thwart the most restrictive of injunctions issugddwourts against the pressGovernments

“8Secretary of State for the Home Department V. Rahma 2002.-
http://www.1cor.com/1315/?form_1155.replyids=489.

“9p. Birkinshaw. Freedom of Information: The Law, tReactice, and the Ideal. Cambridge: Cambridge
University Press. 4. Ed. 2010. p 35.

0 N. Akhavan. Electronic Iran: The Cultural Politiskan Online Evolution. Rutgers University Pre2813, p
37.

®lL.  Zhou. Chinese cyber regulators are getting pesdBusiness Insider 4.02.2015. -
http://www.businessinsider.com/chinese-cyber-retputaare-getting-personal-2015-2?IR=T (18.04.2015).
*2Top 10 Internet-censored countries. -USA Today 204, -
http://www.usatoday.com/story/news/world/2014/02t@5-ten-internecensors/5222385/.

53 Patrick Birkinshaw, p. 11.
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have increasingly taken steps to prevent the tresssom of ,obscene” material via the

Internet.

According to the Vienna Convention on the Law oédtres, the principle of interpreting any
exceptions narrowly draws attention to the restécinterpretation of the notion of “national
security” with a requirement for Member States #&frain from intruding upon EU
competenced' Consequently, the concept of national securityitnprotection of State’s
national values, interests and goals, means andogieipreventing and reflecting internal and
external threats, as well as the basis of orgaarsand principles of systems functioning to

protect them from foreign powers.
[I. System of limitations

1. General requirements

As was noticed above, human rights, including myvand freedom of information, are not
absolute: they are subject to certain “formalities” “conditions”, id est restrictions.
Requirements for balancing competing values arescpitged by control test where any
restriction in favour of another value should b&ted under the guidance provided in relevant
case-law for measurement of proportionality of @tioams. Interferences are only allowed
under the strict conditions that any restrictiorsanction must be ‘prescribed by la¥must
have a ‘legitimate aim’ and finally and most deoety, must be ‘necessary in a democratic

society.’

Under Atrticle 10 (2) of the ECHR public authoritiegve a mandate to interfere with freedom
of information by way of formalities, conditiongstrictions and even penalties. Therefore, an
interference is legitimate if it is “prescribed bgw”, is pursuant to one or more of the
legitimate aims set out in paragraph 2 and is “es@e/ in a democratic society” to achieve
these aims. In addition, one of the requirementexgfression “prescribed by law” is the
ability to foresee in regulation the measure comegr A regulation is regarded as a “law” if it
is formulated with sufficient precision to enablg@erson to regulate his conduct. A person
must be able to foresee, to a degree that is rabboim the circumstances, the consequences

*¥C. Moraes. Draft Report on the US NSA surveillapoegramme. European Parliament. No 2013/2188(INI).
8.01.2014, p 9.

*In only a few cases the ECtHR came to the conaluskiat the condition “prescribed by law,” - whigttiudes
foreseeability, precision and publicity or accesitjpand which implies a minimum degree of protentagainst
arbitrariness, was not fulfilled, such as in ECtHBrczegfalvy. Austria 10533/8324, September 1992; ECtHR
Steel and Others. UK 24838/94, 23 September 1998; ECtiHRshman and Harrupy. UK, 25594/94, 25
November 1999; ECtH&awedav. Poland 26229/9514, March 2002 and some others.
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which a given action may entail. An appropriateieehmay be applied to the person if need

be56

The degree of precision depends, to a consideeaddéant, on the content of the instrument at
issue, the field it is designed to cover, and thenlber and status of those to whom it is
addressed’ A law which confers a discretion, is not, in ifseinconsistent with the

“prescribed by law” requirement, provided that #u®pe of the discretion and manner of its
exercise are indicated with sufficient clarity toivegy adequate protection against
arbitrariness? So, if extensive interpretation is not founded any legal provision which

clearly authorised it and is not reasonably forabkefor the citizen, it does not meet the

“quality of law” standard under the ECHR.

Whilst certainty is desirable, precision may bringts train excessive rigidity, but the law
must be able to keep pace with changing circumstareor this reason, general provisions of
law can at times make for a better adaptation smgimg circumstances than can attempts at
detailed regulatiof® Accordingly, many laws are inevitably couched émnts which, to a
greater or lesser extent, are vague, and whosepiiatation and application are questions of

practice® But the dangers inherent in prior restraints fralthe most careful scrutirfy.

Therefore, regulations on Internet matters at natidevels should be able to provide a
delineated understanding and clarity that helpgéfne limits for State responsibility and

non-State actors and also to promote legal ceytaiiite ECHR has reiterated in this context
that it is not its task to take the place of thendstic courts but rather that the ECHR is
satisfied that provisions along with the pertinease-law give clear guidance on proper

behaviour.

An interference must also pursue a legitimate ammthe interests of national security,
territorial integrity or public safety, for the prention of disorder or crime, for the protection
of health or morals, for the protection of the rigpion or rights of others, for preventing the

**ECtHR Rekvényi v. Hungar®5390/94, para 34; ECtHRoussev and Marenk v. Finlan@5083/97, para 53,
17 January 2006; ECtH&tefanec v. the Czech Republi6615/01, para 44, ECtHPelfi vs Estoniecase 18
July 2006, § 71, p 17.

*’ECtHR Groppera Radio AG and Others v. Switzerlajudigment of 28 March 1990, Series A no. 173,6.8
68.

*ECtHR Goodwin v. the United Kingdqrt7488/90, 27 March 1996, para 31.

*ECtHR Dzhavadow. Russia30160/04, 27 September 2007, para 40.

®ECtHR Times Newspapers Ltd v. the United Kingd8602/03 and 23676/03, paras 20, 21 and 38.
®IECtHR Lindon, Otchakovsky-Laurens and July v. Frari2E279/02 and 36448/02, para 41.

®2ECtHR Observer and Guardian v. the United Kingdd6 November 1991, para 60.
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disclosure of information received in confidence, for maintaining the authority and
impartiality of the judiciary. This list is exhaust yet its interpretation and scope evolves
with the case law of the courts. Moreover, the BR#YValuates whether the reasons adduced
by the national authorities to justify interfereneee “relevant and sufficient”. For achieving
its aims, the ECtHR has to assure itself that #igonal authorities applied standards which
are in conformity with the principles embodied heftfirst paragraph of right, and that they
relied on an acceptable assessment of the reléacst

In Delfi vs Estoni& the rights under Article 10 of the owner of a nepwrtal were
excessively restricted by holding it liable for cments written by third parties. Restrictions
related to freedom of expression are considereghgotionate when they, among others,
pursue a legitimate aim of protecting the reputatiad rights of others. In the ECHR’s view
the fact that the actual authors were also in fpladiable does not remove the legitimate aim
of holding the news portal company liable for argmdige to the reputation and rights of
others®*

There are fundamental principles concerning thestime of whether an interference with
freedom is “necessary in a democratic sociétyAny restrictions to human rights under the
ECHR Article 10 mechanism are connected to theesiguof pluralism of views, tolerance
and broadmindedness which serve as a cornersiomias tdemocratic society”. According to
MGN Limited v United Kingdomnecessity within the meaning of ECHR implies the
existence of a “pressing social need”. The Statase ta certain margin of appreciation in
assessing whether such need exists, but this sesgerated under European supervision that

covers both legislation and the decision applyegn those given by an independent cBurt.

As regards the meaning of the adjective “necesgaryrticle 10 (2), the ECtHR confirmed
in the case oMGN Limited v United Kingdonn its judgment of 18 January 2011 that it
“impliesthe existence of a pressing social neetfie States have a certain margin of

appreciation in assessing whether such a needsgxXstt it goes hand in hand with

®*ECtHR Delfi AS v. Estoniag4569/09, 10 October 2013.

®*Ibid, para 77

®ECtHR Hertel v. Switzerland25 August 1998, para 46; ECtHReel and Morris v. the United Kingdpm
68416/01, para 87; ECHRMouvement raélien suisse v. Switzerlarid$354/06, para 48; ECHRnimal
Defenders International v. the United Kingdof8876/08, para 100, 22 April 2013.

®p . Malanczuk. Freedom of Information and Commuideat-Max Planck Encyclopedia of Public Internatibn
Law. April 2011, para 50.
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supervision, embracing both the legislation anddéeision applying it, even those given by

an independent coufY.

The ECtHR have ruled that considered values shbeltteated with equal respect and that
national authorities have to follow the requiremeifair balancing when two protected rights
guaranteed by the ECHR are in conflict with eadteptn certain cas&s

2. Privacy vs Freedom of Information

When finding a proper balance for the privacy areedom of information, as a matter of
principle, the rights guaranteed under Articles r&l d0 deserve equal respect as it is
recognized that the exercise of the right to pyvadmportant for the realization of the right

to freedom of information and is one of the fouimta of a democratic sociefy.

The Article 8 (2) of the ECHR sets conditions fonitations to the privacy right with the
wording: “There shall be no interference by a public autlyowith the exercise of this right
except such as is in accordance with the law antkessary in a democratic society in the
interests of national security, public safety oe #tacconomic wellbeing of the country, for the
prevention of disorder or crime, for the protectiohhealth or morals, or for the protection of
the rights and freedoms of otherarticle 10 (2) sets the legal conditions for timaitation of
the freedom of information. It statestle exercise of these freedoms, since it carriéfs itvi
duties and responsibilities, may be subject to siochmalities, conditions, restrictions or
penalties as are prescribed by law and are necgssaa democratic society, in the interests
of national security, territorial integrity or pula safety, for the prevention of disorder or
crime, for the protection of health or morals, the protection of the reputation or rights of
others, for preventing the disclosure of informatreceived in confidence, or for maintaining

the authority and impartiality of the judiciafy

As for the notice, the questions of the protectbpublic figures' reputations and freedom to
disseminate information will be left out of scopeedto the main purpose of the thesis to

focus on privacy, free flow of information onlinacginational security.

®’Ibid, para 101.

%8ECtHR Hachette Filipacchi Associés v. France, 71111/01, para 43, 14 June 2007; ECtHR MGN Limited v. the

United Kingdom, 39401/04, para 142, 18 January 2011; ECtHR Axel Springer, 39954/08,February 2012,
ara 84.

ggUnited Nations General Assembly. Brazil and Germdare right to privacy in the digital age. Draft

resolution. November 2013, p. 1.
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The right to privacy is justified to limits for thprotection of the rights and freedoms of
others. Where the right to freedom of expressidmeisag balanced against the right to respect
for private life, the relevant criteria in the bhaténg exercise include the following elements:
contribution to a debate of general interest, hogll Wnown the person concerned is, the
subject of the report, the prior conduct of thesparconcerned, the method of obtaining the
information and its veracity, the content, form aiwhsequences of the publication, and the
severity of the sanction impos&tConclusively, according to tHeelfi vs EstoniaandVon
Hannover v. Germangases of the ECHR, the relevant criteria in theam@hg exercise
include the following elements: contribution to @bdte of general interest, how well known
the person concerned is, the subject of the regi@tprior conduct of the person concerned,
the method of obtaining the information and itsaegly, the content, form and consequences

of the publication, and the severity of the sanctioposed’

Restrictions related to freedom of expression camte play in connection to rights under
Article 8 of ECHR? in a lively lasting debate over the right to begfitten that has been
contested within the jurisdiction of ECtHR. ThusQoogle Spain SL, Google Inc. V Agencia
Espafiola de Proteccion de Datos (AEPTihe ECtHR acknowledged that EU citizens have
the right to request internet search engine Gotmglemove search results directly related to
them. This assessment balanced the interest gidis®n making the request and the public

interest to have access to the data by retainiingtfte list result$?

For the cases of reputation harm, for example dt#ack on a person’s reputation has attained
a certain level of seriousnédsaand was made in a manner causing prejudice toompairs
enjoyment of the right to private lifthe ECHR stated iA. v. NorwayandAxel Springer AG

v. Germanythat the State authorities have a duty to strikarabalance when protecting two

values which may come into conflict with each otimecertain cases.

ECtHR Delfi vs Estoniapara 82; ECtHRAxel Springer AGpara § 87; ECtHR/on Hannover v. Germany .
40660/08 and 60641/08, para 106; ECtHRmciuc v. Romania 28999/03, para 144, 12 October 2010;
andMosley v. the United Kingdgm8009/08, 10 May 2011, para 111.

"lECtHR Mosley v. the United Kingdqm8009/08, para 111, 10 May 2011.

"?ECtHR A. v. Norway 28070/06, para 64, 9 April 200%xel Springer AG v. Germanyd9954/08, para
83, 7 February 2012.

ECtHR Google Spain SL, Google Inc. V Agencia Espafiol@mi¢eccion de Datos (AEPDL-131/12, para
98, 13 May 2014.

"Myth-busting: The Court of Justice of the EU anitk right to be forgotten”, p 4.

ECtHR Chauvy and Otherpara 70; ECtHRPfeifer v. Austria12556/03, para 35, 15 November 2007; ECtHR
Polanco Torres and Movilla Polanco v. Spad#147/06, para 40, 21 September 2010.
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Consequently, the ECtHR has established the baltorcéhe means with which citizens
exercise their right to defend their interests, andurope the search engine operators act
under the supervision of national data protectiatharities which are legally required to
perform an independent control. This author takesview that the tendency of the ECtHR to
put individuals back in control by updating theata protection rights can be followed and

that there is no ground for spreading the ideattt@ECtHR allows for massive censorghip

3. Freedom of Information vs National security

Privacy and security matters approach delicateerarontrol regulation questions. There are
many cases where the balance between freedomooimation and national security has been
struck, as enquirers have frequently been confdonigh a number of obstacles, often with
regard to a reluctance by the authorities to cawuy their duty to investigate the facts
adequately. Allegedly, public authorities have sefdl to disclose information in order to
protect national security conceffsr for the effectiveness of their work. Still teeare cases

where access to certain types of information isitéich and even the courts have been
reminded of their limited role when accessing goest concerning executive judgments

involving national security®

For the balance between the freedom of informa#ind national security, the ECtHR has
been consistent about the relationship betweehliberties and national security. Rehman

v Secretary of Statéthe ECtHR ruled that the individual rights prewailer national security
interests. The concept was introducedvialone v Metropolitan Police Commissionghere
the ECtHR found that the right of individuals aret rsubordinated to national security

interests.

Technological surveillance for security purposespublic places has become an ordinary
incident of life in many situations, but questionay arise as to the use made of the material
recorded. IrPeck v. United Kingdoffithe distinction between the ordinary incidentsadial

living and a serious interference with respect tpeason's private life in this context are

®Myth-busting: The Court of Justice of the EU arlae,right to be forgotten”, p 4.

""F. La Rue, para 20.

p_ Birkinshawp. 33.

ECtHRRehman v Secretary of Statkl October 2001. http://www.publications.parliament.u
k/pa/ld200102/Idjudgmt/jd011011/rehman-1.htm.

8 peck v. United Kingdor@6 EHRR 41, 28 Jar2003.
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illustrated® Similarly, in Malone vMetropolitan Police Commissionéne ECtHR stated that

human rights must prevail over national securitgnests. InrR (B.Mohamed) v Secretary of
State for foreign and Commonwealth Aff&irsthe Divisional Court ordered disclosure of
documents by the UK government concerning detdil®rbure on the claimant which were
held by the US government subject to public intecestificates which the UK government
was asked to clarify. The US government alleget diszlosure would prejudice intelligence
relations between the US and the .UK Animal Defenders International v. the United
Kingdon¥® the ECtHR has also held that when a non-goverrahenganisation is involved

in matters of public interest, such as the presglicant, it is exercising a role as a

public watchdog of similar importance to that of fhress.

Through these examples it became evident thaherbalance for the freedom of information
versus national security interests, the ECtHR ometiwith the approach that national security
interests can be considered as an appropriatéctestrto the human right only in those cases
where interference with human rights was justifieg passing a «triple» control test of

necessity, legitimacy and proportionality by meahkwful limitations.

1) Hate speech and war propaganda regulation

The ICCPR Article 19 does not protect speech imgithatred, violence, and discrimination,
and by support of Article 20 (1) and (2) of the IR, the UN Human Rights Committee
stresses that “acts addressed in Article 20 ofl@@PR, are of such an extreme nature that
they are subject to restriction pursuant to thécher20 (3%*.” But the fine line between those
expressions without any seriousness set out irclar0 (3)%° to the acts with systematic

intentions to impose threat to the State sovergigas been noticed.

Also, the prohibition of the “propaganda of war"dem the Article 20 (1) has been addressed
by the UN Human Rights Committee with “any propatmrior war and any advocacy of
national, racial or religious hatred that conséituincitement to discrimination, hostility or

violence shall be prohibited by lawBut this provision does not prohibit advocacy o th

8IR. Toulson. Freedom of expression and Privacy. Vol 41. Issue 2. London: 2007 (Paper presented at
Association of Law Teachers Lord Upjohn Lecture. London. 9.02.2007), p 149.

82Administrative CourtPecision of England and Wales High ColMphamed, R v Secretary of State for
Foreign & Commonwealth Affair€£0/4241/200821 August 2008.

8ECtHR Animal Defenders International v. the United Kingdd8876/08, para 103, 22 April 2013.
#General Comment No 34 on freedom of opinion andesgion 2011, para 52.

®lbid, para 54.
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sovereign right of self-defence or the right of ples to self-determination and independence
in accordance with the Charter of the United Nafion

2. Restrictions on anonymity and encryption

In an age of pervasive online surveillance, questiof anonymity and encryption closely
relate to the free flow of information, privacy andtional security, are not prescribed in any
international human rights instrument. Nevertheléss anonymity and encryption must be
objects of the well-known three-part test: any tation on expression must be provided for
by law; may only be imposed for legitimate grounaisgd must conform to the strict tests of

necessity and proportionality.

In fact, that anonymity has been as a safeguardaawencer to privacy, free expression,
political accountability, and public participation debates. There are very few States that
provide general protection in law for anonymousregpion. However, although a number of
States exert significant pressure against anonyofilipe and online, there are several States’
judiciaries who have protected anonymity, at leéadimited instances: in 2014 the Supreme

Court of Canada annulled the warrantless acooiisiif an anonymous online user ideritity

An extensive number of laws in countries aroundwiibeld promote the effective use of both
encryption and anonymity tools. Among them are Brazth the Marco Civil da Internet

Law (2014), Austria with the E-Commerce Act and eteimmunication Act, and Greece,
Germany, Ireland, Norway, Sweden, and Slovakiayels as the United States of America,

encourage the use of encryptfn.

Nonetheless, on the UN level States are urgeddeige alternative recourses and other less
intrusive means than disproportionate restrictitméreedom of information and privacy by
the means of prohibition of anonymity and encrymptith is left up to States by which means
to achieve solutions in a dilemma when their obiaggato protect freedom of expression is in
conflict with their obligations to prevent violatie of the right to life or bodily integrity,
which are put at risk by terrorism and other criahibehaviour. So far, the requests the

disclosure of encrypted information through judicwearrants, by assuring that general

8General Comment No 11 on prohibition of propagaiodavar and inciting national racial or religiouatred
1983, UN Human Rights Committee, para 2. -
http://www.ohchr.org/Documents/Issues/Opinion/CCRR&alCommentNol11.pdf (15.03.2016).

8'R.v. Spencer 2014.

¥David Kaye. Report of the Special Rapporteur on pghemotion and protection of the right to freedom o
opinion and expression. Human Rights Council. A/HI32. 22 May 2015, para. 38.
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limitations on the security provided by encryptiane necessary and proportionate, by
showing publicly and transparently that other legrusive means are unavailable, and that
only backdoors would achieve the legitimate &fihe anti-anonymity laws were declared as
unconstitutional by the Constitutional Court of Republic of Kore# Both, the ECHR and
the Court of the United States protect the righarionymous expressidh.

On the other hand, there are numerous nationalatgus that prohibit anonymous speech
online. Brazil, the Bolivarian Republic of VenezaigVietnant? the Islamic Republic of Iran,
Ecuador’® and the Russian Federation published separatéatiems that would require users
to provide identification to connect to netwotksThese governments around the globe are
working to restrict methods of anonymity and areksgg to undermine these obstacles to

surveillance, potentially making the internet Isssure for everyon®.

4. National Security vs Privacy

Further, let's have a look at the balanced apprbatlieen national security and privacy. The
Peck v. United Kingdoth case points out the distinction between the orgliiacidents of
social living and a serious interference with respf®r a person’s privacy. The case
emphasised that the disclosure of the images dfedl@ircuit television footage, which
resulted in images of applicant being published lanoédcast widely to the media, resulted in
a breach of Article 8 of the ECHR by the reasort tha applicant was in a public street but
that he was not there for the purposes of particigan any public event, nor was he a public
figure. The court recognised that the Council cchage taken steps to obtain the applicant's
prior consent to disclosure, it could have itselasked the images before making them
available to the media, or it could have taken utraost care in ensuring that the media to
which the disclosure was made masked the im#gese ECtHR noted that the Council did

#David Kaye, para. 43.

“Decision 2010 Hun-Ma 47, 252, 28 August 2012. Cited. Kaye, para. 47.

1S Supreme CourMclintyrev. Ohio Elections Commissict995, pp 342 and 343.

Freedom House. Vietnam: freedom of the press.stitirpedomhouse.org/report/freedom-
press/2015/Vietnam, 2015.

33.Kelly, M.Earp, L.Reed, A.Shahbaz, M. Truong. fiea on the Net 2015. Privatizing Censorship, Ergdin
Privacy. - https://freedomhouse.org/report/freedwt2015/freedom-net-2015-privatizing-censorshipdarg-
privacy.

° Human Rights Watch. Human Rights Watch Submisaidorld Development Report on Internet for
Development. -https://www.hrw.org/news/2015/08/2@fan-rights-watch-submission-world-development-
report-internet-development, 26.08.2015.

®Ecuador. Freedom on the Net 2014. Organic Law on mm@onications 2013. -
https://freedomhouse.org/sites/default/files/resestEcuador.pdf.

®ECtHR Case of Peck v. the United Kingdott647/98, 28 January 2003, para 111.

*Ibid, para 80.
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not explore the first or second options and comsitieat the steps taken in respect of the third

option were inadequatg.

On 8 April 2014 the Court of Justice of the EU asled judgment in casé&lgital Rights
Ireland and Seitlinger and OthéPswhere the court declared the Data Retention Directi
invalid as it entails a wide-ranging and particlylaerious interference with the fundamental
rights to respect for private life and to the potittn of personal data, without that
interference being limited to what is strictly nesary. The court found the directive
interferes in a particularly serious manner wite tindamental rights to respect for private
life and to the protection of personal data becdiysadopting the Data Retention Directive,
the EU legislature has exceeded the limits impdsgdompliance with the principle of
proportionality. Therefore, the ECtHR discoveredttlihe directive did not ensure the
controlled compliance required by the Charter ohdamental Rights of the EU European

Union.

After the examination of case law of the ECtHR #mel Court of Justice of the EU, it become
clear that EU courts give in balancing nationausity with the right to privacy an advantage
to human rights with requirements of proportiongliegitimacy and necessity for restrictions
to be applied.

Regarding to the transparency and accountabilityuo¥eillance activities, the ECtHR ruled
in R (B.Mohamed) v Secretary of State for foreign @ochmonwealth Affaits® case where
the Divisional Court ordered disclosure of documseby the UK government concerning
details of torture on the claimant which were H®y)dJS government subject to public interest
certificates which the UK government was asked l#&wifg despite of the US government
statement that disclosure would prejudice inteficggerelations between the US and the. UK
The freedom of information was measured againstomat security interests iryYouth
Initiative For Human Rights v. Serbf& where the ECtHR concluded that the intelligence
agency obliged to provide with certain informatimoncerning electronic surveillance even if

intelligence agency eventually responded that @ dot hold that information, but that

8D .Voorhoof. European Court of Human Rights. CasBexfk v. United Kingdom. 2003. -
http://merlin.obs.coe.int/iris/2003/6/article2.emih

ECJDigital Rights Ireland and Seitlinger and Othef3-293/12 and C-594/12, 8 April 2014.
1%Dpecision of England and Wales High Court (Admirgsitre Court)nr. CO/4241/20081ohamed, R v
Secretary of State for Foreign & Commonwealth Aéfe?1 August 2008. -
http://www.bailii.org/ew/cases/EWHC/Admin/2008/2048nl.

IECtHR Youth Initiative For Human Rights v. Serbi8135/06, para 25, 25 June 2013.
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response was unpersuasive in ECtHR has also helt wien a non-governmental
organisation is involved in matters of public imst;, such as the present applicant, it is
exercising a role as a public watchdog of simiaportance to that of the press.

In 2003 the ECtHR ruldd® that CCTV coverage of a man attempting suicide ipublic
place, which was shown on UK TV, was a breach efdrtticle 8 right to privacy. In 2008
caseS. And Marper v UK® the Court ruled that the blanket and indiscrimenaitention of
more than 857,000 records of those not convictedharged without regard to the time
limits, seriousness or age breached article 8 diECThese both cases prove that the ECtHR
applies the balance for the competing rights comsity which maintains the legal certainty
and uphold the rule of law.

Through these examples it became evident thaherbalance for the freedom of information
versus national security interests, the ECtHR ometiwith the approach that national security
interests can be considered as an appropriatéctestrto the human right only in those cases
where interference with human rights was justifleg passing a «triple» control test of

necessity, legitimacy and proportionality by meahkwful limitations.

1.Hate speech and war propaganda regulation

The ICCPR Article 19 does not protect speech imgithatred, violence, and discrimination,
and by support of Article 20 (1) and (2) of the IR, the UN Human Rights Committee
stresses that “acts addressed in Article 20 ofl@@PR, are of such an extreme nature that
they are subject to restriction pursuant to thdchat20 (3}°*” But the fine line between

105

those expressions without any seriousness setroutrticle 20 (3)7 to the acts with

systematic intentions to impose threat to the Stavereignty has been noticed.

Also, the prohibition of the “propaganda of war"dem the Article 20 (1) has been addressed
by the UN Human Rights Committee with “any propatmrior war and any advocacy of
national, racial or religious hatred that conséitutncitement to discrimination, hostility or

violence shall be prohibited by lawBut this provision does not prohibit advocacy o th

102 ECtHR Peck v UK, 44647 /98, para 105.

103 ECtHR S. And Marper v UK, 30562 /04 and 30566/04.

1%General Comment No 34 on freedom of opinion andesgion 2011. UN Human Rights Committee.
CCPR/C/GC/34, para 52ttp://www.ohchr.org/Documents/Issues/Opinion/CCRR&alCommentNol1l.pdf
(14.02.3016).

1%bid, para.54.
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sovereign right of self-defence or the right of ples to self-determination and independence
in accordance with the Charter of the United Naith

2.Restrictions on anonymity and encryption

In an age of pervasive online surveillance, questiof anonymity and encryption closely
relate to the free flow of information, privacy andtional security that are not prescribed in
any international human rights instrument. Nevdetbg the anonymity and encryption must
be objects of the well-known three-part test: amyithtion on expression must be provided
for by law; may only be imposed for legitimate gndsg; and must conform to the strict tests

of necessity and proportionality.

In fact, that anonymity has been as a safeguardaawencer to privacy, free expression,

political accountability, and public participatian debatesThere are very few States that
provide general protection in law for anonymousregpion. However, although a number of
States exert significant pressure against anonywiljne and online, there are several

States’judiciaries who have protected anonymityleast in limited instances: in 2014 the

Supreme Court of Canada annulled the warrantlegsigiton of an anonymous online user

identity*®”.

An extensive number of laws in countries aroundwied promote the effective use of both
encryption and anonymity tools. Among them are Brazth the Marco Civil da Internet

Law (2014), Austria with the E-Commerce Act and eteimmunication Act, and Greece,
Germany, Ireland, Norway, Sweden, and Slovakiayels as the United States of America,

encourage the use of encryptiSh.

Nonetheless, on the UN level States are urgeddeige alternative recourses and other less
intrusive means than disproportionate restrictitméreedom of information and privacy by
the means of prohibition of anonymity and encrymptith is left up to States by which means
to achieve solutions in a dilemma when their obiaggato protect freedom of expression is in
conflict with their obligations to prevent violatie of the right to life or bodily integrity,

which are put at risk by terrorism and other criahibbehaviour. So far, the requests the

1%General Comment No 11 on prohibition of propagaiedavar and inciting national racial or religiouatted
1983, para. 2.

19’Supreme Court of Canada,v. SpencerSCC 43, 2014, 13.06.2014.

1980, Kaye. Report of the Special Rapporteur on thermtion and protection of the right to freedom pfiion
and expression. Human Rights Council. AAHRC/292322May 2015, para. 38.
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disclosure of encrypted information through judisiarrants, by demonstration that general
limitations on the security provided by encryptiane necessary and proportionate, by
showing publicly and transparently that other legrusive means are unavailable, and that
only backdoors would achieve the legitimate &fffiThe anti-anonymity laws were declared
as unconstitutional by the Constitutional Courth Republic of Korea® Both, the ECHR
and the Court of the United States protect thet iglanonymous expressioH.

On the other hand, there are numerous nationalagus that prohibit anonymous speech
online. Brazil, the Bolivarian Republic of VenezagVietnant-*? the Islamic Republic of
Iran, Ecuadof;® and the Russian Federation published separatéatiems that would require
users to provide identification to connect to netgt. These governments around the globe
are working to restrict methods of anonymity anel sgeking to undermine these obstacles to

surveillance, potentially making the internet Isssure for everyone?>

4. Triangular perspective

For the purpose of the achieving the aim of thesith@nd to introduce the considerable
solutions in the dichotomy between judicial and itpml powers regarding the

implementation of human rights online, the thesisppses the fresh view of seeing the
problem as a complex concept of the interrelatignsh all three aspects applicable in cyber
matters. The view deserves attention as a threerdional paradigm that reflects emerging
legal matters of electronic data processing andesgmts reality in the most adequate way.
The controversy between State actors of interneiesg as to the question of whether it is
possible to continue the application of the balamoelel according to the existing universal
treaties in the light of changed national secunieds, and the rapid development of
information technology usage among individualgrsunded on the three demands: the right

1%9pid, para. 43.

“9Decision 2010 Hun-Ma 47, 252 (consolidated) annedr28 August 2012. Cited in: David Kaye. Report of
the Special Rapporteur on the promotion and prateaf the right to freedom of opinion and expressi
Human Rights Council. A/HRC/29/32. 22 May 2015,5pa7.

1S Supreme CourlMclintyrev. Ohio Elections Commissiph995, pp 342 and 343.

"% reedom House. Vietnam: freedom of the press.stitiieedomhouse.org/report/freedom-
press/2015/Vietnam, 2015.

1135 Kelly, M.Earp, L.Reed, A.Shahbaz, M. Truong. e on the Net 2015. Privatizing Censorship, Ergdin
Privacy. Available: https://freedomhouse.org/reficreédom-net-2015/freedom-net-2015-privatizing-ceskip-
eroding-privacy.

“4juman Rights Watch Submission: World Developmenid®eon Internet for Development. Human Rights
Watch. -https://www.hrw.org/news/2015/08/26/human-rightsekasubmission-world-development-report-
internet-developmenf6.08.2015.

“Ecuador.Freedom on the Net 2014. Organic Law on r@Bomications 2013.Available:
https://freedomhouse.org/sites/default/files/resestEcuador.pdf.
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to privacy, the freedom of information, and natiosecurity. So far, the related matters have
been seen mainly through a two-sided approach,hutmay not be sufficient. However it is
not wrong to continue with the same approach has beployed during the last decades, but
it may leave essential elements of the reality dnegsed. The thesis has chosen the three-
dimensional approach and its argumentation is basdtlis point of view. The three corners

are not random, rather they are identified as thiyrelate to each other.

The legality of this view is based on the case-tdvihe ECtHR. For instance, idatton v
United Kingdomthe ECtHR underlined that whatever analytical apphois adopted, regard
must be had to the fair balance that had to belstoetween the competing interests of the

individuals and the community as a whole.

In 2015, the UN Special Rapporteur admitted therywog trend lines regarding security,
freedom of information and privacy online whiletstafail to provide public justification to
support restrictions:® Rapporteur reminded to States to read the petofesiimitations on
the rights strictly*’ according to all accepted rules of derogation pply This view is
supported by the cagthe Sunday Times United Kingdorr® where the ECtHR confirmed
that the restriction must be something more thaeful,” “reasonable” or “desirable”.

According to the data privacy laws research in 20tLBas been revealed that the standard
established by the European Union regulations amapementing case-law, has influenced
the majority of the world’s countries. Because lté teason, that it originates from the legal
standards established in the UDHR and in the ICCBd®n follow similar approach to the
interrelation between human rights the same lodisubordination for rights and relevant

restrictions, legally binding on all UN Member Sisit

[l Midway conclusions

The first chapter of thesis indicated what is theimum scope of protection for international
human rights, specifically for privacy and freedah information in regards to national
security. The nature of the right to privacy in inal protection covers the protection of
individuals against any attacks on honour and admut, the use of a person’s name, identity,

or likeness, without being spied upon. Protectedamy activity online concerning an

%D, Kaye, para 36.
1D Kaye, para 29.
“8ECtHR The Sunday Times United Kingdom538/74, 26 April 1979, para. 59.
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individual’s data transmission via Internet is uaEd to the protection of the private sphere.
Freedom of information appears to be informatiorbtgrotected regards to all kinds and
sorts of expression and the means of their dissdioim whether spoken, written and sign
language and non-verbal expression, shared ingudinthe Internet. And the national

security concept entails protection of State”samatii values, its normal functioning, interests
and goals, means and methods preventing and reflectternal and external threats. The
legal expectations contained in international humghts treaties for States to be respected,
based on the case-law of the the Court of JustideoAthe EU ECtHR, that considered values
should be treated with equal respect and that mati@uthorities have to follow the

requirement of prevalation of rights over excepdigerovisioned to balancing when two

protected rights.
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B Current State Practice
| Relevant State Practice
1. The United States

1) Regulation

The private life protection is enshrined in Articld (1) of the American Convention on
Human Rights (hereinafter ACHR) which is similarttee ICCPR in content. Article 13 (1)
guarantees the right to freedom of thought and esgion, including freedom of

informatiort*® and is also similar to the ICCPR.

Comparing to the Article 10 of the ECHR to the Algi 32 of the Arab Charter, Article 9 of
the African Charter on Human and Peoples” Righesefhafter ACHPR), the Article 13 of
ACHR follows the similar ideology for the liberti¢isat are objects to the limitations to what
is allowed within the law and are according to ‘tb@lective security” or “common interest”
protection. The “law” has been interpreted glopas being consistent with international
law, specifically the aim and purpose of the UN @dra so “international human rights
standards must always prevail over contradictorfional law™?:. Thus, the common
nominators can be drawn from the American and EraonpgConstitutions as both stand for the
protection of internationally recognised human tsgand give priority to international human

rights even in cases where national law appear eutttradiction.

The US Consitution the Fourth Amendment protectsAahericans against unreasonable
searches by the governméfft.Right after 9/11 in 2001, the US signed the Patict that
bypasses the Foreign Intelligence Surveillance C¢hereinafter FISA Court) and allows
direct spying through a new NSA electronic suregitle program> The FBI collected
Americans’ communications under Section 702 ofRbeeign Intelligence Surveillance Act
(hereinafter FISAY without a warrant or judicial oversight. Currenticcording to the Bill

119 peter Malanczuk, para. 57.

1201 Doswald-Beck, p.401.

21| Doswald-Beck, p.403.

1225 Bradbury. Balancing Privacy and Security, p  1.http://www.harvard-jlpp.com/wp-
content/uploads/2015/02/Bradbury_Final.pdf (30.036).

123Working Draft. Office of the Inspector General. 89-0002.-
http://www.theguardian.com/world/interactive/2018¥27/nsa-inspector-general-report-document-data-
collection (24.03.2016).

'2Electronic  Privacy Information Center. Foreign lhigence Surveillance Act (FISA).
https://epic.org/privacy/terrorism/fisa/.
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of Rights Defense Committee, three states (Alaklayaii, and Vermont) and 149 cities,

towns and counties have passed resolutions pruggstovisions of the Patriot AZE.

It is noteworthy, that before the 9/11 terroridiaeks, the United States courts, since 1971,
that the threat level is not sufficient to imposgstrictions to the civil liberties. Therefore,
there was not such a threat to the national sgctiméit would justify an infringement of the
core values of society. For example, in Mew York Times Co. v. United Staféshe court
ruled that, in attempting to suppress the Pent&gpers, the government failed to meet the
«heavy burden of showing justificatidar the imposition of prior judicial restraint So,
before the terrorist attacks to the US, courts a8 eomplied with the international human
rights standards. The 9/11 terrorist attacks cawaserucial shift in the balance for privacy,
freedom of information, and national security ie thS as these accidents created the greatest
distinction between the EU and US approach caugbtigh idea of the “exceptior®’ As a
result, during Busch administration initiated “war terror”, the US courts case-law started to
decide in favour of national security interestsstag the shift in the balance which was is

seen as evasion and erosion of the rule of-fw.

Among other provisions, the record search provisrade it possible for the FBI to secure
client records without judicial oversight, and vath prior notification of the person under
surveillance. The accountability and oversight weoe prioritised:?® Thus, the US judicial
concept of balance moved closely to the legislatine to the completely opposite side from
the previous position and started to contradicirejdahe judicial balance established by the
case-law in the ECtHR.

2) Practice

The jurisprudence of the US Supreme Court has edestrong defences of the freedom of
speech in America. INew York Times Co v United Stat&for example, the Supreme Court

rejected the claim of the US government that it emaistled to censure the publication by the

125 The Patriot Act: What Is the Proper Balance Betwiiational Security and Individual Rights?. Avalkab
http://www.crf-usa.org/america-responds-to-ternovihe-patriot-act. html.

126ys Supreme Courlew York Times Co. v. United States. 403 U.S. 713, 30 June 1971, p. 230.

127 C. Murphy. EU Counter-Terrorism. Pre-Emption anel Rule of Law. Oxford and Portland, Oregon: 2¢1.2,
230.

128 ¢ Murphy. EU Counter-Terrorism Law: Pre-Emptiondahe Rule of Law. Oxford: Hart Publishing 2012, p
236.

129D, McLeod, D. Shah. News Frames and National SgciCovering Big Brother. New York: Cambridge
University Press 2015, pp 1, 2.

130 ECtHR The Sunday Times United Kingdom538/74, 26 April 1979, para. 59.
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New York Times and Washington Post of the thensilizsl Pentagon Papers that had been
prepared and compiled by government officials rasgme for conducting the Vietnam War.
The Supreme Court upheld the right of the editorpublish the materials on the basis of the
constitutional guarantee of the freedom to speak tanpublish as laid down in the First
Amendment. It dismissed the claim of the Nixon ausiration to secure confidentiality of
the information and denied that the government wastled to a prior restraint order
prohibiting publication in the first placé®

2. The United Kingdom

1) Regulation

The contending situation within the UK escalatesthg political, economical and legal
tension arising between UK and EU. The British sasiethe Investigatory Powers Tribunal
(hereinafter IPT) are brought before the ECtHRL.ilmerty & Others v. the Security Service,
SIS, GCHQndBIg Brother Watch v. UKhat concerns bulk data collection, data shaang,
Britain’s existing legislation relating to humamghts;** where the ECtHR is called upon to
determine the issue about collection of data amvige the final word on the matter. The
rulings of the ECtHR lay the dilemma before the BidKthe upcoming decisions of the ECtHR
will be the outcomes of the crosscontinental bdtéveen the UK’s and EU’s legislative and
executive powers with judicial ones and may caasedaching consequences for the future
of the UK in the EU. Therefore, given its role tevelopments in the UK and its relations

with its allies and partners are of continuing iest of the British government.

In November 2014 the premise was affirmed by the Hiitne Secretary Theresa May who
addressed her strong view to the courts that tleeigions of a Counter-Terrorism and
Security Bill are compatible with the ECHR and skdobe implemented® On the 5th
December 2014 thiT in Liberty & Others v. the Security ServiceS SECHQhas ruled that
Britain’s legal regime governing mass surveillamdethe internet by intelligence agencies
does not violate human right¥ In February 2015 for the first time the IPT foutieht

131 P, Malanczukp. 111.

132 GCHQ does not breach human rights, judges rule€C BBws 5.12.2014.http://www.bbc.co.uk/news/uk-
30345801

133 Home Secretary Theresa May on counter-terrorighN@ember 2014, Royal United Services Institute,
https://lwww.gov.uk/government/speeches/home-sagrti@resa-mayon-counter-terrorism.

134 GCHQ does not breach human rights, judges rule€C BBws 5.12.2014.http://www.bbc.co.uk/news/uk-
30345801
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GCHQ's access to information obtained by the USoNat Security Agency's PRISM and

Upstream programmes was illeg.

In the UK, regulation on surveillance exists in Regulation of Investigatory Powers Act
2000 which deals with directed surveillance andusive surveillance which is a) carried out
in relation to anything taking place on any restadgmpremises or in a private vehicle, and b)
involves the presence of an individual on the psemi(such as a paid informer or someone
who is concealed) or is carried out by means afraesllance device. The Act is designed to
ensure that practice in this area is brought im@ With the ECHR requiring that the different
kinds of surveillance are authorised in advance atlithorisation in some cases now requiring
judicial approval. It still has been argd&tthat, the UK lacks an impartial safeguards system

to ensure against the abuse of such powers.

In 12 February 2015, the Parliament adopted the Gewunter-Terrorism and Security Act,

intended to give Britain some of the “toughest psaia the world*®’

July 2015 the High Court of UK ruled that the D&etention and Investigatory Powers Bill

against terrorism. In 17

(DRIPA), a year after it was amended, is unlawketduse the law fails to provide the “clear
and precise rules" and, therefore, its sectionsxd & breach Articles 7 and 8 of the EU
Charter of Fundamental Rights. Right before amemdrokethe DRIPA, the Court of Justice
of the European Unidf® decided that Data Retention Directive is invalidcéuse of
unspecific security measures enabled by this. DRARA designed to give GCHQ and other
public intelligence authorities the power to gataed retain information on phones calls, text
messages and online communications, and forceotal®cinications companies to retain data
for 12 months

Members of Parliament David Davis and Tom Watsaallehged existing DRIPA regulation
in High Court to be rewritten with requirement ofdjcial or independent approval before

135D, Davis. David Davis: Parliament insulted our @enacy with surveillance bill. 2407.15. -
http://www.wired.co.uk/news/archive/2015-07/24/dkdiavis-dripa-judicial-review (22.03.2016).

1% A. Fishman, G. Greenwald. Spies Hacked Computkesiks to Sweeping Secret Warrants, Aggressively
Stretching U.K. Law. -The Intercept_https://firstlook.org/theintercept/2015/06/22/gat@yerse-engineering-
warrants/ 22.06.2015.

137M. Holehouse. Counter-terrorism Bill: What it coms -The Telegraph 26.11.2014.-
http://www.telegraph.co.uk/news/worldnews/islamiate/11254950/Counter-terrorism-Bill-What-
itcontains.html.

138 The Court of Justice declares the Data RetentioecEBve to be invalid. Court of Justice of the Bpean
Union, Judgment in Joined Cases no. C-293/12 ab#4zt2, 8 April 2014,
http://curia.europa.eu/jcms/upload/docs/applicdidfi2014-04/cp140054en.pdf

1391, Clark. UK mass surveillance laws are unlawits, official. -http://www.wired.co.uk/news/archive/2015-
07/17/uk-surveillance-laws-are-unlawfdi7.07.15.
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accessing people's data. The High Court ruledDiRAPA fails to demand a warrant from a
court or independent body. In the space of JuneJahyd2015 two reports reflecting the new
consensus amongst experts in the Andéféand RUSI reporté' came to conclusion that
intelligence agencies be required to attain judlisign off - rather than ministerial - for

interception warrants.

2) Practice

The UK laws personal data have existed since 19@4saperseded by the Data Protection
Act 1998. Before these regulations paper recorde \weld by employers on employees had
been stoutly resisted in spite of notorious episottencerning abuses by self-styled private
vetting agencie&’? In March 2009 the Information Commissioner issaqutess release with
details of a database held by a consulting compatiydetails of 3,213 construction workers.
Data had been sold to over forty construction camgsato vet individuals for employmel{t
The possibilities involving unregulated use of genmformation amount to the implications
of commercial patenting of such information arertBtey. The Department of Health sells
information on its database that records patieattien to pharmaceuticald’ In 2001 the
Metropolitan Police refused to destroy 3.500 DNAfpes taken from people questioned but
subsequently ruled out of police investigatiofts.

In R v Home Secretanyase (1987) was ruled that Interception of Comgations Act 1985
provides a number of new safeguards to restrainpasgible misuse of the new statutory
procedures, addressing concerns that the pracfidelephone tapping had been abused
previously. In the caskalford v United Kingdori® of the ECtHR held that the UK was in
breach of art 8 for failing to regulate the intgrten of communications of employers. In

response to new technology and new means of coneation. In particular, as was heldfn

10D, Anderson. A Question of Trust. Report of thedstigatory Powers Review 2014.-
https://www.gov.uk/government/uploads/system/upsdaiiachment_data/file/434399/IPR-Report-Web-
Accessible1.pdf30.01.2016).

141 RUSI. A Democratic Licence to Operate Report efifidependent Surveillance Review. London, Brussels
Royal United Services Institute for Defence andusiec Studies 2015.-
https://www.rusi.org/downloads/assets/ISR-Repoesprpdf

142 What price privacy now?, The first six months progress in halting the unlawful trade in confidential
personal information, 13 December 2006, https://ico.org.uk/media/about-the-ico/document42i3®2/what-
price-privacy-now.pdf

143 Ibid.

144R, V. Department of  Health, Ex Parte Source Informatics Ltd., 2000,
http://medlaw.oxfordjournals.org/content/8/1/115.full.pdf.

145 The Criminal Justice and Police Act 2001, allowed for the retention of DNA and finger-print samples

even where there was an acquittal or decision not to prosecute.
146 ECtHRHalford v United Kingdom1997 24 EHRR 523.
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v Effic**’ case that the 1985 Act did not apply to the usepadless phones. These issues have
been addressed in the RIPA 2000 Part I, but afterinactment were expressed doubts
whether new provisions are sufficiently comprehemi® So, it becomes obvious that the
practice of interceptive means to the communicatiaa electronic devises has been widely
used by the UK, but the case-law of the ECtHR Hlfalli commitment to maintain the human

rights in compliance with the main UN internatiotr@aty bodies.

While the UK is adopting tough legislation, askiftg state effectiveness in protecting its
critical infrastructure is justified. Governmentavie not always taken effective remedies to
protect its important public service means. Atshene time major responsibility for securing
informational infrastructure lies with the privateector which reduces the level of
infrastructure protection. For example, US publioformation systems are not

comprehensively protected due to outdated softwesed in computers and the lack of
demand for legislation to renew in a mandatory \eégctive protective software to grant

protection against known viruses. Also, a low lewestaff education related to protection of

information systems was found.
2. France

1) Regulation

The January 2015 attacks in Paris have highligtitedhreat of domestic terrorism in Europe
and put the continent on high alert. Europol anegednon January 13th that an estimated
5,000 European citizens have joined the ongoingedroonflict in Syria and pose a direct
threat to their home countries upon their retuem8 of the recently reported cases in France

may cross the high threshold of expression thalegitimately be prosecuted.

A wave of cases opened by the French judiciary dlier past years against people for
allegedly “glorifying terrorism,” some of whom hawaready been summarily sentenced to
imprisonment, shows the contradictions in Frane@groach to the right to express opinions
that offend, shock, or disturb. In 21 January 20h6kers attacked website of the France’s
biggest newspaper Le Monde and France's measur@gset@nt people from defending

terrorism have gone overboard.

Y“TECtHRR v Effig 1995 1 AC 309.
148y, Akdeniz, N. Taylor, C. Walker. BigBrother.gok:uState surveillance in the age of information agtits.
2001. p 2. http://www.leeds.ac.uk/law/staff/law6cwi/clrrip06fpd
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France has ratified all the main international leigatruments on human rights in which
freedom of opinion and expression is enshrined.edsen of expression is expressly
recognised in article 19 of the UDHR and in arscl® and 20 of the ICCPR.

France supports the mandate of the United Natigexi8l Rapporteur on the promotion and
protection of the right to freedom of opinion angression, established in 1993. A number
of resolutions on freedom of opinion and expressmmsponsored by France, have been
adopted by first the Human Rights Commission amdh tthe Human Rights Council over the
years, reaffirming the principle that freedom opmession is an essential freedom in a State

under the rule of law.

France also supports freedom of expression thrauglCouncil of Europe. France is subject
to the jurisdiction of the ECtHR as regards thelengentation of article 10 of the European
Convention on Human Rights in which freedom of esgion is enshrined. The Committee of
Ministers of the Council of Europe has also adophedGuidelines on protecting freedom of

expression and information in times of crisis.

The arrests and prosecutions are the first to bdedaout under the November 2014
counterterrorism law. They are based on a crimaugle article under which “inciting” or
“defending” terrorism carries a sentence of upiv@ fyears in prison and a fine of EUR
45,000, and up to seven years and a EUR 100,0@Oiffiit involved posting something
online*® While “incitement” and “defence of terrorism” weadready offences in France, the
November 2014 law moved them from the press lathéocriminal code. This means the

process can be fast-tracked by the authorities.

France is committed to defending freedom of expoessincluding on the Internet. The
Internet can be used, however, as a vehicle forptopaganda of hate and for material
potentially prejudicial to public morals and heatthto the security of the State. There is a
risk that notions such as "defence of terrorismil & used to criminalize statements made
without the necessary element of intent and thectiand immediate likelihood that they
would prompt such violence. French law allows feople to be sentenced to up to five years

in prison if they commit the broadly worded offess# “inciting” or “glorifying” terrorism.

19 France faces ‘litmus test’ for freedom of expressis dozens arrested in wake of attacks. -
https://lwww.amnesty.org/en/latest/news/2015/01feafaces-litmus-test-freedom-expression-dozensimde
wake-attacks/, 16.01.2015.
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As a reflection to France’s national security gilg in November 2014 France adopted the
new counterterrorism law which legalised electrosiarveillance by public bodies and

increased the sentence to seven years if eithenadfis committed online. In January 2015
France doubled down on an existing law that alltivesshutdown of websites deemed to be

«sympathizing with terrors>°

The United Nations Special Rapporteur on the prenoand protection of the right to
freedom of opinion and expression and the OSCE d®eptative on Freedom of the Media
have incorporated this issue into their invest@ati and recommendations. These two
experts, alongside their counterparts at the Osgdion of American States (OEA) and the
African Commission on Human and People’s Rightsyesl a joint declaration in March 2010
identifying ten key challenges to freedom of expias worldwide, including efforts by some

governments to control or limit the Internet.

2) Practice

France is exercising the Internet content contratfices. InYahoocase in France illustrates
a clash of legal cultures regarding Internet cantamtrol among democratic societies. In
May 2000, the Paris Tribunal de grande made arrinmteuling ordering Yahoo to take
measures to make it impossible for its disputedssdnd services to be accessed through
Yahoo.com by a surfer calling from France. Yaho@alifornia-based company provided
information services on its US-based website whgehmitted traffic of material glorifying
Nazism. In the US, this is protected by the Firstelhdment. In France, it is barred by French
law and punishable under the French Penal Code Pa&his Tribunal based its ruling on the
assumption, following technical expert advice, tbf¢ctive filtering methods were available
to Yahoo making it possible to block access toNBhei material by French residents without
removing it more generally (also for US citizens; €&xample). In addition to the injunction
and the risk of financial penalties in the civitian, Yahoo as a company and its CEO were
confronted with criminal charges, but were acqditie a French court decision that was
finally upheld on appeal in 2005. Yahoo respondethé injunction issued in the civil action
by seeking a declaratory judgment in US courts tinatFrench orders were unenforceable in
the US. While the first ruling by a Californian Bist Judge agreed that the French orders
violated public policy as laid down in the First Amdment and were therefore unenforceable

130 A, Masi. France’s Online War on Terror Sympathizand Extremists Has A New Cyber Security Cell. -
International Business Timesttp://www.ibtimes.com/frances-online-war-terromgyathizers-extremists-has-
new-cyber-securitycell-17866627.01.2015.
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by a US court, in the end Ninth Circuit dismisskdYahoocase on the basis of six strongly

divided opinion&™.
4. The Russian Federation

1) Regulation

The compliance of the Russian Federation legisiatothe standards in international human
rights treaties has been question of divergenssi@limm the one side, the Russian Federation
strengthened its commitment to the protection of
personal data by ratification the ECHR on 5 May&®issi&* and the Council of Europe
Convention on 15 May 2013. The Russian Federatiso signed on 13 March 2006 the
additional protocol to Coe regarding supervisortharities and transborder data flow.The
Article 24 of the Russian Constitution stipulatilattit is not permissible to collect, store, use
or disseminate information about a person’s privdgewithout his/her consent. State and
municipal authorities must ensure that any persas dccess to documents and materials
affecting his rights and freedoms, except where lve provides otherwise. Article 24,
accompanied by the relevant federal laws, providdditional safeguards for the data
protection pursuant to the Article 8 of the CoE.r€sponding national laws, such as the
Communications Act of 7 July 2003 (no. 126-FZ) guwees the privacy of postal,
telegraphic and other forms of communication trattseh by means of telecommunications
networks or mail services. Restrictions on the g of communications are permissible
only in cases specified in federal laws (sectio(lLH3 The interception of communications is
subject to prior judicial authorisation, exceptases specified in federal laws. Moreover, the
Article 55 (3) of the Russian Constitution allowseasures to interfere into private
communications should be granted by the judiciatravgs. All human rights limitations
should be interpreted restrictively and appliedyatdcording to the provisions prescribed by

law 154

31 United States Court of Appealéahoo! Inc v La Ligue Contre le Racisme et I'Aertistisme C-00-21275JF,
2006.

1%ECtHR. Russia. Press Country Profile. Availablépitwww.echr.coe.int/Documents/CP_Russia_ENG.pdf.
133 The Joint Supervisory Body of EUROPOL. OpiniondBbf the JSB in respect to the data protectioal lev
the Russian Federation. -
http://www.europoljsb.europa.eu/media/213359/084@{%#4620europol%200pinion%200n%20dp%20level%
0in%20russian%?20federation.en.p8f10.2008.

154 Tocrosunoe npeacraButenbeTBo Poccuiickoit deneparmu 8 OOH u Apyrux MexIyHapOIHBIX

opranmzanusx B JKenere. HpopManus pe3oonny , npuHsaToi I enepansHoii Accambieei 18 nexadbps 2013
68/167 IlpaBo Ha HENMPUKOCHOBEHHOCTh YACTHOM JKM3HH B LU(PPOBYIO d110Xxy. 9 anpess 2014r.,
http://www.ohchr.org/Documents/Issues/Privacy/Ragslf.
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2) Practice

From the pratical side, the ECtHR revealed in thesthrecent judgmentZakharov v.
Russid>>, on the proper limits of communications surveitlarpowers under Russian law that
Russia’s SORM system, which is present in Russid imnKazakhstan, Kyrgyzstan,
Tajikistan, Turkmenistan, Uzbekistah is not consistent with the requirements of Aeigl

of the ECHR. The ECHR noted in its final verdictlenfollowing reasons:

A) "Threat to national security” in the Russian lawes not explain how such a broadly
worded term should be interpreted in legal practeed thus it gives law enforcement
agencies too broad discretion determine what evanétivities pose a threat to the above,
and whether this threat is serious enough to justi interception of telephone negotiations.
B) Russian legislation does not clearly determhmee gituations in which wiretapping should
be discontinued. The requirement for immediate atems of listening when the need for this
measure disappears, is found only in the Articlé @aBCriminal Procedure Code, but not in
the law on Federal Law on Investigative activitys & result, wiretapping on the basis of the
law of Federal Act on Investigative Activity (in gigular, connection with obtaining
information about events or actions that threat@vegiment, military, economic, or
environmental information Russian Security) is ieaout without sufficient guarantees Port
of abuse.

C) Russian law allows to be stored for six monthsnaditerials collected as a result of
wiretapping. It does not contain requirements fa immediate destruction of the materials
that are obviously not associated with the listgrparposes. In addition, the legislation does
not stipulate in what situations the materials theste been used in a criminal trial, must be
destroyed after the termination of this procesd,iarwhich situations they can continue to be
stored.

D) The procedure for issuing permits for wiretagpaoes not provide sufficient guarantees
that listening will only be allowed in cases whéres necessary and justified. In particular, in
spite of the instructions of the Constitutional @p&ussian courts do not check whether there
are grounds to suspect a person of listening &pkelne conversations whose intercede law
authorities of involvement in the crime or acts amgering national security of Russian
Federation. The Russian courts also do not evaltheevalidity and the need to listen.

In particular, to requests for hearing telephoneveosations are often attached for evidence

1% ECtHR.Roman Zakharov v. Russiépplication no. 47143/06, 4 December 2015.
1% private Interests: Monitoring Central Asia. SpkeBiaport, p 18. -
https://www.privacyinternational.org/sites/defafiliés/Private%20Interests%20with%20annex_0,[4df2014.
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grounds for listening, and judges do not requigeshibmission of such materials. Normally to
obtain judicial authorization to audition law erdement bodies is sufficient to refer to the
availability of information on crime or actions ththreaten the national security of the

Russian Federation.

In addition, the Federal Act on Investigative Adivdoes not contain any requirements for
the content of any application for listening toefgione and other conversations or judicial
permission for this audition. As a result, courdsngtimes issue permits for listening to all
mobile phone calls in the area of fulfillment crinvdthout specifying a particular person or
phone number, or permission to audition withoutcgging the period of validity. The the
Federal Act on Investigative Activity lets you &stto telephone and other negotiations for 48
hours without prior judicial authorization in caghat are not urgent. This procedure does not
provide sufficient procedural safeguards that it wnly be used in cases where it is really

justified.

Finally, the ECHR came to the conclusion that #ahhical equipment to ensure functions of
search operations in the telecommunication netw¢83RM - 2) gives law enforcement
agencies the technical ability to listen Mobileefgione conversations without first obtaining
a court authorization, ie bypassing the legal pilaces. Although, abuses are possible with
any system of secret surveillance organizatioriy fr@bability is particularly high in such a
system in Russia, where the law enforcement agerarie using technical means of direct
access to all mobile telephone calls and requioedrésent the resolution to the audition or
mobile operators or anyone else. With this systéime, need for effective procedural
safeguards against abuse is particularly high.

E) Supervision over the legality of covert operatsearch activities does not meet the
requirements of the ECHR on the independence ofstipervising authority, sufficient
authority to carry out effective supervision andngparency public control. Firstly, the
prohibition on the registration of information alboaontrolled subscribers and other
information relating to the interception mobile gghone conversations is making it
impossible to identify cases of illegal wiretappimigcessed without court permits. Secondly,
supervision is operated by the General Prosecutdraathorized by him/her prosecutors.
Considering the procedure for appointing prosesyttre ECHR experienced doubts as to
their independence from the executive power. Mogeothe fact that the prosecutor's office
combines the functions of the criminal prosecutmal, simultaneously, of the legality plays
supervision telephone and other conversations,sgieason to doubt in its independence.
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Thirdly, the prosecutor's office powers of supaonsover the legality of auditions is limited:
for example, the subject of prosecutor's supemisioes not include information on tactics,
methods and means of implementation of the aawibf the organs of federal security
services. In addition, the Russian legislation doe$ contain demands the immediate
destruction of the materials that have been qedlifkis a prosecutor resulting from illegal
wiretapping. Fourth, the results of prosecutonglesvision are not published or made public
in any otherwise. Finally, the Russian Governmeas mot provided any prosecutorial
decisions which ruled to stop the violation of tights or take measures to restore them and
bring the perpetrators to justice officials do poaving thus the effectiveness of prosecutorial
supervision in practice.

F) While the ECHR examined the effectiveness ofrtigans of appeal to permit wiretapping
by phone or other communications, it detected ttheeffectiveness of these means of appeal
is undermined by the fact that they are only abéélao those who can provide proof of
listening to their phone negotiations. In the alosenf listening of telephone notification
system negotiation or an effective opportunityéeksinformation about the audition, receive
such proof is almost impossible. Thus, a person aimpects that his telephone or other
communications are monitored, there are no effectheans of appeal - one of the most
important guarantees against abusive uses of ceuereillance techniques. Based on above,
the ECHR held that Russian legislation does nott ieecriteria of "quality of the law " and
not able to restrict the use of covert surveillateehniques only to those cases where it is

"necessary in a democratic society".

The Russian Constitution stipulates that it is petrmissible to collect, store, use or
disseminate information about a person’s private Without his/her consent. State and
municipal authorities must ensure that any persas diccess to documents and materials

affecting his rights and freedoms, except wherddieprovides otherwise (Article 24).

The Communications Act of 7 July 2003 (no. 126-Farantees the privacy of postal,
telegraphic and other forms of communication trattech by means of telecommunications
networks or mail services. Restrictions on the gow of communications are permissible
only in cases specified in federal laws (sectio(LH3 The interception of communications is
subject to prior judicial authorisation, exceptases specified in federal laws (section 63(3)).

Thus, Russian law prohibited maintaining recordstdrception.
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The ECHR noted that supervision of interceptionumges and prosecutors was limited and
not open to public scrutiny. The absence of a reguent to notify the subject when
surveillance had ceased further undermined thectefemess of any available remedies.
Consequently, Russia’s SORM system was found wglahe right to privacy enshrined in
Article 8 of the ECHR.

Moreover, the Court of Justice of the European Wn{bereinafter CJEU) held on the
retention of communications data after the uncetyaithat has followed invalidation of the
EU Data Retention Directive, in tiigital Rights Ireland®’ case, that Russian law was seen
to give judges too much discretion to decide whettieta should be stored after the

conclusion of criminal proceedings.
5. China

1) Regulation

At the Spring 2016, China is not bound to the dpe@rovisions of the ICCPR, but as a
signatory State, has the obligation to act in géaith and not defeat the purpose of the
ICCPR according to the customary international ¥2%0n the international community level,

China continues to insist that human rights shdaddmplemented according to a country’s

national conditiong>®

As a result of Chinese specific view regards to ihiernational law obligations, the
implementation of data protection standards in @lproceeds with Chinese characteristics.
Currently, data protection and privacy regulatiam®nline context might be considered as
the most extensive and restrictive in the woffdThe Chinese concept of cybersecurity
involves four main principles: security of cyberspasovereignty, security of Internet
information, security of privacy in cyberspace, a®turity of information technolody*
From these four perspectives the national leg@iabn data protection within context of

157CJEU Digital Rights Ireland Ltd v IrelandJoined Cases C-293/12 and C-594/12. 8 Apri 2padas. 255-
56.

%8N Treaty Bodies and China. -Human Rights and Chintip://www.hrichina.org/en/un-treaty-bodies-and-
china(13.04.2016).

1593, Sceats, S. Breslin. China and the Internatiblo@mhan Rights System. Chatham House. October 2012,
https://www.chathamhouse.org/sites/files/chathambfpublic/Research/International%20Law/r1012_sbeats
slin.pdf(13.03.2016).

%How Censorship Works in China: A Brief Overvievwhttps://www.hrw.org/reports/2006/china0806/3.htm
(14.03.2016).

1z, Zhou. China’s Draft Cybersecurity Law. The James Foundation. -
http://www.jamestown.org/programs/chinabrief/sin@te_ttnews%5Btt_news%5D=44924&cHash=db0507839

9a49339345c2957196d4073#.VYUAWdRI6&1 .11.2015.
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national security should be observed. In 2012 ni& rules were approved to strengthen the
legal basis for real-name registration by webs#rd service providers by Chinese public
authorities. Since November 2014, the new counterism law required to provide
“backdoor” access and copies of encryption keyalltdelecommunications companies and
internet services to the governmé$ftThe registration of real- names is mandatory 4ned t

rules offer no protection against law enforcemenuests for these recortfs.

Current developments in Chinese electronic datéeption legislation are progressive. For
the purpose of encountering emerging threats, fb2China adopted an extensive National
Security Law with an expansive definition of natibsecurity:** According to Article 34 and
350f the China’s Draft Cybersecurity Law, China $S&e required to meet their legal
obligation to protect personal information undee tlegality, legitimacy and necessity
principles. They are also required to adopt measurecessary to keep the personal
information collected strictly confidential (Artiel36). An individual has the right to request
the deletion of his or her personal informationiexkd or used by the ISPs (Article 37).

Also, nobody is allowed to acquire or disclose peesonal information of others in an illegal
manner (Article 38). Government authorities must disclose any personal information
obtained while performing their duties (Article 3#s for censorship measures, ISPs are
obligated to stop the spread of information prdiedbiby law (Articles 40 and 41) and to set
rules for handling complaints on Internet inforroati(Article 42). The public offices are
empowered to order ISPs to block the transmissfasuoh illegal information (Article 43).
All these provisions has raised doubts among tolac$i®® that the law is not really meant to
protect cyberspace privacy, rather, is intendeataoy out Internet censorship under the

pretext of privacy protection.

In sum, it is beneficial route for China to abstaimm binding obligations under international
regards to the blocking access to online matesalitds subject to the highest level of
scrutiny, with a burden on the government to derirates that censorship would effectively

avert a threat of irreparable, imminent, and wsidtdarm, and that less extreme measures are

162 China. Country Report. Freedom on the Net 20lps://freedomhouse.org/report/freedom-net/2046&h
183 b, O'Brien. China’s name registration will onlydatybercriminals. Committee to Protect Journalitsy. -
https://cpj.org/blog/2012/12/chinas-name-regisbraivill-aid-not-hinder-cyber.ph28.12.2012.

184 Chun Wong. China Adopts Sweeping National-Securéy. -The Wall Street Journal. -
http://www.wsj.com/articles/china-adopts-sweepimdional-security-law-143575758%.07.2015.

185, Zhou. Chinese cyber regulators are gettinggeaks-Business Insider 4.02.2015. -
http://www.businessinsider.com/chinese-cyber-retputaare-getting-personal-2015-2?IR€118.04.2015).

45



unavailable as alternatives to protect the staerest at issue. At present, it seems apparent
that China engages in no such scrutiny, and insteadinues with censors an immense

amount of material.

2) Practice

In 2011, China was ranked as a country with thetraggressive Internet censorship system
where citizens are sentenced in prison sentencesriting about politically sensitive topics
online®® In this regard, the UN Special Rapporteur takes phsition that Internet users
confidence and security on the Internet is undeeohim China and in the Republic of Korea.
Therefore, the free flow of information and ideadie is impeded as States and private
actors have access to new technologies to momitrcallect information about individuals

communications and activities.

Unfortunately, Asian region (Hong Kong, China) mains abuse of human rights despite
internationally recognized standards as there tsamoobligation to abide by the laws of
others. For example, China still practices its déisppolitics and in order to gain a bigger

stake in the Chinese market betraying the intests customers is inevitabté’

Chinese state behaviour, for example, shows anvemnvg commitment to curtailing internet
freedom in the name of state security. The interastrictions documented in 2013 were
faster and more nuanced than ever befSt@hey tightered controls on content, measures to
deliberately slow internet traffic, and intensifib@drassment of dissidents, as the Chinese
Communist party’s propaganda and security agensiesked to eliminate any nascent
political challengé® leaves a growing community vulnerable to invasigéts violations:"
Chinese manifest in the phrase “internet sovergjgnteaning the right to practice

censorship within Chinese bordéf§Violations of users rights are proven by governtaken

18T Lum, P. Figliola, M. Weed. China, Internet Freed and U.S. Policy. -Congressional Research Serpic
1. -https://www.fas.org/sgp/crs/row/R42601.pdiB.07.2012.

167 Human Rights Watch, China, “Race to the Bottom” Corporate Complicity in Chinese Internet
Censorship”, August 2006, p 117,
http://www.hrw.org/reports/2006/china0806/china0806webwcover.pdf.

168 China. Freedom of the Net. 2013, p 3. -
https://freedomhouse.org/sites/default/files /resources /FOTN%202013 China.pdf (16.03.2016).

169 Jpid, p 3.

170 Jbid, p 23.

171 Jbid, p 13.
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activity to sentence people in a closed trial tgheiyears in jail for discussing democracy

onlinel’

Despite of universal principles China concerninghi® right to privacy is overseeing the fact
that prior censorship in particular is severelyfaliered in international law, and not
permitted in many constitutional systems. Chineggilations undercut the right to privacy of
Chinese web usefé® By requiring ISPs to maintain the capability toade the
communications of individuals communicating onliaed even to be able to keep records of
which websites individual netizens choose to vidie Chinese government is seriously
infringing on the privacy rights of its own peopfé.Although the Chinese constitution
explicitly protects the right to free expressidmeright to privacy, and the right to engage in
academic research, the constitution itself isncgaty enforceable, and therefore regulations
that clearly violate these rights escapeany forjuditial scrutiny'’® The overall institutional
weakness and lack of independence of Chinese calsdsplays a key role. Because most
courts in China receive the majority of their fumglifrom the local government,they are often
unable or unwilling to deliver a verdict contrany the local expectations, especially in
politically sensitive cases. Courts are also sub@doth government and Communist Party
authority, and must please both mastétsSimilarly to right to information states consider
approaches related to right to privacy.

Il Reasons for States Practice

This section indends to identify if any contradictiare met, what are the reasons that States
used to justify practise online security measui@srary to the international treaties. In the
case, when these reasons can be solved by intarablaw measures, the thesis will consider
possible recommendations on potential detailed tisolsi for achieve consistency and
coherence of State practices for maintaining thaéyuand clarity of the most national

regulations.

As was noticed earlier regards to the States uth@efocus, except for the China, there is the
gap between their political order and internatigpn@ccepted standards states have been

172 China. Freedom of the Net. 2013, p 3.

173 China: “Race to the Bottom”: Corporate Complicity in Chinese Internet Censorship. Human Rights
Watch, p 22. - http://www.hrw.org/reports/2006/china0806/china0806webwcover.pdf, 08.2006.

174]bid, p 23.

1751bid, p 23.

176]pid, p 23.
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committed by international treaty bodies. Chinappearing as an exception because China
has not ratified the ICCPR nor any other intermaldaw instrument that would be applicable
to the balance of privacy, freedom of informatiaomd amational security. In this section reasons

for this incoherence will be discussed and revealed

One of the reasons why the balances establishdéekidS and the EU Member States courts
case-law differ substantially is that the EU Stades not engaged in military action on the
same scale as the US that has its correspondingl legd administrative policy
development$’’ The involvement of US entailed its effective ailto protect its nation
against any threats against national securityuthnl cyber threats. The EU as a region is not
involved into military operations and thereforeatse-law correspond to the needs of defence

justification. By this, this reason can be solvgdriiernational law measures.

Apparently, one of the reasons that cause disharrbetween judicial and political views on
the balance between human rights and national ibgcus questionable ability of
international treaties to adjust to modern-day dtweto national security. Social reality
changed the way that it is not compatible with pnetection scope of treaty that drafters of
international law treaties were not able to foré<BeRapid development of computing
technology has accelerated change in social belnasitd attitudes so States have considered
restrictions of human rights in Internet in ordermheet modern threats to national security.
Individuals become more comfortable with being amtad to the Internet at all times.
Movement toward more natural human-computer intedais driven by the acceptance of
wearable Internet nod€8 A variety of forces- personal, corporate, andnecoic- widened
channels to the consumer technology market, sedcaie widely adopted and customised in
society. And now constant change in technology lbgweent according to Moore’s law
enables significantly more powerful devices for @ren great percentage of the world
population'®® The trend addresses the growing dependency onrmiafion and

communications technologies in all domains of hurtifat®! and is moving toward more

177C. Murphy. EU Counter-Terrorism Law. Pre-emptioni ahe Rule of Law, p. 27.

178 C. Diggelmann, M. Cleis. How the Right to Privadgcame a Human Right. - Human Rights Law Review
2014, 14 (3), p 442.

197, payton, T. Claypoole. Privacy in the Age of Bigta: Recognizing Threats, Defending Your Rights]
Protecting Your Family. USA: Rowman and Littlefil@14, p. 214.

180 bid, p. 212.

lEuropean Commission. Cybersecurity Strategy of Ehgopean Union: An Open, Safe and Secure
Cyberspace. Brussels, 7.2.2013.
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deeply integrated mobile computing growth worldwfde Thus, the change of privacy
attitudes that we have come to expect on comp(jdaanes, at homes, or even bodies) is not
due to huge government programs designed to sptedd, this change has occurred with
new, comfortable and convenient technology thatbksathe advantages of infinite
knowledge at person’s fingertips and constant attioreto Internet® This reason can be

solved by relative legislation that may bring alaignge in individuals behaviour.

Moreover, the justifications by states presentedtlar reason for distancing from the
universal treaty requirements, it is that the UDIiRnot legally binding and that the
signatories of the treaty who had an «unprecedemieaber of reservations, understanding,
and declarations» rendered the treaty powerlessriudamestic law.

Much of this discussion tilted to the question ofvyer over advantages related to electronic
data possession and processing. The electronic lstame valuable asset, facilitator of
economic growtif* and enhancer of diplomatic negotiations. From égenomic point,
surveillance practices provide insight into otheumtries economic policy or behaviour
which could affect global market® From a military perspective, the possession of
surveillance assets provides the confidence toustely assess the capabilities of a potential
partner over timé® And finally, spying on the UN, European Union (&ieafter EU), the
European Parliament, the G20 summit, the Vaticad, \sorld leaders is aimed at gaining
advantage in diplomatic negotiatiol¥é. These reasons ground the view that there are no
better alternatives in the current digitized worlfor progressive states (United States
(hereinafter US), United Kingdom (hereinafter UKganada) to effectively protect country’s
sovereignty than by advancing defence capacities indbrmation technology and
corresponding national legislation. These reasanaal serve that much to justify allowing

interception to every individual and to set up andeard of overall intrusion of the right to

1827 payton, T. Claypoole. Privacy in the Age of Bigta: Recognizing Threats, Defending Your Rights]
Protecting Your Family, p. 213.

183 bid, p 227.

184 Cybersecurity Strategy of the European Union: Areq) Safe and Secure Cyberspace. European
Commission. European Commission. Brussels, p.22013.

185 A Zaure. The Balance between Privacy, Freedomfofmation, and National Security. -Jusletter ZB. 02.
2016, p 2. http://jusletter-it.weblaw.ch/en/issues/2016/IRtEh

18D, Kearn. Great Power Security Cooperation: Arrostédl and the Challenge of Technological Change.
Lanham: Lexington Books 2015, p. 27-28.

187 These Programs Were Never About Terrorism: The§seut Economic Spying, Social Control, and
Diplomatic Manipulation. They're About Powehttp://www.washingtonsblog.com/2013/12/programsetev
terrorism-theyre economicspying-social-control-diphktic-manipulation-theyre-power.htndl7.12.2013.
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privacy and freedom of information. Merely, covactivity of secret intelligence services has

been present without any depending on terrorisoriore prevention justifications.

[l Midway conclusions

Moreover, the electronic data aggregation facdgatounter-terrorism strategies which have a
purpose to engage “control’-risk management inaesp to the treat of terrorisif For this
reason data aggregation and processing is usualyaged by the intelligence agencies
governed by governments, where supervision of ¢efgion by judges and prosecutors is
limited and not open to public scrutiny. Much tleen®, the absence of requirement to notify
the subject when surveillance had ceased furtheleramned the effectiveness of any
available remedies against violations by the imelice services. Also, private internet
service providers usually manage under cooperatitinstate officials secretly to hand over a
complex and often relatively complete «digital dess®® of individuals as was evidenced in
the Apple case when it was occasionally caughtirstpaa year's worth of location data on
every user’s iPhone with state officidf8. These sorts of revelations are rarely met as they
need to unified forces by individuals or organisasi to be able to prove facts in order to
protect rights in court procedure. Based on abwverder to shift the position of scales back
to position which has been set for the internatibanan rights treaties, an equally powerful
response to the intrusive activities should be lecg Conclusively, there is a variety of
reasons under which States prefer not to compli wie legal standards agreed after the
Second World War.

18 p_ Fernandez-Sanchez. International Legal Dimersid errorism. Leiden, Boston: Martinus Publishers
2009, p 150.

189 . Gelman. Privacy, Free Speech, and «Blurryed@abial Networks. - Boston College Law Review. Vol.
50. Issue 5. 2009, p. 1316.

1% Devices that betray you. The TechPro Series 2027,
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C Future International Standard Set

| Democracy at stake

The purpose of this chapter is to provide relevanbmmendations on the potential balance.
If these reasons that produced the opposing badasare be solved by means of international
law, the thesis proposes recommendations on patesdiutions to achieve unity and clarity

of balances for the rights and national securitypéoconsidered as relevant standards for

future practice.

Setting the proposals for a level at which it isnéortable for States to implement the laws,
and human rights will not be jeopardised, is pdraaurrent wider task of society. Rules
established for what businesses and police caarsg®hat processes are required for them to
move beyond their basic level of access, servasduavoidance of the infringement of
privacy®* Yet, while Payton and Claupoole hold an opinioat there is no expectation for
businesses to hold back from taking full advantaigal the resources available to companies
for profit and competitive advantage, they guesd 8un Microsystems CEO Sott McNealy
saying "You have zero privacy anyway. Get ovelistself-serving for technology executive
who would like to remove all barriers to gatheridata'®® Thus, the statement cannot be
accepted as an impartial solution that meets isterand needs for the internet society as a
whole or contributes to the sustainable legal ordethe same time in the US where business

limits are clear, companies tend to stay withinlihes of a business-centered approach.

Yet, laws have limits, and therefore cannot alovlgesall the problems of privacy, freedom
of information and national security. A constituigd guarantee alone cannot ensure
meaningful exercise of rights in practice. If we wlat have a practice that is supported by
legal culture that is supportive of civil libertiewe cannot have civil libertieg® For that
reason, some companies embody the insight thas wbeuld be in meaningful control of
how their personal information is used and thatdparency by commercial actors promotes

99T payton, T. Claypoole. Privacy in the Age of Blgta: Recognizing Threats, Defending Your Rights] a
Protecting Your Family, p 229.

99bid, p 228.

19N. Richards. Intellectual Property: Rethinking tiilierties in the Digital Age. Oxford Universityr&ss 2015,
p 169.
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accountability and deters wrongdoittd.A leader in these efforts is the non-profit Mcill
Corporation and its mission, alongside the Firefoowser, is to respect the privady

enshrined in European legal instruments.

At the same time, there are views that support dbeplex solutions approach that is
complemented by multitasked components. Jack Bdlklreves that decisions for regulated
future'®® will not occur from constitutional laws, rathehey will be decisions about

technological design, legislative and administetiegulations, the formation of new business

models, and the collective activities of end-ugefs.

Il Recommendations for Solutions

Whilst certainty is desirable, it may bring in ttgin excessive rigidity, and the law must be
able to keep pace with changing circumstances. ,Tthes thesis supports that general
provisions of law can at times make for a betteapsation to changing circumstances than
can attempts at detailed regulatidh.Accordingly, many laws are inevitably couched in
terms which, to a greater or lesser extent, areieagnd whose interpretation and application
are questions of practi¢& But the dangers inherent in prior restraints ¢atl the most

careful scrutiny?®

From the same viewpoint the recent EU developmientse field of counter-terrorism laws
have revealed that the implementation of laws wetards to national security purposes tend
to hold in favour of restricted interpretation. Bhuthe European Commission's proposal,
issued on 2 December 2015, argued that the EU tiMeeon combating terrorism does not
meet adequate level of fundamental rights standasds extends the scope of criminal law
too far, for example, penalizing the receiving r@firting for terrorism by attending a training
camp run by a terrorist association or group thhowugrious electronic media, including

19 bid, p 182.

9pid, p 182.

1963, Balkin. The Future of Free Expression in a Rigkge. -Pepperdine Law Review. No 101. 2008. Cited
M. Price, S. Verhulst, L. Morgan. Routledge HandbobMedia Law. Routledge. 2013, p 435.

197N, Richards. Intellectual Property: Rethinking tliberties in the Digital Age, p 183.

1%Times Newspapers Ltd v. the United Kingdoms.3002/03 and 23676/03, §§ 20, 21 and 38, EQBIFD,
where the “Internet publication rule” relied onwder originally dating from the year 1849, aaditorial Board
of Pravoye Del@and Shtekel v. Ukrain@o. 33014/05, 8§ 60-68, ECHR 2011 (extracts), reshtbe lack of
reference to Internet publications in the othervgsée detailed media law gave rise to an issulwfulness
under Atrticle 10 of the Convention.

199 indon, Otchakovsky-Laurens and July v. FrafB€], nos. 21279/02 and 36448/02, § 41, ECHR 20807-
2Y0bserver and Guardian v. the United Kingdom, judgnoé 26 November 1991, Series A no. 216, p. 360§
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through the Internéf* This positions led to the need of the more baldneew with

objective and impartial solutions on future intetations.

Therefore, the thesis sees that regulation forrmetematters should be construed as strict
concepts partly due to political reasoning. Ratbempliance to the “quality of law” standard
can be achieved by working out precise dominatiogcepts of primary institutions,
responsibility sharing and guarantees related th siwwncepts as critical infrastructure and
super-critical infrasture, armed conflict etc. Dealg these concepts in international political
meetings is not mandatory, but elaborating and latigg them helps to draw clear lines
within a country. Delineated understanding ancrcless helps to define the range of state
responsibility and promote legal certainty as ti@&HR reiterates in this context that it is not
its task to take the place of the domestic colitte ECHR is satisfied that provisions along
with the pertinent case-law should make clear tl@asequences of different chosen

behaviours.

The thesis recommends that depending on the nétiegal traditions and structures
dedicated to national security arrangements, tbpesof the national security exemption must
be clarified. The Working Party (hereinafter WP 28iggested in three WP 29 opinitHs
that the clear definition of the concept of natiosecurity should be adopted by the European
legislature, as it is not conclusive in the case ¢d the European courts. Therefore, a wide
diversity of oversight models should be harmonigededuce disparity of the national legal
traditions and structures dedicated to nationalistgycarrangements. While considering all
remedies, the internal national security threaths external (foreign) national security threats
should be addressed, to specify different respditigb, civilian (Ministry of Interior or
Justice) and military (Ministry of Defence). Thusstrictions to the fundamental rights of all
citizens need to be exercised according to a stecessity and proportionality test which is a

prerogative of a democratic society.

Additionally, the thesis urges to respect the datatection principles on the protection of
personal data, usually included in the nationalstitutions of the Member States, by the
intelligence services and thus by States, who laeenselves bound with treaty obligations.

Following the Snowden revelations, the thesis drawattention that the borders of legality

Dproposal for a Directive of the European Parliangamt of the Council on combating terrorism andaejlg
Council Framework Decision 2002/475/JHA on comhgtiterrorism. 2015/0281 (COD). Available:
http://ec.europa.eu/dgs/home-affairs/what-we-di¢ps/european-agenda-security/legislative
documents/docs/20151202_directive_on_combattingorism_en.pdf.

29No 14/EN WP 228, 14/EN WP 220 and 819/14/EN WP.215
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have been reached and even crossed since surgeilsiagrammes are likely to exist in all
parts of the world that may not be traceable andipuwauthorities may have no sight of a
coherent and consistent application of the datéeption principles following the European
Convention on Human Rights and Council of Europev@ation 108. On the other hand, this
view should be considered carefully as it may rmteha significant effect because public
authorities might be more concerned with the saatetligence services than with violating
the rights of citizens and breaching state leveigabons. While constantising a fact,
governments should have serious intention to aautyactions to protect its citizens but rather
to follow their political interests. In the divideetween citizens and governments, citizens are

troubling governments in fulfilling their legal obations.

As a result, the thesis proposes to consider thptementation of the existing international
standards with the additional protocol of Articlé @f the ICCPR. This suggestion is also
supported by the EU Working Party WP29, that suppothat existing international
agreements would grant adequate data protecti@gsafds to individuals when intelligence
activities are carried out because: a) the intéatin of existing international treaties with
the additional protocol of Article 17 of the ICCRIRe able to support the global instruments
providing for enforceable, high level privacy aratalprotection principles at time before the
new global instrument will be accorded, and b) to@vincing development of a global
instrument providing for enforceable, high levelvpcy and data protection principles is
necessary in order to fully address specific ddteettled for restrictions in a way that there
are any violations related to surveillance of emut communications for intelligence and
national security purposes. As long as there isefevant specified treaty, it cannot be said in
a convincing manner that there are inter-Stateatimhs related to surveillance of electronic

communications for intelligence and national saguyurposes.

[l Proposed balance project for the future

A further suggestion on the potential additionatpcol of Article 17 of the ICCPR will be

introduced:

“Being fully awareof the already widespread and constantly incrgassge of electronic data
processing systems for records of personal datadviduals;
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Recognisinghat, in order to prevent abuses in the storimgegssing and dissemination of
personal information by means of electronic datakbain the private sector, legislative
measures may have to be taken in order to protdotiduals;

Consideringthat it is urgent, pending the possible elaboratiban international agreement,
at once to take steps to prevent further divergeniosetween the laws of member States in this
field;

Having regard to Resolution on the protection of privacy in viewd the increasing
compilation of personal data into computers, adbpiethe seventh Conference of European
Ministers of Justice,

Recommends the governments of member States:

(a) to take all steps which they consider necessagyve effect to the principles set out in the
Annex to this resolution;
(b) to inform the Secretary General of the Couwn€iEurope, in due course, of any action

taken in this field.

The following principles apply to personal infornaat stored in electronic data banks in the
public and private sector. For the purposes ofrgs®lution, the term "personal information”
means information relating to individuals (physigarsons), and the term "electronic data
bank™ means any electronic data processing systémchwis used to handle personal

information and to disseminate such information.
1. The information stored should be accurate aralldhbe kept up to date. In general,
information relating to the intimate private lifé persons or information which might lead to

unfair discrimination should not be recorded orgeiforded, should not be disseminated.

2. The information should be appropriate and relevath regard to the purpose for which it
has been stored.

3. The information should not be obtained by frdeduor unfair means.
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4. Rules should be laid down to specify the peribdgond which certain categories of

information should no longer be kept or used.

5. Without appropriate authorisation, informatidrogld not be used for purposes other than

those for which it has been stored, nor communictedehird parties.

6. As a general rule, the person concerned shoaNg lthe right to know the information
stored about him, the purpose for which it has lreeorded, and particulars of each release

of this information.

7. Every care should be taken to correct inaccunatermation and to erase obsolete

information or information obtained in an unlawfuay.

8. Precautions should be taken against any abus@soise of information. Electronic data
banks should be equipped with security systemswibér access to the data held by them to
persons not entitled to obtain such informationgd avhich provide for the detection of

misdirections of information, whether intentionalnmt.

9. Access to the information stored should be caafito persons who have a valid reason to
know it. The operating staff of electronic data keshould be bound by rules of conduct

aimed at preventing the misuse of data and, inqodett, by rules of professional secrecy.

10. Statistical data should be released only ireggge form and in such a way that it is

impossible to link the information to a particufsrson.”

Further recommendations on the system for judiwairants are indicate¢h other countries
judicial interventions take place at the point cdirging the warrant: it is common practice for
warrants to be granted by judges rather than bitipahs. We might consider adopting
judicial authorization rather than judicial supeign to grant a greater safeguard for the
individual. For example no-one would think that mister should issue interception warrants.
Also it is not clear why the current practice ofafter event audit is better than a system of
proper interrogation by a judge before a warranissued® This way the tribunal is

protected by any judicial review of its decisiomgluding decisions as to jurisdiction.

2037 Bradley, K. Ewing, C.Knight. Constitutional akdiministrative Law. 16.Ed. Pearson 2015, p. 429.
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The grounds for lawful authority are suggested as:

The first option for lawful authority is where boslender and recipient consent to the
interception. An example is iR v Rasogf® with the recording of a kidnapper
telephoning in order to identify or trace the kidpar. The operation is authorized as
surveillance rather than by means of an intercaptiarrant under relevant law.

The second option of lawful interception takes pladgthout any consent of either
sender or the recipient by an undercover agent e/hosvities have been authorized
under the specific legal ground which gives statutauthority for interception
without a warrant to certain communications intpted for specific reasons widely
agreed in order to maintain public and private weling, including under prison
rule€%, in high-security psychiatric hospitals; and irsific crime investigation.

The third basis for interception is with the authoof a warrant issued by the highest
impartial authority whose responsibility is to pide a legally grounded warrant.
There are three grounds for the issuing of a warthe interests of national security,
the prevention or detection of a serious crime, #ndive effect to an international
mutual assistance agreement. According to the gowvent, the request "would have
to satisfy the law of the requesting country asl welnational interception law”. But
that may not amount to much in practice if the l@whe requesting country has few
protections for foreign nationals (as where itrfrmation about a national citizen
that is required). The conduct authorized by theravd must be proportionate to the
end to be achieved, and before a warrant is grasdesideration should take place to

find if there is any other means to obtain inforiomt

Flexibility of legal provisions, especially in inteational legal treaties, is welcome as then law

can meet the larger scope of life incidents, a$ Mvplovides for law breathing space while it

evolves with changing times and occasions.

The suggested propositions support establishing “thulity of law” standard as they

encourage working out precise dominating conceptprionary institutions, responsibility

sharing and guarantees related to such conceptsit@al infrastructure and super-critical

infrastructure, armed conflict. Thus, these recomaaéions delineate precise understanding

and clearness that further help to define the rafgeate responsibility and promote legal

certainty.

2R v Rasogll WLR 1092 523, 1997.
2R v Owen(1999) 1 WLR 949.
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It is seen that by accepting the proposed recomatems States will probably be more
willing to meet the internationally binding standar if they have clear lines and
accompanying enforcement mechanisms to sufficientgt the internal and external national
security threats. It is inevitable that the applaa of restrictions be exercised according to a
strict necessity and proportionality test whichfusdamental prerequisite of a democratic
society.

By emphasizing the precondition of respect for thaional constitutions on the data
protection principles by intelligence services dnds by States to meet the obligation to act
in good faith and not defeat the purpose of the RRCaccording to the customary

international law.

As a result, the support of the implementationhef éxisting international standards with the
additional protocol of Article 17 of the ICCPR mitgtiscipline States to provide adequate
data protection safeguards for individuals mearavhikelligence activities carry out their

duties. Support favoring the global instrumentsl witroduce the standard for privacy,

freedom of information, and data protection pritespwhich should not offer less protection
online than they have protection offline. Accoglin a treaty with specified provisions

would ease implementation of globally agreed iragomal standards, so diminish the threat
of inter-state violations related to surveillandeetectronic communications for intelligence

and decrease possibility to attach State respdibgibor operations necessary in national
security protection.

While society might have a justifiable expectation the protection and implementation of
human rights at least to a minimum extent, it seesial to guarantee that the balance set by
international human rights treaties will not begaalized, rather supported for the benefits of
economical and social development, and equallyifose who have an expectation for a free
Internet society, and equally for those who belithag proliferation of data exchange on the
Internet should be subject to justified limitatiorBoth views deserve equal respect and
therefore it might be fully admitted that solutidies the future regulatidii® will be decisions
about technological design, legislative and adrnaiive regulations, the formation of new

business models, and the collective activitiesnoFesers.

2% Jack Balkin. The Future of Free Expression in gitBi Age. -Pepperdine Law Review. No 101. 2008ei
in: M. Price, S. Verhulst, L. Morgan. Routledge ldhook of Media Law. Routledge. 2013, p. 435.
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While surveillance is used in security purposesisitfound that surveillance is not an
absolutely effective tool in crime investigation idsvas found that cameras cannot catch
important facts importantor investigation. For example robbers find plavdsere cameras

are turned other direction or commit to crime behime corners or find another ways. Also in
practice not so many people had chance to getigeftom crimes because of for example
CCTV cameras. This way we find that massive suaugike is not justified as absolutely

effective, but only as a supportive remedy in crih@ndling. The same logic could be
followed with national security interests and tests investigation means where individuals

are uncertain about how given powers will be used.”

Conclusions

After terror attacks several States faced the pgmadhift for the balance of privacy and
national security, similarly that in the US aftefl® in 2001. Yet, the doctrine of
“securitization” presents serious opposition todResting balance established by the courts in
the EU which fuels opposite views in the Europead American balances between human
rights and national security interests. The theslgcated that there is an absence of a shared
vision on the future of legitimate limitations otitman rights in favor of national security
interests that has resulted in a polar dichotomyvéen judicial, legislative and executive
powers within European States. This trend inewt&ldangers the existing understanding of
democracy and the rule of law.

Apparently, the balance of rights has a dynamicradtar and is mainly affected by the
volatile contextual framework of interests. All ¢r notions involved in the discussion, the
right to privacy, freedom of information, and natb security, entail non-definable
denominators which change context, but have a essence which can be implemented in a
technical environment such as the Internet. Bu#, dbre essence of international human
rights is applicable to online environment as wé&hus, there is a variety of elements that
affects the position of the values on scales.

The thesis introduces the fresh view of seeingpiablem as a complex concept of the
interrelationship of all three aspects applicalblecyber-matters as a three-dimensional
paradigm that reflects emerging legal matters ettebnic data processing and represents

reality in the most adequate way. So far, the edlabhatters have been seen mainly through a
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two-sided approach, which may not be sufficient amaly leave essential elements of the

reality misaddressed.

The main question during the research was howrtd & balance between the parallel
demands of privacy, freedom of security, and nafigecurity in existing international legal
instruments so that States would more likely folldvem. Currently in the absence of a
specific international treaty or convention, thare still common denominators for the right
to privacy in online. If the right covers any adv concerning an individual’'s data
transmission via Internet the protection is inclide the protection of the private sphere. For
the protection of the freedom of information, thetpction covers all kinds and sorts of
expression and the means of their disseminaticen éwse that offend, shock, or disturb are
also protected on the Internet. National secustperceived mostly as security from foreign
powers, not from internal threats, and especiadtyfrom home-grown internal threats. Thus,
it is possible to apply an approach to human rigimntne that is similar to that applicable
offline.

For the achieved results on the balance set forBtepean region, ECtHR case-law
emphasizes persistently: priority is given to naalosecurity interests only in those cases
where interference with human rights was justifieg passing a «triple» control test of
necessity, legitimacy and proportionality by meamhdawful limitations. Moreover, it has
been indicated that this «European standard» ainbal has exerted an influence on the
majority of the world’s countries, although it angted from the universal legal standards
established in the UDHR and thus serves as a walvéawful standard enshrined in the
universal human rights treaties. With regards wlhlance between privacy and freedom of
information, it can be concluded that the tendesicthe ECtHR is to put individuals back in
control by updating their data protection righta t& followed and that there is no ground for
spreading the idea that the ECtHR allows for massensorship.

While the thesis examined the balance of rightaided at an international level, several
national regulations revealed divergent regiongbl@mentations of international standards
and interpreted them in an incoherent manner. Tgiraaystematic analysis of the current
practices of the most influential States and regliauch as those of the permanent members
of the UN Security Council, the US, the UK, Rus&hjna, and France, we have shown that

contradictions were still present.
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In the US a noteworthy change in State practicepvasent. The 9/11 terrorist attacks caused
a crucial shift in the balance for privacy, freedofrinformation, and national security in the
US as these incidents created the greatest distingetween the EU and US approach caught
through idea of the “exception”. Before the tersbmattacks to the US, their courts complied
with the international human rights standards, thet 9/11 terrorist attacks imposed such a
level of threat and gravity that it created theaggst distinction between the EU and US
approach expressed through idea of the “exceptigks. a result, during the Bush
administration initiated “war on terror”, the USwts case-law started to decide in favour of
national security interests causing the shift ia tfalance which was is seen as evasion and

erosion of the rule of law.

Therefore it might be concluded that States hawaiggd into territorial collective unities
with homogeneous solutions to handle new threatsléeNthe UK adopted tough legislation
intended to benefit State effectiveness in prateciis national security, a similar paradigm
shift in the conceptualization of privacy and natibsecurity after 9/11 in 2001 in the US
seems to have resulted in the UK following 7/7 @®2. Before the terror incidents the case-
law of the UK courts was designed to ensure thattpes in surveillance were brought into
line with the ECHR requirement that the differembds of surveillance be authorized in
advance and with judicial approval. The new Couimrorism and Security Act 2015
allowed the interception of connection and inteps#lallenged in the UK without any prior
judicial warrant. Under these provisions, the bedaaf privacy, freedom of information, and
national security that is now present in US hasaaly taken place in UK case-law. Therefore,
the upcoming decisions of the ECtHR are to showrdisellts of the cross-continental battle

between legislative and executive powers with jiadliones.

The French adopted a new counter-terrorism law hvhegalized electronic surveillance by
public bodies and increased the sentence to seaans ¥f an offense is committed online. In
January 2015 France doubled down on an existinghaivallows the shutdown of websites
deemed to be «sympathizing with terror». Thus, €garhas also implemented an

interpretation of existing international instrumeent favor of national security interests.

Similarly, Russia has contributed to the list o&t8s that have decided to choose national
security interests over the protection of humahtsgn cyberspace. Despite the proper limits
of communications surveillance powers under Ruskian Russia’s State practice with the
SORM system, which is present in Russia and otbst-oviet countries, is not consistent
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with the requirements of Article 8 of the ECHR. Sh&Russia is one country that sits between
the contradictory approaches of Europe and tHase Brazil, that are willing to save their
political autonomy and protect human rights in thgital sphere according to the 'offline’

human rights treaties.

As a result of China's specific attitude towardgeinnational law obligations, the
implementation of data protection standards in &€hproceeds with distinctly Chinese
characteristics where the perspective on natioggisllation on data protection is strongly
tilted towards national security interests. Curyerdata protection and privacy regulations in

the online context might be considered as the mxsinsive and restrictive in the world.

The thesis revealed the reasons that States ugestifg practicing online security measures
contrary to the international treaties. These neaswould be solved by international law

measures.

Among other provisions, the record search provigioine US made it possible for the FBI to
secure client records without judicial oversightdawvithout prior notification of the person
under surveillance. The accountability and oversigbre not prioritized®” Thus, the US
judicial concept of balance moved close to theslatjive one - the completely opposite side
from the previous position - and started to conttatthe judicial balance established by the
case-law in the ECtHR.

For the purpose of reducing the existing wide ditgrof oversight models, the thesis
recommends clarifying the scope of the nationalisgcexemption. So, the clear definition
of the concept of national security should be agldmnd the wide diversity of oversight
models should be harmonized, to reduce disparitythef national legal traditions and
structures dedicated to national security arrangésnd he thesis proposes that restrictions to
the fundamental rights of all citizens need to kereised according to a strict necessity and

proportionality test which is a prerogative of argeratic society.

As the dangers inherent in prior restraints callth@ most careful scrutiny, the thesis supports
the notion that general provisions of law canraes make for a better adaptation to changing

circumstances than can detailed regulation. From shme viewpoint the recent EU

2D, McLeod, D. Shah. News Frames and National Stgc@overing Big Brother. New York: Cambridge
University Press 2015, p 1, 2.
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developments in the field of counter-terrorism ldvese revealed that the implementation of
laws with regards to national security purposesdtéa hold in favour of restricted

interpretation.

The thesis proposes recommendations on potentisicgts to achieve unity and clarity of
balances for the rights and national security t@desidered as relevant standards for future
practice.

The thesis sees that the regulation of Internetarsashould be construed as strict concepts
partly affected by political reasoning. Rather, gliance to the “quality of law” standard can
be achieved by working out precise dominating cptxeof the primary institutions,
responsibility sharing, and guarantees relateduth £oncepts as critical infrastructure and
super-critical infrastructure, armed conflict ewt/hile emphasizing a fact, governments
should have the serious intention to carry outoastito protect its citizens but instead they
follow their political interests. In the divide eten citizens and governments, citizens are

pushing governments to fulfill their legal obligatis.

As a result, the thesis proposes the coherent mmggl&ation of the existing international
standards by the means of the additional prototéirticle 17 of the ICCPR as it is essential
to strike the balance between the parallel demanidgrivacy, freedom of security, and
national security in international legal instrunsergo that they will be more willingly

accepted by the leading States.

Thus, in order to resolve the present dichotomguaoicepts for the balance between executive
and judicial powers in Europe that cracks the exgstramework of the European democracy,
the thesis introduced the balance concept foruhed with the addition of protocol of Article
17 of the ICCPR and the principles applicable tespeal information stored in electronic

data banks in the public and private sector.
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Kokkuvote

Mitmed terroririnnakud USA-s 2001 aastal tdid erdakgasa paradigma muutuse
privaatsuse, infovabaduse ja riigi julgeoleku tasdilts. Sarnased muutused kaasnesid ka
teistes riikide, kaasa arvatud Uhendkuningriik jarfisusmaa. Samas, laiaulatuslik terroriohu
ning kuritegevuse ennetus ning sellega voitlusggoleku” kaalutlustel pdhjustavad tfsist
lahkheli olemasoleva inimdiguste ja riikliku juldeku tasakaalu suhtes, mis on loodud
rahvusvaheliste inimdiguste instrumentide tdlgeselutulemusena, pdhjustades tugevat
lahkheli Euroopa Inimdiguste Kohtu, Euroopa Liiduoiu ning USA, Venemaa,
Suurbritannia ja Hiina kdrgema astme kohtute tddigste vahel. Magistritoéd peegeldab
oiguslikku kontrasti automatiseeritud andmetdotiysektika kohaldamise suhtes, kus
rahvusvaheliselt tunnustatud inimdiguste suhtesakiattakse taiesti erinevat kontseptsiooni.
Nimelt, Euroopa andmekaitse pohimdtteks on rahvusiste inimdiguste, ennekdike
privaatsuse ja infovabaduse eelistus riikliku jolig&u huvide suhtes, mida kohaldatakse ning
peetakse Oigustatuks kolmeastmelise kontroll-tegibimise jarel: proportsionaalsus,
vajalikkus ning diguspéarasus. Teiste sbnadega, sisbn pbdhjendatud inimdiguse riive, kui
see on labinud nimetatud diguspérase sekkumisedtibitti. Parast USA terroririinnakuid,
nimetatud tasakaal privaatsuse ja riikliku julg&olerahel p66rdus vastupidiseks sellele, mis
juhindus URO Kodanike- ja Poliitiliste Oiguste Piaktmillega on Euroopa seadusandlus ja
taidesaatev voim kooskdlas. Sarnaselt, USA trendigusid ja Uhendkuningriik ja
Prantsusmaa. Hiina ja Venemaa on siinkohal autmates erandlikud, kuna on riikliku
julgeoleku huve 6igusliku konflikti oludes eelistah inimbiguste kaitsele ajaloolistel
kaalutlustel. Nimetatud tendents on progresseerung maarab endaga infotehnoloogia
vOimekuselt arenevad riigid, mis omakorda paratathathustab olemasolevat arusaamist

demokraatiast ja digusriigi pohimotet.

On tbéenaoline, et fragmentaarne jaotumine rahviedisid nduete taitmise osas jaab alles,
kuid fundamentaalsetes kisimustes darmuslikku palaapdhjustavates vaadetes tuleb leida
kompromiss. Magistritdé eesmargi taitmiseks esitlmpromissi URO Kodanike- ja
Poliitiliste Oiguste Pakti artikkel 17 protokolli ovmis, kaasnevate definitsioonidega
“isikuandmed” ja “andmepank” jaoks. Arvestades Hiné&ti riigitlest iseloomu ning riikide
uhise koostdd potentsiaali, on lahenduseks ainutaéeliikidevaheline kokkulepe, mis
arvestab esilekerkinud vastakate vastuseisude gihgintub riikide vajadustest ning pakub
maksimaalsel viisil tasakaalustatud kompromisset 3alleks esitleti kdesoleva magistrit6o

uurimisega nimetatud protokolli projekt. Taiendayaigusliku lahenduse digustuseks raagib
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ka pohjus, et riikidetleselt kokkulepitud diguslikstrumendi mdju avaldab nii digusandliku,
kohtu- kui taidesaatva vOimu poolt harmoonilisetemidiguste kaitsele, nii riigisiseselt,

regionaalsel kui kontinentaalsel tasemel.

Magistritoo leidis, et Euroopa inimdiguste kohussaroopa Liidus on tasakaalu privaatsuse
kaitses, infovabaduse ja riikliku julgeoleku kolmksuhtes kohaldanud jarjekindlusega ka
Interneti keskkonda puudutavate diguste ja huvidtkymiste korral. See tdhendab, et diguste
kaitse tagatised on Euroopa kohtute tasandil jaanudtumatuks. Erinev on olukord USA
jaoks, mis parast 2001 terroririnnakuid USA-s, nsuwegionaalset seadusandlust, mis
muutsid inimdiguste ja nende erandite omavahsliset. Selle tulemusena riiklik julgeolek
digitaalse kommunikatsiooni juhtudel Uletab inimgte kaalutlusi. Sarnaselt, magistritdos
uuritud Uhendkuningriik ning Prantsusmaa jargivadaktikat, mis toetub vastavale
siseriiklikule seadusandlusele. Oiguskirjanduses vélja toodud, et ka teised Euroopa
Uhenduse riigid peavad vajalikuks isikuandmete Iéidist rikkudes Euroopa Uhenduse
andmetootluse Oigusreegleid, riikliku julgeoleku akdlustel, kujundades selliselt
rahvusvahelist praktikat. Seega, vOib jouda seisalk et tdidesaatva, kohtu- ja
seadusandlike voimude lahkheli inimdiguste ja ikikljulgeoleku suhte kiisimustes on laiem
kui riiklikul vdi regionaalsel tasemel, Euroopa dui kohtu lahendid on vastuolus ka
siseriiklike kohtulahenditega, nagu oli margata ttheuningriigi ja Prantsusmaa juhtudel.
Magistritod autor on seisukohal, et riikide praktitendents on demokraatliku senikehtinud
tasakaalu ohustav ning vOib tuua kaasa kontrollmeisimide kohaldamist, mis ei ole

kooskdlas kaasaja uhiskonna Gigusriiklike toekspidtega.

Magistritod autor annab au arusaamisele, et rikjikgeoleku strateegiliste kontseptsioonide
polaarsus ei saa olla lahendatud vaid rahvusvahatidjuga Oigusliku instrumendi
tdlgendusega ndustumisega URO-s. Kuid pistitatugmiskiisimuse lahendamiseks, kuidas
leida tasakaal paralleelsete huvide nagu privaatsu®vabadus ja riiklik julgeolek,
lahendamiseks autor pakub URO Kodanike- ja Pddiitil Oiguste Pakti artikkel 17 ihetaolise
tblgenduse kokkuleppe projekti, ning pakub defindside “isikuandmed” ja “andmepank”

sOnastust.

2012. a URO inimdiguste Resolutsioon deklareetikdék inimbigused kehtivad ka online
keskkonnas. Kiusimusele, kuidas inimdigusi saaketiilgda digitaalse keskkonna kontekstis,
autor vastas esmalt, millised on privaatsuse, mtbaduse ja riikliku julgeoleku huvide
olemuse elemendid, mida saab kohaldada Interneggaes. Jargnevalt uuriti, millised on
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omavahelised suhtes Gigustel omavahel ning omakaitdiku julgeoleku huvidega. Autor
vaatas koiki kiusimusi labi kolmetahulise prismas Korivaatsus, infovabadus ja riikliku
julgeoleku huvid on omavahel p6imunud ning moodieda identifitseeritava ruumi
kohtupraktika tdlgendustele tuginevalt. Peamisaltritu Euroopa Inimdiguste praktikat,
Euroopa Liidu Kohtu praktikat, mille pinnalt jareld prisma piirid. Sellist kasitlust toetab
veendumus, mis pooldab URO Kodanike- ja Poliidi€liguste Pakti tasakaalu inimdiguste ja
nende suhtes kohalduvate erandite suhtes, kuntasakaal on labi erinevate ohtu loovate
aegade ajaloos olnud vastupidav, on ka praegudteteso pdhjust olemasolevat korda

sdilitada ning sellest riikide poolt kinni pidada.

Magistritod probleemipistitus parineb vaatest, endbhaselt kiberkisimustes isikuandmete
levikuga internetis ja privaatsuskaitse ulatustduiavate kisimuste lahendamisel piiritileses
kontekstis, nagu seda Internet on, ei saa enanhugér kahe-tasandilise vaatega. Selle asemel
Internetis sisalduvate isikuandmete piiritilese tewvahelise regulatsioon peaks peegeldama
koikide oluliste elementide kaalutud tulemust.

Oigus privaatsusele digitaalses inforuumis hdlngasuigust isikuandmete toétlemist Interneti
kaudu. Infovabaduse kaitse ulatub igasugusele motéinnete ning muude isiku
valjendustele, sbltumata nende digusparasusedy, \nisidele, mille abil neid levitatakse.
Kaasaja riikliku julgeoleku huvide kaitse on igagiiosas vaga erinev, kuid olemuse
elementidena saab valja tuua riigi olemasolu jansidie tagamise kaalutlused laiaulatuslike

ohtude suhtes, nii sise- kui valisohtude kontekstis

Jargnevalt uuriti, mis on olnud pohjused valikutekkide poolt rahvusvaheliste Giguste
instrumentide pdhimdtetest eemaldumiseks inimégyisinende suhtes kohalduvate erandite
tasakaalu kontekstis. To60 kaigus selgus, et Uheddijusel ei saa olla mdju, mis oleks
valistanud olemasolevate pohimdtete kohaldamistak&elu moistes, ning need on
lahendatavad kompleks lahenduste abil, poliitiljs#tiglomaatilised, diguslikud ning vajalike

infotehnoloogia meetmete vastuvotmisega Intermbttektuuri muutmiseks.
Kéaesoleva magistritdd0 puudutab laiahaardelist efide ringi, kus tekib hulgaliselt

ulatuslikke uurimiskisimusi, mis vajaksid pdhj&lik uurimist, mida autor loodab teha

jargmises Oppeastmes.
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