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Onigoroshi: Polynomial Interactive Oracle Proofs for Circuit Satisfia-
bility over Cyclotomic Rings with Automorphism Gates

Abstract:

Lattice-based cryptography is a leading candidate for quantum-secure cryptography, and
it provides a wide range of advanced cryptographic primitives. Constructing advanced
cryptographic primitives requires proving relations involving cryptographic building
blocks. Succinct non-interactive arguments of knowledge (SNARKSs) enable the efficient
non-interactive verification of such relations with short proofs. The construction of
SNARKS can be accomplished by compiling an informatic theoretical object known as a
polynomial interactive oracle proof (PIOP) with a compatible polynomial commitment
scheme.

For efficient constructions of cryptographic primitives, it is important that the cryp-
tographic building blocks and SNARKSs operate over the same mathematical structure.
However, most existing SNARKSs cannot be directly applied to lattice-based crypto-
graphic building blocks because most SNARKSs operate over fields, whereas many lattice-
based cryptographic primitives work over cyclotomic rings. Some lattice-based crypto-
graphic primitives involve specific non-arithmetic operations such as ring-automorphism
operations (e.g., bootstrapping in Fully Homomorphic Encryption).

We present Onigoroshi: the first polynomial interactive oracle proof over cyclotomic
rings that can prove relations involving the ring-addition, ring-multiplication, and ring-
automorphism operations. To construct the PIOP, we adapted HyperPlonk into the
cyclotomic ring setting. We introduced Automorphism-Check, a new PIOP capable
of verifying the consistency between the input and output of an automorphism over a
cyclotomic ring.
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Onigoroshi: Poliilnoomsed interaktiivse oraaklitoestused skeemide
kehtestatavuse jaoks automorfismi viratitega tsiikolotoomilistes rin-
gides

Liihikokkuvote: Vorepohine kriiptograafia on juhtiv kandidaat kvantkindlaks kriip-
tograafiaks ja pakub laia valikut tdiustatud kriiptograafilisi primitiive. Tédiustatud kriip-
tograafiliste primitiivide konstrueerimine nduab kriiptograafilisi ehitusplokke hdlmavate
seoste tdestamist. Succinct non-interactive arguments of knowledge (SNARK) voimal-
davad selliste seoste tdhusat mitteinteraktiivset kontrollimist lithikeste tdestuste abil.
SNARKIide konstrueerimine on vdimalik, kui koostada informatsiooniteoreetiline objekt,
mida tuntakse kui polynomial interactive oracle proof (PIOP), koos iihilduva poliinoomi-
de kinnistusskeemiga.



Kfriiptograafiliste primitiivide tohusaks konstrueerimiseks on oluline, et kriiptograafi-
lised ehitusplokid ja SNARKIid toimiksid sama matemaatilise struktuuri peal. Enamikku
olemasolevatest SNARKIidest ei saa siiski otseselt rakendada vorepohistele ehitusplok-
kidele, sest enamik SNARKidest tootab korpustes, samas kui paljud vorepohised kriip-
tograafilised algkriteeriumid to6tavad tsiikolootimilistes ringides. Moned vorepohised
kriiptograafilised primitiivid holmavad spetsiifilisi mittearitmeetilisi operatsioone, nagu
nditeks ringide automorfismi operatsioonid (nt bootstrapping tdishomomorfses kriipteeri-
mises).

Pakume vilja Onigoroshi, esimese pliinoomide interaktiivse oraakli tdestuse iile
tsiiklotoomiliste ringide, mis suudab tdestada seoseid, mis holmavad ringide liitmise,
ringide korrutamise ja ringide automorfismi operatsioone. Selle PIOPi konstrueerimiseks
kohandasime HyperPlonki tsiiklotoomiliste ringide jaoks. Tutvustasime Automorphism-
Check’i, uut PIOPi, mis on vdimeline kontrollima sisendi ja viljundi vahelist jirjepide-
vust, kus viljundiks on automorfismi rakendamine sisendile tsiiklotoomilises ringis.

Votmesonad:
SNARK, PIOP, Vorepohine kriiptograafia, Postkvantkriiptograafia

CERCS: P170, Arvutiteadus, arvutusmeetodid, siisteemid, juhtimine (automaatjuhtimis-
teooria)
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Symbols and abbreviations

Symbols

= isomorphism map

Abbreviations
10P interactive oracle proof
PIOP polynomial interactive oracle proof

SNARK succinct non-interactive argument of knowledge

Parameters

¢ ¢ = ¢(z)in CRT transformation or a homormophism map.
e e = f/zin CRT transformation.
¢ prime number



1 Introduction

Constructions of advanced cryptographic primitives often require proving relations
involving their cryptographic building blocks. To obtain efficient constructions, it is im-
portant that the building blocks and the proof system operate over the same mathematical
structure to avoid conversion overheads.

Lattice-based cryptography, one of the top candidates for quantum-secure cryptog-
raphy, often operates over cyclotomic rings. Motivated by this, we construct the first
polynomial interactive oracle proofs (PIOP) for the satisfiability of algebraic circuits
over cyclotomic rings involving addition, multiplication, and automorphism gates.

Lattice-based Cryptography. Classic public-key cryptosystems are based on the
hardness of the integer factorisation problem or discrete logarithm problem. However,
these problems were proved to be solvable in polynomial time using a quantum computer
by Peter Shor in 1994 [Sho97]. Motivated by recent advancements in building quantum
computers (e.g. [AABT19, IBM23, IBM21]), cryptography that is secure against both
classic and quantum computers have been proposed. One of the leading candidates is
lattice-based cryptography.

Lattices began to be used constructively in cryptography since the seminal works of
Ajtai [Ajt96] and Regev [Reg05], who respectively introduced the Short Integer Solution
(SIS) and Learning with Errors (LWE) and proved their average-case hardness based
on the worst-case hardness of lattice problems. To obtain more efficient constructions,
subsequent works (e.g. [Mic02, LPR13, LS15]) considered the SIS and LWE problems
over algebraic lattices which arise from number fields. Among the most popular are lat-
tices which are constructed from the ring of integers of cyclotomic fields, also known as
cyclotomic rings. Apart from ring addition and multiplication, some lattice-based crypto-
graphic constructions over cyclotomic rings utilise automorphisms. Fully homomorphic
encryption (FHE) is a notable example [CGGI20, LMK 23a, GPvL23].

When constructing advanced cryptographic primitives, it is often required to generate
succinct proofs of relations involving its building blocks, e.g. the FHE homomorphic
evaluation algorithm is executed correctly, which are typically expressed as algebraic
relations over cyclotomic rings. One way to obtain these succinct proofs is to convert the
ring relations into equivalent relations over a finite field and apply a succinct argument
system for proving finite field relations. Switching to a non-native algebraic structure,
however, introduces additional overheads which could be computationally expensive (e.g.
[TW24]). This motivates the construction of succinct argument systems which natively
operate over cyclotomic rings.

Succinct Non-Interactive Argument of Knowledge (SNARK). This thesis focuses on
a type of argument systems known as succinct non-interactive arguments of knowledge



(SNARKS), for algebraic relations over cyclotomic rings. More specifically, a SNARK is
an argument system satisfying succinctness, non-interactivity, and knowledge soundness,
which we briefly recall below.

An interactive proof system (IP) is a protocol consisting of a prover and a verifier,
where given a (mathematical) statement belonging to a set known as the language, the
prover interactively convinces the polynomial time verifier that the claimed statement
indeed belongs to the language [GMRS85, BM88]. Focusing on the class NP, a language
can be defined by a polynomial-time computable binary relation R, and a statement in
the language is any string = such that there exists a witness w satisfying (z,w) € R.
In classic (i.e. pen and paper) proofs, a prover sends the witness of a statement to a
verifier, and the verifier accepts or rejects the proof deterministically by evaluating R.
Unlike classic proofs where each step can be verified trivially, the verification process in
interactive proofs can be probabilistic, which means there is a tiny chance that a false
proof could be accepted.

An interactive proof must satisfy two basic properties: completeness and soundness.
Completeness ensures that an honest prover can convince the verifier with a very high
probability. Soundness guarantees that a malicious adversary fails to convince the verifer
with a very high probability. A stronger notion of soundness, known as knowledge
soundness, guarantees that if a prover could convince the verifer with a high probability,
then it must “know” a witness to the claimed statement. An interactive proof satisfy-
ing (knowledge) soundness only against polynomial-time adversaries is also called an
interactive argument.

Despite the name, an interactive proof/argument could be non-interactive, meaning
that the protocol consists of the prover sending a single message to the verifier. It is
very useful property in a situation where a prover and a verifier cannot communicate
in real time. A large class of interactive proofs/arguments, more specifically those with
public-coin and non-adaptive verifier challenges, such as those considered in this thesis,
can be transformed into non-interactivite ones by the Fiat-Shamir Transform [FS87] in
the random oracle model.

For an interactive proof/argument to be non-trivial, it has to further satisfy zero-
knowledge or succinctness (or both). Zero-knowledge means that the prover reveals
nothing to the verifier apart from the veracity of the statement during interactions
[GMRS8S5]. Succinctness ensures that both the proof size and the verification time (after
preprocessing) are sublinear in the combined size of the statement and the witness.

As alluded above, a SNARK is an argument system which satisfies succinctness,
non-interactiveness, and knowledge soundness. SNARKSs (zero-knowledge or not) have
a broad range of applications, including verifiable outsourced computation [FNP20,
KPS18], anounymous cryptocurrencies [BCG™ 14, PSS19], the so-called zk-rollups
[BBCCL21, LLC22], and privacy-preserving machine learning [FQZ"21, LXZ21].



SNARKS from Polynomial Interactive Oracle Proof (PIOP). A common construc-
tion method of SNARKS is to compile an informatic theoretical object, known as a
polynomial interactive oracle proof (PIOP), by a compatible cryptographic commitment
scheme, known as a polynomial commitment scheme (PCS).

An IOP can be seen a generalisation of interactive proof where, instead of reading
entire prover messages, the verifier has oracle access to the proof strings sent by the
prover throughout the protocol, and may probablistically query them at any point of
interactions [BCS16]. The notion of IOP also generalises a more well-known type of
proof system known as probabilistically checkable proofs (PCPs) [BFL91] by introducing
interactivity. A polynomial interactive oracle proofs (PIOP) is a particular type of IOP
where the prover’s messages are evaluation oracles of polynomials.

As hinted above, a PIOP is to be combined with a PCS. Unlike an ordinary commit-
ment scheme, a PCS allows to encode a polynomial as a value known as a commitment,
against which one can generate efficiently prove the validity of evaluations of the com-
mitted polynomial at any given points.

To turn a PIOP and a PCS into a SNARK, the compilation process involves replacing
polynomial oracles in a PIOP with commitments to these polynomials and their evaluation
proofs. This yields a public-coin interactive argument which can then be converted into a
non-interactive protocol using the Fiat-Shamir transform [FS87].

Various types of PIOPs can be employed in the constructing of SNARKSs. Sonic
[MBKM19], Marlin [CHM*20], Plonk [GWC19] are categorised as univariate PIOPs.
Hyrax, Libra, Spartan, Quarks, Gemini, and Hyperplonk are multilinear PIOPS [WTs™ 18,
XZ7719, Set20, SL.20, BCHO22, CBBZ23].

For efficient constructions of SNARKS, the mathematical structures on which the
PIOP and the PCS operate must align. While several lattice-based PCS over cyclo-
tomic rings exist, e.g. [CMNW24, FMN23, CLM23], only one PIOP over cyclotomic
rings have been proposed [BCS23]. In [BCS23], they constructed a PIOP for an NP-
complete relation known as the Rank-1 Constraint System (R1CS). However, their PIOP
does not support relations comprising automorphism operations, which can appear in
some lattice-based cryptographic primitives [ABPS24, LMK *23b, GPV23], but only
arithmetic operations: addition and multiplication.

1.1 Our Contribution

In this work, we construct Onigoroshi — the first multilinear polynomial interactive
oracle proof (PIOP) for relations defined by algebraic circuits over cyclotomic rings,
incorporating automorphism gates and addition and multiplication gates. The encoding
method in our PIOP is identical to the one in Plonk [GWC19], unlike PIOPs for the
Rank-1 Constraint System (R1CS). A cyclotomic ring is defined as R, := Z[(;] where (;
is the primitive f** root of unity. Specifically, our contributions are as follows:



1. The construction of a multilinear PIOP over the ring 2, for plonk relations, which
can prove relations defined over R,,.

2. The extension of the aforementioned PIOP to support automorphism gates as well
as addition and multiplication gates by introducing a new subcomponent PIOP
named Automorphism-Check.

To construct our PIOP, we adapted HyperPlonk [CBBZ23] to the ring I?, setting so that
it can prove relations over cyclotomic rings natively. We chose HyperPlonk as it is a
multilinear extension of Plonk, one of the most widely adapted PIOP in industry due to
its universality (circuit-independent trusted setup), prover’s efficiency, and the flexibility
provided by custom gates. Moreover, HyperPlonk is based on the boolean hypercube,
eliminating the use of a multiplicative subgroup employed in Plonk, which is non-trivial
if there exists over the cyclotomic ring IZ,. Our PIOP supports relations over the ring 1z,
involving the canonical automorphisms of I2,. This allows a native compilation of our
PIOP by a lattice-based commitment scheme, thereby equipping the resulting SNARK
with post-quantum security. A relation over the ring 12, can be defined as

R:={(x,w) € Rj"™™ | C(x,w) = 0},

where C' is an arithmetic circuit over the ring R,. C naturally comprises ring addition
and ring multiplication gates. Our PIOP can support a relation defined by an algebraic
circuit C that includes ring automorphism gates in addition to the default addition and
multiplication gates. A ring automorphism is an isomorphism that maps from a ring to
itself. An automorphism gate takes a ring element a € R, applies an automorphism
Y R, — R,, and outputs ¢)(a).

Applications Our PIOP can be used to prove the satisfiability of algebraic circuits over
the ring 1z, that include addition, multiplication, and automorphism gates. We provide
more concrete examples of such applications below.

1. A relation over the ring 1z, with or without automorphisms, can arise from lattice-
based constructions of advanced cryptographic primitives such as Fully Homo-
morphic Encryption (FHE) and verifiable computation [BHM20, ABPS24]. Our
PIOP can prove such relations natively. Specifically, relations over the ring R,
involving automorphisms arise in the bootstrapping of FHE [LMK*23b, GPV23].
Onigoroshi can be used to equip these schemes with the verifiability of server
computations.

2. It can prove the SIMD-satisfiability of arithmetic circuits over a finite field using
the CRT transformation, defined in Lemma 3.9. Our PIOP can be applied in
a finite field setting (equivalent to HyperPlonk), and it can prove ¢(z) many
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statements in parallel. ¢(z) is a CRT parameter explained in Section 3.1. This
can be accomplished by applying the inverse CRT transformation to the multiple
statements over a finite field to convert them into a single statement over the ring
R, and then running our PIOP over the ring for that statement.

3. It can be used for proving the satisfiability of layered arithmetic circuits, where
each layer consists of ¢(z) copies of a single circuit over a finite field, with adjacent
layers interconnected by a permutation. A permutation can be implemented by an
R,-linear combinations of automorphisms Aut(R,) since any Z,-linear map can
be expressed as an R,-linear combinations of automorphisms Aut(R,).

1.2 Open Problems

Onigoroshi does not support verification of non-arithmetic operations; thereby, some
operations in lattice-based cryptographic constructions must be proved separately (e.g.,
p-ary decomposition, norm bounds, rounding, and modulus switching). Extending Onig-
oroshi with a lookup argument [ZGK*22, PK22, BCG" 18, EFG22, ZBK*22, GW20,
CBBZ23, STW24] would allow us to prove relations involving these non-arithmetic
operations efficiently.

Batching Automorphism-Checks for different automorphisms should also be con-
sidered since the Automorphism-Check currently has to be performed for each set of
different automorphism gates, which affects the complexity of Onigoroshi by the number
of automorphisms in circuits as a factor.

Introducing a streaming model [BCHO22] to Onigoroshi would enable a space-
efficient version of our PIOP and facilitate various configurations with time and memory
tradeoffs for the prover.

1.3 Related Work

The PCP theorem [BFLS91] provided a novel characterisation of proof systems by
showing that any NP statement has a probablistically checkable proof (PCP) that can be
verified in polylogarithmic time relative to the size of a classic proof. Subsequently, Kilian
introduced interactive arguments from PCPs [Kil92] that are succcint. Micali[Mic00]
showed how to make these interactive arguments non-interactive by applying the Fiat-
Shamir Transform [FS87].

In 2010, Groth introduced the first non-interactive zero-knowledge (NIZK) argument
with sublinear-communication in the common reference string (CRS) model for the
circuit satisfiablity problem (Circuit-SAT) [Grol0]. The argument has a quadratic CRS
size and quadratic prover time. Lipmaa reduced the size of CRS to quasi-linear in the
circuit size [Lip12]. Following this, Gennaro et al. proposed a NIZK argument with a
linear CRS size and quasi-linear prover time [GGPR13]. Groth16 [Grol6] was proposed

11



as a pairing-based zk-SNARK for arithmetic circuit satisfiability (R1CS) [GGPR13],
known for its shortest proof size and fastest verification time. However, it is not universal,
requiring a new trusted setup for every circuit.

The aforementioned SNARKS are not post-quantum secure, as they rely on classic
hardness assumptions. Consequently, various lattice-based SNARKSs have been de-
veloped to address this limitation. Initially, lattice-based designated-verifier SNARKSs
were constructed using linear-only encryption, whose existence is a non-falsifiable
assumption, and linear-PCP [BISW17, BISW18, ISW21]. Rinocchio is another lattice-
based SNARK based on linear-only encryption, which operates over rings [GNS23].
However, the security assumption of these SNARKSs based on the linear-only encryp-
tion is broken [DAFS24], although there are no known attacks to their constructions
themselves. Later works [ACL 22, CLM23] constructed publicly verifiable SNARKs
based on a knowledge assumption called the k-R-ISIS assumption, which is also sub-
sequently cryptanalysed [WW23], although there are no attacks against the SNARK
constructions themselves. Another line of work [BLNS20, AL21, ACK21, CLM23]
constructed publicly verifiable SNARKS based on the Bulletproofs folding technique
[BCC*16, BBB'18] have a quasi-linear time prover, with [CLM23] further achieving a
polylogarithmic-time verifier.

Notably, none of those above lattice-based constructions follows the framework of
compiling a PIOP with a polynomial commitment scheme. The only exception is the
construction of a lattice-based SNARK in [BCS23], where the construction is based
on the compilation of a PIOP for R1CS over rings with a lattice-based polynomial
commitment scheme from levelled bilinear modules. In [BCS23], they picked a PIOP
over fields from [BCG20] and adapted it to construct a PIOP over rings. They picked
the PIOP in [BCG20] since it does not use any non-arithmetic operations. We adapted
HyperPlonk to ring settings, which supports the plonk arithmatisation [GWC19] and the
custom gates. The PIOP from [BCG20] does not support custom gates. Both achieve
linear prover time and sublinear verifier time in the size of a circuit.

12



2 Technical Overview

Notaions A cyclotomic ring is defined as R, := Z[(j] where (j is the primitive f* root
of unity. We denote the boolean hypercube as B,, := {0,1}*. (i), is a n-bit binary
representation of an integer . [X] := Zf;ol x; - 2 is an integer representation of some
bit representation x € B,,.

We provide a brief overview of the construction of Onigoroshi, which can prove
relations over a cyclotomic ring 7, involving automorphisms. Our general strategy is to
adapt an existing construction of a PIOP over fields into the ring I?, setting.

We considered plonkish PIOPs as candidates since PIOPs over a ring with the Plonk
[GWCI19] arithmetisation have not been concretely explored. We say plonkish when
a PIOP encodes arithmetic circuits similarly to Plonk. We consider plonkish PIOPs
because Plonk is universal (single trusted setup for all circuits of some bounded size),
prover efficient, and it supports custom gates. However, Plonk is not an ideal candidate
for the ring I?, setting, since it uses a complex field structure, specifically assuming the
existence of a multiplicative subgroup of the field, which is a non-trivial object to find
in the ring I?,. Moreover, Plonk performs the Fast Fourier Transforms (FFTs) in the
protocol, which leads to the quasi-linear prover time.

Alternatively, we consider HyperPlonk [CBBZ23] that works with the boolean hy-
percube, which is a subset of 1, instead of a multiplicative subgroup. This simplifies
the structure of the protocol, thereby eliminating the need for the FFTs in HyperPlonk,
which reduces the prover time into linear in the size of circuit. In the process of adapting
HyperPlonk to the ring 17, with automorphism gates setting, we encountered a few chal-
lenges. Firstly, Onigoroshi is not perfect complete since denominators (evaluations of a
polynomial over B,,) of the Product-Check described in Section 4.3 have to be invertible
over Ry, in other words, they have to be elements in ;. Another difficulty is that the
gate identity check described in the following for automorphism gates must separately
be performed from that of addition and multiplication gates because automorphism
operations are non-arithmetic operations.

(Hyper)Plonk

Plonk is a univariate polynomial IOP that operates over some field [F. Given an arithmetic
circuit C' over F and a pair consisting of an instance x € F” and a witness w € F™,
the prover encodes the evaluation of the circuit C'(x, w) using a univariate polynomial
w € F[X] and a cyclic multiplicative subgroup S C F where the generator of the cyclic
group S is denoted by g € S. Suppose there are s many gates in the circuit C', where each
gate is fan-in two (two inputs and one output) and is either an addition or multiplication
operation. The prover encodes the n-dimensional vector x as

w(s™) foreachi=1,...,n

13



and encodes the left input, the right input, and the output for each ;" gate as

w(g¥), w(g¥h), w(g¥"?)

)

respectively, for all 7 = 0,...,s. The last gate is an additional gate to ensure that the
final output of the circuit is zero, such that C'(x, w) = 0. After encoding, the oracle to
the polynomial w, denoted by [[w]], and w itself can be interpreted as a proof string and a
witness, respectively. The prover P(pp, [[w]],w) convinces the verifier V (vp, [[w]]) that
the prover correctly encoded the circuit evaluation C'(x, w) by a univariate polynomial
and knows this polynomial w. Plonk comprises two primary polynomial IOPs as sub-
components: zero-check and permutation-check. The prover convinces the verifier by
running these polynomial IOPs.

HyperPlonk is a multilinear polynomial variant of Plonk that operates over a field
F. The prover encodes an arithmetic circuit C' with s many gates using a multilinear
polynomial w € F[X**2] and the boolean hypercube B,, := {0, 1}* where n+s+1 = 2.
An instance x is encoded as

w(0,0,(i)) foralli=0,...,n—1,

where (i) denotes the p-bit binary representation of i. The left and right inputs, as well
as the output for j** gate are encoded as

w(0,0,(7)),  w(0,1,{(j)), w(1,0,(5)),

for all j = n,...,n 4+ s. By running the zero-check and permutation-check, the prover
convinces the verifier that the circuit evaluation C'(x, w) has been correctly encoded by
the multilinear polynomial w and that the prover knows this polynomial w.

Onigoroshi

In the construction of Onigoroshi, the protocol first needs to encode an algebraic circuit
over the ring R, which consists of addition, multiplication, and automorphism gates,
using a multilinear polynomial over R,. An automorphism gate for any automorphism

b1 R, — Ry € Aut(R,)

takes only the left input a € R, and outputs ¢(a). Second, it performs the ring version
of Zero-Check, as detailed in Section 4.2, to verify that the multilinear polynomial
has correctly encoded gates except for automorphism gates. It ensures that the output
of each gate results from the correct binary operation, either addition or multiplica-
tion, applied to the left and right inputs (Gate Identity Check). Third, it performs the
Automorphism-Check, which is a new check we introduced in the section 4.6, to ensure
that automorphism gates have been correctly encoded by the multilinear polynomial.

14



Specifically, this check verifies that the output of each automorphism gate is the evalu-
ation of a corresponding automorphism on the left input. Finally, it performs the ring
version of Permutation-Check, detailed in Section 4.5, to ensure the equality between the
output of each gate and the corresponding input to another gate. The Figure 1 shows the
building blocks of Onigoroshi.

AutoPlonk

Y

‘ Gate ldentity ‘ ‘ Wiring Identity ‘ ‘ Automorphism-Check

Permutation-Check

Y

‘ MultisetCheck ‘

Y

‘ ProductCheck ‘

Y ¢

ZeroCheck

¢ Y

SumCheck

Figure 1. The diagram shows the subcomponents Onigoroshi consists of. Arrows indicate
the reduction between two components which means that the top component internally
uses the bottom component.

In the following, we summarise the construction steps of Onigoroshi. First, we
show how Onigoroshi encodes algebraic circuits over the ring 2, comprising addition,
multiplication, and automorphism gates. Second, we describe the gate identity check in
which the consistency amongst the left and right inputs and output over a gate operation
is verified for each gate except for automorphism gates. Third, we present the gate
identity check for automorphism gates, which uses the Automorphism-Check. Finally,
we describe the wiring identity check that verifies the consistency between wires in a
circuit, i.e., equalities between the output of a gate and the input of the corresponding
gate.

2.1 Econding Circuits over the ring 7, with Automorphisms

We outline how Onigoroshi encodes algebraic circuits over the ring R, and explain the
concept of automorphism gates in the following.

Let C : Rg“rm — R, be a fan-in algebraic circuit defined over a cyclotomic ring 17,
which takes an instance x € Ry and a witness w € R;" as inputs, performs operations
using addition, multiplication, and automorphism gates, and then produces a result in 1,,.

15



Let s be the number of gates in the circuit. The computation trace of the circuit C' can be
represented as
._ 3
T:={(Li,Ri,0:) € R} },_,

where (L;, R;, O;) denote the left input, right input, and output of the i'" gate, respectively.
Suppose n + s + 1 = 2#, where n denotes the size of the public input x, s denotes the
number of gates, 1 represents the final output of the circuit. The prover encodes 71" by
interpolating a ;1 + 2-variate multilinear polynomial w € R,[X*"2] such that

L; = w(0,0, (i),
R; :W(071’<i>)7
0; = w(1,0, (i),

foralli = 0,...,n + s, where (i) denotes the y-bit binary representation of 7.
Using the boolean hypercube B, := {0, 1}*, we can rewrite the encoding as below.

L[x] = W(O, 0, X),
Ry = w(0,1,x),
O[x] =w(1,0,x),

for all x € B,,, where [x] denotes the integer representation of the binary vector x.
Algebraic circuits we consider have addition gates, multiplication gates, and automor-
phism gates for automorphisms in Aut(R,). Aut(R,) is identical to the Galois group

Gal(Q(¢)/Q) = {wy : G = ¢ | i € (Z/nZ)"},

where Q(¢;)/Q is the cyclotomic field extension for the §* root of unity in Q. An
automorphism gate for 1) takes the left input L; and outputs ¢)(L;). The right input to an
automorphism gate is a dummy. We let Sy, denote the set of indices of automorphism
gates for an automorphism v such that Sy, C B,,.

2.2 Gate Indentity Check

In the following, we describe the gate identity check performed in Onigoroshi to ensure
that the multilinear polynomial w has correctly encoded the circuit C. Specifically,
it verifies that the output of each gate is the result of the expected gate operation —
whether it is addition, multiplication, or custom gate operations — applied to the inputs.
Automorphism gates are verified separately, which will be explained later in this section.

Let Sp, 51, S © RE — {0, 1} be selector polynomials. In the preprocessing phase,
the indexer Z(gp, C') computes the oracle to these selector polynomials. The prover
convinces that the following equation holds using the Zero-Check described in Section
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4.2:
Vx € B# \ Sw

So(x) - (@(0,0,%) +w(0,1,%) ) + Si(x) - (w(0,0,%)-w(0,1,%) )
Lix Ry Lix Ry

+85(x) - G(((0,0,%), (0, 1,%) ) = w(1,0,%) + I(x) =0,

Lixg Rix) Orx)

(1

where the selector polynomials are evaluated in the following manner:

e for addition gate: (Ox) = Ly + Rx))

So(x) =1, Si(x) = Sa(x) =0
e for multiplication gate: (O} = Lix - Rx)

Six) =1,  Sh(x) =5(x) =0
* when [x] <nor[x] =n+s (O =I1(x))

So(x) = S1(x) = S(x) =0

When [x] < nor [x] =n+ s, w(0,0,x) represents the public input or the last output of
the circuit, respectively.

2.3 Automorphism-Check

We introduce a new PIOP named Automorphism-Check described in Section 4.6, per-
formed by Onigoroshi to verify the gate identity of automorphism gates.

For the automorphism gates represented by .Sy, the gate identity is separately verified.
The prover needs to convince the verifier that the following holds:

VX€S¢

w(w((), O,x)) =w(1,0,x).
L 0
[x] [x]

The Automorphism-Check is built upon another PIOP, Sum-Check, described in Section
4.1.
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2.4 Wiring Identity Check

Finally, we explain the wiring identity check performed in Onigoroshi to verify the
consistency over wires, i.e., the equalities between the output of each gate and its
corresponding input of another gate. In a circuit, the output of each gate is wired to the
input of another gate except for the last gate. The corresponding output and input have
the same value.

These equality constraints are captured by a permutation o : B,,;» — B, for
B,.42 := {0, 1}#*2. The prover needs to convince the verifier that the following equation
holds.

w(x) =w(o(x)) Vx € B yo. (2)

In the preprocessing phase, the indexer Z(gp, C') computes the oracle to the multilinear
polynomial 6* : B, ;5 — R, such that 0*(x) = [o(x)] for all x € B, 5. 0*(x) is the
integer representation of ¢ (x).Then, the prover convinces the verifier that the following

holds:
{(Bwe)) = {06}

XEB+2

3)

XEB 42

The equality of the multiset (3) implies that (2) holds. The equality (3) can be proved by
the Multiset-Check described in Section 4.4.
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3 Preliminaries

We denote a finite field with order p by F,,. Z7 is the multiplicative group of integers
modulo ¢. negl(z) is a negligible function negl(z) : N — R such that for any positive
integer c there exists an integer N such that Vo > N |negl(z)| < 1/2°. A multiset is an
extension of a set that can contain multiple instances for each element.

Polynomial

The multilinear extension is a core tool used for the Zero-Check in Section 4.2.

Definition 3.1 (Extentions). Let I to be a finite field, and let f : {0,1}* — Fbea
function that maps the k-dimensional hypercube to F. A k-variate polynomial f over F
is said to be the extension of f if

f(x) = f(x) forallx € {0,1}*.
The extension fis said to be multilinear if it has a degree at most 1 for each variable.

Lemma 3.1. Any k-variate function f : {0, 1}* — T has a unique multilinear extension
(MLE) f over F such that:

FX)= 3 f(b)-eq(b, X),

be{0,1}¢

where eq(Y, X) = [I2,(X,V; + (1 — X))(1 - Y))).

Number Theory

We provide a list of primary number theoretical definitions used in this work.

Definition 3.2 (Euler’s Totient Function). Given a positive integer n, the Euler’s totient
function ¢ counts the number of positive integers £ less than n that are coprime to n.
©(n) is the number of k& € Zx( such that 1 < k <mn and ged(n, k) = 1. If py, ..., p, are
the distinct primes such that p;|n for all ¢ € [m], then

Definition 3.3 (Root of Unity). For any positive integer f, an f** root of unity is a number
x satisfying the equation 27 = 1. There are § such solutions to the equation.
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Definition 3.4 (Primitive Root of Unity). A primitive § root of unity is a number
satisfying ¥ = 1 for the smallest number k where k = §. In other words, a primitive
root of unity is an " root of unity that is not an e'* root of unity for any e < f.

The group of primitive residue classes modulo f arises in the definition of automor-
phisms over the ring 7.

Definition 3.5 (Group of Primitive Residue Classes modulo f). The multiplicative group
(Z/§Z))* consists of non-negative integers k& € {0,...,f — 1} modulo f such that & is
coprime to f (gcd(k, f) = 1). The order of the group is given by Euler’s totient function
defined in 3.2: |(Z/fZ)* = (f). If f is a prime, then the group is cyclic.

Algebraic Number Theory

We list elementary definitions in algebraic number theory relevant to the cyclotomic field
described in Section 3.1.

The following definition and lemmas imply that factors of a cyclotomic polynomial
in Lemma 3.8 are coprime each other.

Definition 3.6 (Irreducible Polynomial). A non-constant polynomial f € K[X] is
irreducible over a field K if f cannot be factored into the product of two non-constant
polynomials over K.

Lemma 3.2. Anideal (f) generated by an irreducible polynomial f € K[X] over a field
K i1s a maximal ideal.

Lemma 3.3. Distinct maximal ideals of a ring R are coprime each other.

The following definitions are used in relation to cyclotomic fields (Definition 3.13)
and cyclotomic rings (Definition 3.17).

Definition 3.7 (Field Extension). A field K is said to be an extension of a field F', denoted
by K/F,if F is a subfield of K. For example, the complex field C is an extension field
of the real field R.

Definition 3.8 (Degree of Field Extension). Let K/ F be a field extension. We can see K
as a vector space over a field F'. The degree of the extension K/ F, denoted by [K : F],
is the dimension of the vector space /. The degree of a field extension can be finite or
infinite.

Definition 3.9 (Number Field). A finite field extension over a rational field Q is called a
number field.

Definition 3.10 (Algebraic Integer). An algebraic integer in a number field K is an
element o € K, which is a root of a monic polynomial f € Z[X]| (f(«) = 0).

Definition 3.11 (Ring of Integers). A set of algebraic integers in a number field K is
denoted as O and is called the ring of integers of K.
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3.1 Cyclotomic Field

In this section, we first provide the definition of the cyclotomic field, the Galois group
containing automorphisms over the cyclotomic field, and the ring of integers of the
cyclotomic field, known as the cyclotomic ring. Afterwards, we explain the CRT
transformation, which is an isomorphism mapping an element in a cyclotomic ring to
multiple slots of elements in a finite field.

Definition 3.12 (Cyclotomic Extension). The cyclotomic extension of any field K is the
field extension of the form K((), where ( is a root of unity.

Definition 3.13 (Cyclotomic Field). The §* cyclotmoic field is a cyclotomic extension
Q) = {320 a; - ¢ | a; € Q} of the rational field Q, where (; is the primitive f** root
of unity.

Definition 3.14 (Group of § Roots of Unity). The group y; of different §* roots of unity
in a field K is a cyclic group.
For example, if K = C, up = {1,—1} and py = {1,—1,i,—i}. The primitive "
roots of unity are the generators of y;, denoted by (. ka is a primitive f** root of unity
if and only if ged(k, f) = 1 since the order of ¢} is f/ ged(k, f). This implies that 1
contains ¢(f) = |(Z/fZ)*| many primitive §** roots of unity. We can write K (y) for the
cyclotomic extension K ((;) since ¢; generates all the elements in ;.

Automorphisms over the f** cyclotomic field form an abelian group called the Ga-
lois Group, defined by the group (Z/fZ)*, to which the Galois group is injectively
homomorphic.

Definition 3.15 (Automorphisms). An automorphism is an isomorphism map from a
mathematical object to itself, including a group, ring, and vector space.

Lemma 3.4. The mapping
Cal(K )/ K) — (Z/§Z)"

defined by ¢ — ¢ mod § where ¢)(¢) = ¢’ for all ¢ € y; is an injective homomorphism.
Since (Z/§Z)* is abelian, the subgroup Gal(K (y)/K) is also abelian. When K = Q,
the above map is an isomorphism.

Lemma 3.5 (Automorphisms over Cyclotomic Extensions). Automorphisms over a
cyclotomic extension K (y;)/K form a group called the Galois group, denoted as
Gal(K(y;)/K). For any ¢ € Gal(K(u;)/K), there exists an integer i € (Z/§Z)*
such that ¢(¢) = ¢* for all ¢ € p.

For the cyclotomic field extension Q(¢;)/Q, where K = Q, the Galois group can be
expressed as

Gal(Q(¢)/Q) = {vi | i € (Z/fZ)*}, where v : (= (',
for all ¢ € py.
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We define a cyclotomic ring, which is equivalent to the ring of integers of a cyclotomic
field.

Definition 3.16 (Cyclotomic Polynomial). The f cyclotomic polynomial ®;(x) € C[X]

is defined as
o) = [[(z -0

CELY

where 5 1s a group of primitive §* roots of unity. The degree of ®; is defined by ¢(f)
where ¢ is the Euler’s totient function.

Definition 3.17 (Cyclotomic Ring). The ring of integers of f" cyclotomic fields Q(¢;)
is R = Z[(;], where ¢ is the primitive f** root of unity. The ring of integer R is often
referred to as the cyclotomic ring. We denote the quotient version of the f** cyclotomic
ring by R, defined as

_ R Zg]

where ¢ € N.

Lemma 3.6. The cyclotomic ring R, is isomorphic to Z[X|/®;(X) where ®;(X) is the

§" cyclotomic polynomial.
Zy[X]
R, = ——. 5

T (X) )
Proof. There is a natural homomorphism ¢ : Z,[X] — Z[(j| defined by ¢(f (X)) = f(¢;)
for all f € Z,[X]. It can be verified that ¢(f(X)) + ¢(9(X)) = f(¢) + 9(G) =
(f +9)(G) = o(f(X) + g(X)) forall f,g € Z,[X]. Similarly, ¢ also preserves mul-
tiplication. The kernel of this homomorphism is given by ker(¢) := {f € Z,[X] |
o(f) = 0} = (P4(X)) as ¢(Pj(X)) = @;(¢s) = 0. By the first isomorphism theorem,
2,[X)/ er(9) = Im(6). Consequently, Z,[X]/(@(X)) = Z,(¢] = R, 0

The following are required to describe the CRT transformation in Lemma 3.9.

Proposition 3.1. Let F, be a finite field of the order ¢ and f € F,[X] be an irreducible
polynomial of degree n. Then IF,[X]/ f(X) is a finite field of order ¢".

Theorem 3.1 (Theorem by E.H.Moore [M0096]). Let ¢ be a prime number and n be an
integer. For every prime power ¢", there exist finite fields (Galois fields) of order ¢", and
they are all isomorphic to each other.

Lemma 3.7 (Chinese Remainder Theorem for Ring of Integers). Let R be the ring of
integers and [ = Hie[m} I; where I, ..., I,,, are pairwise coprime (comaximal) ideals
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in R. Then, the ring homomorphism ¢ : R — P, (12/;), defined by ¥(r) =
(r+1I,...,r+ I,,), induces a map that defines the following ring isomorphism:

RIT= @ (R/1)

1€[m]

= R/I; x -+ x R/IL,,.

Lemma 3.8 ([Conl5], Theorem 5.3, [LS18], Theorem 1.1.). Let { = szf for f; > 1
and z = [[p}" for any 1 < ¢; < f;, where p; is a prime number, and these products
are prime factorisations of f and z. If ¢ is a prime number such that ¢ = 1 (mod z)
and ord;(q) = f/z,i.e. min{k € Z | ¢" =1 (mod §)} = §/=, then the §*" cyclotomic
polynomial ®;(.X) factors as below:

©(z)
=[x - r;) (mod )g,

=1

.

where r; € Z; are distinct and X/# — r; are irreducible in the ring Z,[X].

We finally describe the CRT transformation, which is an isomorphism between the
ring 7, and multiple slots of a finite field.

Lemma 3.9. Under the condition in Lemma 3.8, the cyclotomic ring R, splits into ¢(z)
many slots of a finite field with order ¢/ as below.
(4,5,7,8)

R, = F77 (6)

where IF 5. is a finite field of order q'/*. We represent the isomorphism transformation
described above as CRT, given by:

CRT: R, > F .2,
where e = f/z and ¢ = p(2).

Proof. By Chinese Remainder Theorem 3.7 and the Lemma 3.8, Z,[X]/®;(X) splits
into ¢(z) many finite fields:

Z4[X] Z4[X]
Z LI T = )
Jﬁ Xf/ —7’] T X — X522 — 10

where Z,[X]/(X"# — r;) is a finite field of order ¢/* by Proposition 3.1.
Consequently, Z,[X]/(X"/* — r;) is isomorphic to any finite field F ;- of order ¢"/* by
Theorem 3.1.

o[ X1/ (XV* = 15) 2 F - (®)
[]
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3.2 Schwarz-Zippel-Demillo-Lipton (SZDL) Lemma over R,

The Schwarz-Zippel-Demillo-Lipton (SZDL) lemma is often used in the soundness
analysis of IOPs. We modified the SZDL lemma for the ring R, setting for our PIOP.
First, we provide the SZDL lemma for field settings.

Lemma 3.10 (Schwarz-Zippel-Demillo-Lipton (SZDL) Lemma). Let p and ¢ be distinct
p-variate polynomials over a finite field F with total degree at most d. The probability
that the evaluations of these two polynomials at a randomly chosen point are equal is
upper bounded by

Precgn[p(r) = q(r)] <

|~

The following is the SZDL lemma for the ring I2,, which is used for proving the
soundness of subcomponent PIOPs

Lemma 3.11. Let ¢ = 1 (mod z) and ord,,(q) = f/z as in Lemma 3.8. Let f and g €
R,[X*"] be u-variate polynomials wth total degree at most d such that f # g. By Lemma

3.9, it follows that R, = ;(/z)’ Lete = f/z and ¢ = ¢(z). Then the following holds,

z

d d
P M = < = —
rrefSRq [f([') g(I‘)] — ‘qu q°

Proof. Let

d
FX)= Y i, X X
1oyt =0
d
9X) = > by, X{e- X
i1yt =0

Then

d .
CRT(f)(X) =CRT( Y ay,.i - X{'- - X))
i1yeenyin=0

,,,,,

let

(@) el )= CRT(ay,,.,), (2}, 2l?) = CRT(X;) V) € [u].

(
J
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d d
1 1)yi i " J
CRT(NX) = [ D all @)t @Dye . 3 alf (o) ()
T genes 1, =0 11,000 =0
= (A, D), o Fofal?, @)
. d . N A
whereF(xgj),...,x,(f)):Zil 77777 iﬂzoagf?‘“ﬂ-u (:cgj)) (:L‘,(f)> :
Similarly,
1
CRT(9)(X) = (Ga(af”, o tfl), o Gl al?))
where " “
(621 ,,,,, iy S M0 ey ) )_CRT(b'Ll Z,u)?
d .
. . . . 11 . i
Gl a3 40, ()" )
i1 yomeripg=0

Let (r1,...,7,) = r and (73(1), ,7 ) CRT(r;) Vj e [ul.
If f(r) = g(r), then CRT(f)(r) = CRT(g)(r). In other words, the following holds:

(R B )

(G1<71 e 77;81))7 s ,G¢("}/£¢)7 s 77;(;1)))) :
For any j € [¢], the probability that F/ (fyfj), . ,Py,(f)) = Gj(fy(j) ...,fyft )) is at most
d/|Fe = 4 by Lemma 3. 10 Thus, the probability that F; ( ) Y )) = G»(yfj), . ,7,(}))
forall j € [gb] is at most q—e, where F; = G, forall j € [¢] \ {k} and F}, # G. Since
f # g, there exists at least one index k such that Fj, # Gj. ]

3.3 Algebraic Circuit

We define an algebraic circuit over a cyclotomic ring I?, that comprises addition, multi-
plication, and automorphism gates.

Definition 3.18 (Arithmetic Circuit). An arithmetic circuit C' over a field IF with the set
of variables X = {x1,...,x,} is a directed acyclic graph. Nodes with in-degree O are
called inputs and are labelled by either a variable in X or an element in . The remaining
nodes are gates labelled either 4 for addition or x for multiplication. When each gate of
the circuit C' has in-degree k, we call C' a fan-in k circuit.
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Definition 3.19 (Algebraic Circuit over a ring R, with Automorphism Gates). An
algebraic circuit C' over a cyclotomic ring R, is an algebraic circuit with input that are
either variables or a ring element from R,. Its gates can be either addition, multiplication,
or automorphism gates. If C'is a fan-in k circuit, an automorphism gate takes & inputs and
outputs the evaluation of an automorphism v applied on the first input. The remaining
inputs are dummy inputs.

3.4 Arguments of Knowledge.

We first define an indexed relation, which extends a standard relation by incorporating the
index composed of circuit-dependent objects that are preprocessed in the offline phase.
Afterwards, we provide the definitions of interactive proofs, arguments, and SNARKSs
for an indexed relation.

Definition 3.20 (Indexed Relation). An indexed relation R for a circuit C is a set of
tuples (1, x, w), where 1 is the index, x is the instance, and w is the witness [CHM20].
The index 1 comprises circuit-dependent objects, which can be computed even before x
is known (offline phase). In an arithmetic circuit, 1 can be the description of the circuit,
X can be a partial assignment to gates in the circuit, w can be the assignment of values to
all gates in the circuit that makes all the gates consistent. The corresponding language
L(R) is defined as L(R) = {(1,x) | Fw s.t. (I, x,w) € R)}.

Interactive proofs/Arguments for indexed relations are referred to as holographic
interactive proofs or arguments if an algorithm, known as the indexer, computes the
oracles for the verifier’s input (instance), and the verifier has an oracle access to the
input rather than receiving it explicitly [CHM*20]. In this work, interactive proofs and
arguments are defined in the holographic setting.

Definition 3.21 (Interactive Proof (IP)). An interactive proof system (IP) for an indexed
relation R with the completeness error €. : N — [0, 1] and the soundness error €5 : N —
0, 1] is an interactive protocol [T = (Setup,Z, P, V'). In this protocol:

e The randomised algorithm Setup(1*) generates parameters gp,

* The indexer Z(gp, i) deterministically produces public parameters pp and vp for
the prover and verifier during the preprocessing phase, which serve as oracles for
objects in 1,

* The prover P(pp, x, w) is a randomised algorithm that generates a proof 7,

* The verifier V (vp, x, 7) is a determinitic algorithm that outputs 0 or 1.
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The output of the verifier is a random variable denoted by (P (pp,x, w), V (vp,x)). The
entire sequence of messages exchanged between the prover and verifier is referred to
as the transcript, denoted by t = (my, ..., my). An interactive oracle proof satisfies the
following properties:

» Completeness: For all (1,x,w) € R,

B gp + Setup(1*) T
Pr| (P(ep 3 w) VI 30D = 1 (55 ) T(gp,) | = 1~ il + 1)

* (Non-)Adaptive Soundness:

— Non-Adaptive Case: For all pairs of PPT adversaries (.A4;,.45) and for all
(1,x) ¢ L(R), the following holds,

(As(1, x, st), V(vp,x)) =1 gp Setup(l)‘). .
Pr ) (pp,vp) < Z(gp,1) | < e(|a] + |x]).
A (i,x) ¢ L(R) st « Ai(gp)

— Adaptive Case: For all pairs of PPT adversaries (A;,.As), the following
holds,

(Ay(1,x,st), V(vp,x)) =1 gp\</— SetUp(p). |
A () ¢ L(R) Eg}’};’ gt))i ﬁf{’g’si < ([l + [x]).

Pr

Adaptive soundness is stronger than non-adaptive soundness as it allows the verifier to
choose the index 1 and instance x adaptively after the preprocessing phase, whereas the
instance is fixed before the preprocessing phase in the non-adaptive soundness setting.
When we say soundness, we refer to the adaptive soundness in this paper. An interactive
proof is public-coin if every verifier’s message is randomly sampled from some public
distribution and statistically independent of everything else.

Definition 3.22 (Argument). An argument system for an indexed relation R is an interac-
tive proof system in which its soundness is guaranteed only against adversaries that run
in polynomial time. This type of system is also known as computationally sound proof.

Definition 3.23 (Argument of Knowledge). An argument of knowledge for an indexed
relation R is an argument system 11 = (Setup,Z, P, V') that satisfies knowledge sound-
ness. Knowledge soundness extends the definition of soundness by additionally ensuring
that if the prover convinces the verifier, then the prover knows the witness. The protocol
satisfies the following properties:
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» Completeness: for all (1,x,w) € R,

gp < Setup(1?)

Pr|(P(pp,x, w), V(vp,x)) =1 (pp,vp) < Z(gp, 1)

>1— e (1] + |x]).
* Knowledge Soundness (Rewinding): There exists a polynomial-time algorithm

called extractor £ such that, given access to any pair of PPT adversarial prover
algorithms (\A;, As), the following holds,

gp < Setup(1?)
Pr <A2(ﬁ x,st),V(vp,x)) =1 | (pp,vp) < Z(gp,1)
A (i, x, w) & L(R) (1,,st) < Ai(gp)
w < EArA2(gp i, x)

< ex([i] + [x])-

If the extractor £ can learn the witness by querying the oracle for the prover without
the prior knowledge of the witness, it implies that the prover must know the witness.
Knowledge soundness implies soundness.

Definition 3.24 (Non-interactive Argument). An interactive public-coin argument system
can be transformed into a non-interactive one using the Fiat-Shamir transform [FS87].
The transformation is achieved by replacing the verifier’s randomly sampled message at
the i'" round with the evaluation of a random oracle at a point, which is the list of the
messages sent by the prover up to the 7*" round.

Definition 3.25 (Succinct Argument). An argument system II = (Setup,Z, P, V') for an
indexed relation R is succinct, if for all (1, x, w) € R, the communication complexity
between P and V' (i.e., the size of the transcript) is at most o(|w|) - poly(A) and the
verification time is at most o(timeg(x, w)) - poly()), where timeg(x, w) is the time
required to decide the relation.

In some definitions of succinctness, the verifier’s run-time is not required to be succinct.

Definition 3.26 (Succinct Non-interactive Argument of Knowledge). A succinct non-
interactive argument of knowledge (SNARK) is a non-interactive argument of knowledge
that runs in a succinct manner.

3.5 Polynomial IOP.

Interactive oracle proofs (IOPs) combine elements of an interactive proof and a probabilis-
tically checkable proof (PCP) [BCS16]. The verifier has oracle access to the messages
sent by the prover rather than reading the messages in full. They serve as a fundamental
component in the construction of SNARKSs. A polynomial IOP (PIOP) is an IOP in
which a proof string consists of a polynomial. PIOPs are often used in the construction
of SNARKS, combined with a polynomial commitment scheme.
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Definition 3.27 (Interactive Oracle Proof (IOP)). An interactive oracle proof (IOP) for
an indexed relation R is a public-coin interactive proof system (P, V') that operates as
follows. Given (x, w) as input for P and x as input for V, they interact over m rounds.
In each round, the prover P sends a proof string II;, and the verifier V' responds with a
ramdomly sampled challenge message «; in each round ¢ € [m]. The verifier can query
the received proof strings at any location during the interaction. After the interaction,
V' accepts or rejects based on the instance x, V’s own randomness, and the response
to queries made to the proof strings. An IOP satisfies completeness and knowledge
soundness:

» Completeness: for all (i,x,w) € R,

gp < Setup(1?)

Pr|(P(pp,x,w), V(vp,x)) =1 (pp, vp) <+ Z(gp,1)

> 1 —e([a] + [x]).
* Knowledge Soundness (Rewinding): There exists a polynomial-time algorithm

called extractor £ such that, given access to any pair of PPT adversarial prover
algorithms (\A;, As), the following holds,

gp < Setup(1?)
pp | (Az(1,x,58), V(vp, x)) = 1| (pp,vp) < Z(gp, 1)
A (1, x,w) ¢ L(R) (1,%;, st) < Ai(gp)
W EAl’AQ(gp,ﬁ,x)

< ([ + [x])-

Definition 3.28 (Polynomial IOP (PIOP) with Preprocessing). A polynomial interactive
oracle proof (PIOP) with preprocessing (holographic PIOP) for an indexed relation R
is a public-coin interactive proof system (Z, P, V') that operates as follows. During the
preprocessing phase, the indexer Z takes 1 as input and generates a list of oracles to
polynomials. Given (x,w) as input for P and x as input for V/, they interact over m
rounds. In each round i € [m], the prover P sends an oracle to a polynomial f;, and
the verifier V' responds with a randomly sampled challenge message «;. The verifier
can query the received polynomials at any point ; and receive the response f;(r;) from
the oracle. After the interaction, V' accepts or rejects based on the instance x, V’s own
randomness, and the response to queries made to the polynomials. We denote an oracle
to a polynomial f by [[f]].

Soundness and Knowledge Soundness of PIOPs

The following lemma states that if a PIOP satisfies soundness, then it also holds knowl-
edge soundness.

Lemma 3.12 (Sound PIOPs are Knowledge Sound [CBBZ23]). Consider o-sound PIOP
for an indexed relation R such that, for all (1, x, w), w consists of only polynomials and
x contains oracles to these polynomials. Then, the PIOP is knowledge sound
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Proof. We show that there exists an extractor that outputs w* such that (i, x, w*) € R
if and only if (1,x) € L(R), which implies that the soundness error is the same as
the knowledge error. The extractor queries each oracle to a p-variate polynomial with
degree d in each variable at (d + 1)* points to obtain the polynomial inside the oracle.
If (1,x,w*) € R, then (1,x) € L(R) by the definition of the indexed relation. Suppose
(i,x) € L(R) but (i,x, w*) ¢ R towards contradiction. Then, there must exist w' # w*
such that (i, x, w) € R. However, there cannot be two distinct j-variate polynomials
with degree d that agree on (d + 1)* points. Therefore w* = w' which is a contradiction.
The extractor outputs the unique witness for each (i, x) € L(R), thus the soundness and
the knowledge soundness are the same. ]
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4 Base PIOPs over a Cyclotomic Ring 77,

In this section, we presented a list of Polynomial IOPs (PIOPs) that serve as building
blocks of our primary PIOP, Onigoroshi, detailed in Section 5. All the PIOPs support
the relation defined by any arithmetic circuit over the cyclotomic ring 12,. We adapted
the existing PIOPs—Sum-Check, Zero-Check, Product-Check, Multiset-Check, and
Permutation-Check, which are used in HyperPlonk [CBBZ23]—to operate over the ring
R, instead of a finite field. Moreover, we introduce a new PIOP termed Automorphism-
Check, designed to verify the consistency between input and output under an automor-
phism ¢ € Aut(R,). All the PIOPs discussed in this section can ultimately be reduced
to the Sum-Check PIOP.

We denote the boolean hypercube by B, = {0,1}* C F*. A polynomial f €
R((fd) [X*] is a p-variate polynomial over R, with degree in each variable at most d, and
[[f]] is the oracle to the polynomial f. In this work, we require that any polynomial

fe R [X#] can be expressed as
f(X) = h(r(X),...,7(X)),

where h is a ¢ = O(1) variate polynomial, 7; is a multilinear polynomial for all i € [c],
and f can be evaluated using oracle access to ¢ many multilinear polynomials (71, . .., 7¢)
and the description of 5.

4.1 Sum-Check PIOP

The sum-check protocol was first introduced in [LFKN90]. In the protocol, the prover
convinces the verifier that the sum of the evaluations of a multilinear polynomial over a
hypercube equals a specified value in R,.

Definition 4.1 (Sum-Check relation over R,;). The relation R,,,, is the set of tuples
(x;w) = (e, [[f1)); ), where f € Rg="[X¥] and Y,y f(b) = ¢

Construction

The prover and the verifier have 1 round interactions in the protocol. In each round, given
a p-variate polynomial f € R((fd) [X#], the prover computes a univariate polynomial and
sends the verifier the oracle to the univariate polynomial (See Figure 2). The verifier
responds with a random challenge point for the univariate polynomial. At the end of the
protocol, the verifier checks the consistency between the multivariate polynomial f and
univariate polynomials sent by the prover by querying the oracle to f.

31



Sum-Check Protocol

* (The first round) The prover computes a univariate polynomial of degree d

gl(X> = Z f(X7b>

bEBH,1
and send the oracle [[g;]] to the verifier.
* The verifier checks that ¢ = ¢;(0) + g1(1). Reject otherwise.

* Then the verifier samples a random value r; < R, sends it to the prover, and sets
1 < 01 (7”1).

e for 1 =2,... p:

— The prover computes a univariate polynomial

gz(X) = Z f(Tl,...,Tifl,X,b)

bGB’ufi

and send the oracle [[g;]] to the verifier.
— The verifier checks that ¢; 1 = ¢;(0) + g;(1). Reject otherwise.

— Then the verifeir samples a random value r; <— ,, sends it to the prover, and
sets ¢; < gl(rl)

* The verifier evaluates f(ry, ...,r,) by querying the oracle [[ f]] and accepts if

¢y = gu(ry) = f(ri, ..., m0).

Figure 2. Sum-Check Protocol

Theorem 4.1. The sum-check PIOP for the relation Ry, is perfectly complete and it

dp . pd
has knowledge error €i;f}, = 7.

Proof. We modified the proof in [T22] and adapted to R, setting.

Completeness

If the prover sends the polynomials g;(X) defined in the protocol for every i round, then
the verifier accepts with probability 1.
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Knowledge Soundness

We only need to consider soundness by Lemma 3.12. If ¢ # >, _ B, (b), then there has
to be at least one round i, where the prover sends the verifier a univariate polynomial
hi(X) such that

hi(X) # gi(X Z flri,..,miz1, X, b)

beEB,_;

and yet h;(r;) = ¢;(r;). The probability that h;(r;) = g¢;(r;) is at most d/|F, = qi
by Lemma 3.11. Thus, the probability that the prover sends a univariate polynomial
hi(X) # g:(X) yet h;i(r;) = ¢;(r;) in round 7 is at most ;%. Therefore, the probability
that the prover sends a univariate polynomial h;(X) # ¢;(X) yet hi(r;) = g:(r;) at any
round is at most Y " e ge = M ;ie by union bound over p rounds. 0

Complexity Analysis

The prover is required to compute ;. univariate polynomials in the sum-check protocol.
We adapt the dynamic programming algorithm in [Thal3, XZZ*19, CBBZ23] to the
ring IR, setting, achieving the prover time linear in 2# (See Algorithm 1). The Algo-

rithm 1 takes (h,7,...,7.) as inputs instead of f € R [X ] such that f(X) :=
h(m(X), ..., (X)) and outputs univariate polynomials g;,...,g,. hisac = O(1)
variate polynomial with degree d, 7; is a multilinear polynomial for all i € [c], and f can
be evaluated using oracle access to ¢ many multilinear polynomials (71, . .., 7.) and the
description of h. h can be evaluated through an arithmetic circuit with O(d) gates as its
number of coefficients is (d + 1)¢ = O(d).

Algorithm 1: Computing g1, . .., g, [Thal3, XZZ"19]
Data: (h,7y,...,7.)
Result: g1,...,g,

For each 7; computes the table A; : {0, 1}* — R, for all evaluations over B,,;
fori=p...1do

N =

3 | Foreachb e B, ;andj € [c], set
guP) = (1 — X)A;[b,0] + X --- A;[b, 1];
4 | Compute gp + h(gWP(X),... Cb)(X))
5| 9 2pen,, P(X);
6 | Send [[g;]] to V;
7 Receive a randomly sampled value r; from V;
8 | SetA;[b] < g¥P)(r;)foreachb € B, y;
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Since h has degree d, gy, <+ h(g"P)(X),...,¢*P) (X)) can be computed by eval-
uating h at d + 1 distinct points (e.g., {0,1,...,d}) and interpolating the evaluations.
Evaluating h at d + 1 points is equivalent to evaluating the circuit with O(d) gates on
d + 1 inputs, which takes O(d?) time. Furthermore, the evaluation of gUP) at d + 1
distinct points takes d -+ 1 steps. Consequently, the total amount of time to evaluate g"P)
for all j € [c] at d 4 1 distinct points is ¢ - (d + 1). Assuming ¢ ~ d, computing g, takes
O(d?) in total and computing g; takes >, ., O(d*) = O(2'7" - d*). Therefore, the
total amount of time to run the Algorithm 1 is

i o2& =0(2"-1)-&
a =0(2"d%).

The verifier time is O(1) because, in each it" round, the verifier responds with a randomly
sampled value ; € R, and queries the oracle [[g;]] at 3 points {0, 1, 7;}. This results in
a total time ) /", O(1) = O(u). The proof size (the total size of oracles sent by the
prover) is Y ¢, (d + 1) = O(ud), and the witness size, which is the size of 71,..., 7,
(the description of A is public), is O(c - 2#) = O(2").

In summary, the complexity of the sum-check PIOP for Ry,,, with regards to f €
R [X*#] is presented below;

* The prover time is pt/,,,, = O(2*d?) R,-ops.

sum

e The verifier time is vt/ = O(u).

sum

The round complexity and the number of oracles sent by the prover is rc/, == pu.

* The query complexity is qc/, = 3+ 1. The verifier queries an oracle at 3 points

sum

in each round and once at the end of the protocol.

The size of the proof (the size of the oracles sent by the prover) is pl/, = O(ud).

sum

The size of the witness is O(2*).

4.2 Zero-Check PIOP

In the zero-check protocol, the prover convinces the verifier that, given a multivariate
polynomial over 7, the evaluation of the polynomial at any point in hypercube B, is
evaluated to 0. The zero-check is built upon the sum-check protocol.

Definition 4.2 (Zero-Check relation over R;). The relation R..,, is the set of tuples
(x;w) = ([[f]], f), where f € Rc(lgd)[X“] and f(b) =0forallb € B,,.
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Construction

The protocol is constructed as below (See Figure 3).

Zero-Check Protocol: Given (x;w) = ([[f]], f).
* The verifier sends a random vector r € R/ to the prover

* Let F' be the multilinear extension of f:
F(X) = f(X) eq(X,r),
where eq(X,Y) = [[L, (X;Y: + (1 — X;)(1 = Y))).

* Run the sum-check PIOP to convince prover that (0, [[F]], F) € Rsum.

Figure 3. Zero-Check Protocol

Theorem 4.2. The sum-check PIOP for the relation R..,, is perfectly complete and it
has knowledge error €% = /jl—f + eltlp — O(“_d).

zZero sum qﬁ

Proof. Completeness

For ([[f]], f) € R.cro» F is always zero over B, therefore, the sum-check of F is zero.
The completeness follows from that of the sum-check protocol.

Knowledge Soundness

We only need to consider soundness by Lemma 3.12. Let g € Rflgd) [X*] be a polynomial

defined as
g(Y) = f(b)-eq(b,Y).

beB,

(IIf1l, f) € R.ero holds if and only if g(Y) = 0. The right implication is obvious.
Conversely, if g(Y) = 0, for any b* € B,,,

g(b*) = > f(b)-eq(b,b*) = f(b") =0

beB,,

because eq(b,b*) = 1 if b = b* and 0 otherwise. This implies that for any b* € B,,,
f(b*) = 0.
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Thus, for all ([[f]], f) & R.ero, the polynomial g is a non-zero polynomial with total
degree p1. By Lemma 3.11,
i

e

Prr<—$R§‘ [g(r) = 0] <

=

Therefore, the probability that the verifier accepts [[f]] ¢ L(Rsun) is at most £
in addition to the probability that the sum-check protocol accepts when (0, [[F]], F') ¢
Rgum, which is £ + ebn O

sum*

Complexity Analysis
The complexity of the zero-check PIOP for R,.,, is presented below;
e The prover time is pt/,,, = pth, = O(2*d*) R,-ops.

ZETO0

e The verifier time is vt/ = O(u).

ZEero

The round complexity and the number of oracles sent by the prover is rc/_ =
F

FCsum = M-

The query complexity is qc/,,, = qcf = 3u + 1.

ZETo

o _
sum

The size of the proof (the size of the oracles sent by the prover) is pl_., = pl
O(ud).

* The size of the witness is O(2").

4.3 ProductCheck PIOP

In the product-check, the prover convinces the verifier that, given a rational function,
the product of the evaluations of the rational function over a hypercube takes a specified
value in R,. The product check is built upon the zero-check protocol.

Definition 4.3 (Product-Check relation over R,). The relation R, is the set of tuples

G w) = ((& [[A]L [[£]]); fio fo). where fi, f € REV[XH], fo(b) € R forallb €
By, and [[y,c 5, (f1/f2)(b) =t. Ry contains all the invertible elements in ;. In the case

where f, = ¢ for some constant c, the relation is (x; w) = ((¢, [[f]]); f) for f = fi/c.
The following lemma is required in the construction of the product-check PIOP.

Lemma 4.1 ([SL20], §5). Let f1, f2 € Ry[X"]. Then ¢ = [],,cp, (f1/f2)(b) if and only
if there exists a multivariate polynomial v € R,[X**!] such that:

v(1,...,1,0) =t,

v(0,b) = %(b) and v(1,b) =v(b,0)-v(b,1) Vb € B,,.

2
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Proof. We define v as follow to prove the forward implication.

v(l,..,1)=0 and Vi€ [u], Vbe B,y v(1,0,b)=[](£i/f2)(b,c).

Then,
v(0,b) = [ (f1/f2)(b,c) = (fi/ f2)(b) if1=0
v(1,0) = [] (A/f)(e) =t ifl=p,

ceB,

When [ > 0,Vb' € B,_,,
v(llvovb,) = H (fl/f?)(b/ac)

= II /0.0 T (h1/f)(0.1¢)

= u(171,0,b,0) - 0171, 0,b', 1).

Thus, by setting b = (1'71,0,b): v(1,b) = v(b,0) - v(b,1) forallb € B, \ {1*}.
When b = 17, v(1#t1) = 0 = v(1#,0) - v(1#!). Thus, such v exists.
Next, we prove the reverse implication. We have, by induction, for [ = 0, ..., x,

v(1,0,b) = [ v(0,b,c) Vb € B, 9)
ceB;
The proof of the statement above is given in the end. Now we take [ = p, then

t = 0(1,0) = [Tocp, 0(0,€) = [Tocs, (/1/f2)(©).

We provide the proof of the equation (9) by induction below.
(Base case) When [ = 0, v(1°,0,b) = v(0,b) and [[ . 5, v(0,b,c) = v(0,b).
(Induction Steps) Suppose the equation (9) holds for [ = k:

v(1¥,0,b) = J] v(0,b,c) ¥b € B, .
cEBy,
Forb € B,_ (141
v(1¥0,b) = v(1,1%,0,b)
=v(1%,0,b,0) - v(1%,0,b,1) (- v(1,b) = v(b,0) - v(b, 1))

= ] »(0.b,0,¢)- J] v(0.b,1,¢)

CGBk CGBk

= H v(0,b, c).

cEBy41
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Construction

By Lemma 4.1, there exists a polynomial v € Régl) [X#+1] such that its evaluation at
point (1#,0) equals the product of the evaluations of the rational function f’ over B,,.
The prover convinces the verifier that the polynomial v was correctly computed according
to its definition by performing the zero-check, as described in 4.2. At the end of the
protocol, the verifier checks if the evaluation of v at point (1#, 0) matches as the desired
value by querying the oracle [[v]]. Figure 4 provides a more detailed description of the
protocol.

Product-Check Protocol: Given (x;w) = ((¢,[[f1]], [f2]]); f1, f2), we denote f’ :=
fil fa.

« The prover sends the oracle to v € R{=" [X#+1] such that

v(0,b) = f'(b), v(1,b)=v(b,0)-v(b,1) Vb€ B,.

e Define h € R{=™™ ) [ xut1] guch that
W X0,y Xp1) = (1= Xo) - F(X1, 0, X)) + Xo - §(X1, ..., X)),
where
f(X) = 0(1,X) = 0(X,0)- (X, 1), §(X) = fo(X) - 0(0,X) = fi(X).
Run the Zero-Check PIOP (Section 4.2) for ([[1]], k) € Reero.

* The verifier queries [[v]] at point (1,...1,0) € B, and checks if the following
holds:

Figure 4. Product-Check Protocol

Theorem 4.3. The product-check PIOP for the relation 12,4 is perfectly complete, and

it has knowledge error ez;fgd =elr =0 (’2—{) , where d’ = max(2,d + 1).

Proof. Completeness

If the prover generates v honestly,
v(0,b) — f'(b) =0, wv(1,b) —uv(b,0) -v(b,1)=0 Vbe B,
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Thus, f(b) = 0and §(b) = 0 for all b € B,. Therefore, ([[1]],h) € R.ero,» and the
verifier accepts in the zero-check. By Lemma 4 L if (¢, [[Al], [[f2]], ); f1s f2) € Rproas

U(l,“.,l,O):: IIbeBu(jl/jé>(b)::
Knowledge Soundness

We only need to consider soundness by Lemma 3.12. For any ((¢, [f1]], [f]]), f1. f2) ¢
R,..q and any v sent by a dishonest prover, it is either that v(1,...,1,0) # ¢ and the

verifier rejects or v is computed incorrectly, i.e., ([[2]],2) & R.cro. Therefore, the
probability that the verifier accepts is max(0, eﬁeﬂjl) = el O
Complexity Analysis

The complexity of the product-check PIOP for ?,,,q is presented below;

* The prover time is ptpmd = ptzem + 2 = O(2"d?) R,-ops. The term 2" is the
steps for computing v.

O(u).

¢ The verifier time is Vt]{rod

f/

¢ The round complexity and the number of oracles sent by the prover is rc,,., =

rcilero+1 :M—'—l

* The query complexity is qc’ +1=3u+2.

prod q zero

* The size of the proof (the size of the oracles sent by the prover) is plpmd =
+ 2# = O(2"). The term 2" is the size of the oracle [[v]].

plzero

* The size of the witness is O(2").

4.4 Multiset-Check PIOP

The multiset-check is a building block of the permutation-check in Section 4.5 and is
built upon the product-check in Section 4.2.

Definition 4.4 (Multiset Check relation over 12,). The relation R!
set of tuples

(iw) = (AL s (A gl s [): (B Fi 910 0))

where f;, g; € Rq [X #] for 1 < i <[ and the equality of the following two multisets
of tuples holds:

{(A). i) }

forany [ > 1 is the

mset

= {(g:(0), . (b)) |

beB, beB,
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Construction (Step 1)

There are two steps to construct the multiset-check protocol. We first build a basic
multiset-check protocol for the relation R}, .., and then construct the multiset-check
protocol for the general relation R!, ., based on the basic protocol. In the multiset-check
protocol for R! .. the verifier sends a randomly sampled challenge, and the prover
generates two polynomials based on this challenge as well as the witness polynomials
provided as input. Then, they perform the product-check (Section 4.3) for these generated

polynomials (See Figure 5).

Multiset-Check Protocol for B! _: Given (x;w) = (([[ 1, lgll): O, g)),

* The verifier samples a challenge r <—$ 7, and sends it to the prover.

* The prover set f' = r + f and ¢’ = r + g and perform the ProductCheck PIOP
(Section 4.3) for ((1, [[f']], [[¢']]); /', ¢") € Rproa.

Figure 5. Multiset-Check Protocol for R}

mset

Theorem 4.4. The multiset-check PIOP for the relation R}, ., is perfectly complete, and

mse

. d,p oK dy 20 +p-max(2,d+1) \ 2K +ud
it has knowledge error €7, 1 := == + €5,y = O (q—e =0(=")-

Proof. Completeness

For any (([[f]], [lg]]); (f,9)) € Rper, the following holds:

[T ¢+ 7)) =TT tr+g(o)).

beB, beB,

Thus, [T,ep,(r + f(b))/(r + g(b)) = 1. Therefore, (LI D) £ 9') € Ryroa
The completeness follows from that of the product-check.

Knowledge Soundness

We only need to consider soundness by Lemma 3.12. For any (([[/]], [[9]]); (f.9)) ¢

R} ..., the following holds:
F(X) = [ (X +f(b) # GX):= [] (X +4(b)).
beB,, beB,,

There are two cases where the verifier still accepts.
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1. For a challenge r < R,, F'(r) = G(r). Since the degree of F' and G is 2", the
probability that the verifier accepts in this case is, by Lemma 3.11, at most 3—5.

2. When F(r) # G(r), (1 [[r+ /1), [[r+9))); -+ f,7+9) ¢ Ryt as [loes, mra) #

1. The probability that the verifier accepts in this case is at most ez;fé o

Therefore, the probability that the verifier accepts is at most 3—‘ + eg;féd. [

Construction (Step 2)

Finally, we construct the multiset-check for the relation R! __, using the base protocol
described in Figure 5 as a building block. In the protocol, the verifier sends [ — 1 randomly
sampled challenges to the prover. In response, the prover generates two polynomials as
linear combinations of [ polynomials provided as input. Subsequently, they perform the
multiset-check for the relation R __, on these two polynomials. The construction detail
is described below (See Figure 6).

Multiset-Check Protocol for R __, forany [ > 1:

Given (x;w) = (LAl o (L) gl o ) CFrs s i)

* The verifier samples challenges 73, ..., 7; <$ 1%, and sends them to the prover.

. Theproversetsf =fi+tro-fo+---4+r-frandg =g +1ro-go+---+
T gl and subsequently run the Multiset-Check PIOP, detailed in Figure 5, for

(11101091 F.§) € R

Figure 6. Multiset-Check Protocol for R!

mset

Theorem 4.5. The multiset-check PIOP for the relation R!,,, is perfectly complete, and

it has knowledge error eZ;’;et’l = % b, =0 Wq#j .
Proof. Completeness
For any (ALl o (LA 9] [19010)s (frs o i 91,00 1) ) € Ry the following

holds:

{Ab) 42 faB) - 4rfilb) ) = {u(B) 472 ga(B) 471 i(b) |

beB, beB,,

Therefore, (([[f']],[[¢']]); ', 9') € R} The completeness follows from that of the
multiset-check for R}

mset*
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Knowledge Soundness

We only need to consider soundness by Lemma 3.12.

For any (LAl oo (L U911} o (1903 (Fis s fis 1, 0)) € Rl
the following holds:

U:= {(f1(b), ---7fz(b))} #V = {(gl(b)w--,gl(b))}

beB, beB,

There are two cases where the verifier accepts under the above condition,

1. When (([[f]], [[§]]); f,§) € R},sus» the following holds:

{Ab)trrfob)t e fib) ) = {gu(B)raga(b) - +rigi(b)}

" beB,

Let W be the maximal multiset such that W C U and W C V. We define
U:=U\Wand V' :=V\W.Then |U' = |V'| > 0andU'NV' =0byU # V.
Hence, there exists an element u € U’ such that u ¢ V. Let’s define [ — 1 variate
polynomial ¢, € Rj[X'""] such that ¢(X) = ug + ug - Xy 4+ - + u; - Xj1.
Since the total degree of ¢, is [ — 1, forany u € U’ and v € V' (u # v), the
following holds by Lemma 3.11:

-1

Prr%sRéfl[(bU(r) = ¢u(r)] < r

We need to compute the probability that, given r € sz_l, ¢u(r) = ¢y (r) where
G (r) == {u(r) buev- du/(r) = ¢y (r) implies that there exists u € U’ such
that ¢y (r) € ¢y~ (r). Together with the union bound,

PI'I_<_$R51—1 [¢U/(I‘) = ¢V/(I‘)] < Pru_mi]_l [Ehl € U’ such that ¢u<1‘) S ¢V/(I‘)]

< Prr<—$Ré_l [ U (qbu(r) - ¢V(r))]

veV’

< Z PrngRfl—l[qu(r) = ¢V(I')]

veV’
"l — n(l —
_IVIe-1 201
q° q°
2. When (([[f]],[[]]); f,§) ¢ R}, the probability that the verifier accepts is at
most eﬁiféet’l.
Therefore, in total, the probability that the verifier accepts is at most % + ei’l’s‘em. []
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Complexity Analysis

The complexity of the multiset-check PIOP for R! . with regards to

mse

G: (fl,---yfl;Qla"'?gl)

is described below;

e The prover time is ptS , = ptmset L= ptgréfl = O(2"d*) R,-ops. Evaluating
fand j takes [ - (d + 1) = O(d) time.

The verifier time is vt&, , = vtgréz = O(p).

The round complexity and the number of oracles sent by the prover is rcG, , =

mset
S
r profl =H + 1.
e The query complexity is qc&,_, = qc ﬁr{fi = 3u + 2.
« The size of the proof (the size of the oracles sent by the prover) is pIS, , = PI;];«{;Z/ =

O(2").
The size of the witness is 2/ - O(2*) = O(l - 2").

4.5 Permutation-Check PIOP

The permutation-check is a key protocol to check the consistency amongst wires in an
algebraic circuit. It is built upon the multiset-check protocol described in Section 4.4.

Definition 4.5 (Permuation-Check relation over 12,). The indexed relation R, is the

set of tuples
(&3 w) = (o3 ([[£1), [lg])): (£, 9))

where o : B, — B, is a permutation, f,g € R [X*#], and f(b) = g(o(b)) for all
b € B,.

The following lemma asserts that if the equation (10) is satisfied, it necessarily
implies that the permutation-check relation is also satisfied.

Lemma 4.2. Let f,g € Régd) [X#]and 0 : B, — B, be a permutation. Let ¢4, ¢, €
RV [X*] such that

Lia(b Zb 271 and  1,(b) = 1ig(c(b)) Vb€ B,.

Then, g(b) = f(o(b)) for all b € B,, if only and if
{(tia®). f(0) by, = {(ta(0).9(b)) }y e, - (10)
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Proof. Let X := {(tja(b), f(b))}ben, and Y := {(is(b), g(b))}bes,, where tja(b) =
[b] and ¢, (b) = [o(b)]. We first prove the forward implication.
For any ([bl, f(b)) € X, [b] = [o(c"(b))] and f(b) = g(o™"(b)). By the defini-
tion of Y, ([o(o~ (b))], (c71(b))) € Y, which implies ([b ],f( )) € Y. For any
([o(b)], g(b)) € Y, ([o(b]), g(b)) € X since g(b) = f(o(b)). Therefore, X =Y.
Conversely, suppose X =Y. For any b € B, if we consider ([o(b)], g(b)) € Y, there
exists ([b*], f(b*)) € X for b* € B, such that ([o(b)], g(b)) = ([b*], f(b*)). Thus,
[o(b)] = [b*] — o(b) = b*and g(b) = f(b*). Combined above, g(b) = f(a(b)). O

Construction

Given two multivariate polynomials f, g € Régd) and a permutation o : B, — B, we
define two polynomials ¢4, L, € Rggl)[X ] such that, for any b € B, 1;,4(b) = [b] :=
S b -2 and ¢, (b) = [o(b)]. It holds that f(b) = g(c(b)) forall b € B, if and
only 1f {(tia(b), f(b)) }beBM = {(t(b), g(b)) }beBH by Lemma 4.2. Therefore, the
permutation- check simply performs the multiset-check on these polynomials (See Figure
7).

Permuation-Check Protocol: Given (i;x; w) = (0; (LA [Lg]]); (f g))

the indexer generates two oracles [[t;4]] and [[to]] for tiq, 1o € RSV [XH]
such that ¢,4(b) = [b] and ¢,(b) = [o(b)] forall b € B,,.

¢ Run the Multiset-Check PIOP described in Section 4.4 for

(C[Leial; [N Tleal]. [[g]D): (tias £, 9)) € B

Figure 7. Permutation-Check Protocol

Theorem 4.6. The permutation-check PIOP for the relation R, is perfectly complete,

and it has knowledge error ¢% .= ¢ — O <M>

perm mset,2 q°

Proof. Completeness

For any (o ([[f]], [l Rperms the following holds by Lemma 4.2:

9)) €
{(bld< ): [(b )}beBM {(Lo(b)vgw))}bem'

Thus, (([[eia)], [F]]: [[eo]], [[9]]): (tias [+ o 9)) € R2,,.;- The completeness follows from
that of the multiset-check for R?

mset*
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Knowledge Soundness

We only need to consider soundness by Lemma 3.12. For any (([[f]],[l9]]); (f,9)) ¢
Rperm, the knowledge error remains consistent with that of the multiset-check, and is,

d,p
thus, at most €, ., 5. []

Complexity Analysis

The complexity of the permutation-check PIOP for R2,.,,, with respect to

S = ([/’idv f7 [’07g)
is presented below:

e The prover time is pt/.9, = pt ., = O(2"d*) R,-ops.

perm

. . . S
* The verifier time is vtzfg,m =vt> ., = O(n).

Tl;e round complexity and the number of oracles sent by the prover is rc;f’e%m =
rcmset =K + L.

The query complexity is qc/9. = qcS . =3u+ 2.

perm

S _
mset ~

The size of the proof (the size of the oracles sent by the prover) is plggm =pl
O(2").

The size of the witness is O(2 - 2#) = O(2").

4.6 Automorphism-Check PIOP

The automorphism-check is a newly introduced PIOP in this work that can prove the
consistency between the input and output of automorphism gates in an algebraic circuit
over IR,. It is built upon the sum-check protocol described in Section 4.1.

Definition 4.6 (Automorphism-Check relation over ;). The relation R, is the set of
tuples (1, x;w) = ((¢, sy); ([[f1], [[9]]); f- 9), where ¢ € Aut(R,) is an automorphism
over R, s € RV [X*#] is a polynomial such that:

Y

(b) = 1 if the gate represented by b is the y-automorphism gate
~ 10 Otherwise

f.g € REV[X#), and ¢ (s(b) - f(b)) = s(b) - g(b) forall b € B,,.
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Construction

In this protocol (See Figure 8), we reduce the automorphism-check relation into the
following.

>~ (¥(f(B)) = g(b)) - eq(b.x) =0,

bGSw

where Sy, C B, is a set such that, for any b € S, the gate represented by b is the
t-automorphism gate, eq(X,Y) := > 4 (X;V; + (1 — X;)(1 —Y;)),andr € R, is a
randomly sampled value. By the homomorphic property of ¢/, we can rewrite it as:

Z <w(f(b)) : 2/’(fffl(?/fl(b), ¢71(I‘))> — g(b) - eq(b, r)) =0

bGSw

(1)
o | D fb)-eq(b,yM(r)) | = > g(b)-eq(b,r) =0.

b€S¢ bESw

Since b € Z,, ' (b) = b. We have two sum-check instances in the equation (11) but
both sums are taken over Sy, rather than B, as in the sum-check protocol (Section 4.1).

To address this issue, we introduced a polynomial s, € R((fl) [X*] such that s,(b) =1
if b € S, and 0 otherwise. The modification of the equation (11) is presented below:

U3 su(b)- f(b)-eq(b, v (x) | = Y su(b)-g(b) -eq(b,r) =0. (12)

beB, beB,

The prover and the verifier perform the sum-check for these two instances. Subsequently,
the prover sends the evaluations of these two sum-check instances to the verifier, who
then verifies the consistency of the equation (12).

Theorem 4.7. The automorphism-check PIOP for the relation R, is perfectly complete

. dp . _po o dp o) pd
and it has knowledge error €,),,, := = T €m = (@) )
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Automorphism-Check Protocol: Given (i,x;w) = ((¢, sy); ([[f]], [[9]]); f, g). the in-
dexer generates oracles [[¢]] and [[sy]] where s, € R3'[X*] is a polynomial such that

(b) 1 if the gate represented by b is the )-automorphism gate
s = .
v 0 Otherwise

* The verifier sends a random challenge r <= R to the prover.

* The prover computes the following multilinear extensions

F(X) = 54(X) - f(X) - eq(X, 97 (r)),
G(X) = s4(X) - g(X) - eq(X,, 1),

where eq(X,Y) := > (XiY; + (1 — X;)(1 — Y7)).

e Let
a= Y su(b)- f(b)-eq(b,y(r)),
b= su(b)-g(b)-eq(b.r).

which can be computed by the prover in an offline manner.
* The prover sends the verifier a and b.

* Run the Sum-Check PIOP described in Section 4.1 for ((a, [[F]]); F)
and (b, [[G])); G).

* Lastly, the verifier checks v)(a) = b. Reject otherwise.

Figure 8. Automorphism-Check Protocol

Proof. Completeness

For any ((¢; ([[f]], [[9]]); f+9) € Rauto. it always holds that ¢(a) = b. By the homomor-
phic property of 1,

Y(a) = ¥(sy(b)) - v(f(b)) - ¢(eq(b, v (x)))

beB,

= 3" W(su(b)) - 0 (f(b)) - eq(v(b), (v (x)))

beB,



The completeness follows from that of sum-check protocol.

Knowledge Soundness

We only need to consider soundness by Lemma 3.12. For any (¢; ([[f]], [[9]]); f.9) ¢
Rauto let Hy, Hy € RS X"] such that

Hi(Y)= ) ¥(sy(b)-f(b))-eq(b,Y) and Hy(Y)= ) su(b)g(b)eq(b,Y).

beB,Y beB,Y

Then H,(Y) # H,(Y) since there exists b € S, such that ¢)(f(b)) # g(b). Since the
total degree of H, and H, is y, by Lemma 3.11,

Pl‘r<—$R¢; [Hi(r) = Hy(r)] < %

Therefore, the probability that the verifier accepts is at most % , plus the probability
that the sum-check protocol accepts when (b, [[G]], G) ¢ Rsum and ¥(a) = b, resulting
in £+ e O

sum*

Complexity Analysis
The complexity of the automorphism-check PIOP for R, is presented below;

« The prover time is pt/% = ptf +pt& = O(2"d?) R,-ops.

auto

« The verifier time is vt/ = O(u).

fig _

auto —

* The round complexity and the number of oracles sent by the prover is rc
rck S+ 1=2u+1.

« The query complexity is qc/% = qcf, +qcC, 41 =6+ 3.

* The size of the proof (the size of the oracles sent by the prover) is plf:;f’ta =
F

Pl + P12 = O(24).

* The size of the witness is O(2").
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5 Onigoroshi

In this section, we describe Onigoroshi, the first PIOP that can prove relations defined by
algebraic circuits over a cyclotomic ring 12, comprising automorphism gates. Onigoroshi
is built upon the zero-check, permutation-check, and automorphism-check described in
Section 4.

Definition 5.1 (Onigoroshi indexed relation). Let
gp = (Rq> 67 £§7 Kp’ ega ﬁa, f)

be the public parameters for the indexed relation R,,;, where R, := Z,][f] is a cyclotomic
ring for conductor f,

e ( = 2* is the number of constraints,
* (. = 2" is the number of selectors per gate,
* (, = 2" is the number of public inputs,

* (4, = 2" is the number of inputs per gate plus 1 (for the output),

l, = 2" = p(f) — 1 is the number of automorphisms over R, := Z,|[f] except for
the identity map.

[ Ry[X**Htt — R [X*]is a polynomial map such that:

f(k, A p) = Ko - ()\0 +-+ )\49—2) + Ky (>\0 e )\zg—z) + Z Kit1 - Gi(Aos - -5 Agy—2)

i=1
- Afgfl + pv

where k € R [X"]'s, X € R,[X"]'s, p € R,[X*] and G : Ry R, is a custom gate.
The indexed relation R,,,; is the set of tuples

(1535 w) = (5,00, PO (p, ] )

where 0 : B,,y,, — B4, is a permutation and s € REF” [X#*Va] is a polynomial such
that, foralli = 1,...,¢(f) — 1:

1 if the gate specified by b is the ¢)(V-automorphism gate
0 Otherwise '

s((t = Do, b) = {

P =1 ¢ Aut(R,) are all the automorphisms over R, except for the identity
map, ¢ € RV [ X#Htvs] p e RSV [X"],w e RS [X#*¥9] are the selector polynomial,
public input polynomial, and witness polynomial, respectively. (1;x; w) € R,,; satisfies
the followings:

49



* The gate identity:
A e(f)-1
fb)=0 vbeB,\ |J Sy,
i=1
where Sy« C B, is a set containing all the gate indices of 1) -automorphism
gates and

) = 1 (s(00X), -6 (s X), @((0hysX), - sw((ly= 1), X), p(X) ).

(13)
Onigoroshi performs the zero-check described in 4.2 to verify the aforementioned
instance.

* The automorphism gate identity:

((w“),s(@' - 1>,,G,X)); ([lwinll; [lwoue])s (wm,wm)) € Rouo Vi€ A

where A := {j € [¢(f) — 1] | Syu # 0},
Wiy, = w((O)Vg, X) and Wy, = w((ég — 1)y, X) The definition of the relation
R0 18 described in Definition 4.6.

* The wiring identity:

(o; ([[w]], [[w]); (w,w)) € Rperm  (described in Section 4.5).

* The consistency between the public input and witness polynomial:

p(X) = w(0*sr X).

Construction

In this protocol (See Figure 9), the prover first proves the gate identity by performing the
zero-check described in Section 4.2 on the polynomial f - 5, where f is defined at the
equation (13) and 5 € R{="[X*] is a polynomial such that 5(b) = 0if b € Uf:(fl)fl Sy
and 1 otherwise. The gate identity check is performed over all the gates except for
automorphism gates, which are specified by B,, \ Uf:(fl)_l Sy. Subsequently, the
protocol performs the automorphism-check described in Section 4.6 for automorphism
gates. The wiring identity is verified by performing the permutation-check described in
Section 4.5 on the witness polynomial w. At the end of the protocol, the verifier checks
the consistency between the public input polynomial p and witness polynomial
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Onigoroshi
Indexer: Z(gp,i = (,s, 0,9, ..., ¢@0=D)) calls the permutation PIOP indexer

([[eall], [[e6]]) = Zperm (9)-
The indexer computes the oracle [s], where § € R{=Y [X#] is defined as

5(b) = {1 (Zfﬁl)_l $(0 =, b) = 0) Vb € B,.
0 (otherwise)

T outputs vp = ([[dL [[s1], [[eiall, [[ea]]; (HWHL&)’

where A := {j € [p(F) = 1] | S, (G = v b) #0}.

Protocol: The prover P(gp, i, p,w) and the verifier V (gp, p, vp) perform the follwoing
protocol.

« The prover sends the witness oracle [[w] to the verifier, where w € RSV [X#+¥s].

« (Gate Identity) The prover sends the verifier the oracle [[f - 5], where f €

Réﬁd) [X*] is defined in the equation (13). Perform the Zero-Check PIOP described
in Section 4.2 for ([[f - §]], f - 5) € R.ero-

* (Automorphism Gate Identity) Forall i € A,
the prover and verifier perform the Automorphism-Check for

((W, (G = D X) ); ([winl] o] (wm,wom)) € Ruuto,

where wi,, = w((0)y,,X) and wour = w((¢y — 1),,, X).

* (Wiring Identity) The prover and verifier perform the Permutation-Check PIOP
described in Section 4.5 for (a, ([[w]], [[w]]), (w, w)) € Ryerm.

* The verifier checks the consistency between the public input polynomial and
witness polynomial. It samples r € R,”, queries [[w]] at point ({0),.1,—,,T), and
then verifies if p(r) = w((0)y4v,—v,,T).

Figure 9. Onigoroshi Protocol

Theorem 5.1. Let gp := (R, ¢, (., (), (g, Ly, f) be the public parameters of the relation
Roni where £, 0. = O(1). Let d := deg( f) be the total degree of f. Onigoroshi PIOP
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for the relation R,,; described in the Figure 9 is complete with error ¢ = ;%, and it has

L d—+1 d,u 1pu+vg v, _ Lptvg M 4 1ud
knowledge error €52 := max {ezjm“, €autor Eperm *, £ = €perm = O =% ).

Proof. Completeness

For any ((g, s, o, W, =) (p) [[w]]),w) € R, the following properties
hold by Definition 5.1:

 ([[f - 5]], f - 5) € R.cro» hence the verifier accepts the gate identity check. Com-
pleteness follows from the completeness of the zero-check PIOP.

o (9 [[w]],w) € Rauso forall i € A, thus the verifier accepts all the automorphism-
check. Completeness follows the completeness of the automorphism-check.

« The public input polynomial p € R [X ] is identical to w(0¥ s~ X)) €
RE=Y [X™*], hence their evaluation is always the same: p(X) = w(0#7s~» X)),
Thus, the verifier passes the consistency check.

In the wiring check phase, the permutation-check is performed on (o, ([[w]], [[w]]), w),
eventually leading to the product-check described in Section 4.3. In the product-check,
the following must hold:

((LIAD L0): fis £2) € Roren

where fi = r+1,4+72-w and fo = r+1, +1ry-w. By the definition of the product-check,
for any b € B,,, the evaluation of the denominator f5(b) is required to be non-zero. We
consider the following polynomial.

B(X) = X 4 15(b) + 13- w(b)

for some b € B,. The CRT trasformation of F5 results into ¢ slots of a univariate
polynomial of total degree 1 over a finite field FF,. The probability that there exists
b € B, such that there is at least one slot ¢ where CRT(F});(b) = 0 is:

Pryr s, [3i € [¢] : CRT(F);(r") = 0] < | J Provee, [CRT(F2)(r') = 0]
ze[qb}

< Z -
iclg)

¢
¢°
o

Consequently, the completeness error is at most
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Knowledge Soundness

For any ((g, s, o, @O0 (p [[w]]); w) € R, at least one of the following
holds:

« ([[f 8], f3) ¢ Recron
. (W, ([[winl], [out]]) (wm,wout)> ¢ Rous, for some i € A,

(0’ (Hwﬂ7 Hw]])7 (w7w)) ¢ Rperm,
p(X) # w(0rre ™, X)

In the first case, the probability that the verifier still accepts in the zero-check is at

most ¢/t1#  In the second case, the probability that the verifier still accepts in all

the automorphism-checks is, at most ej;fgo. In the third case, the probability that the
verifier still accepts in the permutation-check is, at most e,l,;‘faﬁg. In the last case, the

probability that the verifier still accepts is at most Z—i by Lemma 3.11. Therefore,
the probability that the verifier accepts for any (o; (p, [w]]);w) ¢ Rppionk is at most
max { el Lo, bt e, 2 ). m
Complexity Analysis

Let ¢4 := |A|, where 0 < |A| < ¢(f) — 1. The complexity of the Onigoroshi is presented
below;

e The prover time is pt,,; = O(d*) + O(ls - ld?) + Q2019 d?) = O(Lald?)
Rg-ops.

* The verifier time is Vt,,; = £, + O(p) + O(la - 1) + O(p + pg) = O(lap + ¢,).
The term ¢, is the number of public inputs that the verifier has to read at the
beginning of the protocol.

* The round complexity and the number of oracles sent by the prover is rc,,; =
pAla- 2u+ 1)+ (ptpg+1) =2(0a+ Dp+ o+ pg + 1

* The query complexity is qc,,; = (3 + 1) + €4 - (6 + 3) + (3 + 3y + 2) =
(604 4 6)p + 304 + 31y + 3.

* The size of the proof (the size of the oracles sent by the prover) is pl,,,; = O(ud) +
O(lapd) + O(2FFHs) = O(2M).

* The size of the witness is O(2*).
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6 Application

As explained in the previous section, Onigoroshi supports relations over a cyclotomic
ring R, that involve automorphisms in Aut(R,). In this section, we provide more detailed
descriptions of some of the applications listed in Section 1.1.

6.1 Verifiable FHE (with Bootstrapping).

Fully Homomorphic Encryption (FHE) is a cryptographic primitive that enables compu-
tations on encrypted data. FHE can be used to add privacy-preserving properties to cloud
systems where the server can homomorphically perform computation on clients’ en-
crypted data. Some FHE schemes have bootstrapping operations that refresh cyphertexts
after involving a certain number of homomorphic operations, enabling further homomor-
phic operations on them [MS18, LMK*23b, GPV23]. In FHE schemes, computation
on encrypted data requires malleable cyphertexts. Typically, FHE schemes assume that
the server correctly performs computation. However, this assumption brings issues
of integrity in FHE. There are key-recovery attacks exploiting the malleability of FHE
[CT15, CGG16]. To address the issues, verifiable FHE (VFHE) was introduced [VKH23],
which is FHE with integrity property. A common approach for constructing vFHESs is
to combine an FHE scheme with a verifiable computation (VC) scheme [GGP10] or
SNARK.

However, combining an FHE scheme and a VC scheme in an efficient manner is
not trivial work since many VC schemes or SNARKSs operate over a field, while FHE
schemes work over polynomial rings. Consequently, a VC scheme and SNARK over
rings have been proposed [BCS23, GNS23, BCFK21]. None of the aforementioned
VC and SNARKSs support relations involving automorphisms, which are utilised for
bootstrapping operations.

Onigoroshi can be used as a building block of a vVFHE with bootstrapping, enabling
the verification of non-arithmetic operations involving automorphisms in addition to ring
addition and multiplication operations.

6.2 SIMD-satisfiability of Arithmetic Circuits over Finite Fields.

In this section, we describe how to prove multiple statements over a finite field F e in
a single instruction multiple data (SIMD) manner using Onogoroshi. More precisely,
Onigoroshi allows the prover to prove ¢ many statements defined over the same algebraic
circuit C' over .. We denote the Onigoroshi relation over a finite field by R}, ;, which
is similar to the plonk relation in HyperPlonk [CBBZ23].

Let
(@1 opo)s Unlls o lwsl)s ()
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be ¢ many instance-witness pairs for the relation R} . such that

((§, o); (pi, [[wl]]),wl> € R, foreachi € [¢].

where 0 : B, 1, — B4, is a permutation, ¢ € Fflegl)[X #tv4] is a selector polynomial,
pi € ]F((IESD[X “?] is a public input polynomial, and w; € ]Ff];l)[X K9] is a witness
polynomial.

We first convert ¢ pairs of an instance and a witness over [F . into a single pair of an
instance and witness over a cyclotomic ring R, using the inverse of C'RT" transformation
described in Lemma 3.9, denoted as C RT~'. We obtain the following by applying
CRT:

CRT™ ((prs+ - ,pg)) = p € REV[X™],

q
CRT™* ((wl, o ,w¢)) —w e Réﬁl)[X‘”*Vg].
Then, it holds that:
((g:0); (, [[W]]);w) € Roni

for the relation R?,,;. Subsequently, we perform Onigoroshi presented in Section 5 for

((g,0); (p, [[w]]); w), which is exactly equivalent to performing Onigoroshi over a finite
field IF ;. for ¢ many inputs.
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7 Conclusions

We presented the first polynomial interactive proof (PIOP) over cyclotomic rings that can
prove the satisfiability of algebraic circuits over cyclotomic rings involving automorphism
gates. Our PIOP allows to natively prove relations over cyclotomic rings involving
automorphisms (even without automorphisms). These types of relations appear in the
constructions of lattice-based cryptographic primitives.

We first introduced automorphism gates to circuits over a cyclotomic ring that takes
an element from the ring and outputs the evaluation of an automorphism on the input.
We presented Automorphism-Check, a novel polynomial interactive oracle proof (PIOP)
that can verify the consistency between the input and output of all the automorphism
gates in a circuit comprising the same automorphism.

Furthermore, we discussed that Verifiable Fully Homomorphic Encryption (VFHE) is
a prominent example of such constructions, which ensures that computation on encrypted
data is performed correctly by the server (integrity property). Since Onigoroshi supports
relations with automorphisms, it can be used to verify computation involving automor-
phisms in addition to arithmetic operations, which appear in bootstrapping operations
performed in some FHE schemes. However, we leave the concrete instantiation of vVFHE
based on Onigoroshi as future work.

Finally, we showed that Onigoroshi can be employed to verify multiple statements
over a field in a SIMD manner. This is achieved by packing multiple statements into a
single statement over a cyclotomic ring via the CRT inverse transformation and then
applying Onigoroshi to this statement.
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