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ABSTRACT

The increasing interconnectedness of systems, facilitated by the convergence of
global megatrends like hyperconnectivity and the demand for super platforms,
elevates the development of smart solutions based on the system of systems. Al-
though these smart solutions enable cross-organisational collaboration and data-
driven decision-making, they also introduce new attack vectors and significant
security and privacy challenges. Traditional information security management
approaches often struggle to effectively support multidisciplinary expert groups
in navigating the complexities of collaborative, dynamic environments, such as
those found in smart solutions.

To bridge this gap, first, this thesis proposes a FISP-ProCOP framework. FISP-
ProCOP (Framework for Information Security and Privacy Management — Pro-
cesses, Countermeasures, Organisation, and People) provides a structured ap-
proach to assessing the current state of security and privacy management within
organisations. It considers four crucial dimensions: processes, countermeasures,
organisation, and people. By analysing these dimensions, organisations can iden-
tify gaps and potential threats to their security and privacy posture.

Second, this thesis presents a tool-supported privacy analysis method. This
method leverages open-source DPO and Pleak tools to identify privacy viola-
tions in collaborative business processes and recommends a way to assess suit-
able privacy-enhancing technologies. By integrating privacy analysis into busi-
ness processes, organisations can enhance compliance with data protection regu-
lations, such as GDPR, and mitigate privacy risks.

Third, this thesis proposes two alternative designs based on different trust mod-
els (decentralised and distributed) for smart systems enabled by the X-Road data
exchange system. Supported by the proof-of-concept implementations and de-
signs’ assessment, organisations can make informed decisions about their identity
management strategies considering such factors as security, control, usability, and
maintainability.

This thesis includes six studies in the context of intelligent transportation sys-
tems to evaluate the proposed framework’s and methods’ usability. These studies
demonstrates the applicability and effectiveness of the proposed methods in sce-
narios of intelligent transportation systems. Finally, FISP-ProCOP, the privacy
analysis method, and the method for evaluating identity management systems are
combined into the method for information security and privacy management in
smart solutions.

Thus, this thesis contributes to information security and privacy management
by helping data protection officers, information security officers, business ana-
lysts, and security architects coordinate their security and privacy assurance ef-
forts. By addressing the challenges posed by the increasing interconnectivity of
systems, this research empowers organisations to enhance their security posture
and protect sensitive data.



CONTENTS

List of original publications

1. Introduction

1.1. Motivation Scenario . . . . . . . . . .. ...
1.2. Problem Statement & Research Objectives . . . . . . . . ... ..
1.3. Research Approach . . . . .. .. ... ... .. .........
1.3.1. Design Science Research . . . . . . ... ... ... ...
1.3.2. Situational Method Engineering . . . . . . ... ... ...
1.3.3. Thesis Contribution Overview . . . . . . .. .. ... ...
1.4. Thesis Structure . . . . . . . . . . ...

2. Background

2.1. Smart Solutions . . . . . ...
2.1.1. Intelligent Transportation . . . . . . ... .. ... ....
2.1.2.e-Government . . . . . ... e
2.13.e-Health . . ... ... ... ... . ... ...
2.1.4. Incidents in Smart Solutions . . . . . ... ... ... ...

2.2. Information Security and Privacy Management . . . . . ... ..
2.2.1. Frameworks and Reference Models . . . . . .. ... ...
2.2.2. Industry Standards . . . . . ... ...
2.2.3. European Regulations . . . . ... ... ..........
2.2.4. Privacy Principles and Privacy-Enhancing Technologies . .
2.2.5. Supporting Tools for Personal Data Protection . . . . . . .

2.3. Identity Management IdM) . . . . . . . ... ... ... ... ..
2.3.1. Collaboration and Trust . . . . . ... ... ... .....
2.3.2. IdM System: Components and Operations . . . . . . . . .
2.3.3. IdM System Characteristics . . . . . . . ... ... ....
2.3.4. Key Management Mechanisms . . . .. ... .......

24.5ummary ... L. e e

3. A Framework for Information Security and Privacy Management
3.1. Framework Development . . . . . . ... ... ... .......
3.2. Framework Description . . . . . . ... ... ... ... ... ..
3.3. Framework Evaluation . . . ... ... ... ..... . .....

3.3.1. Study 1: State-of-the-Art Measures for ITSs . . . ... ..
3.3.2. Study 2: Security and Privacy Management in the Running
ITSs . . .
34.DISCUSSION .« . . v v v v e e e e e e e
35.RelatedWork . . . ... Lo
3.6.Summary ... L. e

15

17
18
19
22
22
25
25
28

29
29
29
30
31
32
33
34
36
37
38
39
43
43
44
49
50
53

54
55
60
60

64
69
70
72



4. Privacy Analysis of an Intelligent System
4.1. Scope and Goals of Privacy Analysis . . . . . ... ... .....
4.2. Tool-Supported Privacy Analysis Method . . . . . ... ... ..
4.2.1. GDPR Compliance Analysis . . . .. ... ........
4.2.2. Privacy Leakage Analysis . . . . ... ... ... .....
4.2.3. Post-Analysis Verification . . . . ... ... ........
4.3. Method Evaluation . . ... ... ... ... ... .......
4.3.1. Study 3: Autonomous Vehicle Ride Hailing . . .. .. ..
4.3.2. Study 4: Smart Parking . . . .. ... ... ...
44 Relatedwork . . . .. ... L
45.DiSCusSiOn . . ... L e e e
4.6.5ummary .. o. ... L e e e e e

5. Securing Organisational Identity
5.1. An X-Road-based Smart System . . . .. ... ... .......
5.1.1. Problem Statements . . . . ... ... ... .. ......
5.2.ResearchMethod . . . . ... ... ... ... ... . .....
5.2.1. IdM Quality Assessment Model . . . . . . . .. ... ...
5.3. Decentralised Identity Management System . . . . . . ... ...
53.1.DesignGoals . . . . ... ... ... ..
5.3.2. Step 1. Define the Purpose of IdM System . . . . ... ..
5.3.3. Step 2. Model the As-Is IdM System . . . . ... ... ..
5.3.4. Step 3. Assess the As-Is IdM System . . . . .. ... ...
5.3.5. Step 4. Model the To-Be I[dM System . . . . . .. .. ...
5.3.6. Step 5. Assess the To-Be [dM System . . . . . . . . .. ..
53.7.Evaluation . . . ... ... ...
5.4. Distributed Key Management System . . . . . ... .. ... ..
54.1.DesignGoals . . . ... ... ... ... ... .......
5.4.2. Step 1. Define the Purpose of IdM System . . . . . .. ..
5.4.3. Step 2. Model the As-Is IdM System . . . . ... ... ..
5.4.4. Step 3. Assess the As-Is IdM System . . . . .. ... ...
5.4.5. Step 4. Model the To-Be IdM System . . . . . . ... ...
5.4.6. Step 5. Assess the To-Be [dM System . . . . . . . ... ..
S5A4.7.Evaluation . . . ... ... oL o
5.5.Related Work . . . ... ... ..
5.6.DiscussSion . . . . ... ... e
S57.Summary ... e e e

6. Conclusion
6.1. Answers to Research Questions . . . . . . ... ... ... ....
6.2.DiSCUSSION . . . . . . .. e e e
6.2.1. External Validity . . . .. ... ... .. ... .......
6.2.2. Limitations and Future Work . . . . ... ... ... ...



Bibliography

Appendix A. Components of the proposed method

Appendix B. FISP-ProCOP artefacts

B.1. FISP-ProCOP Desription . . . . ... ... .....
B.2. Study 2: FISP-ProCOP Validation . . ... ... ..

Appendix C. Privacy Analysis Artefacts

C.1. Study 3: Ride Fulfilment . . . .. ... ... ....
C.2. Study 4: Smart Parking . . . . ... ... ......

Appendix D. IdM System Analysis Artefacts

D.1. PKI-based IdM System in X-Road . . . . . . .. ..
D.2. DPKI-based IdM System in X-Road . . . .. .. ..

Acknowledgements
Sisukokkuvéte (Summary in Estonian)

Curriculum Vitae

Elulookirjeldus (Curriculum Vitae in Estonian)

144
164

168
168
172

175
175
177

184
184
186

188
190
192
193



12.
13.

14.
15.

16.
17.

18.
19.
20.
21.
22.

23.
24,
25.
26.
27.
28.

LIST OF FIGURES

. Research approach: DSR and its steps in the thesis (adapted from [53])
. A method for information security and privacy management in smart

solutions . . . . . . ...

. Components of the method for information security and privacy

management in smart solutions . . . . . . ... ... L.

. Information security frameworks . . . . .. ... ... ... ...
. Key elements of a Reference Model of Information Assurance &

Security [26,30] . . . . ... ...

.GDPR model [123,59] . . .. ... .. ... .. ... ... .
. Model-based method for GDPR compliance [123,59] . . . . . . .
. Trust models (1 - provide attributes, 2 - issue identity credentials,

3 - verify identity; activities and actors in grey are optional for the
model) [52] . . . . . .

. Key management phases: stages, parameters and artefacts [62]
10.
11.

Process of using FISP-ProCOP . . . . . . ... ... ... ....
Study 2 - Distribution of the usage of the attributes’ instances by the
surveyed organisations [26] . . . . . . .. ... ...
The scope of privacy analysis within FISP-ProCOP . . . . . . ..
The method for assuring the privacy of a business process (adapted
from[59]) . . . . . . . .
Study 3 - As-Is ride fulfilment business process [59] . . . . . . ..
Study 3 - The proposed design extended with the technical measures
(the red data objects represent the publicly available data, and the
green - protected data hidden from access to sensitive information;
the green activities represent the changes activities) [59] . . . . . .
Study 3 - BPMN leak-when analysisresults . . . . .. ... ...
Study 4 - Overview of the smart parking process (adapted from [188,
I87]) . o o e e
The scope of trust model analysis within FISP-ProCOP . . . . . .
Method for identity management system analysis . . . . . . . ..
Credentials issuance using PKI . . . . ... ... ... ... ...
Credentials verificationusing PKI . . . . . . ... ... .....
Entities in the X-Road system (green — network participant and their
roles; purple — core system components; gray — external trusted ser-
vice providers) [60] . . . . . . ... ...
PKI-based X-Road architecture . . . . . .. ... ... ... ...
Social dependencies in the PKI-based X-Road . . . . . ... . ..
DPKI-based X-Road architecture . . . . . . ... ... ... ...
DID issuance to a Member (adapted from [60]) . . .. ... ...
DPKI-based identity verification (adapted from[60]) . . . . . . . .
Social Dependencies in the DPKI-based X-Road . . . . . . . . ..

10

26

27
35

36
41
41

46
51
58

66
74

75
81

85
85

88
97
99
105
106



29.
30.
31.
32.

33.

34.

35.
36.
37.
38.
39.
40.
41.

42.
43.

44.
45.

46.

47.

48.
49.

50.

51.
52.
53.
54.
55.
56.
57.
38.

A DPKI-based [dM system . . . . . ... ... ... ....... 115
Social dependencies for ODI usage in the PKI-based X-Road . . . 122
Message exchange within the PKI-based IdM system . . . . . . . 123
DKMS for organisational digital identity in cross-organisational data

exchange [62] . . . . . . . . ... 124
DKMS-based X-Road (N — the size of a group, K — threshold num-

ber of controllers contributing to a signature, K < N) [62] . . . . . 125
A distributed (or hybrid) trust model enables by a distributed key

management SYStem . . . . . . . . ... e e e 126
Shares distribution in a DKMS-based X-Road . . . . .. ... .. 126
DPKI-based X-Road architecture . . . . . .. ... ... .. ... 127
Social dependencies for ODI usage in the DKMS-based X-Road . 128
FISP-ProCOP attributes datamodel . . . . . . . .. .. ... ... 166

Study 3 - GDPR compliance check results: output of the DPO tool [59] 175
Study 3 - The developed GDPR-compliant business process [S9] . 176
Study 3 - Example of data disclosure analysis results (V - visible, O
-owner, H-hidden) . . . . ... .. .. ... ... . ....... 177
Study 4 - Register user As-Is sub-process (adapted from [188, 187] 177
Study 4 - Request permit and Conduct payment As-Is sub-processes
(adapted from [188,187]) . . . . . . ... ... 178
Study 4 - Park a vehicle As-Is sub-process (adapted from [188, 187] 178
Study 4 - Request extension As-Is sub-process (adapted from [188,

I87]1 . o o 179
Study 4 - Analyse parking As-Is sub-process (adapted from [188,
I87]1 . o o 180
Study 4 - GDPR compliance check results for Request permit As-Is
sub-process (adapted from [188]) . . . . .. . ... ... ... .. 181

Study 4 - Request permit To-Be sub-process (adapted from [188]) . 182
Study 4 - Data disclosure analysis results for Request permit To-Be

sub-process (V - visible, O - owner, H - hidden) . . ... ... .. 182
Study 4 - GDPR compliance check results for Request permit To-Be

sub-process (adapted from [188]) . . . . . . ... ... ... ... 183
Process of Member Onboarding . . . . . . ... ... ....... 184
Process of setting up a Security Server [131]. . . .. ... .. .. 185
Process of configuring a signing key and certificate [131] . . . . . 185
Process of configuring an authentication key and certificate . . . . 185
Process of registering as a Security Server client . . . . . ... .. 186
Process of configuring a DID foraMember . . .. ... ... .. 186
Process of configuring a DID foraMember . . . . ... ... .. 187

Components and interfaces of the modified DPKI-based PoC X-Road 187

11



H W

o]

10.

11.
12.
13.
14.

15.

16.
17.
18.
19.
20.
21.
22,

23.

LIST OF TABLES

. Research question, thesis contributions and respective publication .
. FISP-ProCOP: Framework for information security and privacy man-

agement (adapted from [26]) . . . . . ... ... ...

. Mapping FISP-ProCOP with BMIS, McCube, RMIAS . . . . ..
. Study 1 - Selected papers for data extraction (adapted from [26]) .
. Study 1 - State-of-the-Art technological countermeasures (adapted

from [26]) . . . . . . .

. Study 1 - State-of-the-Art attributes: people, processes and organi-

sation dimensions (adapted from [26]) . . ... ... ... .. ..

. Study 2 - Operation areas of intelligent transportation systems [26]
. Study 2 - The role of the study participants [26] . . ... ... ..
. Mapping of FISP-ProCOP with information security risk treatment

control from ISO/IEC 27002 [177] recommended by ISO/IEC 27001
[L77] . . o e
Study 3 - The script per task is used for specifying data artefacts
dependencies . . . . . .. ...
Study 3 - DPO Tool inputs for the request parking sub-process
Quality Assessment Model for Identity Management System

IdM system quality assessmentresults . . . . . . ... ... ...
Round Trip Time (RTT) comparison for Consumer-Provider data
exchange (adapted from [62]) . ... ... ... ... ......
Components of the method for information security and privacy
management in smart solutions . . . . . ... ... L.
The proposed method datamodel . . . . . . .. ... ... ....
FISP-ProCOP matrix for a ride-hailing company . . . . . . .. ..
FISP-ProCOP matrix for a ride-hailing company . . . . . ... ..
FISP-ProCOP matrix for a ride-hailing company . . . . . . .. ..
Mapping FISP-ProCOP with the clauses in ISO/IEC 27001 . . . .
Study 2 - Questionnaire (shortened) [26] . . . . . ... ... ...
Study 2 - Mapping attributes of FISP-ProCOP with the question-
naire [26]. . . . . ...
DPO Tool Inputs for the Sub-Processes . . . . . . ... ... ...

12

28

56
57
61

62

63
65
67

70

86
89
101
109

130

164
167
168
169
170
171
172

174
181



AV

BPMN

CA

CIA
CISO

CS
CSp

DID
DKG
DKMS

DLT
DPKI

DPO
DSR

GDPR

HSM

ICT

IdM

IS

ITS

LIST OF ABBREVIATIONS

Autonomous Vehicle 80-82, 84, 90
Business Process Model and Notation 42, 104

Certification Authority 45, 98, 102-105, 108,
110, 111, 114, 116, 118, 131, 132
Confidentiality Integrity Availability 33, 35
Chief Information Security Officer 18, 59, 76,
78, 86

Central Server 98, 116

Credential Service Provider 45

Decentralized Identifier 46, 48, 111-116, 118
Distributed Key Generation 51-53

Distributed Key Management System 124, 131,
132

Distributed Ledger Technology 48
Decentralised Public Key Infrastructure 102,
103, 111-114, 135, 136, 140

Data Protection Officer 18, 40, 58

Design Science Research 22, 23

General Data Protection Regulation 20, 37, 39,
55, 73,95

Hardware Security Module 52, 53, 105, 126

Information and Communication Technology 17,
20, 37

Identity Management 11, 29, 43, 49, 53, 98, 99,
103, 105, 108, 110-112, 117-121, 123, 124,
131-136, 140, 141, 143

Information System 29, 37, 40, 97, 99, 110, 120,
122, 124, 125, 127, 130, 134

Intelligent Transportation System 54, 55, 60, 61,
65, 68, 72

13



MPC

NIST

NIST SP

OCSP

ODI

PE-BPMN

PET
PKI

PLT
PoC

PSP
RoT
SoS

SS
SSI

vVC

VDR

VP

7T

Multi-Party Computation 83, 89

National Institute of Standards and Technology
19, 32, 34
NIST Special Publications 37, 43

Online Certificate Status Protocol 105, 110-112
Organisational Digital Identity 47, 102, 122, 124,
134

Privacy-Enhancing Business Process Model and
Notation 39, 42, 77-79, 87, 94
Privacy-Enhancing Technology 38, 39, 42, 43
Public Key Infrastructure 49, 50, 96, 103, 108,
124, 129

Parking Lot Terminal 87-89, 128

Proof of Concept 103, 115-117, 119, 129, 132,
135

Parking Service Provider 87, 88, 128

Root of Trust 45, 46, 108, 114

System of Systems 17, 19, 38, 93

Security Server 104, 116, 127, 130
Self-Sovereign Identity 46, 102, 111, 112, 114,
116-119, 133

Verifiable Credential 47, 48, 105, 112-119
Verifiable Data Registry 48, 111-114, 116, 117,
119

Verifiable Presentation 48, 114, 117

Zero Trust 49, 120

14



II

III

v

LIST OF ORIGINAL PUBLICATIONS

Publications included in the thesis

Mariia Bakhtina, Raimundas Matulevicius, and Luka§ Malina. “Informa-
tion Security and Privacy Management in Intelligent Transportation Sys-
tems”. In: Complex Systems Informatics and Modeling Quarterly 38 (2024),
pp- 100-131. DOI: 10.7250/csimq.2024-38.04

Author contribution: Lead author - substantially contributed to the study
design, evaluation, and writing.

Mariia Bakhtina, Raimundas Matulevicius, and Mari Seeba. ‘“Tool-suppor-
ted method for privacy analysis of a business process model”. In: Journal
of Information Security and Applications 76 (2023), p. 103525.
DOI:10.1016/j.jisa.2023.103525.

Author contribution: Co-Lead author - substantially contributed to the
study execution, evaluation, and writing.

Mariia Bakhtina, Raimundas Matulevi¢ius, Ahmed Awad, and Petteri
Kiviméki. “On the Shift to Decentralised Identity Management in Dis-
tributed Data Exchange Systems”. In: Proceedings of the 38th ACM/
SIGAPP Symposium on Applied Computing. Tallinn, Estonia: Association
for Computing Machinery, 2023, pp. 864—-873.
DOI:10.1145/3555776.3577678.

Author contribution: Lead author - substantially contributed to the study
design, evaluation, and writing.

Mariia Bakhtina, Kin Long Leung, Raimundas Matulevi¢ius, Ahmed
Awad, and Petr Svenda. “A Decentralised Public Key Infrastructure for X-
Road”. In: Proceedings of the 18th International Conference on Availabil-
ity, Reliability and Security. Benevento, Italy: Association for Computing
Machinery, 2023. DOI: 10.1145/3600160.3605092.

Author contribution: Lead author - substantially contributed to the study
design, evaluation, and writing.

Mariia Bakhtina, Jan Kvapil, Petr Svenda, and Raimundas Matulevicius.
“The Power of Many: Securing Organisational Identity Through Distributed
Key Management”. In: Advanced Information Systems Engineering. Ed.
by Giancarlo Guizzardi et al. Cham: Springer Nature Switzerland, 2024,
pp- 475-491. DOI: 10.1007/978-3-031-61057-8_28.

Author contribution: Co-Lead author - substantially contributed to the
study design, visualisation, resources search and analysis, and writing.

15


https://doi.org/10.7250/csimq.2024-38.04
https://doi.org/10.1016/j.jisa.2023.103525
https://doi.org/10.1145/3555776.3577678
https://doi.org/10.1145/3600160.3605092
https://doi.org/10.1007/978-3-031-61057-8_28

VI

VII

VIII

IX

Publications not included in the thesis

Mariia Bakhtina, Zuzana Vémolov4, and Vashek Matyéas. “CHESS: Cyber-
security Excellence Hub in Estonia and South Moravia”. In: Proceedings
of the Research Projects Exhibition Papers at the 36th International Con-
ference on Advanced Information Systems Engineering. 2024, pp. 10-17.
CEUR Workshop Proceedings. https://ceur-ws.org/Vol-3692/paper2.pdf

Mariia Bakhtina. “Towards More Secure and Data Protective Intelligent
Infrastructure Systems”. In: Proceedings of the Doctoral Consortium Pa-
pers Presented at the 35th International Conference on Advanced Infor-
mation Systems Engineering. Zaragoza, Spain, 2023, pp. 35-44 CEUR
Workshop Proceedings. https://ceur-ws.org/Vol-3407/paperS.pdf

Raimundas Matulevi¢ius, Mubashar Igbal, Emna Ammar Elhadjamor, So-
nia Ayachi Ghannouchi, Mariia Bakhtina, and Slaheddine Ghannouchi.
“Ontological representation of healthcare application security using block-
chain technology”. In: Informatica 33.2 (2022), pp. 365-397.
DOI:10.15388/22-INFOR486.

Mariia Bakhtina and Raimundas Matulevicius. “Information Security
Risks Analysis and Assessment in the Passenger-Autonomous Vehicle In-
teraction.” In: Journal of Wireless Mobile Networks, Ubiquitous Comput-
ing, and Dependable Applications 13.1 (2022), pp. 87-111.

DOI: 10.22667/JOWUA.2022.03.31.087.

Mariia Bakhtina and Raimundas Matulevi¢ius. “Information Security Anal-
ysis in the Passenger-Autonomous Vehicle Interaction”. In: Proceedings of
the 16th International Conference on Availability, Reliability and Security.

Vienna, Austria: Association for Computing Machinery, 2021.
DOI:10.1145/3465481.3470045.

16


https://ceur-ws.org/Vol-3692/paper2.pdf
https://ceur-ws.org/Vol-3407/paper5.pdf
https://doi.org/10.15388/22-INFOR486
https://doi.org/10.22667/JOWUA.2022.03.31.087
https://doi.org/10.1145/3465481.3470045

1. INTRODUCTION

Nowadays, we see the global megatrends of hyperconnectivity [1, 2] and super
platforms which are driven by the rise of Gen Z’s demand for all-in-one solutions
per domain for seamless customer-centric experience [3]. The convergence of
these megatrends elevates the development of System of Systems (SoS). A SoS,
in its classical definition, comprises multiple independently developed systems
that collaborate synergistically towards a shared objective [4]. Meanwhile, hy-
perconnectivity encompasses the interconnectedness of digital entities, including
systems, devices, objects, processes, activities, people, and data [5].

As aresult, SoS implementations enable hyperconnectivity in various domains,
ranging from consumer-oriented IoT devices for everyday usage to industrial-
scale Industry 4.0 and domain-specific smart system solutions. These smart so-
lutions, spanning sectors like government, transportation, and healthcare, enable
cross-organisational collaboration through information systems’ interactions [6].
Such heterogeneous system interconnections foster new data flows, empowering
data-driven decision-making and new data-based features. However, they also
introduce novel attack vectors and pose significant security and privacy chal-
lenges [7, 8] due to the non-compositional nature of SoS. Thus, the security of
each component in the smart system does not refer to the security of the whole
composed system.

As much as each separate system managed by an organisation should have
its security and privacy objectives, additional information security and privacy
management measures of the smart system as a whole must be in place. Tradi-
tionally, information security management has focused on stand-alone informa-
tion systems. However, the growing concern over Information and communica-
tion technology (ICT) supply chain security [9, 10] necessitates the development
of information security management methods tailored to the dynamic and com-
plex nature of smart solutions. As real-world hyperconnected systems continue to
emerge and evolve, ongoing research and development are crucial to address the
associated security and privacy challenges.

Moreover, the need for security and security control to address specific secu-
rity vulnerabilities has been the most frequent goal of the research; most of the
results on smart systems are not easily reusable due to their limited scope. The de-
sign of new approaches would benefit from security studies focusing on replicable
processes for information security assurance of smart systems [11]. Additionally,
research on privacy and trust still has room for development along with the de-
velopment of strategic security approaches that would be applicable to any smart
systems as SoS [11].

The advancements in cryptography and post-quantum cryptography (includ-
ing threshold cryptography [12, 13, 14]) boost the development and improve-
ments of privacy-enhancing technologies. For example, Zero-Knowledge Proofs
(ZKP) [15, 16, 17, 18], homomorphic encryption [19, 20, 21] and secure multi-

17



party computation [22, 23, 24] allow usable privacy and give rise of new iden-
tity and trust models. Despite the existing knowledge base, to the best of our
knowledge, the guidelines for selecting information security and privacy protec-
tion measures tailored to collaborative smart solutions with a strong emphasis on
privacy and inter-entity trust remain deficient. As a result, we see the need for
a method to support information security and business development teams. This
method should anticipate required changes to the organisation’s information se-
curity management system and formulate new plans [25] in case the organisation
transforms its information system towards a system that enables a collaborative
smart solution.

Suppose we consider the transportation sector as an example of an industry
where a smart solution are being established, such as systems for smart parking,
ride-hailing, and traffic management. Our background study in [26] shows that,
on average, each such system operates with the data of 2-3 external stakeholders.
Based on our literature review results [26], the companies participating in such
smart transportation solutions are using several security and privacy measures and
mostly follow the standard ISO/IEC 27001 (information security, cybersecurity
and privacy protection) [27]. However, they are still challenged by the need to
preserve the security and privacy of users’ data and the lack of industry regulations
for information security assurance.

1.1. Motivation Scenario

Let us consider a multidisciplinary expert group from a selected organisation. The
group aims to update the business processes and system to enable a collaborative
data exchange with external entities as a part of a smart solution (e.g., smart park-
ing). The expert group consists of people from the following (or analogous) roles:
a data protection officer (DPO), a chief information security officer (CISO), a
business analyst, and a security architect. The tasks of the expert group are (T1)
to define a set of changes to the processes and the system, (T2) to define an ac-
ceptable data-sharing policy (what can be shared with whom and what not), (T3)
to assure meeting of business requirements by the updated processes and the sys-
tem. The group uses the current business process models and documentation on
system components as input.

Such a group could take commonly used data protection standard along with
frameworks of business analysis, business process management, and security risk
management so that each expert applies the framework separately from their own
field of expertise. However, none of these tools give instructions on how to com-
bine their separate results. In the case of a shift to a smart system, such an expert
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group is formed in each organisation involved in delivering a smart solution'.

Each organisation that plans to contribute to providing smart solution changes
their processes in parallel, assuming the static picture of partners with whom the
integration is planned. In this work, we aim to assist multidisciplinary expert
groups in fulfilling key tasks outlined in the European cybersecurity skills frame-
work [25]. Specifically, we focus on supporting the assessment of an organisa-
tion’s cybersecurity posture as it transitions its information systems towards cross-
organisational smart solution provision by consolidating multiple stand-alone sys-
tems. The goal is to equip expert groups with a method for analysing necessary
changes, defining security requirements and goals, and ensuring their alignment
with organisational objectives.

1.2. Problem Statement & Research Objectives

Considering the motivation scenario, in the following section, we identify prob-
lems of interest to this thesis and specify the respective research objectives.

Framework for Information Security and Privacy Management. To understand
how organisations handle information security and privacy, we should remember
that information security is a multidisciplinary domain. To define how organisa-
tions handle it, we should consider multiple aspects of the organisations involved
in information security and privacy management. Models and frameworks offer
an abstract representation of concepts and their interrelationships within a spe-
cific domain, facilitating a shared understanding. Hence, the respective models
and frameworks are supposed to guide one in understanding information security
and privacy. There are numerous of those [28, 29, 30, 31], and they differ by the
level of detail and the purpose. Additionally, there are also broader cybersecurity
frameworks? reviewed in [34] that help policymakers (like governments or com-
pany executives) create cybersecurity strategies and policies which, however, are
not limited to information security (e.g., NIST Framework for Improving Critical
Infrastructure Cybersecurity [35]).

Although these models complement one another and are useful for summaris-
ing domain knowledge on information security management, they are too general
to be used as a theoretical model for data extraction in the case of organisational

Uf not specified otherwise, the term “a smart system” is used to refer to any system of systems
(SoS), an intelligent infrastructure system, cyber-physical system or any other system composed of
multiple stand-alone integrated information systems that allow delivering a smart solution to the
system end users thanks to a collaboration between systems and organisations.

2 Cybersecurity refers to “safeguarding of people, society, organisations and nations from cyber
risks” [32]. Meanwhile, information security refers to “preservation of confidentiality, integrity and
availability of information” [33]. Thereby, overlapping in some methods and used countermeasures,
the two fields differ in their goals. Cybersecurity focuses on preventing, detecting, and responding
to cyber threats to any IT system assets (e.g., services, servers, data, protocols). Meanwhile, in-
formation security focuses on protecting all types of information, regardless of whether it is stored
electronically or physically.
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analysis in the motivation scenario. Therefore, we formulate the first research
objective as follows:

* Research Objective 1: to develop a framework for information security
and privacy management. The framework should support organisations in
defining the static current state of information security and privacy manage-
ment in the context of smart systems.

Personal Data Protection. Each organisation is responsible for assuring the
privacy of its system users’ personal data, which is tightly intertwined with in-
formation security management. The international standard ISO/IEC 27001:2022
(Information security, cybersecurity and privacy protection — Information secu-
rity management systems — Requirements) [27] prescribes in controls 5.14, 5.19,
and 5.21 to manage information security risks related to information transfers
between the organisation and third parties (including the ICT supply chain) and
assure preservation of privacy and protection of personal data according to appli-
cable laws and regulations. Thus, each organisation should comply with the local
data (privacy) protection regulation, e.g., the General Data Protection Regulation
(GDPR) in the European Union (EU).

Despite the passage of time since GDPR implementation, the abstract nature of
its requirements [36, 37], coupled with a lack of clarity regarding mandates, roles,
and responsibilities [38, 37] and lack of standardised procedure for implemen-
tation continues to pose challenges, especially for small and medium enterprises
(SMEs) which are more sensitive to large temporal and monetary efforts [39].
Further compounded by the skills gap among privacy professionals and the diffi-
culty in assessing the efficacy of privacy technologies [39, 37, 40], these obstacles
persist. Although outsourcing data processing is a common practice [39, 40], or-
ganisations must remain cautious to mitigate the risks of data leakages. While
non-compliance with GDPR requirements may result in penalties, according to
the GDPR Enforcement Tracker [41], 42 and 19 fines were issued monthly on av-
erage during 2023 and 2024, respectively. The Tracker indicates that a substantial
number of violations arise from breaches of core data processing principles, and
a deficiency in implementing adequate technical and organisational measures to
protect data [41].

Numerous works describe methodologies for assessing information systems
and their privacy policy compliance [42, 43, 44, 45, 46, 47, 48]. However, these
approaches often fall short of practical application in real-world scenarios. For ex-
ample, [42, 43] primarily focus on textual analysis of the privacy policy (not the
actual data processing flow) or the law itself for eliciting or checking the GDPR-
related requirements. Meanwhile, [44, 48] are fully theoretical and lack the im-
plementation of the mandatory supporting tools. Alternatively, some approaches,
such as in [43], address compliance in requirements engineering but fall short
in providing support for privacy management activities or the implementation of
privacy technologies.
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Furthermore, the tools and approaches in [44, 46, 47, 48] are closed-access or
require significant expertise to use, making them impractical for smaller organi-
sations. Consequently, to the best of our knowledge, there are no commonly used
procedures supported with openly accessible tools to guide privacy analysis and
assurance for the organisations.

* Research Objective 2: to develop a method for privacy analysis of col-
laborative business processes. The method should support the expert group
members in fulfilling local data protection regulations (i.e., GDPR for the
EU) and assessing the effect of security measures on personal data protec-
tion to prevent insider access and data leakage.

Identity Management and Trust Assumptions. Both organisations and their sys-
tems rely on some trusted parties to coordinate the exchange and identity issuance
and verification for securing the exchanged data in a smart system. The root of
trust and trust model are the key assumptions of further collaboration between
organisations and their systems. Traditionally, the trust model selection concerns
only external entities, assuming full trust to the entities inside the organisation (in-
cluding the organisation’s employees) and inside the trusted network of the collab-
orating organisation. However, the increasing prevalence of insider threats (e.g.,
through privilege abuse), coupled with the exponential growth of data exchange
and technological advancements, compels organisations to safeguard sensitive in-
formation from unauthorised access and manipulation. This necessitates ensuring
the integrity of exchanged data and verifying the legitimacy of data exchange re-
quests. As a result, the traditional centralised trust model, which is prone to a
single point of failure, is being questioned [49, 50, 51, 52], and alternative trust
models are being proposed. Still, while the research community is advocating the
advantages of the shift towards decentralised or hybrid trust models, they do not
provide guidelines on how to assess the changes in system quality enabled by the
transition, how it will influence business operations or how to plan such a transi-
tion in the first place. In our research, we focus on organisational identities used
in smart systems for securing cross-organisational data exchange leaving out of
scope the personal identification. Thus, the last research objective of this thesis is
the following:

* Research Objective 3: to develop a tool for trust model selection for smart
systems’ identity management system. The supporting tool should help or-
ganisations define the rules under which organisations exchange their data
within a smart system and support the implementation of non-centralised
identity management in smart systems. As a result, the tool should enable
the making of informed decisions on trust model selection to protect organ-
isational and personal data from unauthorised access.
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To address the identified problem statements and reach the research objectives,
in this work, we aim to answer the following main research question:

MRQ: How to support an expert group in assessing the effect of cross-organisa-
tional collaboration on information security and privacy of the smart solution?

1.3. Research Approach

The object under research presented in the thesis are information systems that
are set up in a way that allows organisations to collaborate through continuous
cross-organisational data exchange to enable a smart solution for end users.

1.3.1. Design Science Research

To answer the MRQ and reach the stated research objectives, we follow the de-
sign science research (DSR) method for information systems research proposed by
Hevner et al. [53]. DSR is an approach based on a set of principles and an iterative
process consisting of design cycles for defining the problem, designing a solution
(i.e., artefact), and evaluating and refining the artefact. Thereby, DSR is based on
the process of the continuous development and evaluation of artefacts in the field
of information systems, which aims to solve real-world problems. Using DSR
allows us to solve the identified problem of securing information systems and
support the expert group in the motivation scenario by continuously developing
artefacts based on the existing knowledge base of methods, theories, experiences
and other artefacts.

The DSR cycle includes six steps [54]: (i) identify the problem and motiva-
tion; (ii) define the objective of a solution; (iif) design and develop the artefacts;
(iv) demonstrate the designed artefacts in a suitable context; (v) evaluate; and (vi)
communicate the artefacts. Figure 1 depicts key components of DSR and its im-
plementation in this thesis. In this thesis, the problems are identified based on the
background study and the motivation scenario. The results of each design cycle’s
evaluation contribute to the clarification of the research problem and the research
objective of the next cycle.

While DSR is based on using the existing knowledge base for solving the real-
life problem [53], we use the literature review and background study as the main
sources for the developed artefacts. Thus, a literature review helps to establish
a theoretical foundation for the research and provides evidence to support design
decisions and justify the chosen approaches.

The research process starts by reviewing the academic and industry publica-
tions on the information security challenges in e-governance, e-health, and intel-
ligent transportation to identify the problems. Then, for each problem, the ad-
ditional literature review and background study of the problem cases, existing
solutions and evaluation criteria is done.
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Figure 1: Research approach: DSR and its steps in the thesis (adapted from [53])

After developing the artefacts, we evaluated them through the evaluation or
case studies. Case study research is an empirical investigation that examines a
contemporary phenomenon within its real-world context [55]. Based on the eval-
uation results, we identified opportunities for further improvement and, when pos-
sible, enhanced them accordingly. A detailed description of how each artefact was
developed using the DSR methodology is provided in the respective chapters of

this thesis.
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To reach the outlined objective, the main research question is further divided
into three research questions (RQ). Each question answer results in an artefact
which is developed through the design science cycle.

To achieve the first research objective, this work answers the research question
RQ: How to depict the state of security and privacy management in an organi-
sation? Answering RQ; includes:

* Reviewing the existing frameworks for information security and privacy

* Designing a framework (i.e., FISP-ProCOP) that allows depicting the state
of security and privacy management in an organisation (Contribution 1)
* Validating the usability of the framework and its adaptability to the data
extraction methods through two studies for smart transportation systems.
To achieve the second research objective, we answer the research question
RQ;: How can tools support privacy assurance for an organisation participating
in a cross-organisational smart solution? Answering RQ, includes:
* Reviewing tools for compliance with European privacy legislation

* Reviewing tools for analysing the effectiveness of the privacy-enhancing
technologies

* Designing a tool-supported method for privacy analysis (Contribution 2)
* Validating the usability of the method through two studies, namely au-
tonomous vehicle-enabled ride-hailing and smart parking solutions.

To achieve the third research objective, this work answers the research question
RQj3: How does the trust model affect the security and privacy of an organisation
participating in a cross-organisational smart solution? Answering RQ3 includes:

* Reviewing the qualities of the information system which are affected by the
trust model selection

* Designing a quality assessment model for an identity management (IdM)
system which depicts qualities affected by the selection of trust model for
the IdM system

* Designing and developing an identity management system based on the de-
centralised trust model, i.e. DPKI-based IdM system (Contribution 3)

* Designing and developing an identity management system based on dis-
tributed key management in the centralised trust model, i.e. DKMS-based
1dM system (Contribution 4)

* Comparing the centralised, DPKI-based and DKMS-based IdM systems for
the cross-organisational data exchange.

Finally, the four developed artefacts are combined together in a method for
information security and privacy management in smart solutions w.r.t. situational
method engineering. The motivation scenario in Section 1.1 focuses on the anal-
ysis and update of the existing information system which should be integrated to
enable collaborative data exchange as a part of a smart solution. While we assume
the existence of multiple (stand-alone) systems, the scenario takes place as a part
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of a new software engineering — the one which enables the targeted smart solu-
tion. Thus, the answer to MRQ lies in the creation of a method to support such
software engineering endeavours.

1.3.2. Situational Method Engineering

According to the situational method engineering (SME) [56], most projects have
unique characteristics and situations and thus require a tailored approach rather
than a one-size-fits-all methodology. Thus, having the specific context of the de-
veloped system formulated in the form of a motivation scenario, we follow the
principles of situational method engineering and conduct the final design phase of
the design science research method used for this thesis. While at the core of SME
lies the notion that a method is composed of its components, the component-based
approach for method engineering comes in hand. A component-based approach
to method engineering is a strategy that involves breaking down methods into
reusable, self-contained components [57].

Each method component consists of descriptions for ways of working (i.e.,
procedure [57]), notations and concepts. Each method component addresses a
certain aspect of the problem at hand (i.e., perspective [57]) by following the
framework used by actors who cooperate to document and capture answers to the
problem. Using the component-based approach [57], we describe components of
the proposed method based on three main thesis contributions.

1.3.3. Thesis Contribution Overview

The goal of the method is to support an expert group in assessing the effect of
cross-organisational collaboration on the information security and privacy of the
organisation’s smart solution system components and identifying the changes for
data protection. Based on the defined research objectives, Figure 2 depicts the
process which the expert group should follow during the smart solution system
engineering. The steps of the method correspond to the contributions of this thesis
as follows: C1 - contribution 1, C2 - contribution 2, C3 - contribution 3, C4 -
contribution 4.

First, the expert group should define the current state of information security
and privacy management. For this, they should fill in the matrix of the FISP-
ProCOP framework using the business goals for the smart solution agreed upon
by all the parties that provide the smart solution. Additionally, the expert group
should use the existing documentation within their organisation along with the
experts’ knowledge, which is not depicted in the documentation. Using the filled-
in matrix, the expert group should analyse the measures of FISP-ProCOP across
dimensions and define which of the technical countermeasures are missing with
respect to business goals for the smart solution and organisational and people-
oriented goals. The identified discrepancies result in the identified requirements
for the next step of the method. Additionally, if an organisation follow some
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Figure 2: A method for information security and privacy management in smart
solutions

information security standard (e.g., ISO/IEC 27001), the FISP-ProCOP matrix
instance for the standard (i.e., the targeted state) can be directly compared with
the organisation’s matrix instance to identify the requirements to be addressed at
the next stage.

The second step of the method aims to support the expert group in assuring
compliance with the local data protection (privacy) legislation. At this stage, we
propose to use existing privacy analysis tools to analyse the To-Be business pro-
cesses for the smart solution. This method stage includes, first, checking com-
pliance with GDPR and, second, selecting and analysing of efficiency of privacy-
enhancing technologies to address the privacy goals and trust assumptions within
data exchange in the smart solution. As a result, this step enables the expert group
to create the artefacts that demonstrate compliance with GDPR and ensure that
the existing data flows do not lead to data leakage.

Finally, the third step of the method should be executed only if an organisa-
tion is open to the change of trust assumptions for the new smart solution. The
method’s third step guides the expert group in analysing the transition to a new
identity management system for collaborating organisations when trust assump-
tions change. This analysis considers the need to avoid internal centralisation and
full trust (e.g., via implementation of zero trust strategy [58]) or to change the ex-
ternal root of trust. Thus, this stage allows the expert group to assess the quality of
the current and potential IdM systems based on the proposed IdM system designs
to make the decision about the appropriateness of the IdM system change with
respect to the business objectives and the current security measures in place.

Actors Cooperation. The method is developed to be used by the expert group
described in the motivation scenario (Section 1.1). Each member contributes to
filling in the defined dimensions of FISP-ProCOP (see Chapter 3). Each member
participates in the defined activities during the privacy analysis method (see Chap-
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ter 4). Each member is responsible for sharing details of how IdM is implemented
from their perspective (see Chapter 5).

Method Components. The proposed method consists of eight main compo-
nents. The components and relationship between them are depicted in Figure 3 as
a UML class diagram.

Business Goal
<q used in System Component
1.

1.
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Figure 3: Components of the method for information security and privacy man-
agement in smart solutions

Business processes enables meeting the business goals of the developed smart
solution. Such business processes describe actor relationships and use system
components. The business process relies on the usage of data objects used in data
flows that enable the defined actor relationships. Additionally, there should be
defined security criteria and privacy objectives for each data object. Thereby,
actor relationships and its trust assumptions are described by privacy objective,
which are constraints on the data object flows.

Appendix A describes the procedure of defining the method components by
the method users, namely the expert group, and the notation through which each
component’s concept should be depicted (Table 15). Additionally, Figure 38 and
Table 16 specify the dependencies between data objects and method concepts op-
erated within all the thesis contributions.

The business goal for the smart solution is the main input for the method which
stays constant during the whole method execution. Meanwhile, the rest of the
method components are either defined from the documentation or from the ex-
perts’ knowledge and might be updated during the method steps. Thus, business
processes, data objects, security criteria, privacy objectives, actors’ relationships
and data flow should be depicted in the FISP-ProCOP matrix instance and define
the requirements for the second and third steps of the method. Thereby, the rest of
the thesis elaborates on how each step of the final method proposed in this thesis
is developed and validated.
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1.4. Thesis Structure

This thesis comprises a method developed during the author’s PhD studies, each
step of which has been validated through the evaluation studies. Additionally,
the implementation of the proposed IdM system design for the X-Road-enabled
smart systems resulted in the developed proof-of-concept implementations of two
alternative trust models. Table 1 summarises the research questions addressed,
the contributions that address each research objective and the chapter of the thesis

where this contribution is presented.

Table 1: Research question, thesis contributions and respective publication

Research Question

Contributions

RQ1. How to depict the state
of security and privacy manage-
ment in an organisation?

C1. a framework for information security
and privacy management (FISP-ProCOP)
(Chapter 3)

Publication:

- CSIMQ journal paper [26]

RQ2. How can tools support
privacy assurance for an organ-
isation participating in a cross-
organisational smart solution?

C2. a tool-supported privacy analysis
method (Chapter 4)

Publication:

- JISA journal paper [59]

RQ3. How does the trust model
affect the security and privacy of
an organisation participating in a
cross-organisational smart solu-
tion?

C3. a DPKI-based identity management
system (Chapter 5)

Publication:

- SAC’23 conference paper [60],

- SP2] at ARES’23 workshop paper [61]

C4. a DKMS-based identity management
system (Chapter 5)

Publication:

- CAiSE’24 conference paper [62]

The rest of this thesis is organised as follows. Chapter 2 introduces the back-
ground of information security management in smart solutions. In Chapter 3,
we introduce the framework for information security and privacy management
(FISP-ProCOP) as a tool for depicting the current state of the assurance efforts
in the organisation contributing to a smart solution. Chapter 4 presents a tool-
supported privacy analysis method which, based on the depicted in FISP-ProCOP
matrix requirements, should provide data protection for the business processes. In
Chapter 5, we present the two identity management system designs for the smart
systems enabled by the X-Road data exchange system. Finally, Chapter 6 con-
cludes this thesis by providing answers to the research questions and discussing
limitations and future research directions.
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2. BACKGROUND

In this chapter, we provide the background of our study, presenting the key con-
cepts used throughout the thesis. Thus, Section 2.1 provides examples of smart
solutions in different domains and presents the secondary review results on the
challenges of managing information security and privacy in two selected domains
— e-government and e-health. Then, Section 2.2 reviews the commonly used in-
formation security and privacy management frameworks and reference models,
standards and regulations. Finally, Section 2.3 discusses identity and trust man-
agement as one of the organisations’ basic blocks of information security and
privacy management. To this extent, we discuss the role of trust and identity man-
agement (IdM) systems in the collaborative data exchange between organisations,
the characteristics that identity management systems help to achieve and the role
of key management in trust management.

2.1. Smart Solutions

As we described in the previous chapter, the main research subject of this thesis is
a cross-organisational smart system. Such systems are built by integrating multi-
ple stand-alone information systems (ISs) with specialised data exchange systems
or by connecting the information system with the Internet of Things (IoT) to en-
able cyber-physical systems. As a result of such integrations of systems managed
by different organisations, cross-organisational business processes allow the de-
velopment of unique value propositions to customers [63, 64] through leveraging
data sharing.

Smart systems are finding their way into various fields of daily life. However,
the most researched fields and their smart system examples are smart cities (in-
cluding e-grids and traffic management), e-Health (including remote patient mon-
itoring and diagnostics based on federated learning), intelligent transportation (in-
cluding traffic management, ride-hailing, and smart parking), and e-Government
(including systems digitalised governance services delivery, e-voting, citizens en-
gagement).

2.1.1. Intelligent Transportation

Intelligent Transportation Systems (ITSs) are advanced systems that not only digi-
tise transportation services but also aim to improve mobility and reduce its neg-
ative impacts. As emphasised by the Spanish Minister of transport, mobility,
and urban agenda, ITS can enhance efficiency and sustainability [65]. The EU
strongly supports ITS deployment through its ITS directive [66].

ITS operations necessitate the processing of diverse and often sensitive data,
including publicly available traffic data, information about company resources,
and personal data related to citizen identities and mobility patterns [67, 68, 69].
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While access to individual data sources may pose limited risks, the intricate in-
terconnections within ITS environments create a complex ecosystem where the
manipulation of data in one area can trigger a cascade of security threats, poten-
tially impacting both businesses and individuals significantly [70, 71].

One of the challenges in ITSs is the “privacy and security paradox” which
arises from the trade-off between using private data to enhance safety features
(like navigation) and the inherent reduction in individual privacy [71]. Drivers are
often unwilling to sacrifice privacy for improved services, creating a significant
challenge in developing transportation systems.

Meanwhile, traditional centralised approaches of ITS architecture, such as
those relying on trusted third parties and cloud-based infrastructure, introduce
vulnerabilities like single points of failure and latency issues [72]. To avoid the
centralised ITS control, various decentralisation architectures, including the ones
based on the blockchain, are introduced in [73, 74, 75, 76, 77, 78]. However,
such solutions rely on developing a decentralised ITS from scratch with high re-
liance on end-user cooperation (drivers) who would participate in the ITS support
and development of the systems from scratch, which poses the challenge for such
system adoption in real-life scenario [70].

Furthermore, the effective implementation of ITS requires coordination among
various stakeholders, including government agencies, private companies, and the
public [70]. However, the state-of-the-art ITS solutions either, in contrast, focus
on managing ITS by end users or focus on the physical and network security mea-
sures and privacy-preserving system designs, leaving out of scope the frameworks
for coordinating security and privacy efforts of ITS stakeholders.

To sum up, ITS development faces a critical trade-off between utilising data for
enhanced usability and preserving user privacy. Centralised systems are vulnera-
ble to single points of failure and data breaches, while decentralised approaches
require significant user involvement and development efforts. Moreover, effec-
tive coordination among government agencies, private companies, and the public
is crucial for addressing these challenges and ensuring the secure deployment of
ITS solutions.

2.1.2. e-Government

Countries worldwide work on digitalising their services and systems to enable
electronic government. Electronic government (i.e., “e-Government” or “eGov’)
refers to the usage of digital systems and technologies to improve the quality
of public services or reduce their cost, allow access to public information and
increase engagement of public sector representatives, businesses and citizens in
the decision-making [79, 80, 81]. However, during the development of eGov,
countries faced a number of challenges, including the ones related to security and
privacy due to the high reliance on sensitive national and personal data.
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The studies in [80, 82] show that adoption of the eGov systems depends on the
trust in governance and its ability to preserve the privacy of citizens’ data along
with ease of use of e-services and security assurance of the system. Additionally,
[82] and [83] highlight that information security is not only a technology-based
issue, as the majority of vulnerabilities and threats originate from humans and
their system misuse. Thus, the holistic treatment of information security is multi-
layered and combines technical, personnel, procedural, and physical security.

Among the challenges in securing eGov systems is the fact of building eGov
services based on disintegrated stand-alone software systems used in eGov, where
security mechanisms are not centrally managed, and users’ identities are sepa-
rately managed by each IS [84]. Thus, there is a need for a holistic approach to
identity management in the integrated eGov system, along with an information se-
curity governance model at the strategic level. Meanwhile, Elisa et al. [85] show
that most used electronic identity management systems are not interoperable, lack
security due to centralised data storage, and, thus, are prone to a single point of
failure.

Finally, a number of challenges in information security stem from personnel
and procedures (or their absence). Thus, the study of Cameroon’s eGov secu-
rity [81] showed that 24% of vulnerabilities in eGov services are organisational.
At the same time, the rate of implementing the recommended measures is not
higher than 26% for each measures group among technical, organisational, and
physical countermeasures. The negative factors of information security assurance
include the low capacity of I'T-related personnel and low involvement of IT units
in managing or initiating I'T-related projects (including the security-related) [81].
As aresult, we see a lack of understanding of the interdependence between infor-
mation security assurance and business needs and objectives.

To sum up, based on the studies in [79, 80, 81, 82, 83, 84, 85] on e-government
implementations, we see the need in providing the eGov with a method to support
multi-dimensional information security assurance considering technical, person-
nel, procedural, and physical security. In particular, the method should consider
building eGov systems based on the multiple stand-alone systems and the need
to develop eGov systems and secure the manipulated information simultaneously
from the perspective of technologies and business needs.

2.1.3. e-Health

Electronic health (e-Health) is used to refer to healthcare processes and practices
supported by information and communication technologies [86, 87], which were
initially presented by healthcare information systems or systems for electronic
health records. Meanwhile, nowadays, e-Health is extended into mHealth (mobile
healthcare) or uHealth (ubiquitous healthcare) thanks to the integration of health-
care systems with various mobile devices, including smartphones, health trackers,
on-body health sensors and IoT smart home-based health monitoring devices.
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Based on the survey results, insider threat from the staff was defined as one
of the most serious [88], along with threats to electronic and IoT devices, third-
party entry software and network threats, and natural hazards. Throughout secu-
rity surveys in smart healthcare [88, 89, 90, 91] authors stress the need to ensure
staff education and integration of security guidelines, procedures and standards.
Regarding healthcare professionals’ information security practices, the mapping
study [89] shows that insider data breaches in healthcare are caused mainly by (i)
the lack of experience of healthcare professionals in information security, (i7) the
lack of development of conscious care security practices. Even more noteworthy
is the fact of the lack of security knowledge of mHealth systems developers and
the lack of security practitioners to support the development process [92]. Fi-
nally, the review by Wani et al. [91] reveals the need to design security standards,
protocols and guidelines considering both security and clinical workflow.

Meanwhile, the systematic mapping study in [87] indicates that 85% of pub-
lications in eHealth (including mHealth and uHealth) address only 6 out of 20
NIST security control families. As a result, the current knowledge base of security
and privacy assurance is skewed towards basic technical controls, leaving organ-
isational and managerial controls out of consideration. To address this gap, the
authors argue that future research should explore organisational controls, as tech-
nical solutions alone cannot fully address security and privacy challenges without
corresponding cultural and business model changes. Additionally, the evaluation
studies of mHealth and uHealth systems primarily focus on evaluating a set of
health mobile applications or their privacy policies [87]. Thus, there is a gap in the
holistic evaluation of eHealth systems that would assess the privacy and security
of the entire eHealth system components, jointly considering mobile applications,
servers, and third-party servers.

Among the gaps in the knowledge base discovered in the previous system-
atic mappings and surveys are (i) the gap between existing technical security
and privacy issues and the solutions, understanding of its impact and utility on
the healthcare organisation management [88, 92, 93, 94]; (i) the lack of knowl-
edge and awareness of security and privacy assurance practices from both IT and
healthcare staff [88, 89, 90, 91]; and (iii) the lack of privacy evaluation procedure
to assess the used systems (mobile apps, information systems, external services,
medical devices, etc.) [95, 96].

2.1.4. Incidents in Smart Solutions

While the studies of smart solutions in transportation, healthcare, and government
domains stress the challenges of assuring information security and privacy, in-
cluding intentional or unintentional attacks from humans, data breach incidents
caused by insiders occur regularly. For instance, in 2022, there was a leak of Cash
App’s customer data by a disgruntled employee [97]. The reason for the leakage
was that the fired employee’s credentials were not terminated, so he abused the
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user’s access permission to access customers’ personal data. Another case of data
leakage is reported in [97], where a former employee of the South Georgia Med-
ical Center in the US downloaded private data from the medical centre’s systems
to his USB drive without obvious reason the day after quitting. As it was found
out, a former employee had legitimate access to the data he stole and had noth-
ing preventing him from carrying through with his intentions. Both cases show
that while there were some data protection measures in place, due to a lack of
coordination between organisational policies and technical implementation of the
security measures, sensitive data leaked.

Meanwhile, even the correct implementation of identification and authentica-
tion measures on all the organisation levels may be a reason for vulnerabilities.
Thus, as the review of eGov and ITS system implementations pinpointed the cen-
tralisation of services, there are a few examples of attacks targeting such single
points of failure, which are getting more common in case of an attack on the
availability of critical services due to political reasons. As the report on Estonian
national cybersecurity posture shows [98], distributed denial of service (DDoS)
attack is one of the largest attack types and most visible collateral effects of the
full-scale invasion of Ukraine. Thus, one case of the distributed denial of service
(DDoS) attack on Estonia in 2024 caused the unavailability of public transport
ticketing services, affecting all carriers across the country for a few hours. If such
a DDoS attack is successfully implemented targeting the identity providers used
by public agencies for identification in the national information system, the dis-
ruption of the public agencies’ services can be achieved. A similar disruption
happened in Estonia in 2023 [99] when all the primary identification services pro-
vided by SK ID Solutions were offline for three hours simultaneously. As a result,
using the dependent system in these identification solutions was impossible.

2.2. Information Security and Privacy Management

As the review of smart solutions showed, the high reliance on digital data process-
ing and integration of multiple stand-alone systems for delivering smart solutions
make such systems prone to security attacks, which lead to high-impact risks due
to the manipulation of numerous data (both internal operational data of organisa-
tions and personal data of the system users). The smart solution implementation
experiences show the risks originate as much from technical vulnerabilities as
vulnerabilities or gaps in organisational strategy, lack of security awareness or
training, and incomplete policies in place. As a result, smart systems are proven
to be attractive targets for data breaches by both external attackers and insiders
who may abuse their access privileges.

Information security encompasses the protection of all types of information,
whether digital or physical, against unauthorised access, use, disclosure, disrup-
tion, modification, or destruction, aiming to ensure confidentiality, integrity, and
availability (i.e., CIA triad). Privacy, on the other hand, primarily focuses on the
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protection of personal data, emphasising individual control over its collection, use,
and disclosure. While both concepts share the goal of safeguarding information,
their scopes differ significantly. Thereby, privacy primarily concerns protecting
individual autonomy and preventing harm that can arise from the misuse of per-
sonal information.

One of the steps of data protection for privacy assurance (e.g., with respect
to European data protection regulation and ISO/IEC 27701) is the usage of ap-
propriate security measures for personal data protection. However, while some
security measures can contribute to privacy (e.g., encryption), they are not inher-
ently designed to protect privacy and may not allow privacy at all if used inap-
propriately. For example, strong authentication mechanisms enhance security but
may not address concerns about data minimization or purpose limitation, which
are core privacy principles. Therefore, separating these concepts should allow for
a more nuanced and effective approach to information protection, ensuring that
both security and privacy are adequately addressed within their smart systems and
that organisations comply with relevant regulations.

2.2.1. Frameworks and Reference Models

The screening of the literature on information security and privacy management
in smart solutions, which we initially presented in [26], shows that the proposed
measures for securing information in smart systems vary from the specific pro-
tocols for the data transfer and system architectures up to defining new roles of
stakeholders and following security-related standards. Thus, to understand the
whole picture of how organisations handle information security and privacy man-
agement (later referred to as ‘InfoSec & PM’), we should remember that informa-
tion security is a multidisciplinary domain. To define how organisations handle it,
we should consider multiple aspects of the organisations involved in the InfoSec
& PM.

Models and frameworks are abstract ways of describing concepts and their
connections to the selected domain, which helps unify the domain’s understand-
ing. These models and frameworks collectively serve as a valuable knowledge
base for understanding and navigating the complexities of information security
and privacy. However, there are numerous of those, and they differ by the level
of detail and the purpose: descriptive, which describes the state, e.g., ISACA
BMIS [28] and McCumber cube [29] that are depicted in Figure 4, or prescrip-
tive, which prescribes actions to be performed (e.g., NIST CSF [31], HITRUST
CSF [100]). Since, in our study, we want to understand the static view, we con-
sider the descriptive InfoSec & PM models and frameworks as a theoretical back-
ground for data extraction.

McCumber Cube. Presented in [29], the McCumber cube is one of the earliest
models that guide examining information security. The model proposes to exam-
ine security from three dimensions (Figure 4a). First, security principles, often
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called the CIA triad, describe the properties of the information that should be pre-
served, namely confidentiality, integrity, and availability. Second, the model pro-
poses considering the state in which information can exist within the system: stor-
age, processing, and transmission. Third, countermeasures are applied to main-
tain critical information properties while information resides or moves between
the states. Countermeasures are primarily based on the technological solutions
presented by hardware, firmware, or software. However, the second important
building block of information security countermeasures is policy and practice,
which describe the existing policies to follow using information systems and pro-
cedures to employ or enhance technological security countermeasures. Finally,
while the first two countermeasure types enable security-enhanced information
systems, the final countermeasure type (i.e. education) comprises people. Thus,
ensuring that people understand the necessity of protecting information and be-
ing capable of its maintenance significantly contributes to the overall level of the
system’s information security.

ISACA business model for information security (BMIS). Proposed by Roess-
ing in [28], BMIS is a framework of business-related elements used to describe
information security in an organisation. The framework shows the dynamic con-
nections between the four key dimensions of information security and privacy and
how they affect each other through the depicted interconnections (Figure 4b).

Organisation refers to “a network of people, assets, and processes which are
working together toward a common goal” [28]. Thus, organisational design and
strategy describe how the organisation’s strategy guides the processes based on
the strategic objectives, how external factors guide the organisational design and
strategy itself, and how the organisation’s strategy drives the architecture of the
technical security measures. The people element extends the BMIS model with
a non-technical perspective by highlighting the importance of stakeholders’ val-
ues, beliefs, and behaviours that influence information security and privacy in the
organisation. The process element describes formal and informal processes that
exist in an organisation. The organisation’s strategy governs the processes, and
at the same time, they enable the implementation of the strategy. The technology
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element describes the IT solutions that enable and support the processes. This is
the key element commonly addressed by information security and privacy man-
agement, as most of the proposed security and privacy countermeasures are tech-
nological measures. However, the BMIS model highlights the tight connection of
the technical solutions with the existing organisation governance and objectives,
processes, and people, which the IT systems support.

Reference Model of Information Assurance & Security (RMIAS). First pro-
posed in [30], RMIAS is a high-level guide outlining the key components, re-
lationships, and principles involved in ensuring information assets’ confidential-
ity, integrity, and availability. Depicted in Figure 5, RMIAS consists of four di-
mensions: information system security life cycle, information taxonomy, security
goals, and security countermeasures. The reference model aims to assist with de-
veloping and revising an information security policy document. The model con-
siders four types of security countermeasures: organisational, human-oriented,
technical, and legal.
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Countermeasures
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Figure 5: Key elements of a Reference Model of Information Assurance & Secu-
rity [26, 30]

2.2.2. Industry Standards

Along with the reviewed information security frameworks, several standards and
frameworks are known among industry representatives. ISO/IEC 27001 [27] is an
international standard for information security management systems that provides
a framework for organisations to establish, implement, maintain, and continu-
ally improve an effective information security management system. The standard
also contains a set of security controls for mitigating the selected threats. Having
the possibility to be certified against it, ISO/IEC 27001 is a de facto industry-
used framework for information security used by established organisations to
demonstrate commitment to information security to customers and partners [101].
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ISO/IEC 27701 [102] is another international standard built upon ISO/IEC 27001
and includes privacy information management system requirements. Other com-
monly used recommendations are NIST SP, which are Special Publications from
the American National Institute of Standards and Technology. For instance, NIST
SP 800-39 [6] focuses on managing information security risks from an organi-
sational perspective, and NIST SP 800-37 [103] provides a structured framework
for managing cybersecurity risks within the context of system development and
operation. Meanwhile, NIST SP 800-53 [104] is a catalogue of security and pri-
vacy controls that organisations can use to protect their information systems and
data. Originating from the American agency, NIST SP is commonly used by
U.S. government agencies and is more recognisable by U.S. organisations. While
guidelines and frameworks from ISO/IEC and NIST SP are industry best practices
and provide comprehensive recommendations on managing information security,
they are proved to be of high complexity [105] and, thus, are resource-intensive,
particularly for smaller organisations.

2.2.3. European Regulations

In the European Union, a number of unit-level regulations and directives regulate
how organisations operating in the EU or manipulating the data of EU citizens
should act to preserve information security and privacy. Among them are GDPR,
Cybersecurity Act, and NIS2 directive.

Since 25 May 2018, the General Data Protection Regulation (EU) 2016/679
(GDPR) [106] is the primary personal data regulation framework in the European
Union (EU). GDPR defines rules under which personal data about an identifi-
able person can be captured and governed by the data controller and processed by
processors (both controller and processor are business organisations). The organ-
isation which “determines the purposes and means of the processing of personal
data” is called a controller, while processing refers to any operation which is
performed on personal data [106]. Another organisation which provides services
and processes personal data on behalf of the controller is called a processor [106].
The legislation also specifies the requirements for an information system (IS) (i.e.,
processing system) used by a processor for personal data manipulation. Finally, it
defines the rights of a data subject regarding their personal data processing.

The EU Cybersecurity Act [107] is a regulation aimed at strengthening the
EU’s cybersecurity capabilities and creating a more secure digital environment. It
sets out rules for cybersecurity coordination, certification, and cooperation across
the EU. The Act grants a permanent mandate to the European Union Agency for
Cybersecurity (ENISA), giving it more resources and authority to coordinate cy-
bersecurity efforts across the EU. It also introduces a voluntary EU-wide certifica-
tion framework for information and communications technology (ICT) products,
services, and processes. This framework aims to improve the security of these
products and services by setting common standards and procedures for certifica-
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tion. The Act applies to all EU Member States, ensuring a consistent approach to
cybersecurity across the EU.

Since 18 October 2024, NIS 2 directive [108] is a European regulation that
aims to strengthen the cybersecurity resilience of essential services and critical
infrastructure sectors in the EU. The directive requires organisations to conduct
risk assessments, implement security measures, report incidents, and cooperate
with other companies and authorities in the event of a cybersecurity incident.
NIS 2 also introduces a new classification system for essential services, which
divides them into two categories: essential services of general interest and es-
sential services that are important for the economy or society. Organisations in
both categories are subject to different requirements, depending on their level of
importance.

Introduces on 10 December 2024, Cyber Resilience Act (CRA) is a harmonised
regulatory framework that sets “rules for the making available on the market of
products with digital elements” [109]. To safeguard consumers and organisations
purchasing software or hardware products with a digital component, CRA man-
dates cybersecurity requirements throughout the lifecycle of products with digital
elements, emphasising secure design, development, and maintenance. This is par-
ticularly critical for complex SoS as smart solutions, given their interconnected
nature and inherent vulnerabilities. By fostering shared responsibility among
manufacturers, retailers, and users, the act aims to enhance the security and re-
silience of these systems.

Except for the EU-level regulations, some EU state members also have lo-
cal cybersecurity standards guiding public and private organisations. For exam-
ple, Eesti infoturbestandard [110] (Estonian Information Security Standard, E-
ITS), BSI-Standard 200-3 [111] and Predpis 181/2014 Sb. (Zdkon o kybernetické
bezpecnosti) [112] (Cyber Security Act in Czechia)) are the cybersecurity or in-
formation security standards in Estonia, Germany and Czechia, respectively.

2.2.4. Privacy Principles and Privacy-Enhancing Technologies

Data protection principles, as mandated by regulations like GDPR (Art. 47 [106]),
are paramount for modern information systems. These principles, encompassing
purpose limitation, data minimisation, and data security, emphasise a proactive
approach to privacy. Privacy by Design (PbD) embodies this proactive approach,
advocating for the integration of privacy considerations throughout the entire sys-
tem development lifecycle [113].

PbD leverages design strategies during the initial phases of system conception
and analysis, followed by the application of design patterns during the system
design phase. Subsequently, the implementation phase necessitates the integration
of Privacy-Enhancing Technologies (PETs) to ensure robust data protection [113,
114].
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PETs encompass a range of technical measures that safeguard personal data
while preserving essential system functionality [114, 115]. These technologies
are categorised based on their intended goals: communication protection, data
protection, entity authentication, privacy-aware computation, and human-data in-
teraction [115]. For instance, achieving data protection often involves fulfilling
the goals of integrity and confidentiality.

To facilitate the integration of PETs into system design, Privacy-Enhancing
Business Process Model and Notation (PE-BPMN) was introduced as an exten-
sion of the standard BPMN 2.0 language [115]. PE-BPMN incorporates “general
stereotypes” (e.g., ProtectConfidentiality, OpenConfidentiality) to represent high-
level privacy goals and “concrete stereotypes” to signify specific PETs (e.g., PK
encryption, PK decryption). By visually representing PETs within the BPMN
framework, PE-BPMN supports system analysts in capturing and integrating pri-
vacy-preserving mechanisms into the system design [116].

Cryptographic algorithms constitute a significant subset of PETs. Cryptogra-
phy fundamentally revolves around the concept of encryption, the transformation
of original data (plaintext) into an unintelligible form (ciphertext) [117]. This
transformation utilizes keys as parameters for both encryption and decryption pro-
cesses.

By rendering data unreadable without the appropriate decryption key, encryp-
tion safeguards sensitive information during transmission and storage [117]. En-
cryption schemes vary in their underlying transformation techniques. In the con-
text of personal data management, Fully Homomorphic Encryption (FHE) emer-
ges as a particularly promising approach [118]. FHE enables computations to be
performed directly on encrypted data, eliminating the need for decryption prior to
processing. This capability has profound implications for data privacy, as it allows
sensitive data to be processed by untrusted parties (e.g., cloud service providers)
without compromising data confidentiality [118]. Examples of FHE implementa-
tions include public-key encryption and secret sharing schemes (also referred to
as SS computation).

2.2.5. Supporting Tools for Personal Data Protection

One of the tools which can help achieve compliance with the European privacy
legislation is the ISO/IEC 27701 standard [102]. It provides a set of recommended
privacy requirements and controls for Privacy Information Management Systems
used by personal data controllers and processors. While the standard provides
a rough mapping of the recommended controls with requirements in GDPR, it
neither guarantees compliance with the legislation nor provides explicit instruc-
tions or steps to be followed by organisations to apply the standard. Thereby,
the standard mainly helps to “translate” requirements of GDPR from legal style.
However, it is not an on-the-shelf solution, thanks to which organisations would
be able to develop or assess their privacy management measures.
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Organisations that act as controllers commonly have the role of data protec-
tion officer (DPO), who assists the organisation in complying with the regula-
tions [119]. To assess the delivered privacy within the designed business process
and IS, DPOs can use predefined tables, templates or questionnaires - to fill them
in based on a manual analysis of the organisation’s policies and systems. Alter-
natively, there are many commercial solutions offered by over 304 vendors [119].
The provided solutions range from simple questionnaires to more advanced soft-
ware tools for privacy and compliance assessment and up to the services of an
external data protection officer. However, a considerable part of the proposed
software solutions checks a deployed application. Thereby, they are not applicable
for the information systems in the early stages of development or for not a single
web-based application (but a system of information systems as in the case of col-
laborative data processing [120]). According to [119], some commercial solutions
lack scientifically proven methodologies or evidence to support their validity or
utility. Furthermore, such tools are characterised by a lack of interoperability with
other compliance systems relying on non-standardised semantics, making it hard
for organisations to integrate them into the toolchain without locking a company
to a vendor.

Conceptual GDPR model and DPO tool. Several conceptualisation models
and approaches have been developed to decompose the legal text of the GDPR
and structure it for potential automation [46, 121, 122]. One model that has re-
sulted in its automated usage within the tool is the conceptual GDPR model re-
fined in [121, 123]. The GDPR model defines the key legislation concepts that
should be considered in the business processes and is depicted in a class diagram.
The model is presented in Figure 6 and describes the main concepts and connec-
tions between them according to articles in [106]. Thus, the conceptual model
captures the personal data (Art. 4(1)), data processing task (Art. 4(2), 4(23)),
legal ground and legal ground special categories (Art. 45-59, 9(2)) for the data
processing, including consent, privacy policy (Art. 13, 14). The model also de-
picts the roles of parties involved in the data handling (data subject, controller,
processor, recipient and third party). Finally, the model defines the connection of
the mentioned concepts with the technical implementation of the data processing
task (Art. 30), including processing system used by the controller to produce a
record of data processing, and which is secured with security measures (Art. 25).

DPO Tool? is a web application prototype that implements a model-based ap-
proach for achieving GDPR compliance of business processes. The method of
achieving GDPR compliance with the DPO tool is presented in [123] (see Fig-
ure 7) and is based on the described above conceptual GDPR model.

The DPO tool uses the provided business process model. The model should be
annotated with the concepts from the GDPR conceptual model. The annotation
can be extracted directly from the model (in case the model follows the annota-

3DPO Tool can be accessed at https://dpotool.cs.ut.ee/
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tion principles) or added by the DPO tool to the process model based on the user
input. Then, after extracting the existing concepts from the business model (i.e.,
the As-Is compliance model), the tool compares the GDPR model with the As-Is
compliance model. If the business model does not consider some concepts from
the GDPR conceptual model, its absence is treated as a compliance issue. As a
result, the GDPR compliance analysis approach results in the defined compliance
issues that refer to the absence of the GDPR concept(s) in the business model.
Thus, the approach helps to identify that, for example, the process does not con-
sider the requirement of having the privacy policy presented to the data subject or
that the system used for the data processing does not use any security measures.
The advantages of the DPO tool are as follows. First, the tool is an open-source
prototype that can be freely accessed and is based on peer-reviewed academic
publications. Second, the tool can be used for the GDPR compliance check of a
business process during the whole software lifecycle - at the design, development,
or operation phase - as it requires only the BPMN model for the input. Finally, the
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comparison of the manual regulation compliance with the tool-supported analy-
sis in [124] reveals significant correspondence of the identified non-compliance
issues and points to the found non-compliance issues using the tool, which were
omitted during the manual check. On the other hand, the tool methodology does
not cover all the GDPR requirements (40 articles out of 90), and the national
adaptations of GDPR are not considered. Thereby, the DPO tool is a proof-of-
concept prototype that can be used as an alternative to the manual GDPR compli-
ance check of business processes, keeping in mind the existing limitations of the
used approach.

The tool has been applied to the scenarios of tollgate usage by the connected
vehicles [123], the scenario with a North-European airline company, where a cus-
tomer of airline company is making calls to support centre to purchase flight
ticket [124], and for analysing the vehicle charging scenario [125, 126].

Privacy-enhancing technology selection. Pleak (Privacy LEAKage Analysis)
Tool* is an open-source web application prototype for analysing business pro-
cesses and detecting possible data leakages [127]. The tool helps analyse a busi-
ness process, which includes collaborative data processing, by providing an over-
view of what data is leaked, to what extent, and to which process participants
using mCRL2 toolset [128], which is in turn based on ACP-style process algebra
and has an axiomatic view on processes. Pleak allows us to analyse the impact
of the privacy-enhancing technologies (PETs) used in the context of business pro-
cesses. The tool aims to help with risk analysis and impact assessment of data pri-
vacy within the existing system. Pleak primarily targets non-information security
specialists, like software developers, process owners or data protection officers,
who need to assess the effectiveness of the selected privacy-enhancing technolo-
gies. As an input, the tool gets the PE-BPMN model (an extension to BPMN) that
depicts the analysed system through business actors and processes, data objects,
and data analysis algorithms. As a result, Pleak provides the user with analysis
reports of different depth levels. Overall, the report contains information about
private data flows through the system and reveals the actors to which the data is
disclosed and to which extent.

The major advantage of Pleak is its multi-functionality. The tool proposes
several techniques of privacy analysis on the different levels of implementation
details [127], namely, BPMN and SQL leaks-when analysis, sensitivity and dif-
ferential privacy analysis. As the tool is under development, it currently supports
a limited number of PETs. So far, the tool has been applied to the scenarios of
critical situations. For example, the Pleak toolset was used to analyse the sce-
nario when two countries interact to determine which ships of the aid-providing
country should arrive at which ports of the aid-requesting country [127, 129]. The
Pleak toolset was also applied to the scenario where the command centre of the

“Pleak can be accessed at https://pleak.io/ (account: demo@example.com, password:
pleakdemo, manual: https://pleak.io/wiki/) [127]
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smart city requests from the citizen a photo of the specific place using privacy-
preserving data search [115] in the mobile app RapidGather [130] that enables
the usage of citizens’ mobile phones to detect and respond to crisis situations.
All in all, Pleak can analyse the currently supported PETs and define data leak-
ages. Alternatively, Pleak can help compare PETs from one class in the context
of the developed system to select the technology that enables better personal data
protection.

2.3. Identity Management (IdM)

In this subsection, we outline the preliminaries necessary to understand an iden-
tity management system, its key conceptual components, and their contribution
to managing identities and trust in cross-organisational data exchange. Moreover,
here we define the system characteristics, which aim to be supported by the iden-
tity management (IdM) system. The section is based on the authors’ publications
in [60, 61, 131, 132] and may contain sentences or fragments of sentences from
these publications.

2.3.1. Collaboration and Trust

During the last two decades, organisations have become increasingly reliant on
information provided by other organisations aiming to deliver innovative services
to customers. Such dependency results in the need to establish a trust relationship
for the data exchange [6]. Trust is the decision of one party to be vulnerable to
another party, which is believed to be trustworthy. Each party may have different
requirements and procedures for defining trustworthiness of their trust relation-
ship establishment [133].

Following, we regard trustworthiness as the beliefs of the system users in ex-
pected attributes. Thus, being trustworthy for the IdM system means being able
to enable social trust [134]. NIST SP 800-39 defines trustworthiness as the abil-
ity of a person, organisation, or system to consistently deliver reliable and secure
performance, based on their demonstrated qualifications and capabilities [6]. As-
suming that trust is established between identities (represented by organisations,
systems or people), trust model defines the rules for who can create, read, update,
delete, and verify the mapping between the identity holders and the digital cre-
dentials for such identities’. Based on the selected trust model, the organisations’
representatives make decisions on risk management.

STrust model is also referred to as (digital) identity model in the latest version of NIST SP 800-
63 [135] and in [52].
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As a result, the collaboration between entities in smart solution systems hap-
pens with the predefined trust assumptions defined by the selected trust model.
Meanwhile, the identity management system used by each collaborating entity
implements the selected trust model in order to identify and authenticate. Thus,
identification ensures that external identities can access assets only based on the
rules defined by a trust model.

2.3.2. IdM System: Components and Operations

Digital identity is “a set of claims made by one digital subject about itself or
another digital subject” [136]. Identity management (IdM) refers to the set of
policies and technologies used to ensure that the resource users are eligible to
access them based on their identity characteristics. Often, the IdM is split into
identity management and access management. An identity management system
defines the procedure based on which the entities are authenticated. An access
management system defines the authorisation mechanisms, which control access
to resources based on their identity. IdM system is built using the following ele-
ments [52, 135]:

(Assumption) Trust model that defines (i) actors involved in the interaction;
(if) social trust between actors and their dependencies on ac-
tions; (iii) resources that should be protected and/or shared dur-
ing the interaction between actors;

(Variable 1) Type of credentials used for actors identification. Credential
is an object or data structure that binds an identity via an identi-
fier and (optionally) additional attributes (i.e., claims), to at least
one authenticator possessed and controlled by an identity (i.e.,
identity holder) through credentials [135];

(Variable 2) Policies of using resources by actors which could be presented
in the form of the following rules: {A;,C;,R,AR;}, which de-
fine that actor A; which can be identified using credential C; can
access resource Ry with the access right AR;;

(Variable 3) Measures (business or technological) for the policies enforce-
ment.

The first component of the IdM system (namely, assumption) defines the trust
model and is the main input for implementing IdM. Based on the assumption,
the rest of the IdM elements can be selected, while credentials (variable 1),
policies (variable 2) and measures (variable 3) may vary depending on the
selected trust model.

Roles. Regardless of the selected trust model, the IdM system defines rules of
interaction between the following roles [52, 135]:
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¢ (Identity) Holder is an actor who requests credentials and who is the sub-
ject of digital identity credentials. The identity holder can be presented
by a physical person, organisation or system component (e.g., web service,
server, information system);

* Issuer (also referred to as “Credential Service Provider (CSP)” or “Identity
Provider (IdP)”) is a trusted entity that issues digital identity credentials
(i.e., authenticators) to actors to prove that they are characterised by the
claims in the issued credentials;

* Verifier is an entity that verifies the claimant’s identity by verifying the
claimant’s possession and control of one or more authenticators (based on
the issued credentials) using an authentication protocol.

Operations. The IdM operations include (i) request for identity issuance based
on the presented attributes, (ii) identity issuance, and (iii) credentials presentation
and identity verification. Additionally, the credentials for identity may be revo-
cated, and the status might change. In this thesis, we mainly focus on the first
three operations.

Root of Trust. Depending on the selected trust model, there are different iden-
tification procedures for issuers, holders, and verifiers. But the main difference
between the trust models is the used root of trust®. Root of trust (RoT) is the basis
that provides evidence of identity attestations against the claims mentioned in the
credentials [137]. Based on the RoT, the depending entities might form a chain of
trust, while RoT is the only entity trust to which is axiomatically accepted without
further verification during identity management [52].

In [52], there are three types of RoT defined. Administrative RoT assumes trust
in certification authority (CA), which is an organisation that has a defined certifi-
cation practice procedure used by the staff to ensure the quality and integrity of the
digital credentials (i.e., certificates) they issue. Trust in administrative root of trust
depends on the general reputation of a CA. Algorithmic RoT relies on computer
algorithms that create secure systems where no single entity has complete con-
trol. These systems ensure that all participants agree on a shared source of truth.
Examples include blockchains, distributed ledgers, and distributed file systems.
Self-certifying RoT relies on secure random number generation and cryptography,
which can be ensured through using specialised hardware like secure enclaves or
trusted platform modules. Trust assumption is based on the hardware and soft-
ware’s specifications, testing, and reputation.

Trust Models. Depending on the selected root of trust, the execution of IdM
operations and the involved parties vary. Therefore, there are a number of trust
models, including a centralised trust model, a federated trust model, and a decen-
tralised trust model. Figure 8 depicts the former and the latter, while the federated
models are not discussed in this thesis as it is mainly used for individual entities
and not organisational digital identity.

%The “root of trust” is also known as “trust root” or “trust anchor” [52, 135]
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Figure 8: Trust models (1 - provide attributes, 2 - issue identity credentials, 3 -
verify identity; activities and actors in grey are optional for the model) [52]

A centralised trust model is the most commonly used set-up which relies on
an administrative RoT. Based on the selected administrative RoT, an organisation
(identity holder) provides a set of attributes to the selected issuer with respect to
the chain of trust. Second, based on the provided attestation attributes, an issuer
issues credentials to a holder, and keeps the record of such credentials issuance.
Third, the holder provides a signed document to a verifier where the signature
corresponds to the attested signature of the credentials holder, and the verifier ver-
ifies the provided document by checking that the signature corresponds to trusted
credentials and the issuer confirms the validity of the credentials.

A decentralised trust model relies on algorithmic RoT and aims to eliminate
reliance on any centralised authorities. Thus, the holder may omit any interac-
tion with external identity issuer and rely on self-issued verifiable credentials, the
details of which are stored in a distributed ledger and, therefore, are (publicly)
accessible for the verifiers. If necessary, a holder may connect the self-issued
credentials to the issued before verifiable credentials from the commonly trusted
issuer. During the data exchange between the holder and verifier, the verifier can
access the distributed ledger and verify the identity of the received signed docu-
ment.

Self-Sovereign Identity (SSI) is a paradigm for managing digital identities that
relies on a decentralised trust model and aims to empower identities to take con-
trol of their identity-related data. According to SSI, each identity should be in full
control of its own digital identity and, thereby, rely only on itself (not any govern-
ment) for issuing credentials for its identification. For this reason, SSI implies the
usage of algorithmic RoT, distributed identifiers (DID), verifiable credentials and
digital wallets.

Credentials. Credential is any set of information that some authority (issuer)
claims to be true about the identity of a subject of the credential and which enables
the subject to convince others (who trust that authority) of these truths [52]. Com-
monly, the subject of the credentials is its identity holder. Credentials are used as
a baseline for providing the verifier with proof of the credential’s subject identity.
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Except for the proof of some statement about the credentials’ subject, the verifier
must be able to determine the following from the presented credentials: (i) who
issued the credentials; (i7) credentials have not expired or been revoked. A spe-
cific type of credential is Verifiable credential (VC) which is additionally tamper-
resistant. Verifiable Credentials Data Model v1.1 [138] is an open standard of dig-
ital credentials format that ensures that credentials are cryptographically secure,
privacy-respecting, and machine-verifiable. Also, credentials can be presented by
digital certificates. For example, the European digital identity framework eIDAS
defines the following types of credentials: (i) certificate for electronic signature
(Article 3(14)) to link electronic signature validation data to a natural person; (i7)
certificate for electronic seal (Article 3(29)) links electronic seal validation data
to a legal person; (iii) certificate for website authentication (Article 3(38)) to au-
thenticate a website and link the website to the natural or legal person to whom
the certificate is issued.

Certificates are essential for secure communication across different layers of
the OSI model of system communication within the network’. TLS certificates au-
thenticate parties and encrypt data at the transport layer. Digital seals/signatures
protect data integrity and authenticity at the presentation layer. End-user certifi-
cates can provide additional encryption at the application layer. The combination
of these certificates ensures a secure and reliable communication channel.

Organisational Digital Identity (ODI)® defines an organisation and its attribu-
tes for other entities through credentials. It enables trust between business part-
ners and ensures the authenticity and confidentiality of cross-organisational data
exchanges [140]. ODI commonly relies on conventional centrally managed cre-
dentials and keys used in Public Key Infrastructure (PKI).

While different documents can play the role of (verifiable) credentials, each
credential is characterised by an identifier. Such identifiers have been based on
the public key infrastructure (PKI), where certificates are credentials issued by
centralised certification authorities. With the emergence of self-sovereign identity
(SSI), the idea of removing a centrally governed authority is gaining popularity as
it allows removing a single point of failure and potentially bringing automation to
the issuance of the credentials.

Conventional Public Key Infrastructure. Public Key Infrastructure using the
X.509 standard (PKIX) is the most used conventional PKI implementation [141].
In the case of conventional PKI, there should be a root authority that accredits
trusted third-party certification authorities (CAs). Additionally, each CA holds a
(centralised) certificate registry. CAs follow X.509 standard [142] for issuing dig-
ital certificates by publicly trusted CAs. However, while the whole infrastructure
is based on the CA’s trust, compromising it or its registry of certificated negates
the whole trust model. From the technical point of view, using a set of trusted

70SI model “is a conceptual model that divides network communication and interoperability
into seven abstract layers” [139]
81f not specified otherwise, we also use identity to refer to ODL
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certification authorities puts obligations on integration with each CA’s system to
verify credentials.

Decentralised Public Key Infrastructure. The main advantages of the decen-
tralised PKI are based on decentralised identifiers (DIDs), which are permanent,
resolvable, and cryptographically verifiable. Unlike X.509 certificate trees that
rely on centralised registries under the control of a single authority, DIDs must
help avoid single points of failure by using decentralised networks (i.e., verifiable
data registry) for storage. A verifiable data registry (VDR) is commonly imple-
mented using distributed ledger technology (DLT). Such DLT can be presented by
general-purpose public blockchain networks or special-purpose distributed ledger
networks. In principle, VDR can be implemented as distributed file systems (e.g.,
IPES), key event logs (e.g., KERI), and distributed hash tables, but in this paper,
we focus only on VDRs based on DLT.

A Decentralised Identifier (DID) identifies the subject. The DID subject can
be a human, organisation or any resource that should be identified. An entity
that has the capability to change the information associated with a DID and use
it in a VC is called a DID controller. DID controller and DID subject may or
may not be the same entities. DID document is an artefact of DID resolution
controlled by the DID controller that is used to describe the DID subject [52].
A DID document itself is not a resource, therefore, it does not have a separate
resource identifier. Resolution of DID refers to the transformation of the given
DID to a DID document using the defined DID method. Regardless of the nature
of the subject, the DID document is dynamically constructed by the DID resolver
based on the provided DID and the transactions connected to this DID in the VDR.
DIDs are globally unique, and no central authority manages them. The controller
creates the DID on its own and has complete control over the data that can be
accessed using the identifier.

Digital wallet stores the holder’s credentials. A digital agent is a software that
enables the credentials holder to operate their digital wallet. Additionally, digital
agents establish secure connections with other agents to exchange credentials and
DIDs. Commonly, the digital wallet is a part of a digital agent that enables secure
storage of credentials. While digital agents may vary by their type (mobile and
cloud), the interoperability on the client layer allows holders to select the preferred
agent regardless of which agents are used by other entities or which registry is
used for storing credentials. Finally, a digital agent allows the VC holder to define
Verifiable Presentations (VP). VP is a data artefact containing data from one or
more VCs shared with a verifier. VP may allow a holder to present a claim in a
synthesised form instead of the original VC (e.g., through zero-knowledge proofs)
to preserve the holder’s privacy.

While Identity Management and Access Management systems are tightly con-
nected, in this thesis, we mainly focus on identification and do not consider what
kind of resources are protected and exchanged based on authentication. Thus, in
the further chapters, we analyse how, based on the selected trust model (which
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serves as the foundational assumption for information security and privacy man-
agement), the other variable component of the IdM system supports information
security.

2.3.3. IdM System Characteristics

Kim Cameron, being a pioneer in the field of digital identity, in [136] proposes
seven laws of digital identity. By following these principles, developers and or-
ganisations can create identity solutions that empower identities while protecting
their interests. The laws with their description are the following:

1. User Control and Consent: Identity systems should disclose information
about a user solely with their explicit permission;

2. Minimal Disclosure for a Constrained Use: The system should reveal the
minimum amount of identifying data requisite for a particular purpose;

3. Justifiable Parties: Only entities possessing a legitimate requirement for the
information should be granted access to it;

4. Directed Identity: Users should retain control over the utilisation and dis-
closure of their identity;

5. Pluralism of Operators and Technologies: The identity ecosystem should
support multiple providers and technologies;

6. Human Integration: Identity systems must be designed with human needs
and experiences;

7. Consistent Experience Across Contexts: Users should encounter a seamless
and uniform identity experience across different settings.

Digital identity enables participants of the data exchange systems to confirm
the authenticity of involved entities. Credentials associated with identities are
the documents enabling the verification, with issuance procedures determined by
a trust model. While the procedures of issuing credentials in decentralised and
centralised identity models vary [60], PKI stays essentially the same. Thus, the
key management is equally relevant regardless of the trust and identity model.
Therefore to study the security of an ODI and Identity Management (IdM) system,
we consider characteristics targeted by identity and key management mechanisms.
The need for the characteristics depends on the scenario.

Targeted System Characteristics. Through the literature review, we gather a
set of non-functional characteristics that affect ODI’s security. In [132], we de-
scribe the literature procedure and provide a mapping of system characteristics
reviewed in Section 2.3.4 mechanisms.

The following business-oriented characteristics may be targeted, primarily re-
flecting the trust among the individual business entities. Trustlessness is a part of
the zero trust (ZT) paradigm and refers to the ability of the system to operate with-
out relying on the honest behaviour of internal or external entities [143, 58]. To
react to the dishonest behaviour, the IdM system may target to deliver traceability
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that refers to the ability to know who did what, when, and how [144, 145]. The
more proactive approach to secure the system against internal attacks is privilege
escalation prevention, which aims to restrict users from gaining unauthorised ac-
cess. In this research, we consider privilege escalation as a result of both privilege
escalation attacks and privilege misuse. Another way of enabling zero trust is de-
centralisation, which refers to distributing the responsibility for managing ODI
and its keys across multiple entities to enhance security, resilience, and user con-
trol. As a result, the organisation can differentiate between multiple users of the
ODI. Another business-demanded aspect of its system’s security is availability,
which is the ability to deliver its value continuously. System availability [145] is
crucial both in the everyday data exchange and in the case of extraordinary trigger
events — e.g., a loss of access to the keys or if an employee that is involved in
the ODI management leaves or becomes malicious. Finally, the usability refers to
the feasibility and convenience of the identity and key management. Usability en-
compasses the backwards compatibility of the proposed design with the existing
infrastructure. Besides, usability defines whether the end-users will use the ODI
following the defined interaction set-up with ODI [143, 145, 146].

From a cryptographic standpoint, digital signatures are the principal method
for establishing data authenticity and integrity. The following are the classical
target characteristics. Unforgeability ensures that a valid signature cannot be gen-
erated by an unauthorised entity without possessing the private key [144, 147].
Assuming the private key is been compromised, a digital signature provides non-
repudiation — the holder of the private key cannot deny the origin of a valid signa-
ture. For commonly used signing schemes, such as the Elliptic Curve Digital Sig-
nature Algorithm (ECDSA [148]) or Rivest-Shamir-Adleman (RSA), signatures
generated using the same private key are interconnected via the single public key
that verifies them. This linkability of signatures or keys determines whether two
or more signatures or public keys originate from the same identity [144, 149].
The option to link different signatures may or may not be desired. Consequently,
unforgeability, non-repudiation and linkability contribute to the authenticity and
integrity of exchanged data.

2.3.4. Key Management Mechanisms

Assuming that IdM relies on PKI, key management is an enabler of digital iden-
tity per se and ensures the security of IdM systems. The key management in-
cludes pre-operational, operational, post-operational and destroyed phases [150].
IdM is involved in the four stages: (i) generation and distribution of asymmetric
key pairs (i.e., private and public keys) for the key generation during the pre-
operational phase; (ii) the key registration and the public key certification during
the pre-operational phase; and (iii) storage, usage and backup of keys during the
operational phase. The certification is crucial for establishing trust within the sys-
tem as it enables verification of the integrity of the exchanged data. Our research

50



aims to comply with the existing verification process to remain IdM backwards

compatible. Thus, we exclude the second stage from our analysis. Figure 9 de-

picts artefacts used for key management that are discussed in this section.
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Figure 9: Key management phases: stages, parameters and artefacts [62]

Here, we overview the cryptographic and business mechanisms found through
the literature review, details of which can be found in [132]. The paper focuses on
asymmetric cryptographic schemes that provide digital signatures.

Pre-operational Key Phase

Key generation. Implementation of digital signature schemes necessitates the
generation of a master key pair. The signature schemes vary in key and signature
size, underlying mathematical structures, computational demands, and security
assumptions. Irrespective of the scheme employed, the key pair generation pro-
cess relies on a cryptographically secure pseudorandom number generator, which
requires seed initialisation. Seed derivation from user-provided input, such as a
password, is possible via a password-based key derivation function, albeit with
potential security implications. Multi-factor key derivation functions [151] can
be implemented to enhance trustlessness and resilience by mitigating reliance on
single points of failure. Distributed Key Generation (DKG) protocols, such as
FROST [152], enable multiple parties to collaboratively generate secret shares of
a key in a distributed manner, ensuring that the complete key never exists at a sin-
gle location. Following generation, a digital certificate can be issued to bind the
master public key to a designated entity.

Sub-keys derivation. Data signing can be performed using the master private
key or through sub-keys derived therefrom. Bitcoin Improvement Proposal No. 32
(BIP32) [153] specifies deterministic key derivation, wherein sub-keys are gener-
ated via a derivation path from the master key. This path is also a required input
for the signature verification algorithm. Deterministic derivation is applicable to
specific schemes based on elliptic curves, as employed in Bitcoin, or lattices [154].

An alternative approach is threshold signatures. It requires a minimum of K
signers out of N total participants to collaborate in generating a valid signature.
This mechanism requires the compromise of at least K signers by an attacker to
forge a valid signature. The key shares can be derived using Distributed Key
Generation (DKG) protocols, such as FROST [152], or distributed by a trusted
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dealer, as exemplified in RSA-based threshold signature schemes [155].

Key distribution. The key distribution phase establishes a control point for
ODI keys and their delivery to controllers. The degree of control is determined by
the custody level of the keys. A non-custodial, or self-custodial, approach [156]
confers increased control but imposes a higher operational burden, as the ODI
owner assumes controller responsibilities, including key security.

Instead, a fully outsourced, or custodial, approach [143] reduces operational
overhead for the ODI owner while waiving control. Custodial ODI directly con-
tradicts the Zero Trust (ZT) strategy by placing complete trust in a third-party
custodian. The custodian manages the keys and retains the capability to execute
operations on behalf of the organization. Consequently, neither methodology ad-
dresses trustlessness, resilience, or protection against privilege escalation.

Operational Key Phase

Key storage. Cryptographic keys are stored on tokens that facilitate their gen-
eration, protection, and management. These tokens may be implemented as soft-
ware applications installed on general-purpose devices, such as those initiating
signature requests, or as specialised external hardware, including Hardware Secu-
rity Modules (HSMs).

Dedicated hardware devices for key storage include USB tokens, smart cards
(e.g., JavaCards), and Trusted Platform Modules integrated into end-consumer
devices. Hardware wallets also serve as key storage mechanisms. Notably, de-
terministically derived keys do not necessitate persistent storage, as they can be
generated dynamically, requiring the minimum threshold of factors in the case of
DKG. The physical form of the token impacts the portability and usability of ODI.

Key usage. Key usage includes data signing and signature verification pro-
cedures. In instances involving a single signer and a pre-generated key, the key
must be accessible either directly, as with software tokens, or through a signing
interface, as with dedicated hardware signing devices.

When the master key is derived, the necessary quantity of valid factors must
be provided to generate the signing key. If BIP32 deterministic derivation is em-
ployed, the derivation path from the master key to the child key is also required.

Threshold signature schemes, involving multiple signers, enhance recoverabil-
ity and resilience. Any quorum exceeding the threshold of signers can produce
a signature using their respective key shares. The substitution of a single ODI
controller with a threshold group, configured as K-out-of-N, mitigates the risk of
privilege escalation. In the majority of threshold signature schemes, the partic-
ipating signers’ identities are not disclosed to the verifier, potentially providing
signer anonymity. However, all signers remain accountable within N-out-of-N
threshold groups.

Furthermore, sophisticated policies, such as time-bounded signing, can be en-
forced through automated signer applications. Threshold groups can be nested,
exemplified by a top-level 3-out-of-3 group with two shares held by individ-
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ual representatives and the remaining share managed by an automated employee
signer, which activates upon signature provision from a K-out-of-N employee sub-
group. These mechanisms allow the ODI owner to determine the key shareholders
involved in signature generation or to enforce specific policy mandates.

Key backup. Key recovery following loss necessitates the creation of a secret
key backup in a location distinct from the storage used for routine key opera-
tions. This backup storage may consist of an auxiliary HSM, a trusted execution
environment dedicated to key backup [146], or a third-party custodial service.
However, the latter introduces the risk of identity compromise via privilege esca-
lation [146]. To augment security, an identity holder can implement multiparty
computation and Shamir’s Secret Sharing, distributing key shares among multiple
custodians [146]. Multiparty computation requires key generation via DKG pro-
tocols, whereas secret sharing mandates the distribution of subsequently derived
components of a single key. A predetermined minimum threshold of custodians
must provide their respective key shares to the identity holder to facilitate recovery
of the backed-up key [146].

To sum up, the described key management mechanisms serve as measures
(variable 3) enabling the identity management system. Based on the assumed
trust model (variable 1) and type of credentials (variable 1), the key man-
agement mechanisms together with policies (variable 2) allow the components
of the smart solution provide the targeted assets protection level by enabling the
targeted system characteristics.

2.4. Summary

In this chapter, we discussed the information security- and privacy-related chal-
lenges faced by smart solution systems in two of the most researched and devel-
oped domains, namely e-governance and e-health. The review showed the prone-
ness of the smart solution systems to data leakages and the need to ensure the
privacy of data not only from the external parties but also from the insiders (e.g.,
collaborating parties and employees). Additionally, we reviewed the information
security and privacy models and frameworks (both academic- and industry-based).
The reviewed models complement one another and are useful for summarising the
domain knowledge on information security management. However, the models
are too general to be used as a theoretical model for data extraction by the expert
group to define the current state of factors that define the security and privacy
goals and measures used for achieving them. Finally, we discussed identity man-
agement as a tool for protecting information assets from illegitimate access. We
discussed the key roles that entities can play in the identification and identity man-
agement system components, their goals, and what is the role of key management
in achieving these goals. Finally, we proposed a quality assessment model for the
IdM system to support the expert team in checking the IdM system’s ability to
meet the targeted business and security objectives.
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3. A FRAMEWORK FOR INFORMATION SECURITY
AND PRIVACY MANAGEMENT

The background study shows that the reviewed information security models com-
plement one another and are useful for summarising the domain knowledge on
information security management. While the models explain the dependencies
between aspects of information security and the recommended general flow of
actions, they do not have accompanying guidelines on how these models can be
instantiated to depict the state of a selected organisation. To address this gap,
in previous chapter we reviewed the information security frameworks and mod-
els (see Section 2.2.1). Based on the background and considering the need for
a model to analyse the state of information security and privacy management on
smart systems, we developed a new framework for information security and pri-
vacy management.

This chapter is based on [26] and contains sentences or fragments of sentences
from this publication. Here, we present the motivation, development and applica-
tion of a framework for information security and privacy management in organisa-
tions involved in the delivery of a cross-organisational smart solution. Thus, this
chapter answers the research question RQ;: How to depict the state of security
and privacy management in an organisation?

The outcome of this chapter is a framework for information security and pri-
vacy management (i.e., FISP-ProCOP), which is built based on the existing similar
frameworks and models, overcoming the limitation of being a guiding method for
risk management operations and depicting primarily dependencies of the opera-
tions and countermeasure type. In contrast, the proposed framework is presented
in the form of a matrix and allows use as a theoretical model or template for
depicting the static view of information security and privacy management in or-
ganisations.

The validation of the framework is undertaken through two empirical studies in
Section 3.3 where insights gained from applying the framework in these studies
are discussed. Section 3.4 explores the implications of this contribution, while
Section 3.5 reviews the related work, leading to the conclusion in Section 3.6.

3.1. Framework Development

The literature review on information security and privacy management within In-
telligent Transportation Systems (ITS), eHealth and eGov indicates that the pro-
posed measures for ensuring information security range from specific data trans-
fer protocols and system architectures to the establishment of new stakeholder
roles and adherence to security-related standards. Therefore, to comprehend the
overall approach of organisations towards managing information security and pri-
vacy, it is essential to recognise that information security is a multidisciplinary
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field. Consequently, understanding how organisations address this issue necessi-
tates consideration of multiple facets of the organisations involved in information
security and privacy management.

Models and frameworks serve as abstract representations of concepts and their
relationships within a given domain, thereby facilitating a unified understanding
of that domain. Consequently, these models and frameworks are intended to assist
in comprehending information security and privacy. Security frameworks come
in various forms, offering either descriptive overviews of the security state (like
ISACA’s BMIS) or prescriptive guidance for improving it (like NIST CSF). In
our study, as we aim to understand the static view, we utilise descriptive informa-
tion security and privacy management models and frameworks as the theoretical
foundation for data extraction.

The reviewed models complement each other and are valuable for summarising
domain knowledge in information security and privacy management. However,
they are too general to serve as theoretical models for data extraction in empirical
studies of ITS. While these models explain the interdependencies among vari-
ous aspects of information security, they lack specific guidelines on how they can
be implemented to represent the conditions of a particular organisation. There-
fore, drawing upon the information security frameworks and models reviewed
and recognising the necessity for a framework to analyse the state of information
security and privacy management in smart systems, we formulate a new frame-
work termed the Framework for Information Security and Privacy Management
(i.e., FISP-ProCOP).

3.2. Framework Description

The proposed framework is presented in Table 2 and is built upon the BMIS,
McCube, and RMIAS models. Given the direct relationship between ensuring
the privacy of users’ data and securing it (e.g., in accordance with GDPR), our
study views information security management and privacy management as closely
interconnected tasks. Therefore, the proposed framework does not distinguish
between context attributes that affect only privacy or security without influencing
the other.

The FISP depicts four key aspects, i.e., dimensions, that, from the business
point of view, affect the management of information security and privacy as-
surance — Processes, security and privacy Countermeasures, Organisation, and
People (ProCOP). Each dimension consists of multiple categories, which are di-
vided by the attributes. Finally, each attribute may have one or more instances
of such attribute that correspond to the instantiation of the model to the selected
context of the smart system used in an organisation.

Table 3 depicts the source of the FISP-ProCOP categories and attributed by
mapping them to concepts depicted in the BMIS, McCube, and RMIAS models.
Thus, we can see that while the selected models overlap in the concept coverage,
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Table 2: FISP-ProCOP: Framework for information security and privacy manage-
ment (adapted from [26])

Dimension Category Attribute
Actors, stakeholders, entities
PA. Actors -
P. People Goals, tasks, motives

PR. Relationships Relationships and dependencies between actors

Purpose for the system usage, org. design & strategy

OS. Strategy

OC. Formal Constraints Legislation, regulation, standard

0. Organisation Type of information used

. How the information is manipulated
OI. Information Involved

#
1
2
3
4
5 | Challenges to address
6
7
8
9

Security criteria

10 [ Privacy objectives

CP. Policies & Practices 11 | Policies & practices

CE. Training & Education 12 | Training & education
C. Sec. & Privacy 13 | Architectural measures
Countermeasures 14 | Use case-oriented technological measures

CT. Technolo
& 15 | Cryptographic building blocks

16 | Others technological measures

PrL. System Lifecycle 17 | Security as a part of the system lifecycle
Pr. Processes

PrU. Usage of the System 18 | Use cases of the system as a part of the business processes

they differ by the level of granularity. Aiming to address RQy, the final version of
the FISP-ProCOP matrix has the highest level of granularity among the three other
selected models as it has additional attributes and some of the attributes from the
original models are extended to depict cross-organisational collaboration within a
smart system.

* The dimension of People aims to answer the question: what are the stake-
holders (including physical and legal entities) that have an interest or are
involved in the smart system lifecycle (design, developments, support, or
usage)? Thus, the category Actor describes (i) who the stakeholders are
(including internal and external) and (if) which goals, tasks, and motives
they have towards the system. Another category of Relationships depicts
the relationships and dependencies between the identified actors.

* The dimension of Organisation aims to answer the question: what are the
business goals that guide and restrict the system? The category of Strategy
describes the internal organisational constraints: (i) the purpose for the sys-
tem usage, and (if) the existing challenges faced by the organisation. The
category of Formal constraints describes the goals that affect the system
and are set up by the external entities — through (i) legislation and regu-
lations and (i7) standards. The category of Information involved describes
the goals of manipulating information in the context of the other two cat-
egories, namely strategy and formal constraints: (i) the expected types of
information to be manipulated with, (if) how such information is manipu-
lated (e.g., based on which data), (iii) the security criteria to be achieved for
the information assets, and (iv) the privacy objectives to be achieved for the
information assets.
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FISP-ProCOP BMIS McCube RMIAS
Dimen- | Cate- New attri- | Cove- Original Cove- Original Cove- Original
+ Attribute ot rf :
sion gory butes rage attribute rage attribute rage attribute
Sec.
Actors, stakeholders, entities Ext. [ Countermeasures
PA [human-oriented]*
I People Goals, tasks, motives Added | @ | People” Culure °© o
PR Relationships and dependencies between Added °
actors
Purpose for the system usage, org. design Added Or{;ﬂmsmvlun. o _ o
05 |& strategy Governing
Challenges to address Added Organisation, o o
o (oT¢ Legislation, regulation, standard Governing o ° Sec.
Organi- Type of information used ° o Information
: - - o 3
sation How the information is manipulated ° Information Taxonomy
o1 Organisation ati
Security criteria & [ ] ‘["R)rmm.‘m.‘ [ ] Security Goals
Characteristics
Privacy objectives Added [e] - [¢]
Culture*, Human Sec.
CpP Policies & practices Ext. @ | Factors*, Emergence, [ ] [ ] Countermeasures
Enabling & Support [organisational]
. Sec.
C.Sec. & | ¢ Training & education Ext. ] Human Factors* [ Securit ] Countermeasures
Privacy 4 . "
) Counter- [human-oriented]
Counter- easures
Archi Ext. . Architecture measures
Use case-oriented technological measures Added . Sec.
C1 [ ] ° Countermeasures
Cryptographic building blocks Added [ Technology [technical]
Others technological measures Added
N Sec. Dev.
Pri s a pa e system lifecycl v - i
Pr. T Security as a part of the system lifecycle [ Culture [e] L] Lifecycle
Processes se cases of the system as a part of the R
pry | Use cases of the system as a part of the Ext. o Enabling & Support* o _ o
business processes
* - considers only internal context (internal actors, system components, trainings, etc.)
© - does not cover; @ - covers partially; ® - fully covers Ext. - extended with external context  Added - a new attrubute

Table 3: Mapping FISP-ProCOP with BMIS, McCube, RMIAS

* The dimension of Security & Privacy countermeasures aims to answer the
question: which measures are used to ensure information security and data
privacy in the context of People and Organisation dimensions? The mea-
sures in the dimension are divided into three categories. The category of
Policies & practices describes the policies and practices in the organisation
that enable achieving the goals from the Organisation dimension, including
the existence of written policies on InfoSec&Privacy management, training
and practices established internally in the organisation and externally with
the relevant actors. The category of Training & education describes the ed-
ucational practices used in the organisation for the identified internal and
external actors of the smart system. The category Technology describes the
technological solutions that enable ensuring information security and data
privacy. The category consists of four attributes: (i) architectural solutions,
(if) use case-oriented technological measures, (iif) cryptographic measures
used, and (iv) any other technological solutions (e.g., technologies, pro-
tocols, tools) which do not fall under the other attributes and support the
security and privacy objectives. The technological countermeasures in all
the four categories should cover both architecture of the organisation’s own
system and the architecture established in a smart solution through integra-
tion with external systems.
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* The dimension Processes aims to answer the question: how the dimensions
of People, Organisation, and Countermeasures are integrated together in
the processes in the organisation? The category of Usage of the system de-
scribes the use cases of the system as a part of the business processes of a
smart solution. Meanwhile, the category of System lifecycle describes how
the security and privacy countermeasures are incorporated into the system
lifecycle (e.g., either the security and privacy countermeasures are once im-
plemented and never updated or they are regularly reassessed through a risk
management framework and updated if needed). The attributes in the Pro-
cess dimension include processes established both within the organisation
itself, collaborative business processes and system maintenance practices
established between partners contributing to a smart system.

The expert group can use the framework in two stages as depicted in Figure 10.
The first stage involves all the actors from the expert group in the motivation sce-
nario (Section 1.1). Each expert specifies attributes in the FISP-ProCOP matrix.
The second stage may be conducted by the whole expert group together and aims
to merge experts’ matrices and identify requirements for a securing smart solution.

Merge Elicit requirements
Specify P’ Specify PF Specify Specify Specify PrL [ Specify PrU = mat g s based on the
’_l:‘ rice inconsistencies

FISP-ProCOP| FISP-ProCOP
matrixgy, matrix Requirements

Spemfy Hs;aecufy }{Specl ]—)[Specwy })[Speclfy CP]—)[Spech CE]—P[Spec\fy Pr L]—
{Specify F }{Spemly }{Specify HSpec\fy }{Specily CPJ
- D

FISP-ProCOP
matrixpeo

Business Analyst

ciso

F\SP-P!OCOP
matrixcso

Organisation A

DPO

Specify CT || Specify Pr J

Security
Architect

FISP-ProCOP
matrixsy

Figure 10: Process of using FISP-ProCOP

1. Specify FISP-ProCOP attributes. The framework’s matrix can be used as
a template for aggregating information about the aspects affecting informa-
tion security and privacy in the organisation dealing with a smart system.

* A business analyst should provide input on the business needs-related
categories, such as PA (Actors), PR (Relationships), OS (Strategy),
OI (Information Involved), PrL (System Lifecycle), and PrU (Usage
of the System).

* A data protection officer (DPO) should primarily contribute to filling
in instances of attributes in the categories related to data protection
regulations and their implications to the organisation and system, such
as PA (Actors), and PR (Relationships, specifying whose data is con-
sidered sensitive and with which actors it may or may not be shared),
OC (Formal Constraints), OI (Information Involved, specifying the
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sensitive information to be protected and its privacy objectives), CP
(Policies & Practices).

* A chief information security officer (CISO) should provide informa-
tion on cybersecurity vision, strategy, policies and procedures [25].
Therefore, CISO is expected to contribute to filling in the attributes
in the categories of PA (Actors, specifying cybersecurity-related au-
thorities), OS (Strategy) and OC (Formal Constraints, addressing the
security-related organisational strategies, legislation and standards),
OI (Information Involved, defining security objectives), CP (Policies
& Practices, elaborating on the existing security policies, including
but not limited to the followed standards, frameworks and certifica-
tions), CE (Training & Education, elaborating on the existing security
training), PrL. (System Lifecycle, specifying how security risk man-
agement is integrated into the system lifecycle).

* A security architect oversees the secure development, integration, and
maintenance of cybersecurity components [25]. Thus, they should
provide information to PrLL (System Lifecycle, specifying how secu-
rity risk management is integrated into the system lifecycle) and fill in
the last category, namely CT (Technology).

2. Merge matrices and elicit requirements for information security and
privacy management. Although FISP-ProCOP is not designed to depict
dependencies between the attributes, the matrix may be structured or fil-
tered out after the first stage in a way that reflects which instances of one
attribute are related to instances in the other attributes. Thereby, an organ-
isation representative (e.g., CISO) may validate the consistency of infor-
mation security and privacy management aspects in the organisation. To
identify the inconsistencies within the created matrix, the expert group may
use the guiding questions depicted in Table 18. The guiding questions help
compare attributes and define the inconsistencies among attributes which
serve as a ground for new requirements for information security and pri-
vacy management. Thus, the framework allows the identification of conflict
stemming from multiple stakeholders and operation areas within an organ-
isation, while conflict resolution is out of the scope of the framework itself.

While FISP-ProCOP is presented in the form of a matrix, it does not depict
relationships between dimensions, categories, and attributes, for instance, in con-
trast to RMIAS. On the other hand, due to the tabular structure, our hypothesis is
that the model is a useful tool for depicting the static view of information security
and privacy management in the complex information system compared to other
reviewed frameworks and models. The UML class diagram in Figure 38 shows
the relationships between the FISP-ProCOP attributes and their relations to the
data objects used within the presented later thesis contributions.
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Additionally, the assumption is that such a representation of dimensions that
affect information security and privacy in the system can help depict the effect
of attributes on one another by considering measures usage from multiple per-
spectives. As a result, FISP-ProCOP should help to cross-validate the assumption
of the direct effect of some security and privacy countermeasures on meeting the
stated organisational goals (e.g., stated by the standard).

3.3. Framework Evaluation

We evaluate the correctness and usability of the framework through two studies.
Both studies aim to define how information security and privacy are managed
in organisations enabling intelligent transportation systems (ITSs). First, to vali-
date the correctness, we conduct a literature review using FISP-ProCOP to define
state-of-the-art aspects and measures for smart transportation systems. Second,
survey-based analysis of operational passenger ITSs in the selected regions of the
European Union offers insights into real-world ITS implementations, allowing for
a comparison with the proposed state-of-the-art measures.

3.3.1. Study 1: State-of-the-Art Measures for ITSs

During the first evaluation study, we aim to validate the correctness of the frame-
work by checking its ability to depict the recommended state by the research
community (i.e., state-of-the-art) of security and privacy management measures
for the organisations involved in enabling intelligent transportation systems. For
this, we conduct the literature review where the proposed FISP-ProCOP is used
as a theoretical model for the data extraction from the selected sources. While the
detailed procedure of the literature review and its results are documented in our
previous publications in [26] and [157], here we describe the general study set-up
and results.

Study Set-up. The state-of-the-art measures are identified through the litera-
ture review (LR) following the guidelines in [158]. The literature search was con-
ducted using Scopus, ACM Digital Library, and Web of Science databases. These
databases were chosen because they include peer-reviewed papers and support the
use of complex search queries with logical expressions.

For the literature review, we used the following query: ((“security” OR “pri-
vacy protection” OR “data protection”) AND (“technologies” OR “measure”))
AND (Industry_name), where instead of Industry_name, we use “vehicle shar-
ing”, “ride-hailing”, “smart parking”, “toll”, “connected vehicles” and their syn-
onyms. The search strategy resulted in 283 papers found.

Using the inclusion and exclusion criteria, 24 papers were selected for the data
extraction. Table 4 contains the paper selected for further data extraction grouped
by the ITS area.

Results. The first version of the FISP-ProCOP matrix has been developed
based on the concepts and categories depicted by BMIS, McCube, and RMIAS

60



Table 4: Study 1 - Selected papers for data extraction (adapted from [26])

| ITS area | Selected for the data extraction papers \
Smart Parking [159], [160], [161], [68], [75], [69], [67], [162],
[163], [74], [164], [165], [76]
Ride-Sharing [73], [166]
Connected Vehicles [167], [168]
Toll Collection [161], [169], [170], [78], [77], [171]

models. However, as depicted in Table 3, some of the concepts (like “organi-
sation” in BMIS) are too wide, and some do not consider the external entities,
systems, or activities as the ones affecting the organisation’s information security
and privacy.

Therefore, to depict the specific factors of cross-organisational collaboration
in smart systems, FISP-ProCOP is extended with the new attributes. The new
attributes are extracted based on the literature review in Study 1 by defining con-
cepts which the original FISP-ProCOP does not cover or covers partially. As
shown in Table 3, we have added 8 attributes compared to BMIS, McCube, and
RMIAS models. Additionally, 5 attributes were extended by specifying in their
description the need for considering external entities (actors, systems, policies,
processes) which affect the organisational information security and privacy man-
agement through smart solution collaboration.

The FISP-ProCOP usage during the data extraction results in an overview of
the state-of-the-art aspects of managing security and privacy in intelligent trans-
portation systems. The result is a matrix that depicts the state-of-the-art techno-
logical countermeasure used to assure security and privacy in the selected ITS
areas (see Table 5) along with the mentioned actors involved in the ITS, organi-
sational objectives and constraints, and existing processes that affect security and
privacy management of the ITS (see Table 6). In this work, the results are split
into two separate matrices only for the reason of fitting them into the page.

When presenting the review results, any omitted dimensions or attributes indi-
cate that we did not find corresponding data in the selected literature. Additionally,
we do not include architectural or technical measures that primarily provide the
main system functionality and do not represent information security or privacy
measures in ITS.

The literature review shows that within ITSs, the information assets to be
protected are related to the information about a vehicle, driver and passenger,
and transportation service usage. For example, in systems for smart parking,
ride-sharing and vehicle-to-vehicle communication, the confidentiality of passen-
ger’s/driver’s data is of primary security concern, along with assuring the avail-
ability and integrity of parking slots usage data. Therefore, the state-of-the-art
measure for ITSs security management includes mitigating threats that negate the
integrity of the parking slots payments status [75] to enable public verifiability
(e.g., by the parking officer), which can be abused by the driver’s motive for pay-
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Table 5: Study 1 - State-of-the-Art technological countermeasures (adapted

from [26])
|Attribute H Attribute instances
Architectural Blockchain- Anonylpous. Storage of sensitiYe perS(?nal
based system authenti- cation |data on the data subject device
Secret- sharing |Multi-party com-|Securing data in
putation (MPC) |transit
E Authentication &||Anonymous cre-|Attribute- basedRFID authenti-|Pseudo- random
'§ Access control dential system |credentials and|cation identity  assign-
S access control ment
% Biometric- based authentica-
b tion
5 [Secure TLS protocol IPSec protocol |VPN solution  [Other  secured
communi- communica- tion
cation protocol
Customer end-to-end encryp-  |Custom asymmetric encryption
tion
Navigation and||Privacy- preserving navigation Location obfus-
routing systems cation
Payment Automated payment using Anonymous pay-
smart contract ment
Location- based||{Hashmap storing of parking Location- based|Search based on
search slot/ toll/ vehicle locations search the exact location
Pass  document||Blind signature |Anonymous Presenting proof-
creation reservation of- knowledge
. RSA digital sig-|Homomor- phic[Zero-  Knowl-|Oblivious
Cryptographic .
nature encryption edge Proof pseudo- ran-
dom function
(OPRF)
Trusted execu-|Private set inter-Blind signature |Elliptic ~ curve
tion environment|section (PSI) cryptography
(TEE)
Diffie-Hellman |Hash-based mes-|Oblivious trans-
group key ex-|sage authentica-|fer protocol
change tion codes

ment avoidance (e.g., harvesting attack). A significant amount of studies also aim
to mitigate the threats to negating the confidentiality of passengers’ or drivers’
personal data caused by the storage of such data in a centralised manner by the
service providers. Additionally, the reviewed studies aim to mitigate the threat of
violating passengers’ or drivers’ privacy by linking the data instances of service
usage or payment history. More details on motives and level of trust in the actors
(which are mentioned in Table 6), along with other security threats the reviewed
papers aim to mitigate, can be found in the supplementary report in [157].
Lessons Learnt. Through this study, we extended the framework and evaluated
the correctness of the defined attributes as a tool for data extraction by the thesis
author. Additionally, as a result of this study, the framework was extended with the
category of OS (Strategy), and the categories for some attributes were redefined.
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Table 6: Study 1 - State-of-the-Art attributes: people, processes and organisation
dimensions (adapted from [26])

Dimension &

Attribute

Attribute instances

Actor

People

Driver Passenger

City Government

Trusted Authority

Time-stamping
authority

Organisation em-
ployee

Parking  Service
Provider

SLA-based Sys-
tem provider

Purpose
ITS usage

Organisation

of

Decrease the traf-
fic congestion

Resolve the prob-
lem of air pollu-
tion

Improve of the
city services

Improve parking
facilities manage-
ment

Optimise driver’s
time spent on
parking

Optimise parking
spaces usage

Prevent unautho-
rized spots occu-
pation

Enable
demand mobility

on-

Challenges

Absence or lack of industry regula-
tions and/or standards

The balance between privacy and

system efficiency

Interoperability with other systems
and/or providers

Heterogeneous
network

Data  minimisa-
tion principle

Prevention of data leakage through
data privacy and security of users’
data

Providing the expected level of sys-
tem security before the system is

launched

High expectations from such system
quality characteristics (e.g., plat-
form independence, OS indepen-
dence

Absence of na-
tional strategy for
smart
ments

environ-

Resource-  con-
strained devices
usage

Legislation
regulations

&

Data
Reg-
(EU

General
Protection
ulation
GDPR)

European

Union direc-
tive 2010/40/EU
(7 July 2010)

Consumer  pro-
tection directives
2019/770 and
2019/771

UNECE regula-
tion No 155 (from
2020)

Standards

ISO/IEC 27001  |ISO/IEC 27002

ETSI  standards
series

NIST Special
Publications

Other standards from ISO/IEC

27000-series

Information

Passenger’ transactions history

Passenger’s iden-
tity

Passenger’s pay-
ment details

Driver’s identity |Driver’s location

Driver’s transac-
tions history

Driver’s payment
details

Available parking
spaces

Vehicle’s identity

Vehicle’s location

Available tolls

Vehicle’s state details

Parking/ Ride/ Tol

1 transaction

System
port

sup-

Process

Intrusion  detec-| Vulnerability

tion system scanner

Behavioural ana-
Iytics system

Network  traffic

analyser

Security incident and event manage-
ment systems (SIEM)

ness process

ITS in the busi-

Navigation/ rout-|Payment
ing

Location-based
search

Pass/Reservation
document cre-
ation

Study 1 shows that in contrast to the reviewed frameworks, FISP-ProCOP of-
fers higher granularity, making it more suitable for our study’s objective of defin-
ing the static condition of information security and privacy management. More-
over, it covers not only the internal entities and measures used within the organ-
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isation to manage security and privacy, but it also highlights the need for depict-
ing external actors, systems and architectures which affect data exchanged within
smart systems.

The main limitations of Study 1 are selection and interpretation bias that poses
a threat to the internal validity of the study. In order to reduce the effects of these
threats, we adhere to the guidelines for literature review in [158]. Thereby, the
results of Study 1 evaluation of the FISP-ProCOP correctness are not affected by
the mentioned limitations. Meanwhile, these threats to internal validity affect the
extracted through the literature review security and privacy management measures
as the measures might not present a full set of measures.

3.3.2. Study 2: Security and Privacy Management in the Running
ITSs

The second study aims to evaluate the usability of the proposed framework for
identifying the state of security and privacy management in organisations operat-
ing with intelligent transportation systems in selected European regions. Having
the data extracted from the literature review during Study 1, we use it as a base-
line for identifying the organisations’ situation. Thus, Study 2 is a case study
during which we surveyed targeted expert group representatives of organisations
in the intelligent transportation sector using a FISP-ProCOP-based questionnaire
to assess their information security and privacy management.

Study Set-up. This study has started with the development of a questionnaire
as a tool for the data extraction. The questionnaire [172] is developed based on the
technologies and measures identified in Study 1. We use Google Forms® to deliver
the survey to respondents as it enables branching in the questionnaire depending
on the answers, making it easier for respondents to navigate.

The questionnaire includes questions related to general information about the
company and its intelligent transportation system. The rest of the questionnaire
is organised in four parts and roughly aligned to the four dimensions of FISP-
ProCOP. The questionnaire ends with a section of follow-up questions about the
survey and practices used for communicating security and privacy measures to
stakeholders (e.g., Which sources did you use to answer this survey?, How easy
was it for you to find the information asked in this survey?). Most of the questions
are multiple-choice questions where the options are the instances of attributes de-
fined whether from the previous study or extended by the thesis author based on
the industry standards or results from the literature on InfoSec & PM. The short-
ened version of the questionnaire and the mapping of questions with the frame-
work’s dimensions and attributes can be found in Appendix B. Four attributes,
primarily related to actor relationships (PR.), information manipulation processes
(OI. category), and the specification of security criteria and privacy objectives,
were excluded from the questionnaire to minimise respondent burden and data

“https://docs.google.com/
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sensitivity. While these attributes would have provided a more comprehensive
view for subsequent analysis, their inclusion could have hindered data collection
and compromised participant engagement.

As the population of this study, we select the organisations contributing to
intelligent transportation systems in two selected regions — (i) Estonia and (ii)
South Moravia region in Czechia. As we show in [26], these two regions have
similar economic and digital development levels, specialising in information and
communications technology. Additionally, both regions have similar expertise in
information security.

In this study, we target organisations that develop solutions, systems, or de-
vices for ITS or use ready-to-use intelligent transportation systems for their op-
erations. The targeted organisations are not aiming to create a smart solution
between themselves, but instead they are contributing to separate smart solutions
in the transportation domain based on the integrations with systems managed by
the other organisations. The initial pool of targeted organisations consists of 29 in
Estonia and 29 in South Moravia.

The respondents were neither limited in time nor restricted from using external
sources or consulting with colleagues to answer the questionnaire. Thereby, the
study set-up is similar to the real-life situation within which the expert group
participants (from the motivation scenario in Section 1.1) would fill in data to
FISP-ProCOP.

Results. With a response rate of 24 % and 27 %, the study involved represen-
tatives from 7 organisations in South Moravia and 8 in Estonia (15 organisations
in total). Table 7 shows the distribution of organisations that participated in the
survey by their operation area in IT. Table 8 shows the distribution of roles of
organisation representatives who filled in the questionnaire on behalf of their or-
ganisation.

Table 7: Study 2 - Operation areas of intelligent transportation systems [26]

| ITS Area | Niota”] Neg* | Nsy™ || ITS Area | Niotat™| Nee™ | Nsu™ |
Connected vehicles 6 2 4 EV charging 2 0 2
Traffic management 6 1 5 Autonomous vehicles 3 3 0
Parking service 5 2 3 Mobility analysis 1 1 0
\R/?(lil:}l;??:;ng ; % (1) Other (ITC services) 1 1 0
Total Niotal = 15; Ngg =8; Nsy =1,

where N1, NEE, Nspr - number of participants in both regions, in Estonia and in SM respectively;
* some organisations operate in more than one area

Based on the data provided by the respondents, we defined the matrices with
instances of attributes from FISP-ProCOP for each organisation. As such data is
sensitive for organisations, we do not share matrices for public access. Instead,
our study aimed to depict the overall state of security and privacy management in
the selected regions. Therefore, Figure 11 depicts the distribution of security and
privacy management measures and aspects among the surveyed organisations.
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Table 8: Study 2 - The role of the study participants [26]

Role \ No. of respond. H Role \ No. of respond.
Software Developer 2 Product Manager 3

DevOps 1 Project Manager 2

1SO 2 Process Manager 1

CTO 2 Operations Specialist | 1

SysAdmin 1

Additionally, we want to validate whether the gathered data depicts any depen-
dencies between the use of different information security and privacy measures
based on the survey results. Each survey response provided by an organisation
representative is treated as a separate observation. By manual comparison of the
instances of FISP-ProCOP attributes within each observation using the guiding
questions in Table 17, we cross-validate for each organisation the usage of secu-
rity and privacy measures across or within the same dimension.

We see the dependencies between three pairs of variables. First, for all the
observations the usage of the Security Development Lifecycle (mentioned within
category CP) implicates the usage of Threat Modelling(mentioned within category
CP, as threat modelling is a mandatory component of the Security Development
Lifecycle. Another example of cross-validation is related to the GDPR. A need to
comply with GDPR is mentioned within each observation (mentioned within cat-
egory OC). However, only some of them mention the usage of privacy by design
or data minimisation principles (within category PrL), even though the former
should implicate the latter. Thus, by manual comparison of FISP-ProCOP matri-
ces filled in by expert group members and the final merged one, the expert group
can identify the inconsistencies and, as a result, elicit requirements to be met.

Having the distribution of FISP-ProCOP attributes’ instances and comparing it
with the state-of-the-art security and privacy measures, we come to the following
findings and conclusions:

1. There is a gap between what is proposed in the latest academic literature
and what is actually used in practice for assuring information security and
privacy in intelligent transportation systems. Meanwhile, neither organisa-
tions using ITS nor academic papers specify how they select measures for
privacy preservation or how they compare their effectiveness. Our assump-
tion is that practitioners are not able to assess the utility of state-of-the-art
results or make an informed decision on its usefulness and impact on the
ITS compared to other, more commonly used, technologies and measures.
Thus, we observe a theoretical gap in the procedure for the selection and
comparison of security and privacy measures.
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2. All the systems in the surveyed organisations and theoretical ITS from the
literature are integrated with external systems. On average, each ITS has
integration with 4 external systems, which are considered in this thesis as
cross-organisational data exchange. Meanwhile, the study shows that in-
teroperability with the systems is the most common challenge faced dur-
ing the ITS lifecycle. Considering that the system integration is primarily
needed for ITS for gathering data from multiple data sources, such data
(exchange) ecosystems [173] (also referred to as data sharing networks or
data exchange platforms) as Gaia-X, X-road, UXP, or AWS Data Exchange,
which enables system interoperability for the data exchange, are one of the
options for building ITS around [174, 175].

3. A collaborating smart system commonly relies on some trusted party for
coordination identity or identity handling. The PKI and role-based access
control are the most common tools for access control to the data exchange
services and securing data in transit. Meanwhile, the state-of-the-art liter-
ature questions reliance on one trusted party for security assurance due to
proneness to a single point of failure. Ledger-based systems for distribut-
ing responsibilities are the commonly discussed solutions to prevent system
failure and ensure system availability and traceability assurance.

4. While some of the organisations are certified with respect to ISO/IEC 27001
standard (or aim to be certified), which guides information security man-
agement, none of the respondents mentioned using the standard ISO/IEC
27701 for privacy information management system. The background check
of the survey organisation also showed none of them are certified with re-
spect to ISO/IEC 27701. Thus, we conclude that organisations operating in
ITS within the survey regions are not as rigorous about privacy management
as about security management. Meanwhile, based on the survey results, the
assurance of user data privacy and data minimisation is another common
challenge faced during the ITS lifecycle.

Lessons Learnt. Within Study 1 and Study 2, we used FISP-ProCOP as a the-
oretical model for the data extraction of measures for securing intelligent trans-
portation systems. As the studies used different methods for data extraction,
namely literature review and questionnaire, the fact that comparable results were
obtained validates the framework’s usability and adaptability.

The study shows that employees of exclusively technical positions struggle to
answer questions about security and privacy-related regulations and standards. On
the other hand, the results show that process, project, and product managers, to a
large extent, are unaware of the ITS security and privacy level and the used tech-
nical measures. Therefore, this study validates our hypothesis about the need for
the involvement of the whole expert group in documenting information security
and privacy management aspects with respect to FISP-ProCOP.
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Based on the evaluation studies, we developed a user guide [176] to support
further usability and independent evaluation studies of the framework. The user
guide includes instructions on the filling in FISP-ProCOP matrix (either manually
or using the questionnaire) and usage of cross-validation questions for identifying
inconsistencies across attributes of InfoSec & Privacy management.

3.4. Discussion

Both evaluation studies were conducted not in a setting of the motivation scenario
— for depicting the state of security and privacy management in a selected organi-
sation. In contrast, the first study aimed to depict the theoretical aggregated state
based on the academic knowledge base. The second study was conducted in a
way that only one company representative filled in the questionnaire to create the
matrix representing the organisation’s state. In the second study, due to the study
set-up and conducting the research from the outside perspective, we did not con-
duct an analysis of each organisation’s state but investigated only aggregated data
to avoid organisational data leakage.

Nevertheless, the two studies confirmed the hypotheses that had been initially
stated. First, FISP-ProCOP is able to depict a static view of the security and pri-
vacy management aspects, regardless of whether it is based on the written form
data sources (like academic papers) or undocumented knowledge of the experts
(extracted through questionnaires). Thereby, the studies validated the frame-
work’s usability for the information security and privacy management state and
adaptability to the data extraction source. We come to the conclusion that the
proposed framework should also be usable in an organisation to depict the state
based on internal documentation (including manuals, guidelines, and technical
documentation) and non-documented knowledge (acquired through direct data
collection from the employees). Second, in planning the change of security and
privacy management measures in the organisation aligned with the motivation
scenario, FISP-ProCOP can assist the expert group in depicting the As-Is and To-
Be matrices. The continuous update of the As-Is matrix throughout the transition
project, alongside its comparison with the To-Be matrix using data analysis, pro-
vides project management with evidence of the project’s progress.

Limitations. The presented evaluation studies focused on the correctness and
usability of the proposed FISP-ProCOP framework. However, the usability study
had a limited scope and a low number of participants. A more comprehensive
evaluation, including a full case study, would further strengthen the validation
of FISP-ProCOP. Future work should include the framework evaluation with the
targeted user group to evaluate its effectiveness, usability, and efficiency in real-
world scenarios. We have identified partnerships with a government agency (e.g.,
the Information System Authority in Estonia) that would enable us to conduct a
more extensive evaluation in future research, similar to the collaboration during
Study 2 depicted in the thesis.
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3.5. Related Work

The ISO/IEC 27000-family standard is considered the main industrial standard
that guides the components of the information security management system (ISMS).
Having the goal of depicting the current state of the information security manage-
ment system extended with the privacy management considerations, the proposed
FISP-ProCOP can be used as a complementary tool to the ISO/IEC 27001 stan-
dard. In Appendix B, Table 20, we show the mapping of FISP-ProCOP attributes
with the clauses in ISO/IEC 27001 [27]. The mapping reveals that 12 out of 30
clauses of the standard are directly covered by the framework’s attributes. Addi-
tionally, 16 out of 30 clauses are covered not explicitly, which means that these
clauses may and may not be covered by the framework depending on the usage
and level of provided details. Finally, only 2 out of 30 clauses are not covered
in the framework. The non-covered clauses refer to resources and competencies
required to support information security management in the organisation.

Table 9 depicts the mapping of the controls from ISO/IEC 27002 [177] rec-
ommended by ISO/IEC 27001 [27]. As shown in the mapping, the dimensions
‘Organisation’ and ‘People’ of FISP-ProCOP provide the base of requirements
for ISMS as prescribed by the organisational control 5.1 of ISO/IEC 27001 [27].
Meanwhile, the dimension of ‘Countermeasures’ is roughly equivalent to the con-
trols proposed in ISO/IEC 27001. The category ‘Policies & Practices’ covers the
organisational and some people controls from ISO/IEC 27001 and 27002. The cat-
egory ‘Training & Education’ covers those people controls from ISO/IEC 27001
that require active training and raising awareness of stakeholders. The ‘Technol-
ogy’ category of FISP-ProCOP corresponds to technological and physical con-
trols from the standard. Finally, the categories in the dimension ‘Processes’ could
be aligned with information security policy topics provided by the organisational
control 5.1 in ISO/IEC 27001.

Table 9: Mapping of FISP-ProCOP with information security risk treatment con-
trol from ISO/IEC 27002 [177] recommended by ISO/IEC 27001 [177]

FISP-ProCOP Relation type ISO/IEC 27002
Dimension | Category Control

P. People PA., PR. provides input to — Organisation 5.1

O. Organisation 0S., 0C., Ol provides input to — Organisation 5.1

C. Security & | CP. corresponds to <> Organisational and People

Privacy Counter- | CE. corresponds to <+ People

measures CT. corresponds to <+ Technological and Physical

P. Processes PrL., PrU. corresponds to <> Policy topics from Organi-
sation control 5.1, other Or-
ganisational
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Considering that one of the goals of the expert group is to ensure that their or-
ganisation successfully enables a smart solution, the framework of the work sys-
tem is a useful tool. The work system method [178] is a systems analysis method
for thinking about systems in organisations. In a sense, it is the framework that
defines how work gets done within an organisation. Particularly, the work system
refers to the organised arrangement of people, technology, and processes within
an organisation to achieve specific goals. It encompasses the entire structure and
operation of a company, including its departments, roles, workflows, and the tools
used to carry out tasks. The research in [178, 179] stresses that security (and,
therefore, privacy) assurance is as much a component of the work system as other
organisational processes. Thereby, FISP-ProCOP is aligned with a work system
framework [179, 178] as we also consider security and privacy management as an
integral component of an organisation and, thus, its work system.

There is the following mapping of work system components with FISP-ProCOP:
customers and participants refer to the People dimension; products and services
together with processes and activities refer to Processes, while the later is also
addressed in the People dimension and the category CE. of Countermeasures; in-
formation is depicted in analogues category of the Organisational dimension (i.e.,
OL.); technology refers to CT. in the Countermeasures dimension; and finally, en-
vironment, infrastructure and strategy are depicted in the Organisation dimension.

Additionally, as highlighted in the empirical study in [179], organisation em-
ployees often engage in two distinct work systems simultaneously. The first sys-
tem focuses on achieving operational objectives through task performance. The
second system centres on maintaining security and privacy, which may involve
specific activities or guidelines (e.g., prescribed by the legislation, organisation
strategy or standard). The activities in the second system can be perceived as hin-
dering the pursuit of business goals within primary responsibilities. Therefore, as
we have shown in Study 2, the expert group should cross-validate that the fact of
having the attributes in one dimension of FISP-ProCOP corresponds to it being ad-
dressed by countermeasures in other framework dimensions for the organisation’s
matrix instance. Thereby, FISP-ProCOP allows the expert group to make sure
that both working systems (operational objectives-oriented and security-oriented)
work harmoniously.

Thereby, the proposed FISP-ProCOP stands as a bridge between the organ-
isational point of view and technical view on information security and privacy
assurance. On one hand, the framework is aligned with the work system perspec-
tive, defining the key aspects of an organisation through which value to end users
of smart solutions is created. On the other hand, FISP-ProCOP is built based on
the reference models of information security [30, 29, 28] and is aligned with the
worldwide used ISO/IEC 27001 and ISO/IEC 27002 standards.
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3.6. Summary

In this chapter, we answered RQ;: how to depict the state of security and privacy
management in an organisation? For this, we developed FISP-ProCOP — a frame-
work for information security and privacy management — as a tool for depicting
aspects and measures used in organisations to ensure security and privacy man-
agement. We validated the framework through two evaluation studies in the con-
text of intelligent transportation systems. The studies confirmed the correctness
and usability of the framework for depicting the measure based on both written
documents and based on the experts’ knowledge.

Additionally, the studies revealed a number of challenges for the organisations
involved in the operation of intelligent transportation systems. Based on our re-
sults, the assurance of user data privacy is one of the challenges faced during the
ITS lifecycle. Meanwhile, none of the respondents mentioned using the standard
ISO/IEC 27701 for privacy information management systems. Our assumption is
that, first, companies are not yet motivated by the market to formally prove pri-
vacy assurance and, second, lack a usable procedure to integrate into their system
management lifecycle to approach privacy management systems systematically.
Therefore, in the next chapter, we propose a method for privacy analysis which
helps to comply with local privacy regulations in the EU and assess the efficiency
of the used privacy and security preserving measures. Afterwards, considering
the tendency of centralised or outsourced control over identities in ITS, in Chap-
ter 5 we address the problem of centralised control over organisational identity for
protecting the exchanged sensitive data to assure data privacy.

Third, on average, each ITS has integration with four external systems, and
there is a need to achieve interoperability between such systems. Therefore, in
Chapter 5, we focus on data exchange systems (e.g., X-Road) as enablers of
system interoperability for smart solutions as they may address the challenge of
achieving interoperability between built-as-stand-alone information systems.

Finally, the study showed that public key infrastructure (PKI), together with
role-based access control and using the services of a trusted third party for identity
management, are the most common tools for access control. A growing body of
literature explores alternative approaches to security assurance that mitigate the
risks associated with single points of failure, such as decentralised or distributed
trust models. Therefore, in Chapter 5, we investigate the usage of distributed
ledger and zero trust strategy for identity management in cross-organisation data
exchange.

Thus, having defined a framework for depicting the state managing informa-
tion security and privacy in a selected organisation, in the next chapter, we address
the identified need for a privacy analysis tool.
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4. PRIVACY ANALYSIS OF AN INTELLIGENT
SYSTEM

Considering the findings from the background analysis and the scenario of an
intelligent transportation system being enabled, let us focus on the tasks of the
expert group in one of the contributing organisations. The group’s main goal is to
plan the changes to the business processes and the systems of their organisation so
that the planned state assures information security and privacy. As we showed in
the previous chapter, the proposed framework (FISP-ProCOP) is a tool that helps
to depict aspects affecting the information security and privacy management of
a selected organisation. This chapter is based on [59] and answers the research
question RQy: How can tools support privacy assurance for an organisation par-
ticipating in a cross-organisational smart solution?

In this chapter, first, Section 4.1 demonstrates how an expert group can con-
tinue using FISP-ProCOP as a tool for checking privacy analysis. Second, Sec-
tion 4.2 presents a method for privacy analysis based on the results of using FISP-
ProCOP. The method seeks to analyse expected alterations in business processes
and systems, ensuring compliance with internal policies and legal regulations.
If violations are identified, the method should facilitate their resolution through
minor adjustments to the processes and smart system components. Within this
work, we focus on the smart solutions implemented in the EU, and therefore, our
study is limited to the privacy regulation in the EU, i.e., General Data Protection
Regulation (GDPR) [106]. The method’s usability and effectiveness are evalu-
ated through two studies in Section 4.3. In Section 4.4, we review the related
work, while Section 4.5 explores the implications of this contribution. Finally,
Section 4.6 concludes this chapter.

4.1. Scope and Goals of Privacy Analysis

For ensuring privacy in a newly established smart solution, the expert group should
ensure that the transition towards a smart system does not negate the users’ pri-
vacy. For this, the experts should scrutinise actors and their relationships, the
information and data objects involved in the established data exchange relation-
ships of the actors, the formal constraints of such exchange (including local data
protection regulations), and countermeasures for assuring security and privacy.
Figure 12 depicts the scope of such analysis within FISP-ProCOP by marking the
mentioned categories in light blue colour.

Let us assume that an expert group starts its work when the collaboration be-
tween organisations contributing to the final smart system solution is in the phase
of planning system integration. Within this work, we assume that at this phase, the
expected collaborating organisations have already agreed on the expected business
processes to be established. Thus, a business analyst within the expert group is
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Dimension

Category

Attribute

P. People

PA. Actors

Actors, stakeholders, entities

Goals, tasks, motives

PR. Relationships

Relationships and dependencies between actors

0S. Strategy

Purpose for the system usage, org. design & strategy

Challenges to address

OC. Formal Constraints Legislation, regulation, standard

Type of information used

How the information is manipulated
Security criteria

Privacy objectives

Policies & practices

Training & education

Architectural measures

Use case-oriented technological measures
Cryptographic building blocks

Others technological measures

Security as a part of the system lifecycle
Use cases of the system as a part of the business processes

0. Organisation

OI. Information

CP. Policies & Practices
CE. Training & Education

C. Sec. & Privacy
Countermeasures

CT. Technology

PrL. System Lifecycle
PrU. Usage of the System

Pr. Processes

Figure 12: The scope of privacy analysis within FISP-ProCOP

able to provide details of the expected systems’ behaviour and the information
flows in the form of business requirements and business processes.

In this work, we focus on two key tasks of the expert group needed for privacy
assurance in the system where the set of interacting actors and the exchanged
information are assumed to be fixed. First, the requirements for privacy assur-
ance of personal data according to the local legislation should be defined (as a
part of T1). Second, the technical measures for fulfilling the requirements should
be selected considering their effectiveness in the business process context (T2).
Thereby, to answer RQ, and support the execution of tasks T1 and T2, we pro-
pose a method for tool-supported privacy analysis. The method aims to analyse
the expected changes in the business process and the system against the existing
privacy-enhancing measures and validate that the new business processes and data
flows do not violate privacy requirements (internal and stipulated by the legisla-
tion). In case of the found violations, the method should help address them with
minor changes to the process and system.

The FISP-ProCOP matrix, developed in Contribution 1, provides the input for
the privacy analysis method in Contribution 2. Specifically, the attributes captured
in the matrix, as detailed in Table 16, inform the selection of data sources and
analysis techniques within the privacy analysis process. This ensures that the
privacy analysis is directly aligned with the organisation’s specific security and
privacy requirements identified through FISP-ProCOP.

4.2. Tool-Supported Privacy Analysis Method

The proposed method takes a BPMN 2.0 model [180] of the process and the busi-
ness requirements as input that should be provided to an expert group member
by a business analyst. The business process model should describe the expected
collaborative business process in the smart system, which should be enabled by
the systems integration by contributing organisations.
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Figure 13 depicts the steps of the proposed method (Contribution 2), along
with the experts involved and the input/output artefact of each step.
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Figure 13: The method for assuring the privacy of a business process (adapted
from [59])

The method is presented in the form of an internal process that includes three
sub-processes: (i) GDPR compliance analysis, (if) privacy leakage analysis, and
(iif) post-analysis verification. The first stage should be done by a data protection
officer (DPO) and a security architect based on input from the business analyst.
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The second stage involves a security architect and a (chief) information security
officer (CISO). During both two first stages, input from a business analysis may be
needed to consult on the specifics of the business process execution and business
requirements. The whole expert group should do the post-analysis verification
tasks together to verify the results and decide whether to repeat the process.

The proposed method is based on the usage of the selected tools for process
model-based privacy analysis, namely, DPO tool'? [181] and Pleak tool!! [127].
The used as an input BPMN model, which depicts cross-organisation data ex-
change as a part of a smart system, should depict the following information: (1)
the data objects with the personal data to be protected; (2) how the data is cap-
tured from the data subject (whose personal data is manipulated) in the process.
The business requirements should specify the required visibility to the process
participants.

4.2.1. GDPR Compliance Analysis

The steps of the “GDPR compliance analysis” stage aim to identify the non-
compliance issues of the business process model and define a GDPR-compliant
design(s) of the business process(es). The stage results in a set of defined general
process improvements together with privacy-enhanced BPMN models that depict
the desired process’s privacy characteristics.

Extract Compliance Model. First, we use the DPO tool [123] to check the
compliance of the designed business process model with the GDPR requirements.
The tool takes as input a BPMN model of the process and asks a user to provide
general characteristics of the process to map its components with the GDPR con-
cepts. A DPO who is familiar with the main concepts of GDPR can do this step
with the help of a business analyst who is more aware of the expected business
process and the system requirements. If the new process is established based on
the existing well-established process and the organisation has privacy policies in
place, the DPO uses such policies to supply the requested process characteristics
to the DPO tool. During this step, the analysed process should be characterised
with respect to the definitions from the GDPR and include the following elements:

* Roles assignment: data subject, controller, processor, recipient, and third
party w.r.t. Art.4 [106];

* Purpose of processing and consent: (i) category of the personal data w.r.t.
Art.9 [106]; (ii) legal ground under which the personal data is collected;
(iii) whether the data subject’s consent was collected before the processing
tasks performed by the controller; (iv) whether required information was
provided to the data subject before data collection (e.g., in the privacy pol-
icy);

19DPO Tool can be accessed at https://dpotool.cs.ut.ee/
pleak can be accessed at https://pleak.io/ (account: demo@example.com, password:
pleakdemo, manual: https://pleak.io/wiki/) [127]

76


https://dpotool.cs.ut.ee/
https://pleak.io/
https://pleak.io/wiki/

* Personal data to be protected;
* Processing task corresponding to the identified personal data;

* Processing system and technical measures: (i) security/privacy attributes of
the processing system; (ii) data storage characteristics; (iii) secure technolo-
gies implemented; (iv) whether the controller implements organisational
measures such as adherence to a security/privacy standard (e.g., ISO/IEC
27001); (v) whether a record of processing is maintained.

Based on the supplied BPMN model and user input, the tool produces re-
ports identifying instances of non-compliance detected within the process. The
report also specifies the articles of GDPR wherein the violated requirements are
declared.

Redesign Process. If the report from the first step identifies non-compliance is-
sues, the expert group redesigns the process. The data protection officer, together
with a business analyst, conducts this step manually by introducing general pro-
cess improvements to the business process based on the found issues. Then, the
transformed process is rechecked following the first step. Steps 2 and 1 are re-
peated until no non-compliance issues are identified.

Technical Measures Selection. With respect to Article 25 [106] of GDPR, the
data controller should use technical measures to “implement data-protection prin-
ciples.” Then, technical measures should be selected considering business re-
quirements (e.g., who and to what extent they require access to the sensitive data,
what the technologies stack is used in the organisation, which standards are fol-
lowed, and what the system architecture is). The PE-BPMN model(s) depict the
proposed technical measure(s). If the method is applied for analysing the mostly
well-established process with minor changes needed to integrate into a smart sys-
tem solution and the technical measures are already implemented in the system,
this stage serves the purpose of documenting how data-protection principles are
met in the context of the business process. Here, a DPO with a security architect
may propose an alternative process design with different state-of-the-art technolo-
gies, for example, based on industry standards or local cybersecurity guidelines.
The selection of alternative technologies for privacy preservation allows for avoid-
ing comparing technologies in general and, instead, comparing them during the
next stage (“Privacy leakage analysis™) in the context of the business process,
considering the concrete data flows.

As aresult, the “GDPR compliance analysis” stage facilitates defining general
improvements to the business process and a set of PE-BPMN models which vi-
sualise technical measures to protect privacy in the process. Thereby, the stage
delivers a GDPR-compliant process design(s) concluding T1 of the expert group.
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4.2.2. Privacy Leakage Analysis

As aresult of the previous stage, a GDPR-compliant business process is designed,
which means that it is privacy-assuring from a legal perspective. Meanwhile,
being a part of a smart system solution and operating with sensitive data (both
personal and non-personal), the organisation aims to protect such sensitive data
from leakages or unnecessary usage that contributes to the customers’ trust and
loyalty [182, 183]. Having the GDPR-compliant process design, we propose to
analyse the effectiveness of the selected technical measures. Such analysis is
needed to confirm that the business objectives are met. Our method proposes to
follow either one or both of the proposed leakage identification steps, which differ
by the level of detail. Both steps are done using the PE-BPMN models developed
in the previous step and with the support of the Pleak tool.

Identify Privacy Leakages. At this step, we propose a security architect and
a CISO to rely on the functionality of the Pleak tool that conducts data disclo-
sure analysis [129]. The analysis assesses the PE-BPMN model together with
the data objects’ dependencies. It depicts to which process participants’ data ob-
jects are visible and to which extent, considering the applied privacy-enhancing
technologies (i.e., technical measures). The disclosure analysis results are given
in a tabular form where each column corresponds to a data object, and each row
corresponds to a participant in the process model.

Identify Leakage Conditions. As an alternative to the previous step, leak-when
analysis can be used [129]. For this, the security architect, CISO and business
analyst enrich the PE-BPMN model with details about data objects and their flows.
Thus, the structure of the data object containing the sensitive data is described
using pseudocode scripts or as database schemas, and the transformation rules are
depicted as pseudocode scripts or SQL queries attached to the processing tasks.
Ergo, the expert group receives a report which describes conditions under which
the object attributes can potentially leak. For example, the analysis can reveal that
the data attribute D1.X can leak in case of leakage of the data attribute D2.Y due
to the existing transformation dependencies between data objects D1 and D2.

Analyse Leakages. When leakages are identified, a CISO or a business analyst
compares them with the business requirements. While some privacy leakages —
disclosure of sensitive data — are either intentional or acceptable based on the risk
profile, other leakages are unsatisfactory and endanger the business requirements,
posing the threat of insider attack (the collaborating organisation which is partially
trusted becomes an insider). This step aims to define which leakages conflict with
requirements and, therefore, are unacceptable. Another goal of this step is to
compare privacy leakages identified from different PE-BPMN models and decide
on the benefits of alternative privacy-enhancing technologies in the context of the
business process.
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Redesign Process. The expert group redesigne the process if unacceptable
leakages are found in the previous fifth step. The security architect also decides
on the most optimal PETs to be used, considering the results from the previous
step. Thus, the process redesign results in new PE-BPMN models. The newly
produced models are analysed again to identify and assess leakages using the
aforementioned steps.

4.2.3. Post-Analysis Verification

At the final stage, the whole expert group verify the result. Thus, they need to
check whether they have not introduced any changes to the business logic during
previous steps of the privacy analysis and the process redesign. For this reason,
we propose the following steps.

Extract BPMN. Based on the GDPR-compliant process design and the selected
PE-BPMN model, the team extracts a pure BPMN model (i.e., BPMNy) that de-
picts only the main business process. If this business process is equivalent to the
original one (i.e., BPMN/) provided as an input to the method, the team proceeds
to the step of creating the final process design.

Redefine Initial Business Process Model. Suppose this business process is not
equivalent to the original one (i.e., BPMN,), for example, due to the specifics
of the selected privacy-enhancing technology. In that case, the team redefines the
initial process to be analysed and start the method from the beginning, considering
BPMN; as BPMN;|. This verification is needed to ensure the legitimacy of the
GDPR compliance analysis step. The reason is that if the underlying business
process has been changed during the privacy leakage analysis stage, the results of
the GDPR compliance are not relevant anymore.

Create the Final Process Design. In the end, the whole expert team documents
the final process design. The ultimate process design incorporates general process
improvements and specific technical measures outlined in the business process
model supported with the intermediate analysis results from the tools which serve
as explanations for technical measures selection and documents how GDPR re-
quirements are met. Thus, a GDPR-compliant and privacy-ensured business pro-
cess is established.

To sum up, Contribution 2 is depicted as a business process in Figure 13, and
it explains how to use DPO and Pleak tools together in a way that would allow
the definition of a GDPR-compliant and privacy-ensured business process. The
described above steps extend the original user manuals of the tools with instruc-
tions for the expert group to achieve their tasks. Meanwhile, the method users are
recommended to use additionally the original Pleak tool manual for execution of
steps 4.1. and 4.2. to solve the tool-specific usage issues. It should be noted that
the expert group may opt for the usage of underlying methods of the selected tools
presented in [181, 127, 129] instead of the usage of tools in the respective pro-
cess steps. Namely, the conceptual GDPR model and the model-based approach
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for achieving GDPR compliance of business processes [181, 123] can be applied
manually for the GDPR compliance step. Meanwhile, the mCRL2 toolset [128]
based on ACP-style process algebra can be used for the privacy leakages analysis
step instead of automated analysis of enriched PE-BPMN within the Pleak tool.

4.3. Method Evaluation

The initial concept of the proposed method was first presented in the author’s mas-
ter’s thesis [184]. During the doctoral studies, this method has been formalised
and further evaluated w.r.t the usability and effectiveness. The method is evalu-
ated by applying it to two transportation smart system cases — autonomous vehicle
ride-hailing (Section 4.3.1) and smart parking (Section 4.3.2). In both cases, an
analysed smart system includes three main components — (i) a user device, (if)
a system embedded into the physical object with which a user wants to interact
being in physical proximity to it, and (iii) a centrally-managed service providers
system which orchestrates the interaction between the first two. In both cases, the
smart system manipulates the user’s personal data needed to provide the service.
However, the cases differ in the scope of the analysed business process and, thus,
the amount of details.

4.3.1. Study 3: Autonomous Vehicle Ride Hailing

The first case scenario describes the ride fulfilment process by an Autonomous Ve-
hicle (AV). The process is designed as a part of an autonomous driving project in
the Autonomoud Driving Lab [185], founded in 2019 in collaboration of the Uni-
versity of Tartu with Estonian mobility company Bolt Technology OU. The author
has conducted the evaluation of the method effectiveness as depicted in [59] based
on the initial results presented in her master thesis [184].

Scenario. Let us examine the ride fulfilment process within a ride-hailing com-
pany where the rides are executed by an autonomous vehicle with which passen-
gers can engage [184]. For the evaluation study, we will depict the ride fulfilment
business process using BPMN notation. The As-Is model (i.e., BPMN)) of the
process is depicted in Figure 14.

The ride fulfilment process involves collaborative data processing by the fol-
lowing systems: (i) an information system that controls the automated driving
system and provides infotainment services to the passenger (hereafter AV sys-
tem’); (ii) a central IS of the ride-hailing company that enables passengers to
order rides and establish passenger-AV interactions (hereafter *Central System’);
and (iii) the system used by the passenger (hereafter referred to as a single en-
tity called *Passenger’). We assume that the AV system and Central System are
managed by different entities.

The passenger’s data requiring privacy assurance is their geographic location
during the ride. Such data are stored in several information artefacts: Ride Details,
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Figure 14: Study 3 - As-Is ride fulfilment business process [59]

Ride Update Storage, and Ride Details storage. The following requirements must
be considered:

» Passenger’s location should be available to the AV assigned to a ride.

» Passengers can get access to the AV using the provided Token.

* Token should be generated based on the data from Ride Request and the
assigned AV details.

* The assigned to the ride AV should verify the token provided by a Passenger.

* Central System should process the ride changes history after the ride is
finished.

* Central System should not have access to the current Passenger’s location
during the ride.

* An authorised representative of the ride-hailing company should access the
ride details (including the Passenger’s location) on demand after the ride is
finished.

* The Central System and AV system should verify one another and have an
established secure connection.

GDPR Compliance Analysis. Aiming to analyse how a ride-hailing company
should manage passengers’ data privacy, we conduct the compliance check with
the following role assignments. In the researched As-Is process data, the subject
is a passenger, the Central System is a controller, and the AV system is a proces-
sor for the tasks ‘3. Approve ride’ with ‘Ride Details’ as personal data. Such
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role assignments are based on the case of the ride fulfilment process where the
passenger (data subject) initially makes a request to the owned by the ride-hailing
company Central System (controller) about the ride conduction, providing Ride
Request with the starting point, destination and other information about the pas-
senger (personal data). Therefore, the Central System controls the personal data
provided about passengers and stores it as Ride Details. Central System asks AV
System to conduct the Ride Details processing on its behalf based on the existing
agreement to resolve the request. In this way, all the Central system’s activities
can be considered as one activity — ‘Resolve request’. To resolve the request, the
Central System (controller) provides an AV system (processor) with Ride Details
(personal data) to be processed.

One can also analyse the existing Privacy Policy for passengers to extend the
researched business process with attributes mentioned in the policy and only af-
terwards analyse the process with the DPO tool. However, we intentionally do
not consider existing in the organisation’s privacy policy as it can be interpreted
differently and does not reflect the transformation process. Therefore, conducting
the research as an external entity that does not have access to the deployed sys-
tems or internal organisational policies, we are inclined to assess the process that
initially does not consider privacy policy measures.

Using the compliance check tool, we receive the instantiated GDPR model
for processing task ‘3. Approve ride’ in Figure 39, which can be found in Ap-
pendix C.1. The analysis identified the following non-compliance issues: (i) a
missing privacy policy (Articles 13 and 14 of [106]); (i) a lack of consent (Article
7 of [106]); (iii) missing attributes in the processing systems (Central System and
AV System) (Article 32 of [106]); (iv) processing tasks are not being recorded (Ar-
ticle 30 of [106]); the record of processing should include name, purpose, contact
details, personal data category, data storage period, security measures, and recipi-
ents (Article 30 of [106]); and (v) the Central System, as a data processor, should
be secured with security measures, including standards (e.g., ISO/IEC 27001) and
concrete technologies (e.g., PETs).

To address GDPR non-compliance and implement privacy-by-design, we ini-
tially considered multiple designs with varying PETs, namely PK encryption and
(Shamir’s) secret sharing. Figure 40 illustrates general redesign aspects (derived
from GDPR) in blue and PET application areas in green. General redesign aspects
should be prioritised.

Design 1 implements public key (PK) encryption of the data object containing
personal data. PK encryption is a confidentiality-assuring PET that can also use
the FHE scheme for privacy-aware computation (PK computation) [115]. In the
ride fulfilment process, 'Ride Details’ contains sensitive passenger location data
and should be protected. Before transmitting data to external systems, it must
be encrypted using the public key. Intermediate processing systems can use PK
computation. Only the system needing sensitive personal data (the AV system)
has the corresponding private key for data decryption.
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Design 2 employs another PET, (Shamir’s) secret sharing, an alternative data
protection mechanism to PK encryption. Secret sharing data computation is con-
ducted using secure multiparty computation (MPC) requiring multiple partici-
pants. Each party holds one private share and executes computation over this share
to produce output using homomorphic properties of the sharing. The organisation
can implement secret sharing using existing external resources for processing and
storing at least two shares, in addition to the server where the Central System cur-
rently runs (owned by the company). Secret sharing can be used twice during the
process: (i) for initial Ride Details processing when approving a ride, and (ii) for
post-processing of *Ride Update storage’.

Expert Evaluation of GDPR Compliance Analysis. Additionally, we have eval-
uated the effectiveness of GDPR compliance analysis [59]. The goal of the evalua-
tion was to get feedback for the UML and BPMN models and the DPO Tool eval-
uation result from several perspectives: accuracy and completeness (missing or
wrong classes and attributes); usability and reliability of the models used; practi-
cal suggestions for additional functionality to the DPO Tool. The evaluation study
included an evaluation of GDPR compliance analysis with the 4 expert groups
composed of professionals with experience in the implementation of GDPR, in-
cluding (7) legal advisors, (ii) lawyers specialised in data protection consultation
services and data audits, (iii) data protection officers and (iv) representatives of
the data protection authority. All expert groups had a legal background but not
any experience with BPMN or UML models. The evaluation was planned and
performed using semi-formal interviews with expert group members. Each inter-
view was conducted face-to-face with the expert groups, and each interview lasted
1.5-2 hours. During the interview, we introduced the business process compliance
models produced by the DPO tool. The demonstration was performed via the tool.
The demo used active participation from expert group members.

The experts highlight that the visualisation of how the GDPR requirements are
met in the form of a business model helps to save a significant amount of time
during the compliance evaluation procedure as opposed to the textual descrip-
tion of the business situation. Among the drawbacks, the experts have pinpointed
the limitation of the tool, namely not covering such corner cases as public in-
terest, joint-controller, and parental control, while this limitation originates from
the limited coverage of the used in the tool GDPR conceptual model. Some of
the evaluation results about missing artefacts and ambiguous class names have
been used to improve the GDPR conceptual model and the DPO tool. Expert
groups, initially unfamiliar with the notations, quickly grasped them and effec-
tively identified compliance issues. BPMN was favoured for its intuitive visuali-
sation, while the compact UML Class diagram representation of GDPR require-
ments proved highly efficient for understanding legal obligations and identifying
non-compliances, reducing document overhead. DPOs were identified as the ideal
evaluators of compliance results due to their legal expertise.
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Privacy Leakage Analysis. Data visibility, technology disadvantages, business
process context, implementation difficulty, and system impact must be considered
when selecting a privacy-enhancing technology. Prioritising personal data leak-
age minimisation, we compare two proposed designs using Pleak to analyse PET
effectiveness in personal data disclosure.

Based on these findings and the nature of PETs, we draw the following con-
clusions:

» Using secret sharing to protect the confidentiality of 'Ride Request’ requires
passengers’ devices to have minimum processing capabilities for conduct-
ing secret sharing, as this procedure is more complex than PK encryption.
Consequently, using secret sharing might increase the processing time of
the ride fulfilment process, offering limited privacy benefits.

* Based on the disclosure analysis, both PETs equally impact personal data
storage. However, an adversary can more easily access 'Encrypted Ride De-
tails Storage’ compared to the distributed storage with secret sharing. PK
encryption only requires a private key and storage access. For secret shares
reconstruction, an adversary must access both ’Central System Server 1’
and ’External Server 2’ to obtain two shares and conduct identity spoofing
of the authorised stakeholder who can reconstruct shares. Therefore, unau-
thorised access to "Ride Details Storage’ is more likely to be achieved in
the case the PK encryption.

Based on the analysis results, requirements, and organisational capabilities, the
optimal design should use the initially proposed security measures (Figure 15).
PK encryption protects early-stage data, while secret sharing protects *Ride Up-
date Storage’ and derived "Ride Details Storage’ for post-processing privacy.

The final design is analysed in Pleak another time. The results of BPMN leak-
when analysis in Pleak allow us to assess computation scripts attached to the pro-
cess tasks (see Table 10) to define the possible leakage of outputs. The scripts are
represented by pseudocode. The field data of the data objects contains informa-
tion about the passenger’s location.

The results of data disclosure analysis in Pleak are presented in Figure 41,
and they show data artefacts visibility considering employed PETs. Figure 16
indicates that the passenger’s location (stored in RideDetails.data and Ride-
DetailsStorage_1.data) may leak only when provided by the passenger input
is leaked to an adversary (cells marked by red).

The data disclosure analysis confirms that both PETs effectively protect pas-
senger’s location throughout the process. The Central System only processes en-
crypted data, and the AV system receives only necessary location details. Secret
sharing allows privacy-preserving post-processing of ride updates by separate en-
tities without access to raw location data. Moreover, the analysis indicates that
passenger data leakage is only possible if the passenger leaks its input data. Oth-
erwise, the proposed PETs prevent leakage to other process participants.
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Figure 15: Study 3 - The proposed design extended with the technical measures
(the red data objects represent the publicly available data, and the green - protected
data hidden from access to sensitive information; the green activities represent the

changes activities) [59]

Master_randomness_for_a.rnd

RideRequestinput.Pasld

AV_fleet.Avid RideRequestinput.data
RideDetails.AvId always  never never never
RideDetails.RideId never  never | always never
RideDetails.data never  never  never | always

RideDetailsStorage_1.data never never never never

Figure 16: Study 3 - BPMN leak-when analysis results

Post-Analysis Verification. During this study, the proposed method [59] con-
sisted of only the first 7 steps (in contrast to 9 as it is presented in Section 4.1).
Thus, no post-analysis verification has been done.

Results. The results of Study 3 demonstrate that the proposed tool-supported
method for privacy analysis effectively guides the development of a GDPR-comp-
liant business process design. Experts’s evaluation of the DPO tool compliance
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Table 10: Study 3 - The script per task is used for specifying data artefacts depen-
dencies

1. Create ride request: 5.1. Drive to starting point:
RideRequest.data = PasNotification.data =
RideRequestInput.data getNotification(IntermToken.data)
RideRequest.PasId = 11. Execute ride:
RideRequestInput.PasId RideUpdateStorage.Rideld =

3. Approve ride: RideDetails_1.Rideld
EncrRideDetails.data = RideUpdateStorage.data =
EncrRideRequest.data cur_loc(RideDetails_1.data)
EncrRideDetails.AvId = 12.1. Create share 1:
find_AV(AV_fleet.AvId) RideUpdateStorage_1.data =
EncrRideDetails.Rideld = getShare (RideUpdateStorage.data,1)
getId(EncrRideRequest.data, 12.2. Create share 2:
EncrRideRequest.PasId) RideUpdateStorage_2.data =

3.1. Generate token: getShare (RideUpdateStorage.data,2)

IntermToken.data =
getAVtoken (EncrRideDetails.RideId)

analysis step confirms the usability and reliability of the compliance analysis re-
sults. The proposed process design utilises privacy-enha-ncing technologies to
ensure the desired level of personal data visibility. Thereby, the study confirms
the usability of the method to support the expert group with the execution of T1
(to define a set of changes to the processes and the system) and T2 (to define an ac-
ceptable data-sharing policy) with respect to the GDPR and privacy requirements
for the smart solution.

Lessons Learnt. The case results in the identification of the following limita-
tions of the proposed method. Based on these limitations, the method is updated.

First, the assumption for the study in [59] was that the whole method could
be conducted by a data protection officer (DPO) and process manager (or pro-
cess analyst). However, the study showed that the method differs in the level
of detail about the business process model from one step to another. So, while
the GDPR compliance analysis necessitates a low-granularity process model, the
privacy leakage analysis requires knowledge of key entities in the information
system beyond just the business process. Therefore, the method has been updated
to the one presented in this thesis version, which extends the pool of roles needed
to be involved in the method execution. In particular, we recommend to involve
a business analyst (who can also act as a process manager) in the execution of
the method. A business analyst should be able to illustrate the anticipated state of
the business process for the smart solution, based on the given requirements and
the current state measures and aspects outlined in FISP-ProCOP (see Chapter 3).
Additionally, we involve a CISO and a security architect as actors who can elab-
orate on the implementation of security measures which enable privacy assurance
(especially for the second stage of the method).
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Second, during the study, we came to the conclusion that there is a lack of rep-
etition of the assessment for GDPR compliance following the process redesign at
the privacy leakage analysis stage. As per the proposed approach in [59], we op-
erated under the assumption that the business process at the privacy leak analysis
stage does not undergo substantial changes, and the original BPMN model aligns
with the final PE-BPMN model. Therefore, based on the evaluation results, two
more steps have been added to the method to enable the validation of the produced
process redesign against the original input process. To address the scenario when
privacy-enhancing technology usage significantly changes the business process,
the method has been extended with a post-analysis verification stage for identify-
ing such cases and reiterating the method.

Finally, this evaluation study has been conducted primarily by the author of
the method. Therefore, the usability should be further evaluated (especially from
the perspective of the method’s easiness of learning and error tolerance [186]).

4.3.2. Study 4: Smart Parking

The second usability evaluation study is based on a smart parking process de-
scribed in [187]. The study has been conducted as a part of the computer science
bachelor thesis [188] under the supervision of this thesis author. The student who
conducted the evaluation study of the proposed method did not undergo any train-
ing on the tools used in the method. The student studied at the computer science
program and had taken the course on computer security and the course about the
Estonian cybersecurity standard (i.e., “Eesti Infoturbestandardi (E-ITS) ABC”12),
Additionally, the student worked as an IT Specialist in the bank. Thereby, he can
be considered as a junior security engineer from the expert group in the motiva-
tion scenario while the thesis author represented a business analyst by consulting
the student on the business goals of the smart parking based on the study in [187].

Scenario. The smart parking scenario involves collaborative data processing
by the following systems: (i) a parking service provider (PSP), (ii) a parking lot
terminal (PLT); (iii) the system used by the smart parking user-driver (hereafter
referred to as a single entity called ’Driver’). Additionally, PSP may involve a
trusted third-party payment provider and user identity provider. We assume that
the PLT and PSP are different organisations. The smart parking scenario involves
five key sub-processes depicted in Figure 17.

The detailed As-Is models (i.e., BPMN/) of the smart parking sub-processes
are provided in Appendix C.2. First, a driver registers (if not yet) as a PSP user
by providing their digital identity details. Next, a driver creates a parking permit
request and conducts payment, based on which a driver receives a parking permit
from the PLT. To park, a driver authenticates, sends their permits for verification,
and enters the parking lot if the permit is valid. Driver may also request parking
extension, which is granted based on permit validity. Finally, while the driver

Phttps://digiriigiakadeemia.ee/
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Figure 17: Study 4 - Overview of the smart parking process (adapted from [188,
187])

may initiate the described sub-process, the PSP analyse the activities of a smart
parking solution by logging the statistical data for later performance analysis.

The driver’s personal data requiring protection are the digital identity and pay-
ment information. Such data are stored in several information artefacts: ‘Digital
Identity’, ‘Payment Information’, and ‘Parking Permit’ (which is based on both
personal data instances). Considering that a PSP is a semi-trusted party facilitat-
ing the generation of parking permits for drivers, the following requirements must
be considered:

* Details of the Driver’s digital identity should be available to the PSP only.

PSP validates that the Driver is allowed to use the parking lot based on the
driver’s digital identity details.

The Driver can get access to the parking lot using a valid parking permit.

PLT creates a parking permit based on the parking request and digital iden-
tity data.

PSP should not have access to the driver’s payment details.
* PSP should not have access to the parking permit.

As the parking process contains two objects to be protected, we split sub-
processes so that each manipulates only one personal data object (digital iden-
tity or payment details). Thus, the request parking sub-process has its own sub-
process, which is the conduct payment sub-process. In this thesis, we present the
results of applying the method for the request parking sub-process, while details
of the method usage for the rest of sub-processes can be found in [188].

GDPR Compliance Analysis. In the Request parking sub-process, the Driver
(representing also the used driver’s device) is the Data Subject. The PSP transfers
the data and is a Controller, while the PLT is responsible for processing the data
and is a Processor. The processing task is ‘Generate parking permit’. These details
are provided to the DPO tool as the input and are mandatory for the initial analysis,
while other parameters can remain at their default values. Table 11 shows the
exact inputs for the Request Parking sub-process analysis.
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The analysis using the DPO tool defined the missing privacy-preserving mea-
sures and corresponding articles from GDPR. The analysis highlighted that the
sub-process lacks a privacy policy, consent form, and necessary attributes for
privacy-preserving design. This violates GDPR requirements by failing to record
processing tasks, provide an overview of the data processing activities, and imple-
ment security measures. Based on the results, the model was updated to address
the violated GDPR articles, and the changed model was verified using the tool.

Table 11: Study 3 - DPO Tool inputs for the request parking sub-process

Sub- Data sub- | Controller| Processor | Processing Personal
Process ject task Data object
Request Driver PSP PLT Transfer park- | Parking Re-
a parking ing permit quest (based
permit on Digital
Identity)

Similarly to Study 3, the request for a parking permit sub-process is extended
with the usage of encryption based on the PKI as a selected technical measure
required by GDPR. To protect the driver’s privacy, the ‘Parking Request’ data is
encrypted using a public key from key pair A (PLT’s key pair). This encryption
occurs before sending the data to the processor. The PLT must decrypt the ‘Park-
ing Request’ using the private key from key pair A before generating a parking
permit. After generating the permit, the system encrypts it using a public key
from key pair B (driver’s key pair). This ensures only the driver can decrypt and
understand the ‘Parking Permit’ data using their private key from key pair B.

Privacy Leakage Analysis. During this step the sub-process extended with
PKI-based encryption is analysed for the leakages. The simple disclosure analy-
sis in Pleak showed that PKI-based encryption could provide secure data transfer
between different system counterparts, and the data contents are visible to only
the required parties with respect to the requirements.

Post-Analysis Verification. Finally, the redesigned sub-process depicted BPMN,
was compared with the original BPMN;. As the models did not differ in the busi-
ness flow, there was no need to start the process from the first step; thereby, the
analysis was finished.

Results. Our privacy analysis for the smart parking business process resulted
in privacy-preserving models for driver registration, parking requests, payment
management, and statistical parking analysis. These models outline the flow of
sensitive data and ensure compliance with the EU privacy regulations.

The analysis resulted in the processes being enhanced with data protection
technologies. Thus, the registration, payment, and permit generation sub-process-
es are extended with PKI-based encryption to encrypt personal data during trans-
fers, while the data is decrypted only for processing by the processors. Addition-
ally, multi-party computation (MPC) has been tried out to protect digital identity
and payment details for the sub-processes. While MPC did not prove itself fea-
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sible for registration, payment, and permit generation sub-processes, we demon-
strated the possibility of splitting processing logs, securing them, and storing them
separately which take place within the analyse parking sub-process. This ensures
information security and prevents any single party from having access to the gath-
ered statistical data about parking used for the performance analysis.

Study 4 evaluated such aspects of the proposed method usability [186] as ease
to learn, effectiveness, and error tolerance. The ability to learn how to use the
method is confirmed by the fact that during the study, the method was used by
an external person (not the method author) without formal learning of the method
usage. A computer science bachelor student without work experience in data pro-
tection but with work experience in IT support was able to reproduce the method
with a set of business process models and existing security measures as input.
Thus, this study confirms the hypothesis that the method is reproducible and ef-
fective, first, by an external person and second, in a scenario other than the initial
one (AV ride-hailing fulfilment).

The error tolerance for the method itself has been validated, and the additional
validation step added after Study 3 has confirmed its utility for improving the
method’s effectiveness. Yet, the tools used in the method (i.e., DPO tool and
Pleak) have a low tolerance to errors as they are syntax-sensitive and do not pro-
vide extensive error recovery options (due to being prototypes). Thus, the tools
do not always provide information about the nature of the error or enough instruc-
tions on how to solve it. On the other hand, the method itself does not include
evaluation mechanisms of the final result as it largely depends on the subjective
interpretation of the final result meeting the business requirements.

Lessons Learnt. While this study has been conducted by a person who had
neither any previous experience with using the DPO and Pleak tools nor had the
formal tools usage training, the following lessons were learnt.

* Need for training on privacy analysis tools usage. Understanding how
to use privacy analysis tools and interpret their feedback is essential for
making informed model changes. This skill allows the user to identify non-
compliant processes and missing or incorrectly implemented PETs. The
Pleak tool assists in analysing the correct application of selected PETs and
their effectiveness in secure data processing. Further, understanding the
visibility matrix helps us identify potential data leakages within the system.

* Analyse personal data components individually. The privacy analysis
should be conducted for each instance of personal data separately as they
may have different flows and thus should be protected separately. First, we
analysed the entire permit issuance process without segmenting personal
data objects, resulting in erroneous evaluations. By partitioning the pro-
cess into sub-processes based on individual data objects, we can effectively
assess privacy compliance. Identifying personal data objects at the initial
stages of process analysis facilitates accurate evaluation.
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* Need for having access to the formalised syntax of the tools. Both tool
inputs rely on BPMN models; thus, adhering to BPMN syntax is crucial.
The DPO Tool provides immediate feedback on syntax errors in input mod-
els, facilitating the identification and correction of mistakes. On the other
hand, both tools also use BPMN extensions and have additional rules for us-
ing those extensions within the tools. Thus, such rules should be provided
to the user to avoid wasting time on solving the tool-related errors instead
of focusing on the process analysis itself.

4.4. Related work

Aiming to support organisations, the works in [42, 43, 44, 48, 45, 46, 47] pro-
posed multiples tools that should help check systems’ compliance with privacy
legislations.

Torre et al. [42] introduced a model-driven technique to evaluate GDPR com-
pliance of the privacy policy documents. Their work primarily focused on textual
analysis, neglecting the broader context of business processes. Subsequent re-
search [189] leveraged Al to identify key GDPR concepts within privacy policy
text. This approach aimed to assess the comprehensiveness of privacy policies;
however, it left the challenge of verifying regulatory compliance in future work.

A tool-supported methodology for ensuring software systems’ compliance
with legal requirements has been presented in [43]. This approach facilitates the
derivation of system requirements from legal texts during the early system en-
gineering phase and the resolution of conflicts between existing software and
regulatory stipulations. However, its primary limitation lies in its emphasis on
requirements engineering. While it effectively addresses the incorporation of reg-
ulatory requirements, it falls short in supporting privacy management practices
and evaluating the implementation of privacy-enhancing technologies.

Ghanavati et al. [44] introduced a legal-URN framework to assess the le-
gal compliance of business processes. This framework leverages model-based
compliance analysis by comparing goal-oriented requirement models. While the
framework is potentially applicable to GDPR compliance, it necessitates the cre-
ation of a goal model for GDPR from scratch. To our knowledge, such a goal
model does not currently exist, and goal-oriented languages are not widely adop-
ted in business practices.

ENISA sought to assist organisations in implementing GDPR technical and
organisational measures by developing a tool for data controllers [48]. While
this pilot project did not yield a widely accessible product for PET assessment, it
highlighted the ongoing challenge of selecting appropriate PETs. The Pleak tool,
a collaborative effort between academic researchers and a cybersecurity company,
provides a potential solution by aiding organisations in evaluating PETs.

Cambronero et al. [45] introduced GDPRValidator, a tool designed to assist
companies using cloud services in achieving GDPR compliance. This tool, pri-
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marily composed of a questionnaire based on GDPR checklists [190], focuses
on assessing an organisation’s compliance to specific GDPR requirements (e.g.,
“Does the company protect personal information through encryption, pseudonymi-
sation, or anonymisation?”’). While this approach aids in identifying compliance
gaps and generating document templates, it does not directly facilitate the im-
plementation of measures within information systems and business processes. In
contrast, our proposed method prioritises the implementation of measures, leaving
the creation of specific documentation outside its scope, yet creating the support-
ing artefacts for decision on such measures selection which could be later used for
the documentation.

The BPR4GDPR project offers a comprehensive approach to GDPR compli-
ance, emphasising a process-oriented perspective [46, 47]. Similar to our work,
BPR4GDPR focuses on the entire process lifecycle, from discovery to monitoring.
To assess GDPR compliance, they propose comparing the ontological representa-
tion of process flows with compliance directive rules extracted from GDPR. This
approach, like ours, relies on a formalised representation of regulations, employ-
ing policy model and information model ontologies [46]. While the project claims
to be supported by various tools, the current stage of development limits its acces-
sibility to SMEs due to a lack of open-access reports on tool usage and concrete
use cases. Nonetheless, the BPRAGDPR project presents a potential alternative
approach to our method, and our method could be integrated as a component of
their process planning and re-engineering phase.

Compared to other research, our proposed method focuses on two major points:
(i) checking a business process on compliance with the GDPR requirements and
(i) assessing the effectiveness of technical measures for assuring the privacy of
personal data. Similarly to [45], and in contrast to work in [47], our method
explicitly highlights which of the GDPR articles are addressed. Compared to ap-
proaches in [43, 44, 45, 47], in this research, we also aim to support the selection
of privacy-enhancing measure in the context of the process to support the GDPR
requirements.

4.5. Discussion

In this chapter, we proposed a tool-supported privacy analysis method. The usabil-
ity of the method was evaluated by the application to two cases of transportation
smart solutions — (7) a ride fulfilment process in a ride-hailing company enabled
by an autonomous driving system, and (ii) a smart parking solution that allows
the users access the parking lots based on the parking permits created by parking
service providers. For Study 1, the method was applied by the thesis author, and
the results’ correctness was verified by the autonomous driving lab members. For
Study 2, the method was used by an external person, and the thesis author verified
the results’ correctness. The proposed process designs utilise privacy-enhancing
technologies to ensure the desired level of personal data visibility. Thereby, the
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studies evaluated the usability of the method to support the execution of T1 (to
define a set of changes to the processes and the system) and T2 (to define an
acceptable data-sharing policy) defined earlier in Section 1.1 with respect to the
GDPR and privacy requirements for the smart solution. Additionally, the final step
of the method of post-analysis verification guides the expert group in T3 (to en-
sure the meeting of business requirements by the updated process and the system).
Each study resulted in at least 6 identified non-compliance issues, the addition of
at least 3 new activities to the system design, and the selection and justification of
at least 1 privacy-enhancing measure.

Except for the method evaluation and improvements through two cycles of
design science research, the studies resulted in the findings about the proposed
method. Namely, the evaluation studies experiences allow us to conclude on the
method application scenarios in the generalised context. The proposed method
can be applied in three scenarios: (i) process (re)design, (i) established formalised
process analysis, and (iif) analysis of executed non-formalised processes.

* The two studies presented in this thesis demonstrated the method’s applica-
tion to process (re)design. In such a case, the method should be applied to
an already (re)designed but not yet launched business process, guiding its
privacy compliance.

* For established formalised business processes, the method can verify GDPR
compliance and the contribution of selected PETs to business and GDPR
privacy requirements. The method should consider existing organisational
privacy policies reflected in the process itself, as these policies should have
guided the existing business process. As a result, the method helps to pre-
pare artefacts that demonstrate compliance with the GDPR as prescribed in
Article 5 (2) [106].

* The method can also be applied to analyse executed non-formalised pro-
cesses. In this case, the analyst should use process logs and process mining
techniques to create an actual As-Is business process model for input into
the proposed method. This helps verify whether the actual executed busi-
ness process is GDPR compliant and meets business and GDPR privacy
requirements at the implementation level.

As the proposed method includes process and system redesign, the results
show that it is recommended to be applied early in the process definition and
system development stages. This can help avoid costly revisions to established
processes, systems, and privacy policies. Protecting personal data contributes to
customer trust, loyalty, and avoiding penalties [182, 183].

The proposed method relies on using collaborative business process models.
The use of collaborative business process models in Contribution 2 directly ad-
dresses the SoS dimension by explicitly modelling the interactions and dependen-
cies between different organisations within the smart system. These models cap-
ture the flow of information and control across organisational boundaries, high-
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lighting potential privacy risks and enabling the design of appropriate protection.

Limitations. Meanwhile, the studies have two key limitations. First, our stud-
ies were limited to evaluating the usability of the method execution by only one
person per study. Thus, in future work, the method’s usability by the whole ex-
pert group should be validated. Second, while the study focused on evaluating
the effectiveness of the method in identifying and mitigating privacy risks, a more
in-depth analysis of its efficiency should be done. Future work should involve
an evaluation of the time and resources required to execute the method across
multiple case studies. Furthermore, a comparative analysis of the method’s ef-
fectiveness and efficiency against traditional compliance checks (e.g., using ques-
tionnaires and existing company practices) would provide valuable insights into
its potential advantages and limitations.

The primary limitation of the proposed tool-supported method for privacy anal-
ysis is the prerequisite of having a formalised business process model in place.
This prerequisite may be an obstacle for organisations to use it for the first time.
The required details about the business process model are another limitation of
the proposed method. While the GDPR-compliance analysis needs a low granu-
larity process model, the privacy leakages analysis requires knowledge about key
entities in the IS except for the business process.

The used tools are proof of concept tools and, therefore, have a limited scope.
The DPO tool currently covers only the selected articles of GDPR, which are
focused on data processing as part of the value delivery for the users, not con-
sidering the required supporting activities by the data controller (e.g., addressing
data breach accidents and having data protection impact assessment). At [115]
the limitations of the Pleak tool are pointed out. In the current version of Pleak,
the whole process is expected to be described in one diagram so that data objects
are initially publicly accessible and then protected or processed. As the tool is
under development, it currently supports the limited combinations of PE-BPMN
stereotypes that restrain the analysis of privacy-enhancing technologies. Alterna-
tive tools of higher maturity that allow analogous results could be used to address
this limitation. On the other hand, the expert group may opt for conducting the
steps of the proposed method without reliance on the specialised tools and prefer
manual comparison of the business processes in place with the GDPR reference
model [123] and analyse the data flows for identifying the potential data leakages
through binary analysis or leakage analysis [127, 191, 192].

Further, the current method evaluation is limited to the qualitative assessment
of the method’s effectiveness. Given the novelty of our integrated approach to
privacy analysis in this context, there are currently no established benchmarks for
comparison. Future research will focus on developing metrics for evaluating the
efficiency and effectiveness of our method, enabling comparisons with emerging
best practices and alternative approaches as they develop. Additionally, the expert
group representatives should subjectively evaluate the method’s efficiency and ef-
fectiveness within the real-life setting.
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Lastly, one of the requirements of NIS2 directive [108] is that its subject organ-
isations should address supply chain security. To this end, the concerned organi-
sations have to address the risks of personal data leakages to their digital service
providers. Therefore, the proposed method (especially the privacy leakage anal-
ysis step) could potentially support organisations in managing the supply chain
risks by identifying limitations of the data protection technologies used and the
conditions of the data leakages.

4.6. Summary

This chapter answers RQ;: How can tools support privacy assurance for an organ-
isation participating in a cross-organisational smart solution? In this Chapter, we
proposed a tool-supported privacy analysis method. The proposed method sup-
ports the elicitation of requirements for the business processes based on the Eu-
ropean data protection regulation, i.e., GDPR, and a further selection of privacy-
enhancing technologies (PETsS).

Both parts of the method rely on the usage of the selected tools, namely the
DPO tool and the Pleak toolset, which are open-access solutions which were de-
veloped based on academically proven analysis methods. The method has been
evaluated through two evaluation studies for intelligent transportation solutions.
The evaluation confirmed the effectiveness of the method to allow privacy require-
ments elicitation and comparison of the PETs’ ability to support business require-
ments and prevent data leakages. As a result, the method addresses the problem of
the difficulty in assessing the efficacy of privacy technologies [37, 40]. The second
study evaluated such aspects of the method usability as the ease of learning, ef-
fectiveness, and error tolerance, but also resulted in recommendations for method
users. Finally, having the instance of FISP-ProCOP matrices for organisations
enabling the business process and applying the proposed privacy analysis method
allows us to integrate the privacy management aspects reflected in the matrix into
the business process. As a result, the expert group in the organisation, through
following the proposed method, creates the artefacts that demonstrate compliance
with the GDPR as prescribed in Article 5 (2) [106].

To sum up, in this chapter, we showed how the expert group working on the
analysis of established collaborative data processing for a smart solution should
approach privacy management and use the tool for assuring compliance with
GDPR. The proposed method assumes having the trust requirements fixed and
allows privacy enhancement within the established trust model. Meanwhile, in
the next chapter, we release this assumption and propose a method for compari-
son of trust models for organisation identity management in the cross-organisation
data exchange and define the implications of the trust model usage for the security
of organisational identity and privacy of the user’s and organisational data.
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5. SECURING ORGANISATIONAL IDENTITY

After establishing a secure and privacy-preserving data exchange process within
the smart system, organisations may still need to revisit their security measures.
For example, the organisation may update its risk profile during the integration
to create a smart solution and change the security assumptions. As we discussed
in Chapter 2, identity management and trust assumptions form the base for se-
curing cross-organisational data exchange. The most common identity manage-
ment system relies on a centralised Public Key Infrastructure (PKI). However, this
approach is prone to a single point of failure, and it can be exploited by attack-
ers (either external or internal) to leak sensitive personal or business data during
cross-organisational data exchange or cause delays due to its limited capacity for
identity issuance or verification.

Suppose an organisation updates its identity and trust model aiming to elimi-
nate a single point of failure in the identity management system in the smart solu-
tion. In that case, the expert group’s primary focus becomes evaluating changes to
their business processes and systems. This evaluation ensures the planned modi-
fications will maintain information security and privacy and align with the smart
solution’s business requirements.

Following the structure of FISP-ProCOP, the expert group needs to narrow the
scope even more compared to the privacy analysis, as shown in Figure 18 (scope
is marked with dark blue colour). Particularly, for the trust model update, the
expert group should scrutinise (i) actors involved in the cross-organisational data
exchange, their goals, tasks, roles, and relationships; (ii) security criteria for the
exchanged information; (iii) policies that enforce security criteria through access
control of actors to the information; and (iv) technologies (including architectural
and cryptographic measure) which enforce the policies. The data model in Ta-
ble 16 ( Appendix A) guides the expert group in selecting the data source for each
analysis step by specifying relevant FISP-ProCOP matrix attributes. Assuming
these tasks of the expert group, in this chapter, we answer the research question
RQs3: How does the trust model affect the security and privacy of an organisation
participating in a cross-organisational smart solution?

As we described in Chapter 2, there are multiple trust models used as the base-
line for the data exchange. The centralised trust model relies on the trust of the
majority of organisations in a selected root of trust, presented by an entity that
tells others who can be trusted. The centralised trust model is the most commonly
used. However, being prone to a single point of failure, an alternative solution has
been proposed and is under active research. The alternative trust model is a decen-
tralised one where, in the network of organisations, no single party can decide for
others who are trustworthy or not. Instead, the organisation rely on the algorith-
mic root of trust, which allows each party to decide the rules under which another
party is trustworthy for them. This Chapter is derived from [60, 61, 62, 131] and
contains sentences or fragments of sentences from these prior publications.
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Dimension

Actors, stakeholders, entities

Actors
P. People Goals, tasks, motives

Relationships Relationships and dependencies between actors
Purpose for the system usage, org. design & strategy
Challenges to address

OC. Formal Constraints Legislation, regulation, standard

0. Organisation Type of information used

Information Involved How the iforation is manipulated
Security criteria

Privacy objectives

Policies & Practices Policies & practices

CE. Training & Education |Training & education

Architectural measures

Use case-oriented technological measures

Cryptographic building blocks
Others technological measures

PrL. System Lifecycle Security as a part of the system lifecycle

Usage of the System Use cases of the system as a part of the business processes

0S. Strategy

C. Sec. & Privacy
Countermeasures

Technology

Pr. Processes

Figure 18: The scope of trust model analysis within FISP-ProCOP

5.1. An X-Road-based Smart System

To answer RQ3 following the design science [53] cycle, we narrow down the
motivation scenario in Chapter 1 to make the problem more specific. We as-
sume that to enable a smart solution, the organisations select the X-Road data
exchange system as an interoperability enabler. Thus, X-Road enables data ex-
change between stand-alone information systems used by each party, contributing
to a smart system. Meanwhile, the end users of the smart system interact with ex-
isting information systems as they are before integration but with newly enabled
data exchanges. X-Road is a widely used data exchange system and serves as
the backbone of digital infrastructure in the public sector (e.g., enabling Estonia’s
digital public services) and private sector (e.g., enabling clients’ data exchange in
the Japanese energy sector)'.

The X-Road Data Exchange System. X-Road is a centrally coordinated dis-
tributed data exchange system that facilitates the standardised and secure produc-
tion and consumption of web services within a trusted network [194]. It estab-
lishes a framework for information system interaction, enabling organisations to
exchange data securely. The X-Road ecosystem comprises four key roles:

* Governing Authority: This entity owns a specific instance of X-Road and
defines the regulations and practices that must be adhered to within that
ecosystem.

» Operator: This organisation manages a particular instance of the X-Road
ecosystem, ensuring its operation.

* Member: An organisation that joins an X-Road instance to provide and/or
consume services by exchanging messages with other members. Mem-
bers are organisations with their ISs used for operations by internal users
(e.g. employees) and external users (e.g., customers).

13There are 24 X-Road instances deployed by governments or other organisations worldwide,
which enables data exchange for 542 million end users [193]
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* Trust Services Provider(s): These organisations, which may be third-party
or managed by the Operator, function as time-stamping authorities (TSA)
and/or certification (or certificate) authorities (CA)'*. They contribute to the
trust infrastructure within the X-Road ecosystem.

In essence, X-Road Members are the primary system users who rely on a foun-
dation of mutual trust to exchange services. The Operator and Trust Services
Providers act as facilitators, enabling this trust through the Identity Management
(IdM) system implemented within X-Road.

The X-Road ecosystem functions as a trusted network, where organisations
utilise the same software instance to provide and consume services. The system is
comprised of two primary components: the Central Server (CS) and the Security
Server (SS). The Central Server, under the management of the X-Road instance
Operator, is responsible for Member registration, including the addition, authen-
tication, and removal of their Security Servers. Meanwhile, individual Members
manage the Security Server(s), which is the entry point from the Member’s in-
formation system to X-Road. It facilitates the mediation of service calls and re-
sponses between the information systems of Members. Each Member may use its
own Security Server (i.e., a Member is the owner of the server and manages it),
or a Member may use a Security Server owned and managed by another network
Member (i.e., use an outsourced Security Server). Additionally, Members have
the option to utilise multiple Security Servers as proxies (i.e., act as SS clients).

5.1.1. Problem Statements

As aresult, in a smart system enabled by the X-Road data exchange system, PKI
would enable smart system contributors who act as data providers to validate the
identities of the data clients (and vice versa). However, in this setup, organisations
are prone to two problems.

Problem 1: Centralised credentials issuance. The PKI-based identity man-
agement system is prone to a single point of failure due to the centralisation of
identity certificate issuance and verification in a potentially single national au-
thority. Thus, the issuance of centralised credentials threatens the availability and
integrity of organisations that participate in the data exchange. Thus, in our study,
we aim to solve the problem of a single point of failure of centralised identity
management in the X-Road-enabled smart system.

Problem 2: Centralised identity control. As we showed in Chapter 2, cen-
tralised identity control threatens the authenticity of identity usage and, there-
fore, the confidentiality of the exchanged data. Organisational Digital Identity
(ODI) often relies on the credentials and keys being controlled by a single person-
representative. Moreover, some organisations may outsource the key management

141n this study, we do not differentiate a certification authority (CA) from a registration authority
(RA), which is an optional system to which a CA delegates certain management functions [142].
Thus, we assume that all the activities of the certificate service provider needed for the certificate
assertion and issuance are conducted by a CA.
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Figure 19: Method for identity management system analysis

to a third-party controller. Both the centralisation and outsourcing of the keys
threaten data integrity within the IS, allegedly provided by a trusted organisation.
Also, outsourcing the control prevents an organisation from cryptographically en-
forcing custom policies, e.g., time-based, regarding the data originating from it.

5.2. Research Method

To assist the expert group in solving the mentioned problems, we develop two IdM
system designs each addressing one of the stated problems. For the designs’ devel-
opment, we follow the method presented in Figure 19, which is based on the busi-
ness analysis process [195]. The targeted research project of changing the identity
management model aims to identify business needs and recommend a solution
that enables the organisation to achieve its goal. For this reason, the research falls
under the scope of the classical scope of business analysis project [195, 196].

First, we define stakeholders involved in the data exchange and identity man-
agement, the identities that should be managed, the credentials used for these
identities, their purpose in the business operations, and how they support social
dependencies. Second, we model the current IdM system implementations in the
business context. Third, we design and model an alternative IdM system that ad-
dresses as many of the purposes identified in the first step as possible. After each
modelling activity, the IdM system is evaluated using the IdM quality assessment
model. Finally, we compare the current (i.e., As-Is) and alternative (i.e., To-Be)
IdM systems. Thereby, we evaluate the effectiveness of the proposed To-Be IdM
system designs to achieve the stated design goals and provide an IdM system.

Following the depicted in Figure 19 process, we conduct two separate design
science cycles. Each of the studies proposes an alternative design of an identity
management system based on the selected problem statement. During the studies,
we use the following sources of input about the data exchange system: (i) X-
Road Academy courses [194], (ii) official documentation [197, 198], and (iii)
stakeholder’s expertise from the NIIS'.

I5Nordic Institute for Interoperability Solutions (NIIS) is a non-profit association dedicated to
open-source X-Road development, along with “strategic management of digital government solu-
tions that allow its members to provide excellent digital public services” [199]
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5.2.1. IdM Quality Assessment Model

Based on the background literature review we identified no standard model or
framework for identity management systems or identity model assessments. Thus,
for the evaluation of the IdM system design, we develop the quality assessment
model for an identity management system as depicted in Table 12. This model
is based on the literature review which resulted in the extracted quality measures
discussed in the literature as the ones affected by the followed trust model, or
the system quality measures targeted by the identity management system com-
ponents (including the key management mechanisms discussed in Section 2.3.3
and 2.3.4). Initially, we proposed and validated the assessment model in [60, 61].
Afterwards, based on the validation results, we additionally extended the model
with the business-driven characteristics of the IdM system and key management
mechanisms [62]. As a result, the presented IdM assessment model is based on
Cameron’s digital identity laws [136] and aligned with the recent studies in [52,
200, 201, 202] on the identity management systems.

The model consists of four key quality criteria, which are broken down into
more granular sub-criteria. For each sub-criteria, we provide an indicator that
gives an example of how sub-criteria can be assessed, and each indicator has a
respective example of its measurement units. The indicators and their measure-
ment units provided in Table 12 do not reflect the full set of criteria assessment
measures and can be further extended. The provided indicators and measurement
units are oriented to IdM systems which handle organisational identity for the
cross-organisational data exchange.

First, the model includes the criteria of security. An IdM system’s security
entails safeguarding organisational identity and sensitive data (operational or per-
sonal data) from unauthorised access, breaches, and threats. As a cornerstone
of an organisation’s security posture, it protects valuable assets and ensures op-
erational continuity. Based on the previous studies [60, 62], security assurance
in an IdM system includes the ability to mitigate high-impact risks stemming
from insider attacks, centralised control, system unavailability, and the absence
of trustlessness (both to internal organisation representative and external entities
as a core idea of zero-trust security strategies [58]). Insider attacks can exploit
organisational identity to access and manipulate personal data, resulting in data
breaches, reputational harm, and financial penalties [203]. Centralised control
over an IdM system introduces a single point of failure [52, 201]. Therefore, de-
centralisation can enhance security and reliability. For assessing the mentioned
sub-criteria, the IdM system architecture can be checked on the facts of having
the built-in respective mitigation mechanisms. Moreover, IdM system availability
and, thus, operational access control mechanisms contribute to the IdM system’s
overall security [202]. For assessing the availability, the systematic operational
delays for the key identity-related operations can be measured, for example, by
estimating the time for credentials issuance, signing and verification.
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Quality

criteria Quality sub-criteria Indicators How to measure

Preventing insider threat Fact of having built in prevention mechanism Yes / No
Decentralisation of credentials

. . . Yes / No
L. issuance/verification
Decentralisation o X
Decentralisation of credentials and keys
Yes / No
management
Security Not having a single of fully trusted external Yes / No
entity
Trustlessness Not havi 1ol of full di N
>
ot having a single of fully trusted interna Yes / No
entity
Availability Systematic operational delays Time 9f gredentla}ls issuance /
signing / verification
Responsibility over Level of responsibility over credentials by the (0,1,2}
credentials identity v

Number of entities to who the

Control |Control over identity attributes from the credentials are

Control over the revealed details

attributes revealed during issuance /
verification
Traceability Fact of having built in traceability mechanism Yes / No
Portability Fact ofhavlng built in mechanism for Yes / No
. portability
Usability F £ havine built i hanism for havi
>
Multiple users act ‘0 aving built in mechanism for having Yes / No
multiple users
Backwards compatibility Fact of being backwards compatible with PKI Yes / No
Number of actors involved in the
Maintain- Dependence on social actors credentials issuance /signing /
verification

ability Complexity
Number of systems to be
Dependence on external systems integrated with for issuance/

signing / verification

Table 12: Quality Assessment Model for Identity Management System

The second quality is aligned with the first three Cameron’s laws [136], namely
user control and consent, minimal disclosure and justifiable parties. Thus, the
quality of control describes how much control over the credentials and the digi-
tal identity usage the identity holder has. The sub-criteria of responsibility over
credentials aims to define how many responsibilities the identity holder has —
whether the holder has to fully rely on the pre-setup system features fully del-
egating control over identity, credentials and cryptographic keys (refers to level
0 of responsibility), the holder can optionally stay in control of keys (level I), or
the identity and its holder has to be actively involved in all the identity-related
operations (level 2). To enable user control over identity, the model includes sub-
criteria of control over identity attributes which are revealed to the parties. This
can be measured by the number of entities to who the attributes from the cre-
dentials are revealed during issuance or verification. Finally, the fact of having
a built-in mechanism in the IdM system for traceability enables the identity to
verify that only justifiable parties are provided with the identity details and that
the identity is used by the legitimate holder based on the agreed conditions (e.g.,
organisation’s employees use the ODI only for the justified business needs).

The third included quality criteria is usability which is the ability of an IdM
system to manage identity and key in a user-friendly and convenient manner.
Acknowledging the need to include human-in-the-loop with respect to the sixth
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Cameron’s law [136], the IdM system should allow multiple users to manage or-
ganisational identity as (all) the employees (not only a selected one) are the key
actors of organisation and, therefore, ODI should allow for multiple employees-
users. Additionally, to support consistent experience across contexts (the seventh
Cameron’s law), an IdM system can enable portability (i.e., ability to access ODI
on different devices [143]).

Finally, the quality of the IdM system is defined by its maintainability, which
refers to the easiness with which the system can be set up and maintained [204].
As a smart solution in the motivation scenario is built based on the existing sys-
tems, the maintainability depends on whether the IdM system is backwards com-
patible (i.e., whether a new IdM system can work together with the older one) and
how complex it is.

To sum up, we identified mechanisms that help secure keys and signatures and,
thus, ODI itself. The commonly used approaches of key management can address
the problem of centralisation or bring zero trust in a targeted manner, while none
of them addresses the problem on their own. Therefore, in our research, we aim
to show how the selection of IdM system components can enable organisations to
meet both their business and security goals of IdM system quality. For this, we
investigate the selection of the combination of reviewed mechanisms and evaluate
it using the IdM quality assessment model.

5.3. Decentralised Identity Management System

To address problem 1 defined in Section 5.2, we aim to design an identity man-
agement system that would eliminate a single point of failure of organisational
identity caused by reliance on a certification authority (CA) for credentials is-
suance, update and verification. Self-sovereign identity principles and decen-
tralised public key infrastructure [52, 205, 206] are considered in the literature
as alternative solutions for PKI-based identity management. However, this solu-
tion is researched from the perspective of identities for private identity holders
(i.e., physical entities). Therefore, to address this gap, we investigate the effect of
using decentralised PKI (i.e., DPKI) as an enabler of self-sovereign identity (SSI)
for ODI.

5.3.1. Design Goals

During this study, we aim to answer the following sub-questions: RQs3 : What
are the trust dependencies of actors in the data exchange system? The research
process begins with an analysis of the current business set-up. We define key
actors and identities used, the purpose of credentials in X-Road, the procedure
for issuing and usage of these credentials, the onboarding process for the X-Road
network participants, and the trust model. To address RQj3 ;, we illustrate social
dependencies in X-Road using the i*/Tropos framework [207], which defines trust
requirements.
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RQs,: How are the defined trust dependencies supported by the system im-
plementation? To answer this question, we employ process modelling, class di-
agrams and sequence diagrams to define the system components and flows that
facilitate meeting the trust requirements.

RQs3: How to establish trust between information systems using a decen-
tralised public key infrastructure in X-Road? In the next stage, we design the
analogue credentials and actors in the context of DPKI. This step results in the re-
defined trust model and identified actors, system functionalities, components, and
processes that should be in place for identity management using DPKI in X-Road.

RQs.4: How well does the decentralised trust meet the system requirement?
Finally, using the identity management system quality assessment model, we as-
sess the As-Is and To-Be identity management systems against the stated goals.

The study has two iterations of design and development of a decentralised
identity management system. During the first iteration, depicted in [60], we elicit
the IdM system architecture, business objective for the IdM system and creden-
tials. Based on this, we develop a DPKI-based architecture for X-Road identity
management, which substitutes the PKIX-based IdM system and does not change
the business flow of data exchange within X-Road. We start the second iteration
based on the feedback received from the communication of the first architecture
solutions. As depicted in [61], we redefine design goals, functional requirements,
and use cases for the proof of concept (PoC) IdM system at this stage. Next, we
outline the technology setup needed for the PoC to meet the design goals and re-
quirements. Based on this setup, we update the DPKI-based architecture for the
X-Road system. Then, we develop the implementation of the PoC system. Fi-
nally, we check if the PoC meets the acceptance criteria and evaluate its quality
using the assessment model.

5.3.2. Step 1. Define the Purpose of IdM System

In the X-Road network, there are two key classes of identities - identities of Mem-
bers and identities of Security Servers. Currently, Public Key Infrastructure (PKI)
based on the X.509 standard [142] underpins the management of these identities.
To become a Member, an organisation should possess a signing certificate issued
by a trusted Certification Authority (CA) included on a list defined by the Gov-
erning Authority. An Operator of the network may be one of the CAs on the list
of trusted CAs. Each Security Server possesses its unique authentication certifi-
cate. The process of obtaining a signing or authentication certificate depends on
the speed of processing certificate signing requests (CSR) by trusted CAs. This
process varies for different CAs and may include several manual steps to check
the characteristics of the prospective members, and it might require days, weeks,
or even months to complete. As a result, the waiting time caused by the certifi-
cate assertion process may prevent Members from joining the network and, thus,
threaten the availability of the potential data exchange messages.
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The main goal of the signing certificate (credential for the Member’s identity)
is to make sure that the messages sent through X-Road originate from the organ-
isation which is a registered Member in the X-Road instance. The goal of the
authentication certificate (credentials for the Security Server’s identity) is to en-
sure that the message requests are coming from the Security Servers registered in
the X-Road instance and eligible for the data exchange.

Considering the defined IdM system objective and the project objectives, the
To-Be IdM system design should meet the following design goals:

* Gy: Decentralised: the To-Be system should allow secure connection cre-
ation between organisations using the system without an intermediary or-
ganisation involvement;

* Gy: Automated Member Onboarding: the To-Be system should enable au-
tomated verification of identity without reliance on any third parties for the
member onboarding processes.

5.3.3. Step 2. Model the As-Is IdM System

The modelling of the As-Is IdM system starts with modelling the processes ma-
nipulating credentials. The business process of a new Member onboarding is mod-
elled using the Business Process Model and Notation (BPMN 2.0). Following the
execution of a legal agreement between the Governing Authority and the prospec-
tive member, the Operator registers the member within the system. A critical
aspect of member onboarding is establishing a client relationship with a Security
Server (SS). This, ultimately, empowers the member to provide and consume ser-
vices through the X-Road ecosystem. The full process of onboarding is presented
in Appendix D.1.

If the Member wants to use its own SS, the Member first sets it up. For this,
the signing key and corresponding certificate should be obtained for the Member;
the authentication key and corresponding certificate should be obtained for the SS
(the procedure of obtaining the authentication certificate is analogue to the sub-
process Configure signing key and certificate’). Upon obtaining the certificates,
they should be imported and activated in the SS. After obtaining the authentica-
tion certificate, the authentication certificate registration request (signed with the
Member’s signing key) is sent to the Central Server for approval. Once the Cen-
tral Server approves the request to register the SS, Members of the network can
initiate registration as the SS’s clients.

Figure 20 illustrates the configuration process for a PKIX certificate. The pro-
cess starts when the Member uses the SS UI (to which they have access as a Mem-
ber of the network) to generate a signing key pair. The pair is saved as a PKCS
#12 file. Based on this file, the Member applies for the certificate by sending a
certificate signing request (CSR) following PKCS #10 format to the selected CA.
Receiving the CSR, the CA checks the request, conducts some manual checks
of the applier’s identity, and in the case of approval, the CA generates the cer-
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Figure 20: Credentials issuance using PKI

tificate for the provided authentication key pair. The certificate is stored in the
certificate base to be accessed on-demand for verification. The credentials con-
figuration happens off X-Road mostly manually. Exactly the mentioned manual
check of the identity by CA causes waiting time during the Members’ onboarding.
While the X-Road Owner has no way to influence CA to reduce waiting time, we
consider the shift to another IdM system where CA as a bottleneck is eliminated.

The configuration of signing and authentication certificates is essentially anal-
ogous. There are two peculiarities in the configuration of the signing certificate.
First, the generation of a signing key pair may be outsourced to the CA. In this
case, the signing key pair is stored in the HSM (hardware security module) de-
vice, and the SS administrator does not have to create it. Second, depending on
the X-Road instance policy, the Operator may be an intermediary party between
the Member and CA when the Member sends a CSR.

Regardless of the type of credentials, the verification process is essentially the
same, and it is shown in Figure 21. When an identity holder (SS or Member)
wants to exchange a message with a verifier (another SS or Member), the former
sends the message signed using the private key corresponding to the credentials
(e.g., authentication certificate) together with the VC’s ID and the certificate it-
self. The verifier checks the credentials issued by the trusted CA and searches
for information about the validity of the credentials (OCSP response) in the mes-
sage. When issuing a connection between two SSs, In case of a missing OCSP
response for VC,,, the verifier requests it from the holder, who requests it from
the certification authority that issued credentials. When it comes to VCgq,, the
OCSP response is included in the message (request or response), and therefore,
the verifier does not have to request it separately.

To depict the organisational entities involved in identity management, the cre-
dentials used in X-Road, and system components which enable or rely on IdM,
we define a conceptual domain class diagram depicted in Figure 22.
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The class diagram lets us depict formal dependencies between system com-

ponents and their relationship (including the multiplicity of entities), however, it
is too detailed due to depicting the key functionality along with identity man-
agement. Therefore, Figure 23a presents the conceptual security architecture of
X-Road with a focus on identity management [198].

To understand the trust dynamics within the current system, we focus on the

interdependencies among X-Road actors.
rely on each other to achieve their respective goals. To model these social depen-
dencies, we leverage the i*/Tropos framework, which, as demonstrated in [207],
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effectively captures the social context and stakeholder relationships that influence
system requirements. Figure 24 illustrates the social dependency model within the
X-Road ecosystem enabled by PKI. Three key actors — the X-Road Operator, the
Certificate Authority (CA), and the X-Road Members — exhibit interdependencies.
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Figure 24: Social dependencies in the PKI-based X-Road
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The X-Road Operator relies on the CA to fulfil critical functions, including
issuing and verifying both signing and authentication certificates. This delegation
of responsibility signifies a trust relationship between the Operator and the CA.
Members have a stronger dependency on the CA, relying on it for accurate cer-
tificate issuance and revocation, reliable verification results, and the provision of
authentication and signing certificates for their Security Servers. Conversely, the
CA relies on Members to provide accurate information for certificate issuance.

Furthermore, the X-Road Operator and Members exhibit mutual dependencies.
The Operator relies on Members to provide information for registering in the X-
Road system, while Members depend on the Operator to provide the necessary
global configuration. In summary, the CA plays a crucial role as a Root of Trust
(RoT), and the entire X-Road ecosystem heavily relies on its services.

5.3.4. Step 3. Assess the As-Is IdM System

To assess the current PKI-based IdM system in X-Road, we use the IdM quality
assessment model, presented in Section 5.2.1. In Table 13, the column called
“PKI” contains the measurement of the As-Is IdM system, and the explanation of
each measurement is elaborated in the following paragraphs.

Security. As the PKI-based IdM assumes the full trust of the identity owner
to the credentials holder, there is no built-in mechanism for preventing insider
threat. Thus, the access control to credentials should be implemented separately
from the IdM system.

The PKI IdM relies on issuing and verifying credentials by a selected issuer
(i.e., CA). Therefore, there is no decentralisation of credentials issuance and
verification — both procedure and centrally managed by a CA.

Similarly to the prevention of privilege misuse, as the PKI-based IdM assumes
the full trust of the identity owner to the credentials holder, organisation-identity in
X-Road can define a holder (system administrator or third-party service provider
that manages Security Server) of identity keys who is in full controller over key
management. Thus, there is no decentralisation of key management.

Trustlessness of the IdM system is defined by the fact of not having the need
for full trust of an organisation in a single external or internal entity. The current
system has one trusted external entity (CA) and a trusted internal entity (Secu-
rity Server, which is an identity holder). Thus, the current IdM system does not
support trustlessness.

The availability of the IdM system is defined by the following systematic de-
lays. First, the time of credentials issuance varies (i.e., P) and is defined by the
procedure used by CA for identity registration and credentials issuance. Thus,
based on the insights from the experts in NIIS [131], the time for credentials is-
suance may vary from days to months. Meanwhile, we do not recognise any
systematic delay in the signing process, as signing is done automatically in the
Security Server upon request. In contrast, there might be a delay in seconds for
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the credentials verification due to the need to obtain credentials validity confirma-
tion from the CA-issuer. A verifier relies on the OCSP caching managed by the
Member (identity holder). The OCSP caching system is highly fault-tolerant and
configurable [208] and includes delays in the scale of milliseconds [209]. As a
result, the integration of Members’ Security Servers with the CAs’ validity con-
firmation services through the usage of OCSP and sharing the cached results of
credentials verification between SSs provide a high level of system accessibility
during the credentials usage.

Control. In terms of control over the keys, PKI may allow Members to recover
the lost private keys (if the service provider generated them), giving the Members
some flexibility and the right to make mistakes. On the other hand, Members can-
not create credentials for joining the X-Road network independently or based on
the previous credentials and should rely on a trusted CA for the assertion. Given
the current system, we assign a responsibility level of medium (1) for credential
management, indicating shared responsibility between the entity and the issuing
authority.

In terms of control over identity attributes, during both credentials issuance
and verification, the identity holder should fully reveal the attributes of the iden-
tity, as the whole PKIX certificate is presented to the verifier. In the case of Mem-
ber’s identity, it means that if based on the rules of the X-Road instance the sign-
ing certificate should contain attributes the Member-Client perceives as sensitive
organisational data, the Member-Provider (verifier of the data request) would be
able to see such sensitive organisational data. For example, such sensitive data
may be presented by the details of the Member’s certification (e.g., against in-
formation security standards) or the Member’s organisation name (which would
want to be kept secret for the data exchange).

Similarly to the prevention of privilege misuse, as the PKI-based IdM assumes
the full trust of the identity owner to the credentials holder, the usage of the Mem-
ber’s signing certificate cannot be traced back, and only the Security Server (Mem-
ber’s identity holder) has the right of signing certificate usage. Meanwhile, the
Member’s information system should have its own logging mechanism for track-
ing the data request sent to the Security Server on behalf of an organisation. As a
result, the system does not support traceability. In the case of X-Road, the sign-
ing certificate is used in a separate system component (Security Server) from the
one where the data request originates from (Member’s information system used by
either end-users or its sub-components), therefore, such flow of the unsigned mes-
sage from the place of origin to the place of its signing in the Security Server may
lead to the Man-in-the-Middle attack (e.g., within IS or within Security Server)
threatening the authenticity of the data request.

Usability. As PKIX-related keys should be stored in the predefined during the
issuance form (as a software or hardware token, for signing certificate, and as a
software token only for authentication certificate), the PKI-based IdM system is
not portable. The standard PKI-based system does not have a built-in mechanism
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for differentiating users of credentials as it has only one holder at a time. Thus, it
does not support multiple users per se.

Maintainability. As the PKI-based system is the currently used one, we do not
assess its backwards compatibility as it is considered a baseline for the alterna-
tive IdM systems in X-Road. Finally, The assessment of complexity is defined
by the dependence of organisational identity on the social actors and external sys-
tems. Thus, for credentials issuance, IdM depends only on CA and its ability to
assert credentials, while in general, no system is required for it. For signing, IdM
depends only on one identity holder and no external system is involved. Mean-
while, for verification, both the identity holder and CA should contribute, which
requires the usage of one external system, namely, the CA’s validity confirmation
service that relies on OCSP.

5.3.5. Step 4. Model the To-Be IdM System

In line with the principles of Self-Sovereign Identity (SSI), this section presents
the integration of a Decentralised Public Key Infrastructure (DPKI) into the X-
Road ecosystem. We detail the process of incorporating the DPKI within the data
exchange system and the utilisation of newly introduced credentials by Members
and Security Servers (SSs) for identity verification. The proposed design postu-
lates a shift towards DID-based credentials primarily for Members’ identities.

The conceptual architecture of the DPKI-based X-Road Security Server is de-
picted in Figure 25a. The components coloured in purple are part of the X-Road
system, and the other black-coloured components are external entities.
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Figure 25: DPKI-based X-Road architecture

The proposed DPKI-based IdM relied on the set of preliminary decisions that
the X-Road system owners should make. First, the owner should select a dis-
tributed ledger for the verifiable data registry (VDR) and the DID method to be
used by Members for DID-related transactions. The ledger could also be used
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to back up the credentials and revocation registries. Second, the owner should
select the implementation of verifiable credentials (VCs). Third, the distributed
1dM allows the Members to use an external SSI-compatible digital wallet as an al-
ternative to the Signer component of the SS. Thus, the X-Road SS should enable
integration with such SSI-compatible digital wallets. The Signer component in the
to-be system may be used to store the credentials and key locally on the Member’s
device. However, its usage is optional, and the full control over identity-related
operations may be delegated to an SSI agent and wallet. Thereby, SSI-agent be-
comes in control of the Members’ identity, distributing the responsibilities over
the communication control and identity management in X-Road between the Se-
curity Server and the SSI-agent. As a result of SSI-agent and VDR usage, the
need for integration with the Online Certificate Status Protocol (OCSP) and CA’s
validity confirmation service is eliminated.

The DPKI-based X-Road should use verifiable credentials and DID-based sig-
natures instead of PKIX certificates. Figure 26 contains a BPMN model which
outlines the process of obtaining DID in the selected VDR needed for onboard-
ing an organisation to X-Road. The procedure of obtaining DID for a Member is
analogous to the signing certificate issuance in the PKI-based X-Road. This pro-
cess includes creating a DID document with endorsement on a distributed ledger
(a verifiable data registry). The process involves generating a DID by the prospect
X-Road Member which binds his private and public key, preparing a DID docu-
ment which binds the newly created DID with the previously existing identifiers
(e.g., DID or other unique identifier which defines the organisation outside of
X-Road), finding an endorser from a predefined set, obtaining their endorsement
based on verifiable credentials, publishing the endorsed DID document. To en-
dorse the DID creation in the X-Road specific VDR, an endorser should verify
that the organisation meet the needed requirements based on the provided proofs
(created based on the issued earlier VCs and bound to the DID or other unique
identifier which defines the organisation outside of X-Road).

Additionally, each Security Server should obtain a DID for its own key. The
difference with the Member’s DID is that a Security Server can have a self-issued
DID document without the need for an endorser. The specific process for ob-
taining DIDs by X-Road components can be found in Appendix D.2 (Figure 56
and 57). Thereby, the onboarding process of new organisations (including the
set up of new Security Servers) stays the same as in the As-Is IdM system, with
the difference that a signing certificate is replaced by a Member’s DID document,
and an authentication certificate is replaced by Security Server’s DID document.
Thus, the onboarding process depicted in Appendix D.2 stays the same for the
To-Be IdM, while the sub-processes of configuring signing and authentication
certificates are replaced by the sub-processes of configuring Member’s and Secu-
rity Server’s DIDs (the colour-coding in the BPMN models in the To-Be system
is saved from the As-Is system).
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Figure 27 depicts how the verification of identities should be done in the DPKI-
based IdM. The verification of the identity (either Member’s or Security Server’s)
is done based on the VCs issued to the identity outside of X-Road, and its posses-
sion should be confirmed by presenting a proof created based on X-Road-specific
DID. As a result, the verifying should be able to resolve the DID document from
the VDR and confirm that the proof (which is a signature) corresponds to the reg-
istered DID and that the VC identifier (or organisation name) is mentioned in the

DID document.
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There are a few options for the distributed ledger network: it can be explicitly
created for X-Road, or the existing special-purpose SSI distributed ledger net-
works can be used (e.g., Sovrin, Veramo). The comparison of the state-of-the-art
blockchain-based SSI solutions [210] shows that Sovrin [211, 212] and uPort are
the solutions which are compliant with the most SSI principles compared to other
existing solutions. Also, the method for generating DID in the ledger can be se-
lected from the set of existing methods [213] or explicitly created for X-Road. We
argue that for the SSI implementation in the data exchange system used predom-
inantly in the governmental sector, GA would prefer the SSI ecosystem based on
the private blockchain or at least public permissioned. The reasons are that pri-
vate blockchains are faster, while both private and permissioned give more control
over the network participants [214]. Consequently, Sovrin or the X-Road-specific
SSI ecosystem are recommended to be used.

Also, we propose the unification of the credentials storage. Currently, Mem-
ber should have a dedicated VCgj,, for usage in X-Road and store such VCgy, in
SS’s filesystem. We suggest that the Member should have one digital wallet to
store all its VCs to use for the proof presentation for any verifier — both in X-Road
and outside of X-Road. As mentioned above, the Member can choose either an
external SSI-compatible digital wallet that will be used or provided by X-Road.
We propose to have only X-Road-specific DID per Member, so when the Member
wants to prove the identity to another Member without creating any special ver-
ifiable credentials. Thereby, the Security Server requests the corresponding VPs
from the global Member’s digital wallet and only checks that the provided VPs
belong to the registered in X-Road DID holder.

Figure 28 illustrates the model of social trust facilitated by DPKI among par-
ticipants within the X-Road network. The Verifiable Data Registry, depicted as
an external system, represents the distributed ledger technology that enables the
decentralised storage and retrieval of DID documents (and VCs, if enabled). As
a result, the DPKI-based IdM system in X-Road assumes the trust of X-Road
Members and Operator in the VDR and cryptography on which VDR is based.
Additionally, a Member delegates management of DIDs and trusts that the VDR
setup enables the DID document resolution. Additionally, Member’s reliance on
external CA for verifying its credentials is eliminated, as Member becomes re-
sponsible for credentials (in the form of VCs) and providing the respective proof
(VP proof) which other Members should be able to verify themselves based on
the DID documents and the attributed in the presented VPs.

Comparing to the dependencies in Figure 24, instead of trust to a centralised
certification authority, the RoT in the DPKI-based system shifts to the used dis-
tributed ledger (i.e. Verifiable Data Registry) and the cryptography on which the
ledger is based.

As a result, based on the literature on SSI principles and decentralised public
key infrastructure [52, 205, 206], and assuming the usage of a data exchange
system for cross-organisational data exchange, we developed a DPKI-based IdM
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Figure 28: Social Dependencies in the DPKI-based X-Road

system design depicted in Figure 29. While the design is created initially for the
X-Road data exchange system, it can be generally used for cross-organisational
collaboration using any other data exchange system or for the direct integration of
information systems.
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Figure 29: A DPKI-based IdM system

Thereby, the DPKI-based system design depicted primarily in Figure 25 and
Figure 29 are the Contribution 3 of this thesis. This design allows securing cross-
organisatio-nal data exchange in a smart system using X-Road through the elimi-
nation of trust in a centralised Certification Authority (CA).

Study 5: Proof of Concept Implementation. To evaluate the usability of the
proposed DPKI-based X-Road, we develop a proof of concept (PoC) implemen-
tation. While the PoC corresponds to the proposed architecture, it is based on
several set-up decisions. In DPKI-based PoC X-Road implementation, an organ-
isation becomes a Member on the condition of presenting proof (in the form of
verifiable presentations) of possessing the required verifiable credentials (VCs).
Upon the presentation of valid proof, an organisation’s Security Server creates a
transaction with a new DID and a Central Server, which plays the role of endorser,
is requested to endorse this transaction. Upon successful endorsement, the Secu-
rity Server request the nodes contributing to the ledger to write the transaction to
the ledger. As a result, the created DID document binds the Member’s private and
public keys, thereby, substituting the signing certificate.
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In the PoC implementation'®, the following components are used which, how-
ever, should not be considered instructive. The selected technologies or solutions
are mainly selected because they are open-source, free and fit together. Mean-
while, there are other alternative solutions that enable the stated functional re-
quirement to be met.

* Hyperleder Indy is selected as a distributed ledger for the verifiable data
registry (VDR) where DIDs are stored.

¢ Sovrin DID method is used as a DID method [216].

* Asan SSI agent (and wallet), we use Hyperledger Aries Cloud Agent Python
(ACA-Py).

* AnonCreds are selected as implementation for VCs. Aries Protocol, built
on top of DIDcomm protocol, defines procedures to establish trusted con-
nections using authentication keys in the DID document!”.

The PoC demonstrates the usage of ACA-Py by only one organisation, which
is the X-Road Members. However, ACA-Py supports multi-tenancy [217], and
thus, it can be used as a cloud wallet, similar to the As-Is Signer component.

In the PoC implementation, the primary goal is to show how Members can es-
tablish secure connections without reliance on a centralised authority (like a CA).
Thus, we developed a system where the Member’s signing certificate is replaced
by a DID document for verifying that the Security Server, which requests the con-
nection, corresponds to a registered Member, which is confirmed by the fact of
having a DID document in the VDR. However, the implementation does not al-
low for the differentiation of Security Servers of the same Member. Thus, the PoC
assumes the usage of one Security Server per Member, which is connected to an
ACA-Py agent. To enable the differentiation, however, each Security Server may
need to have a separate DID per Member.

Within the PoC, the ACA-Py agent replaces the Signer component within ex-
isting X-Road Security Servers. ACA-Py additionally assumes responsibility for
transmitting messages through a secure channel utilising DIDcomm. This shift
in functionality alleviates some of the burdens previously placed on the Security
Server’s Proxy component.

PoC assessment. An X-Road network instance has been set up with the PoC
implementation for evaluating the functional requirements. To become a mem-
ber of this instance, organisations must have obtained an X-Road membership
contract with the X-Road governing authority as a verifiable credential in its SSI
agent. In the network, there should be a single Central Server and two Security
Servers. There should be a separate SSI agent (ACA-Py instance) for every CS
and SS.

16The source code of the PoC is available at https://gitlab.cs.ut.ee/ssi-xroad/
ssi-xroad [215].

"The source code of the modified Aries Cloud Agent Python is available at https://gitlab.
cs.ut.ee/ssi-xroad/aries-cloudagent-python [215].
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Two components have been implemented to assist with the evaluation. The
first component is a web service as the service provider’s information system (has
been implemented using Java back-end programming language). It exposes REST
APIs for adding and retrieving book records. The second component is a web ser-
vice that automatically issues credentials on request. It consists of a controller
server implemented using Java back-end programming language and an ACA-Py
instance. Two types of credentials can be requested. The first one is called "X-
Road Membership Contract" and is used for evaluating onboarding-related func-
tional requirements. It contains three attributes, namely "name", "registryCode",
and "established". The second credential type is called "Startup Estonia Member-
ship" and is used for evaluating access control-related functional requirements.
It contains three attributes, namely "name", "membershipCode", and "startDate".
Based on the acceptance criteria of the elicited functional requirements, the PoC
implementation meets the design goals and enables decentralised connection (G1),
granular access control, and conditionally enables automated member onboarding
(G7). Thus, depicted in Figure 25 architecture confirms the technical feasibility

of the DPKI-based X-Road.

5.3.6. Step 5. Assess the To-Be IdM System

Using the assessment model presented in Section 5.2.1, we evaluate the changes
in IdM system quality that define the trustworthiness of the X-Road. In Table 13,
the column called “DPKI” contains the measurement of the To-Be IdM system.

Security. As the DPKI-based IdM assumes the full trust of the identity owner
to the credentials holder, which is the SSI agent, there is no built-in mechanism
for preventing insider threat. Thus, the access control to credentials should be
implemented separately from the IdM system.

The DPKI-based IdM relies on issuing credentials needed for X-Road usage
(substituted by the external VCs and X-Road-specific DIDs) in a decentralised
manner. Thus, the issuance of DID documents is based on the distributed network
of VDR and is supported by the set of endorsers. Meanwhile, the need for physi-
cal identity verification by the VC issuer is eliminated as the architecture assumes
that an organisation has the VCs required to join the network in advance of sign-
ing the contract with the X-Road Governing Authority, and there is no need for
the creation of X-Road-specific VCs. Additionally, the credentials verification (if
needed) and verifying the message origin based on the Member’s signature are
verified against the cryptomaterial in the DID document by the verifiers them-
selves. Meanwhile, verifiers rely on the distributed ledger to confirm the validity
of the VP proofs. Therefore, there is decentralisation of credentials issuance
and verification — both procedures are managed by the network of nodes con-
tributing to the VDR, a distributed ledger.
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Similarly to the As-Is system, DPKI-based IdM assumes the full trust of the
identity owner to the credentials holder. Thus, an organisation-identity in X-Road
can define a holder (system administrator or third-party service provider that man-
ages SSI-agent and/or digital wallet) of credentials and the respective cryptoma-
terial who is in full control over key management. As a result, there is no decen-
tralisation of key management.

In terms of trustlessness, the designed system does not have a defined trusted
external entity fully responsible for the organisation’s identity verification (e.g.,
like a CA) thanks to the distributed ledger and network usage. However, a trusted
internal entity (a manager of the SSI-agent) is still present. Thus, the designed
IdM system partially supports trustlessness.

The availability of the IdM system is defined by the following systematic de-
lays. First, the time of credentials issuance is measured in second as the DID
issuance is done automatically and depends only on the selected DID method and
automatic endorser approval. We do not recognise any systematic delay in the
signing process, as signing is done automatically by the SSI-agent upon request.
In contrast, there might be a delay in seconds for the credentials verification due to
the need to obtain the DID documents and automatic proof verification. Thereby,
there is an improvement in the system availability compared to the As-Is system.

As a result, thanks to the decentralisation of credentials issuance and verifica-
tion, which partially enables trustlessness and improves availability in the DPKI-
based X-Road, the new IdM system should allow for better security.

Control. As the DPKI-based IdM system defines itself as the requested at-
tributed for credentials and is responsible for providing proofs based on the is-
sued credentials, we assess the level of responsibility over credentials as high (2).
Similarly to the PKI-based IdM system, the proposed solution does not have any
built-in features for traceability because it relies on having a defined fully trusted
internal actor responsible for SSI-agent set-up and giving access to its usage.

The proposed system allows organisations to use verifiable credentials for con-
trol over identity attributes. Thus, for issuing a new VC, an organisation reveals
its attributes to the issuer. However, verification is done through the defined veri-
fiable presentations to be presented instead of showing the full credentials. Thus,
the attributes might not be shown at all and only the proof of meeting require-
ments is needed. Moreover, in the context of X-Road, if Members do not want
to conduct extra identity verification based on VCs for each data exchange, and
the data exchange is done only on having valid X-Road-specific DID, there is no
reveal of Member’s attributes.

As aresult, while improved control over identity attributes comes with the cost
of higher responsibility over credentials and no traceability is enabled, the shift to
a DPKI-based system does not change the quality of control.

Usability. The new IdM system does not support portability or multiple users,
and from the end user’s perspective, there are no changes compared to the current
system. Thus, the IdM system shift does not affect its usability.
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Maintainability. Finally, the proposed system requires a lot of set-up efforts as
it is not backwards compatible. Specifically, the infrastructure for VCs usage,
VDR set up and SSI-agent selection should be done from a technical perspective.
Additionally, the new trust model requires the definition of a new governance
model for X-Road and assumes having a decentralised governance model for is-
suers which support VCs outside of the X-Road network.

The assessment of complexity is defined by the dependence of organisational
identity on the social actors and external systems. As we assume that there are
no X-Road-specific credentials per se for the X-Road onboarding and only a DID
document is created, thus we assume having the need to obtain a pseudo creden-
tial (i.e., DID document) for which one actor, namely the endorser. Additionally,
an SSI-agent should be used for these pseudo credentials issuance. Additionally,
there might be a need for a decentralised application for writing transactions about
DID in the ledger if the VDR is set up in the respective way. For signing, IdM
depends only on one identity holder and SSI-agent as an external system. For
verification, only the identity holder should contribute with the signature, which
requires the usage of one external system, namely, SSI-agent. Thus, while the
DPKI-based system relies on more external systems (including VDR and SSI
agents) for different purposes, the number of dependencies increases, even though
complexity is not bound to one organisation but comes from the network infras-
tructure. As a result, the system maintainability is downgraded.

5.3.7. Evaluation

Table 13 provides the overview of the evaluation results. Based on the qualitative
evaluation results, which are grounded on the findings from the literature review
and observation from PoC implementation, we conclude that the shift from the
As-Is to the To-Be IdM system in X-Road would allow for an improvement of the
IdM’s security but worsen maintainability.

Thus, overall, a shift brings an improvement to the IdM system quality if or-
ganisations using the IdM have resources for more complex maintenance. Ad-
ditionally, the gains from the decentralised approach are offset by the time and
resources needed to build the underlying infrastructure, which includes establish-
ing a new governance model in the ecosystem outside of X-Road itself along with
the technical DPKI-based system setup. The ease of meeting prerequisites for a
new system may vary depending on the industry, the specifics of the system, and
the number of current system users.

To conclude, the evaluation results validate the effectiveness of the proposed
DPKI-based IdM system (Contribution 3), and the PoC validates its usability in
the running X-Road instances. Besides, the proposed DPKI-based IdM system
has been presented to the X-Road community during the yearly X-Road event'8,
where the community representatives pinpointed the analogous weaknesses of the

Bhttps://x-road.global/xroad- community-event-2022
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solution to the ones identified through our assessment. Thereby, while the pro-
posed solution achieves the goal of removing a centralised trust over ODI by the
Certification Authority (CA) for ODI’s verification, the solution has limited usage
in smart systems due to the complexity of its setup.

5.4. Distributed Key Management System

The results of the DPKI-based system evaluation show that while offering en-
hanced security and identity control, a DPKI-based identity management approach
demands a new governance framework and substantial infrastructure changes. Im-
plementing such systems, particularly for public sector actors using data exchange
systems like X-Road [218] and Gaia-X [219], requires considerable time and po-
tential legislative alterations.

Furthermore, although decentralised trust and IdM address external threats,
internal actors may remain a primary source of data breaches through the misuse
of privileges [220]. Consequently, the threat of centralised control used by internal
actors persists, undermining the authenticity of messages transmitted on behalf of
the organisational identity.

Regardless of the identity and trust model, organisations may use digital wal-
lets or hardware security modules as a part of their Information System (IS) to
store their identity’s certificates and key material, with policies defining access
rights [145]. Proprietary solutions like OpenID [175] control internal authorisa-
tion, determining who can initiate cross-organisational data exchange on behalf of
ODI. Meanwhile, some organisations prefer external trusted partners to manage
their identity and key materials [145, 143, 146], removing access control from
their IS, but this raises concerns about potential compromise or misuse. Based
on [145] and results of Study 5 in this Chapter, we recognise the need for a more
secure yet backwards compatible identity model, which would allow enforcing
security through custom access policies (under what conditions are ODI-related
cryptographic keys used) for information systems that rely on a centrally issued
ODI (Problem 2 in Section 5.2).

5.4.1. Design Goals

Assuming centrally issued PKI-based credentials, we aim to eliminate centralised
usage of identity by embracing the zero trust (ZT) paradigm [221]. While key
management enables digital identity per se, this study considers the following
research question RQs4: how to secure a centrally issued organisational digital
identity through key management mechanisms for achieving zero trust? To address
Problem 2 (see Section 5.2) of the As-Is PKI-based identity management system,
we propose a Distributed Key Management System (DKMS) that eliminates the
risks associated with centralised control over an organisation’s identity and al-
lows organisation-enforceable policies. The DKMS should use partial custody
and threshold signatures to secure ODI in cross-organisational data exchange.
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Thus, we aim to eliminate the delegation of an ODI to a single SS component
and enable the zero trust principle to manage identity and improve security. The
following goals should be achieved:

* Gj. Member’s ODI cryptomaterial is not in the sole control of one entity.

G,. Member can trace back the internal initiator of the message sent on
Member’s behalf through X-Road.

G3. Member can define the access of internal entities to operations on its
behalf.

G4. The system is backwards compatible.

Gs. No single entity can create a valid signature.

5.4.2. Step 1. Define the Purpose of IdM System

The purpose of the As-Is PKI-based IdM system in X-Road has been define dur-
ing development of Contribution 4. Mainly, the IdM aims to support the establish-
ment of trust between Members (organisations) during cross-organisational data
exchange. For this, two types of PKIX certificates are used — signing certificate
and authentication certificate. The former has the more important role in the es-
tablishment of social trust as it serves as an enabler of proving the authenticity
and integrity of the exchanged data messages. In particular, the signing certifi-
cate and the corresponding cryptomaterial (including private and public keys) are
used for signing the message before it leaves the trusted by a Member-creator en-
vironment so that a Member-receiver can verify the origin of the message using
the respective PKIX certificate. Meanwhile, the latter certificate (authentication)
primarily serves the role of establishing a secure connection between Security
Servers. Thereby, the authentication certificates do not directly contribute to so-
cial trust establishment between Members and are not bound to a specific Member
due to the Security Servers’ multi-tenancy. Hence, in this study, aiming to mit-
igate the abuse of organisational identity in X-Road, we focus only on signing
certificates for Member’s identity verification by creating proof in the form of a
digital signature.

5.4.3. Step 2. Model the As-Is IdM System

This step is built on the results of the same step within the DPKI-based system
design. However, while in the previous design, we paid attention to the issuance
of credentials and verification of Members’ identities, in this study, we focus on
how the credentials are used within each Member’s system for creating the proofs.
Using the same terminology for the X-Road ecosystem as in the previous study,
let us describe in detail how the identity proof is created.

Figure 30 illustrates the trust relationships within the X-Road ecosystem en-
abled by PKI with a focus on key management. This social dependency model
extends the dependency model created in the previous section with goals related
to message signing.
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Figure 30: Social dependencies for ODI usage in the PKI-based X-Road

An organisation-Member that creates a message (e.g., Data Consumer who
wants to send a data request) depends on the ODI custodian to sign the message on
its behalf, preserve the authenticity of a signed message, and protect the provided
Member’s key pair. Meanwhile, the role of ODI custodian is played by a Security
Server that can be presented either by a Member’s employee or service or by an
external entity (i.e., third-party) service provider. Thereby, the dependency model
depicts the full reliance of the Member on the ODI custodian for message signing
and its key pair management.

In the As-Is PKI-based system, a Member (ODI holder) should use a private
key (corresponding to a public key in the Member’s signing PKIX certificate) for
signing a sent message (data service request or response). The signing is done
by an X-Road Security Server on behalf of the Member who sent the unsigned
message from its information system to the SS. When another Member’s Security
Server (verifier) receives a message through X-Road, the signature of the received
message is verified against the public key mentioned in the signing certificate of
the message’s creator. Figure 31 depicts the described flow of the data exchange
within X-Road.

The marked red and green data objects highlight that the message originates
in the Member’s IS and is sent in the plain (unprotected) to the Member’s SS
for being signed. Thereby, the message is vulnerable to manipulation by the SS,
which is assumed to be fully trusted. Some organisations opt for full custody over
their identity and key materials by an external trusted partner who manages the
used SS. While such trusted internal and/or third-party entities have direct access
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Figure 31: Message exchange within the PKI-based IdM system

to the ready-to-be-signed messages and the ODI keys, the organisation cannot be
certain that such entities are not compromised and are not intended to misuse the
privilege. Thereby, the Member becomes vulnerable to the negation of integrity
or even authenticity of the messages sent on behalf of its identity as SS has full
access to the unprotected message requests and responses, being able to (i) read
or update its content; (ii) create new messages on behalf of its Members-Clients.
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5.4.4. Step 3. Assess the As-Is IdM System

The assessment of the As-Is IdM system is not repeated for this study as it is the
same as for the previous study. Thus, the results can be found in Table 12 in the
column titled “PKI”.

5.4.5. Step 4. Model the To-Be IdM System

This section presents the design of an IdM system with the distributed key man-
agement system. The proposed To-Be system assumes that a Member’s identity
credentials depend on PKI and PKIX certificates, thereby specifying a selection of
cryptographic and business mechanisms for each stage of the key lifecycle. The
design seeks to eliminate the centralisation of control over Organisational Digital
Identity (ODI) throughout the keys’ lifespan. Additionally, it aims to broaden the
set of representatives or custodians to enable partial custody of ODI. Figure 32
depicts the conceptual model of a Distributed Key Management System (DKMS).
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Figure 32: DKMS for organisational digital identity in cross-organisational data
exchange [62]

To integrate zero trust principles into the management of ODI, we propose
a combination of self-custodian and custodian control, i.e., partial custody. A
Member’s information system with centralised control over ODI is susceptible to
a single point of failure [52] due to the reliance on a single fully trusted entity (i.e.,
Security Server) for signing messages on behalf of the Member. If the Security
Server is compromised or its administrator becomes malicious, the Member’s IS
cannot ensure the authenticity and integrity of the provided information.

Partial custody introduces decentralisation of control and storage of keys for
signing or recovery purposes. Consequently, the system can operate with reduced
trust in any single entity. The distribution of keys eliminates the single point of
failure, as multiple key controllers would need to collaborate to compromise the
system’s security. Thus, partial custody enhances the overall security posture of
an IS and mitigates the risks associated with centralised key control.

To achieve zero trust through partial custody in DKMS, the decentralisation of
key control can be introduced in one of two stages: during key generation or dis-
tribution. First, keys can be initially generated in a decentralised manner. This ap-
proach involves decentralising ODI by employing self-sovereign identity princi-
ples and decentralised key generation for all entities involved in ODI management
and data exchange (similarly to what is proposed in Contribution 3). Second, if a
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centrally generated master key is necessary (and what we assume to be the case for
X-Road), decentralisation can be introduced during the distribution of the keys.
This can be achieved through distributed key generation or key share derivation,
ensuring that the derived sub-keys are used during the operational phase.

Regardless of the phase during which key shares are generated and distributed
to semi-trusted custodians, a Member can derive multiple keys to enable dis-
tributed key storage and threshold signature creation. Semi-trusted custodians
can include internal entities (IS components or employees) as well as external ser-
vice providers (i.e., external custodians). When new employees join and old ones
depart, distributed key generation re-sharing can be performed while maintaining
the same (certified) public key.

For controlling the distribution of keys, we employ partial custody through the
use of threshold signatures, where internal entities (such as employee roles and an
information system component) and an external custodian collaborate in signing
messages on behalf of a Member. Users’ keys serve as key shares for the threshold
signature, with access to these shares governed by the user’s identity in accordance
with the organisation’s internal policy. Each entity can utilise different token forms
to store its share. Thus, the proposed DKMS incorporates threshold signatures as
a policy decision point component in alignment with zero trust architecture [58].
Thereby, a threshold of K shares protects the Member against a compromise of up
to K — 1 signing parties.

We established the distributed key management system in X-Road, as illus-
trated in Figure 33, to assess its feasibility. In this diagram, white classes repre-
sent current X-Road entities, green classes denote the newly added DKMS com-
ponents, and dark grey indicates the services used to implement DKMS within
X-Road. Currently, each Member relies on a fully trusted custodian, represented
by a Security Server (SS), who is responsible for managing the Member’s keys
and signing messages on behalf of the organisation. The key management can be
handled either by an external service provider or by the Member itself.
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Figure 33: DKMS-based X-Road (N — the size of a group, K — threshold number
of controllers contributing to a signature, K < N) [62]
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Figure 33 illustrates the design of the DKMS for the Consumer’s side only.
This implementation ensures the integrity of data requests sent on behalf of the
Consumer’s ODI. A similar DKMS can also be implemented on the Provider’s
side to ensure the authenticity of the response to the Consumer’s request.

To eliminate centralised management, we employ threshold signatures, thereby
increasing the number of key controllers from one to N, with at least K < N con-
trollers required to generate a valid signature. Each controller can enforce dif-
ferent policy rules for the use of its key. As a result, the DKMS-enables system
enables another trust model additionally to the ones presented in Chapter 2 — dis-
tributed (or hybrid) trust model which is depicted in Figure 34.
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Figure 34: A distributed (or hybrid) trust model enables by a distributed key man-
agement system

One of the options for implementing the DKMS in X-Road is distributing
the Member’s identity key material among three key share controllers already
involved in the message exchange process: (i) the Member’s information sys-
tem, which is used to create the message; (if) the Member’s (i.e., Consumer) em-
ployee, who creates a data request to ensure that the request originates from the
Consumer’s identity; and (iii) the Security Server (SS) used by the Member for
message exchange. Figure 35 depicts the described key distribution process.
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Figure 35: Shares distribution in a DKMS-based X-Road
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Employees may store their key share on a cryptographic smartcard, while the
external custodian (represented by the SS) and the Member’s information system
may use Hardware Security Modules (HSMs) as key share storage. The thresh-
old signing scheme [155] ensures full backward compatibility with the latest X-
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Road version 7.0.0. The chosen scheme requires a trusted dealer to generate and
distribute the individual key shares [155]. We have designated the Member’s ap-
pointed representative (e.g., an administrator) to serve as the dealer for ODI keys,
granting them control over the distribution of individual shares. Once the shares
are generated, the dealer must securely delete the private parameters used during
the generation process.

For multiparty threshold signatures, a Member can use a selected threshold
signing platform. The process of creating a signed message ready to be sent
through X-Road using a threshold signing platform is outlined in Figure 36a from
the signing platform’s perspective. Figure 36b depicts the flow from the perspec-

tive of semi-trusted custodians when they are a Member’s employee, IS and SS.
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Figure 36: DPKI-based X-Road architecture

In Figure 37, we depict the new social dependencies established in the DKMS-
based X-Road from the perspective of the ODI owner (i.e. X-Road Member). The
social dependency model illustrates the distribution of dependencies to multiple
ODI custodians coordinated by a threshold signing platform (an external system).
Thereby, assuming that one of the custodians is the message originator and there
are at least 2 custodians (N > 2) some of which are external entities, the DKMS-
based X-Road allows the ODI owner avoids centralised trust.

To sum up, the DKMS-based system design depicted primarily in Figures 32
and 33 forms the Contribution 4 of this thesis. This IdM system design al-
lows securing cross-organisational data exchange in a smart system using X-Road
through the elimination of trust in a single ODI custodian within organisations

contributing to a smart solution.
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Study 6: Proof of Concept Implementation.

Smart Parking Scenario. Within this study, we consider the scenario of the
smart parking solution analogous to the one used in Case Study 4. However, in
Case Study 4, the parking lot terminal (PLT) and parking service provider (PSP)
have direct system integration. Meanwhile, in this study, we consider using the
X-Road data exchange system as an enabler for data exchange among multiple
parking service providers (PSP) with multiple parking lot terminals (PLT) and
other parking enforcement agencies. Additionally, there is a national transport
administration agency.

In this smart parking system, parking enforcement agencies (e.g., presented
by PLTs) are tasked with ensuring compliance with parking laws and regulations
by checking whether the parked vehicles have a valid parking permit, allowing
access to the parking lots through tolls, and transferring fines to the transport
administration agency. The parking service providers (PSPs) manage how drivers
access the parking lots, issue parking permits and handle payments. A transport
administration agency is a key smart parking system manager that defines rules
for the parties’ interactions and oversees X-Road. X-Road enables data exchange
between stand-alone information systems used by each party.
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In the smart parking scenario, where there might be more than one parking
service provider and parking enforcement agency, each system participant wants
to have guarantees that the entity requesting the data is a trusted entity. There-
fore, each parking service provider, each parking enforcement agency, and each
transport administration agency should have credentials for its systems (or system
components) that would bind these systems with the organisation using PKI. As a
result, PKI would enable smart system contributors who act as data providers to
validate the identities of the data clients (and vice versa).

Implementation. In the DKMS PoC implementation'®, we integrate the thre-
shold signing platform with X-Road to implement the proposed design via the
supported cryptographic interface PKCS #11 protocol. The selected threshold
signature scheme is compatible with the current Rivest-Shamir-Adleman (RSA)
scheme used in X-Road. The threshold signing platform comprises a coordination
server and client components (signing service). The threshold signing server can
be deployed either by the Member or its SS, with clients needing to be accessible
to the signing parties.

To evaluate the quality of the developed PoC, we first conduct a qualitative
assessment to determine if the targeted goals are met. Additionally, we perform
a quantitative assessment, measuring the time required for message signing and
transfer, and comparing it to other commonly used signing tokens.

As the testing scenario, we consider the Smart parking solution described in
Section 5.2. One Member is a parking service provider, and another is a park-
ing enforcement agency. The parking enforcement agency (Consumer) has an
information system ISc. The consumer uses Security Server SSc for the data ex-
change in X-Road. The parking service provider (Provider) has an information
system ISp that stores parking permit-related data. Provider uses Security Server
SSp for the data exchange. ISc has a user interface for internal usage by three
roles: street inspectors (who work in the field and check vehicles on the streets),
gateway keepers (who check work in the field and check vehicles parked on pri-
vate properties), and volunteers who are citizens that work as inspectors but for a
short period of time. Volunteers only have a temporary need to use the system.

The Consumer’s key material should be distributed among the IS¢, SS¢, and
employees’ roles, ensuring that at least five key shares are generated, with each
role representative holding an identical share. To facilitate the exclusion of spe-
cific key shares, in the real-life implementation, there should be multiple key
shares generated for volunteers. Thereby, once their volunteering period con-
cludes, the volunteers’ key shares can be marked as “deprecated” (rendering them
unusable by the signing service), and other pre-generated key shares can be as-
signed to the next group of new volunteers. In the testing scenario, we have opted
for a 3-out-of-5 threshold signing configuration.

19The repository containing the PoC implementations is available at https://github.com/
crocs-muni/xroad-threshold-signatures
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Goals achievement. In the operational phase, the keys required to create a
signature on behalf of the Member are distributed among at least three entities
— SS, IS, and selected employees (G;). The threshold group policy, set by the
signing service, ensures that key share controllers from the threshold group all
participate in the signature creation. This setup enables Members to partially
trace the entities (at the role level) that initiated the message (G;). The Mem-
ber’s representative who defines the threshold group policy can determine which
internal entities receive key shares, how the shares are derived, and how access
is deprecated. Consequently, the signing service, following the threshold group
policy, ensures that only active key shares are used for signature creation (G3).
The implementation employs an RSA-based threshold signature scheme which is
fully compatible with the standard RSA verification algorithm in As-Is X-Road
(G4). Moreover, the threshold group policy ensures that IS, SS, and employees
contribute to the signature creation (Gs). Therefore, the proposed DKMS for X-
Road successfully meets the specified goals, enabling distributed control over the
Member’s ODI during the operational phase of key usage.

PoC assessment. For time measurements, we used the testing scenario with
the Consumer’s IS¢, SSc, and the Provider’s ISp and SSp. All components ran
on a single device as virtual machines. The Provider uses X-Road’s SoftToken in
SSp, while the Consumer uses a 3-out-of-5 threshold signing group. The coordi-
nation server is deployed to IS¢ and connected to SS¢ via the PKCS #11 protocol.
This setup allows us to measure system throughput with minimal network delay.
In a real-world scenario, network requests within the signing group would impact
timing, but modifications in X-Road could reduce these delays.

The Round Trip Time (RTT) measurement starts when IS¢ requests data from
ISp and ends when the response is received, with the mean RTT over 1000 mea-
surements shown in Table 14. We also measured the Client using SoftToken,
SoftHSM, YubiKey (5C NFC), and TPM NTC 7.2.3.1. The DKMS introduced
less than 200 ms of overhead compared to the centralised signing solution and
even less (10-60 ms) compared to commercial hardware security modules.

Table 14: Round Trip Time (RTT) comparison for Consumer-Provider data ex-
change (adapted from [62])

Consumer’s | SoftToken| SoftHSM | YubiKey | TPM NTC | DKMS
token* 5 7.2.3.1 PoC
mean RTT** 82 ms 75 ms 216 ms 260 ms 276 ms
slowdown x1.0 x0.92 x2.65 x3.18 x3.38

* the Provider uses SoftToken, and the Consumer’s signing token varies
** the mean is across 1000 measurements, SoftToken is used as a baseline

The primary limitation of the To-Be system implementation lies in its reliance
on a trusted central party (dealer) during the pre-operational phase. This design
assumes trust in the Member’s representative who oversees key generation, certi-
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fication, and the distribution of key shares. As a result, the system is vulnerable to
a single point of failure during this phase, particularly before the threshold group
policy and signing service are activated. This limitation could be mitigated, albeit
at the cost of backwards compatibility, by employing distributed key generation.

5.4.6. Step 5. Assess the To-Be IdM System

As a final step, the changes in IdM system quality are evaluated using the as-
sessment model described in Section 5.2.1. These evaluations are presented in
Table 13, where the “DKMS” column shows the measurements for the To-Be
PKI-based IdM system that integrates DKMS.

Security. The DKMS-based IdM does not assume the full trust of the identity
owner to the credentials partial custodian. The reliance on threshold signature
during the operational stage (and, optionally, during the pre-operational stage if
distributed key generation is used) of the lifecycle of the keys provides a mecha-
nism for preventing insider threats.

The DKMS-based IdM relies on issuing and verifying credentials by a selected
issuer (i.e., CA). Consequently, both the issuance and verification of credentials
remain centralised, with the CA acting as the sole authority for these processes.
In contrast to the PKI-based system, the DKMS-based system does not assume
the full trust of the identity owner to the credentials holders (i.e., partial custo-
dians). Thus, organisation-identity in X-Road, with the support of an internal
trusted dealer, can define a set of partial custodians-holders of identity key shares
who are together responsible for key management and its usage for identity veri-
fication. Thus, there is decentralisation of key management.

The current system has one trusted external entity (CA) and multiple trusted
internal entities-custodians. Thus, the DKMS-based IdM system supports partial
trustlessness.

The availability of the IdM system is defined by the systematic delays which
are higher compared to the PKI-based system. First, the time of credentials is-
suance and verification stay the same as in the As-Is PKI-based system and are
defined by the procedure used by CA for identity registration, credentials issuance
and the verification service. During the signing, the systematic delay is introduced
due to the usage of threshold signing protocol and the added activities for multiple
partial custodians (see Table 14). Thereby, there is a downgrade in the availability
of the system in a range of milliseconds compared to the As-Is system.

As a result, thanks to the enables insider threat prevention, partial decentrali-
sation and partial trustlessness, and in the cost of slightly downgraded availability,
the new DKMS-based IdM system should allow for better security.

Control. In terms of control over the keys, the DKMS-based system gives the
Members some flexibility and the right to make mistakes thanks to key backup and
verification by a CA. On the other hand, Members within the X-Road network lack
the autonomy to create their own credentials, necessitating reliance on a trusted
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CA for credential assertion. As a result, we assess the level of responsibility
over credentials as medium (1). As mentioned earlier, in the PKIX framework,
identity holders have limited control over identity attributes disclosure, as the
entire certificate, containing all attributes, is presented to the verifier. Thereby,
these two indicators stay the same for DKMS-based system just as they are in
the pure PKI-based system. The implementation of DKMS demonstrates that the
system design helps to achieve traceability of signed message origin to the level
of roles. As a result, the usage of DKMS allows improved control over identity.

Usability. The new IdM system supports portability and multiple users (i.e.,
partial custodians) allowing using different key token forms for different custodi-
ans. Thus, the IdM system shift improves the usability by end users (even though
they should be more involved in the new system).

Maintainability. The proposed system is backwards compatible and can be
used by only a few Members of X-Road on the side of their own IS without
changes required from either other Members or the X-Road setup itself.

The complexity of the system is changed only for the credentials signing,
where the number of social actors involved in the signing is increased to K (the re-
quired threshold of key shares contributors), and one more external system is used
for it (i.e., a threshold signing service). As a result, the system maintainability is
only slightly downgraded.

5.4.7. Evaluation

Table 13 depicts the evaluation results. Our analysis, informed by both literature
review and observations from the PoC implementation, indicates that transitioning
from the As-Is to the To-Be IdM system within X-Road would enhance security
controls and usability but potentially compromise maintainability.

Thus, overall, a shift brings an improvement to the IdM system quality and
allows the improved security of ODI without the need for X-Road update and is
feasible to be used by separate organisations. Though the DKMS-based system
introduces delays during the message signing, the system is backwards compati-
ble, and the increased signing time is the cost for trustlessness.

Finally, the proposed DKMS-based IdM system has been presented to the X-
Road community during the yearly X-Road community event 2024°°, where the
community expressed their concerns on the decreased efficiency of the solution.

Though the study has been conducted in the context of the problem of centrally
issued PKI certificates and certificate-based key management, the review of mech-
anism and system characteristics is agnostic to the trust model. Thus, the proposed
DKMS design (i.e., Contribution 4) can be used for self-sovereign identity-based
organisational digital identity where verifiable credentials are issued through a
distributed ledger but based on the decentralised public key infrastructure (i.e.,
Contribution 3).

nttps://x-road.global/xroad- community-event-2024
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5.5. Related Work

Recent research has explored decentralised identity management from various an-
gles. For instance, [222] highlighted the potential of distributed ledgers, particu-
larly blockchain, to enhance audibility in healthcare. They argued that blockchain-
enabled business processes and IdM can enhance patient privacy and provide more
robust digital identity mechanisms compared to centralised or federated architec-
tures. Yet, their research primarily focused on the benefits of blockchain for fed-
erated learning and protecting the identities of individuals. ENISA [223] similarly
recognised that SSI as an effective approach to managing digital identities and en-
suring data protection, emphasising the need for its coexistence with established
methods like PKI X.509. Liu et al. [224] identified the trust model and data stor-
age as key differentiators between centralised and distributed ledger-based IdM.
They noted the increased complexity of maintaining privacy and implementing
identity operations like deletion in decentralised systems. Our research aligns
with this focus, examining how decentralised IdM and blockchain can foster trust
within business processes and data exchange systems, particularly for cooperation
with the public sector.

Griiner et al. [225] proposed a component-based architecture for integrating
SSI solutions into web applications. They highlight that SSI solutions are focused
on fulfilling users’ requirements. But to foster the adoption of decentralised IdM
by users, there is an urgent need to facilitate the embracing of SSI principles by
the service providers. Huang et al. [134] claim that while technological advances
stimulate the need for new technologies, products and services, the trustworthi-
ness of IdM systems is a critical factor in systems design. The paper stresses a
fragmented SSI landscape that halts service providers from the decentralisation of
trust. To this end, our work proposed an approach of the initial enterprise system
analysis, which should guide the service providers on how to move toward em-
bracing SSI and which changes to expect in the dimensions of security, reliability
and user control.

Assuming the transition to SSI and decentralised IdM is impossible, the po-
tential usage of zero trust strategy for organisational identity control comes into
question. Commonly, for managing the keys related to organisational identities,
multiple access control models can be used (e.g. role-based, attribute-based, and
discretionary [226]). But to the best of our knowledge, none of the traditional
access control models considers the control over keys in view of the zero trust
paradigm and the context of cross-organisational data exchange. The closest
to our research focus is the architecture vision for the data exchange platform
Simpl [175]. There, the authors review three Identity Management (IdM) models:
centralised based on PKI [175], hybrid based on PKI and extensions for verifi-
able credentials [175], and DPKI-based self-sovereign identity with a distributed
ledger [175, 227]. However, the three models differ in the procedure of trust
establishment between the organisations, leaving out of scope users who act on
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behalf of an organisation. Identification of such physical entities is proposed to
be handled as a separate task through proprietary identification solutions (e.g.,
Microsoft Single sign-on, OpenlD) [175], internal access control systems, or em-
ployee’s wallet (digital or smart cards). As the review of zero trust implementa-
tions in [228] shows, only studies in [229] and [230] focus on the implementation
of zero trust architecture for classical information system (i.e., enterprise sys-
tems). Meanwhile, most of the studies focus on cloud-based or IoT systems ex-
clusively, aiming to support the identification of cloud components or IoT devices.
Similarly to our work, in [229], the authors proposed to use threshold signature for
enforcing zero trust within an enterprise. However, they position the proposed dis-
tributed identity management system as a way to protect the enterprise resources,
which are used internally, from internal threats rather than as a way for securing
organisational data identity in cross-organisational data exchange. Therefore, in
Contribution 4, the proposed DKMS bridged two IdM systems — (i) for end-users
of organisational IS and ODI, and (ii) for ODIs and cross-organisational data ex-
change. As a result, the novelty of the proposed DKMS is in its ability to enforce
organisational identity policies for the system users through threshold signature.
The proposed solution enables the hybrid trust model, which can be performed
in an opt-in and backwards-compatible way directly applicable to existing infor-
mation systems. The solution cryptographically guarantees compliance with the
policies and, thus, enables zero trust within the information system.

Thereby, to the best of our knowledge, the proposed IdM system designs ad-
dresses the gap of not having an alternative supportive method that would help
organisations make an informed decision about the used identity and trust model.
While some studies [175, 222, 223, 224, 225, 229, 230] show how the specific
IdM system setup enables solving the very specific security problem or would
help to release some security and trust assumptions, they do not provide the pro-
cedure on how to make the transition or how to compare the new system with the
currently used.

The types of requirements for the organisational identity management system
have been defined in [231]. Through literature review and interviews, they have
identified four clusters, namely, (i) security & compliance (which considers au-
ditability, compliance, integrity and security), (ii) operability (which considers
automation, availability, cost, effectiveness, efficiency, and manageability), (iif)
user (which considers control, privacy, simplicity, and trust), and (iv) technology
(which considers flexibility, interoperability, portability, and standardisation). The
identified clusters are wider than the identity management assessment model we
proposed (Section 5.2.1). However, most of the criteria and sub-criteria in our
model are also present in [231]. Even having a wider scope, the defined cluster
only acts as a guide for requirements elicitation, while the model we developed
also contains the definitions and indicators for measurements, which allow mea-
surable assessment of the IdM system.
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To sum up, the proposed IdM system designs evaluated through the quality as-
sessment model are aligned with the existing research direction. Yet, in contrast to
the previous work, our research focuses on protecting organisational identity and
investigating how evolving trust models can be instantiated in the context of cross-
organisation data exchanges instead of peer-to-peer individual data exchange.

5.6. Discussion

Two design cycles described in this chapter resulted in the development of two
alternative IdM systems and their evaluation using the supportive IdM quality as-
sessment model. The two IdM designs were motivated by different problems of
the same existing IdM system. Both designs are supported with the PoCs imple-
mentations, which illustrate the usage of the selected identity management and
trust model in the context of an X-Road-based smart system.

The studies show how implementation of DPKI-based or DKMS-based IdM
systems using the research method in Section 5.2 supports the expert group in
defining necessary process and system changes (T1), establishing an acceptable
data-sharing policy (T2) with respect to the updated trust assumptions and se-
lected IdM system components. Additionally, the evaluation of the alternative
IdM system implementations allows the expert group to ensure the meeting of
business requirements by the updated process and the system (i.e., T3).

The first version of the IdM assessment model initially used in Study 5 [60, 61]
contained only some of the criteria depicted in Section 5.2.1. However, through
the multiple evaluation loops in Study 5, the model has been extended to the
presented form during Study 6 [62]. Thus, the IdM system assessment results
for Study 5 presented in the thesis are extended in comparison with the original
publications.

Further, our analysis reveals that the optimal choice of trust and identity mod-
els for an IdM system depends on case-specific business objectives and desired
system characteristics. All three examined IdM systems based on the various trust
models — the centralised, decentralised, and hybrid trust models —- offer distinct
advantages and disadvantages. However, the DPKI-based IdM system, which as-
sumes full decentralisation of trust, is deemed impractical for most organisational
contexts. PKI with distributed key management emerges as a more viable alter-
native, offering a degree of trustlessness and decentralisation while mitigating the
challenges associated with DPKI.

The FISP-ProCOP matrix, developed in Contribution 1, informs the design of
the IdM system in Contribution 3 and 4. Specifically, the attributes related to
actors and their relationships, security and privacy criteria, and used policies (in-
cluding the ones defining the trust assumptions) directly influence the selection
of appropriate identity management solutions. For instance, if the FISP-ProCOP
analysis reveals a high level of sensitivity for certain data types, this would ne-
cessitate the consideration of more privacy-preserving IdM solutions, such as
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DKMS-based. In contrast, if the availability of the IdM system is mentioned
as a challenge within the OS. Strategy attribute in FISP-ProCOP matrix, then the
DPKI-based IdM system should be preferred. The process models from Contri-
bution 2 further inform the analysis of the IdM system by depicting the privacy-
enhancing technologies which might rely on the IdM system implementation and
trust assumptions.

Limitations. The main limitation of the studies is that the proposed IdM de-
signs were developed originally for the X-Road data exchange system, and thus,
the trust model assessment results are system-specific and may differ for smart
systems based on the other data exchange system. Additionally, the results rely
on the IdM quality assessment model which is not complete. The model cov-
ers the most commonly targeted quality criteria based on our background study.
However, the provided indicators for these criteria are only exemplary, and not
all of them might be relevant changes in the context of another scenario of infor-
mation systems integration. Moreover, the assessment model assumes that all the
mentioned quality sub-criteria are equally important for the IdM system quality.
Meanwhile, the expert group might have criteria prioritised that would change
the interpretation of the quality measurement results. Finally, as the method has
not been evaluated against its usability, supporting guidelines on the method and
assessment model usage might be needed.

5.7. Summary

In this chapter, we addressed RQ3: How does the trust model affect the security
and privacy of an organisation participating in a cross-organisational smart solu-
tion? To answer this question, we developed a two alternative designs for smart
solutions’ IdM system — DPKI-based and DKMS-based. Both designs assume the
usage of the X-Road data exchange system as an enabler of a smart system. The
first design eliminated the assumption of centralised trust to an external single en-
tity (i.e. CA) for organisational identity issuance and verification. Meanwhile, the
second design enables organisations to follow zero trust architecture and eliminate
centralised trust in internal organisational identity controller. The designs and il-
lustration of their implementation support the expert group in assessing the current
identity management system and trust model against the business objectives and
trust assumptions as well as assessing the feasibility and effect of changing the
trust assumptions on the security of organisational identity.

The developed IdM system designs are not scenario-specific, which proves
their applicability across diverse X-Road-based smart systems. The analysis re-
vealed that the optimal choice of trust and identity models for an IdM system
depends on specific business objectives and desired system characteristics. Addi-
tionally, the studies resulted in proof of concept implementations of the identity
management systems in X-Road, which are accessible for usage by the X-Road
community.
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In conclusion, in this chapter, we developed identity management system de-
signs for X-Road-based smart systems that should help organisations define the
rules under which a set of organisations exchange their data. The systems designs
and the IdM system quality assessment model enable the making of informed de-
cisions on trust model selection to protect organisational and personal data from
unauthorised access.
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6. CONCLUSION

This chapter concludes the thesis. Here, we outline the contributions and how
they answer the stated research questions. After, we discuss the external validity
of the research results, limitations and future work directions.

Considering that the smart systems are usually built based on existing stand-
alone information systems with pre-setup security and privacy countermeasures,
the organisation should ensure that the updated business process, data flows, and
security measures meet the security and privacy requirements for the new smart
solution system. For this, we assume that an organisation should assemble a tem-
poral expert group to analyse the changes in the organisation based on the new
collaboration relationships and integration of the systems. While the existing in-
formation security and privacy frameworks are mainly focused on high-level man-
agement activities for security assurance within the organisation without high-
lighting the effect of cross-organisational collaboration, in this thesis, we aimed
to investigate the effect of such collaboration on the way information security
and privacy is assured through technical and organisational measures. Thus, this
thesis addressed the main research question: How to support an expert group
in assessing the effect of cross-organisational collaboration on information
security and privacy of the smart solution?

To answer the main research question, we used a design science research
method, which resulted in a method for information security and privacy man-
agement in smart solutions. The method serves as a contribution to information
system engineering and security and management knowledge base by helping data
protection officers, information security officers, business analysts, and security
architects coordinate their security and privacy assurance efforts. By addressing
the challenges posed by the increasing interconnectedness of systems, this re-
search empowers organisations to enhance their security posture, protect sensitive
data, and ensure compliance with relevant regulations.

6.1. Answers to Research Questions

RQ;: How to depict the state of security and privacy management in an or-
ganisation?

Through a background literature review of studies on security and privacy
management challenges in smart systems, we identified that one of the major chal-
lenges is security and privacy assurance against privacy leakages and human fac-
tors. The additional literature review of information security and privacy frame-
works and models that guide organisational security efforts showed that despite
an extensive number of existing guidelines and standards, they are mainly focused
on guiding security management either on the high level of abstraction or on the
level of examples of security measures. To address this problem, we developed a
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framework for information security and privacy management, i.e., FISP-ProCOP
(Contribution 1).

This framework builds upon existing models, overcoming their limitations of
providing only one of the two — (i) a comprehensive guide for risk management
operations and visualising the interdependencies between operations and counter-
measures or (ii) set of potential security and privacy-preserving measures. Unlike
previous frameworks, FISP-ProCOP is presented in a matrix format, enabling its
use as a theoretical model or template for depicting the static state of information
security and privacy management within organisations. FISP-ProCOP highlights
four crucial dimensions that influence information security and privacy manage-
ment from a business perspective: Processes, Countermeasures, Organisation, and
People. Each dimension comprises multiple categories, which are further subdi-
vided into attributes. These attributes can have one or more instances, allowing
for the adaptation of the model to specific smart system contexts within an organ-
isation.

The framework’s usability and adaptability were evaluated through two studies
in the context of intelligent transportation systems (ITS). These studies demon-
strated the framework’s usability and adaptability to depicting measures based
on written sources (including documentation and academic papers) and expert
knowledge. Additionally, the studies showed how the framework could allow
the expert group to evaluate the consistency of information security and privacy
management aspects across FISP-ProCOP dimensions. As a result, the frame-
work can help identify security and privacy requirements for the newly established
smart solution that are not met by the existing countermeasures. Furthermore, the
study identified significant privacy and security challenges in ITS, including data
privacy assurance and the lack of adoption of standardised privacy management
systems.

RQ;: How can tools support privacy assurance for an organisation partici-
pating in a cross-organisational smart solution?

To answer this question, we developed a tool-supported privacy analysis me-
thod (Contribution 2) which relies on the research-based tools for (i) EU data
protection regulation compliance verification and (if) analysis of the efficiency of
privacy-enhancing technologies to meet data privacy requirements. By identify-
ing potential privacy violations, the method helps address these issues through
minimal adjustments to processes and systems. The method assumes that the ex-
pert group has defined business process models for the smart solution based on
collaborative data processing. The proposed method leverages open-source tools
like DPO and Pleak to analyse privacy requirements and assess the effectiveness
of privacy-enhancing technologies (PETs).
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We evaluated the method’s usability through two studies in intelligent trans-
portation systems (autonomous vehicle-based ride-hailing system and smart park-
ing solution), demonstrating its ability to identify potential privacy violations and
recommend suitable PETs. Additionally, by integrating privacy analysis into busi-
ness processes as prescribed by the method steps, the method helps organisations
comply with GDPR requirements, especially Article 5(2), which requires having
artefacts to demonstrate compliance.

RQ3: How does the trust model affect the security and privacy of an organi-
sation participating in a cross-organisational smart solution?

The answer to this question consists of two parts. First, we developed a DPKI-
based identity management (IdM) system (Contribution 3) that allows the distri-
bution of trust for organisational identity management in data exchange system-
enables smart systems. Second, we developed a DKMS-based (IdM) system
(Contribution 4), which allows the smart system providers to implement a zero-
trust strategy and avoid centralisation of internal control over ODIs.

Additionally, we developed a quality assessment model which is based on
Cameron’s digital identity laws and the commonly targeted IdM system quality
criteria — security, control, usability, and maintainability. Each criterion is di-
vided into multiple sub-criteria, and the respective indicators for measurement
are provided. The proposed IdM system designs, along with the quality assess-
ment model and the proof of concept implementations, assist experts in evaluating
existing identity management systems and trust models against organisational ob-
jectives and assumptions. It also helps assess the potential impact of altering trust
assumptions on system security, control, usability, and maintainability. Thereby,
Contributions 3 and 4 facilitate informed decision-making regarding trust model
selection to safeguard organisational and personal data from unauthorised access.

Further, the results of studies highlighted that the optimal selection of trust
and identity models for an identity management system relies on specific organ-
isational goals and desired system characteristics. While pure PKI-based, DPKI-
based, and PKI-based with distributed key management IdM systems each offer
unique advantages and disadvantages, DPKI is deemed impractical for most or-
ganisational settings due to the need for complex infrastructure and governance
model establishment. A more viable alternative to the fully centralised PKI-based
IdM system is the centralised IdM with the distributed trust, which offers a degree
of decentralisation and trust minimisation while mitigating the challenges inherent
in DPKI. Furthermore, the studies resulted in two proof-of-concept implementa-
tions of identity management systems for X-Road, which are now accessible for
usage by the X-Road community.
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6.2. Discussion

6.2.1. External Validity

While the evaluation of thesis contributions primarily focused on the Intelligent
Transportation System (ITS) domain, the findings and developed artefacts have
broader applicability across smart solution domains, particularly in sectors with
similar security and privacy management challenges to ITS, such as e-Government
and e-Health. These three domains are similar in their reliance on personal data
and the involvement of a high number of employees in the systems’ operations
and regular users, necessitating consistent information security and privacy man-
agement strategies to protect individuals and maintain public trust.

The FISP-ProCOP framework is grounded on domain-agnostic frameworks
and models. The evaluation studies intentionally included the usage of the frame-
work for multiple types of smart transportation systems (including traffic manage-
ment, smart parking and ride-hailing) that differ by their architecture, participants,
operations and processes. Therefore, the framework could be adapted to assess
security and privacy postures in domains other than transportation, including e-
Health and e-Government. As described in the background study, in e-Health
there is a critical gap in existing research due to an overemphasis on technical
controls and a neglect of organisational and managerial aspects. FISP-ProCOP,
by explicitly considering these dimensions, can address this gap serving as a tool
for improving security and privacy management within e-Health systems and their
providers’ organisations, particularly by guiding the implementation of organisa-
tional controls and fostering a strong security culture.

The tool-supported privacy analysis method relies on the formalised business
process models that depict the personal data flow within a smart system between
system providers. Therefore, the method is expected to be applicable in any do-
main (e.g., e-Health and e-Government) for the smart systems assuming that the
system contributors agree on the collaborative processes. While the proposed
method prescribes the usage of the selected analysis tools for improving the pri-
vacy analysis efficiency and usability of the method, their underlying methodolo-
gies might be used instead of the tools to avoid tool dependencies.

The proposed identity management system designs are generally applicable
for any smart system (or any other not smart system) that relies on the X-Road
data exchange system for cross-organisational data exchange. Therefore, Con-
tributions 3 and 4 and their evaluation results are generally applicable for any
running X-Road instances and thus can be used by the X-Road community?!.
Additionally, the generalised designs, the IdM system assessment model and the
illustration of the IdM system development process should allow the expert group
to instantiate the system designs also for non-X-Road-based smart systems.

2IThere are 24 X-Road instances deployed by governments or other organisations worldwide,
which enables data exchange for 542 million end users [193]
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The particular scientific contribution of this thesis lies in the developed method
which guides on the usage of technical security measures and security analysis
methods by technical and non-technical roles within organisations to ensure infor-
mation security and privacy. This research is based on the definition of separate
security and privacy objectives identified through the FISP-ProCOP framework.
The final developed method offers a procedure for selecting security measures
which would allow the achievement of security objectives along with scenario-
oriented privacy objectives in the smart systems.

6.2.2. Limitations and Future Work

The research and contributions presented in this thesis have limitations which
offer several directions for future research:

* The contributions have been evaluated in the studies with limited scope fo-
cusing on usability. In particular, the usability and effectiveness of the FISP-
ProCOP framework and the tool-supported privacy analysis method should
be further evaluated directly by the targeted expert groups in organisations
contributing to the smart solutions. Close collaboration with an external au-
thority, such as a government agency or a large enterprise, would be crucial
for conducting a comprehensive usability study. Such a partnership would
provide access to potential users within the organisation, facilitating a more
realistic evaluation of the framework in a real-world context.

* The presented approach assumes the manual identification of the current
state measures for information security and privacy management by filling
in the FISP-ProCOP matrix. However, suppose the organisation wants to
use the matrix not only for the project of establishing a smart solution but
also throughout its lifetime. In that case, the matrix should be regularly
updated and could be used as a reference for regular security management
activities. Therefore, a tool for FISP-ProCOP should be developed. This
would allow the expert group members to fill in the categories separately
without using a matrix itself for the data collection. Later on, other or-
ganisation employees could access the matrix as a part of the documenta-
tion. Additionally, the tool could allow Al-enabled automatic data extrac-
tion of FISP-ProCOP components from the documentation, system compo-
nents, and process logs, which would enable the organisation to decrease
the amount of employee evolvement and cut costs.

* In our research, we assumed that organisations have (or can define) collab-
orative business processes for a smart solution. Thus, the privacy analysis
method included only tools that rely on the business process models. To
address this limitation, the method should be extended with new privacy
analysis tools, which allow the usage of system logs in addition to the busi-
ness process models to consider non-formalised data exchanges allowed in
smart solution system components.
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* The proposed identity management quality assessment model allows an or-
ganisation to assess the ability to meet the included system criteria. How-
ever, the assessment model usage results could be interpreted differently
depending on the priorities of those criteria. Therefore, the decision tree for
the identity management system selection should be created to support the
decision-making based on the organisation’s context, trust assumptions and
accepted risks. For example, the decision tree could be prepared based on
the weights given by the expert group to the IdM quality assessment criteria
based on the organisation’s priorities.

e Our research focused on organisational trust assumptions and the manage-
ment of organisational digital identity. However, smart solutions often in-
volve not only organisational information systems but also personal devices
and IoT devices, which have varying levels of trust and require separate
identity management. In future work, it is essential to investigate the in-
tersection of multiple identity and trust models within a smart system to
ensure that the various trust chains relied upon by organisational system
components do not conflict with each other.

* Finally, the method for information security and privacy management in
smart solutions composed of the described four contributions of the thesis
has not been applied to a case study as a whole. Instead, the final developed
method is combined with the theoretical description of the data objects’
usage among the thesis contributions, and we evaluated the effectiveness
and usability of four contributions through separate studies. Thereby, there
is a threat to the external validity of the final composed method due to the
possibility of its limited generalisation to a single case. Future work should
apply the ultimate method for information security and privacy management
in smart solutions to one smart solution case study to validate its usability
and effectiveness as a whole.
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Table 15: Components of the method for information security and privacy man-

Appendix A. COMPONENTS OF THE PROPOSED

METHOD

agement in smart solutions

| Concept [ Procedure [ Notation ‘
Business Identified by the requirements and goals of the smart | In plain text as Goals
Goal solution or Requirements
Business Using documentation and tacit knowledge, the busi- | BPMN, PE-BPMN,
Process ness analyst creates the BPMN models to depict the | in plain text within
key collaborative processes within the smart solu- | FISP-ProCOP matrix
tion. The models might be extended or annotated
based on the input from DPO, CISO, and Security ar-
chitect to depict their domain knowledge during any
stage of the framework.
Actors Describes dependencies and trust between actors in- | i*, trust model,
Relationship | volved in a smart solution. Using documentation and | in plain text within
tacit knowledge, the business analyst creates the i* | FISP-ProCOP matrix
models to depict the dependencies (including trust)
between smart solution entities.
System Using documentation and tacit knowledge, the secu- | Class diagram,
Component | rity architect creates the models to depict the system | Conceptual Architec-
components involved in the collaborative processes | ture model, Compo-
within the smart solution. The models might be ex- | nent diagram,
tended or annotated based on the input from DPO, | in plain text within
CISO, and a business analyst to depict their domain | FISP-ProCOP matrix
knowledge during any stage of the framework.
Data Using documentation and undocumented knowl- | BPMN, Class dia-
Object edge, the expert group defines the data objects dur- | gram, i¥,
ing the first step of the method. The data object | in plain text within
should be depicted as a static class diagram to depict | FISP-ProCOP matrix
the types of information used in the smart solution
and the relationships between them. Additionally,
the data objects’ transformation and usage through-
out the smart solution processes should be depicted
through BPMN models. The dependencies among
actors and system components on the data objects are
depicted in i* model or in plain text.
Data Flow Describes how the data objects are manipulated and | BPMN, Class dia-
transferred between system components and actors. | gram, Conceptual
Depicted as a part of InfoSec & privacy mgmt as- | architecture  model,
pects, business processes, system architecture, and | i*, in plain text within
actor relationships FISP-ProCOP matrix
Security Identified for the exchanged data in the collaborative | in plain text within
Criteria processes by understanding the importance of such | FISP-ProCOP matrix
data objects.
Privacy Identified for the personal data objects used in the | in plain text within
Objective smart solution with respect to the trust model FISP-ProCOP matrix
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The UML class diagram in Figure 38 depicts components of the FISP-ProCOP
attributes and maps them with the key concepts operated within the proposed
method for information security and privacy management in smart solutions. Yel-
low objects highlight the method input, green — key method concepts, and purple —
possible concepts representations used as intermediate data objects in the method.

Table 16 depicts the data model for the proposed method for information secu-

rity and privacy management in smart solutions, reflecting dependencies between
data objects created through the thesis contributions usage by the expert group.
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Table 16: The proposed method data model

] . Create .
E ]l)l? Dat?DoOb])ect Form Data object attributes Other sources based on Sou;creogl(:‘;sl’-
O other DO
Business goals
1 for asmart Textual description
solution
Oranisational policies,
5 Documenta rulebook, reports;
tion System documentation;
5 i other written documents
Unwritten knowledge or
3 E:E&Te dge informal documents,
& draft, notes, etc.
4 FISP-ProCOP e 1,2,3
matrix
5 Requirements  Textual description 4
Roles assignment PA, PR
Personal Data Objects O1
) Selections in DPO tool Processing tasks i OL PrU, CP,CT
- 6 User input Purpose of processing & 4,5 PA. PR. OL OC
3 consent o
% Processing system and CP, CT,
z technical measures PrL,PrU
_ ‘E Actors PA
3 =
I a3 . PA, PR, PrU,
2 | Br‘fc‘;‘:sss BPMN model Tasks 45 CT.CE
< P Data Objects o1
S Data Flow OL, PR, PrU, CT
E 8  Compliance UML class diagram Violation explanation DPO tool 6,7
Actors a8
General BPMN model, textual Task AddEd.b‘“Ed. on the
9 process description asks Colppllancc issues and 7.8
improvements Data Objects Business process by DPO, ’
P! Data Flow BA or Security Architect
Business process (as a 7
3 BPMN model)
= i Communication
£ |10 Business PE-BPMN model ; Added based on the cT
- process protection . N
< PET-Task (optionall compliance issues by
= oo as (op! tonatty, Security Architect CT
N 5 with Computation script)
o
o (,,8 Privacy Actor
< 11 disclosure Table Data Object Pleak tool 10
A results Data visibility to actors
2 Data Object
w - 0
@) 12 gixl\:elsc;lfs Table Dependent Data Object | Pleak tool 10
Leakage condition
GDPR- Business process (as a 7.9
compliant BPMN model)
2 = 13 privacy- BPMN model, PE- Compliance issues (non- 8
1 < assured BPMN model vialation expalantions)
business Privacy disclosure results 11
process BPMN leak-when results 12
Act Actors PA, PR
—— ctors, anoe datz
SN g 14 resources, Textual description Ex?havse data resources 4 ol
Qo objectives Objective of actors PR, PrU
Trust assumptions PR
.‘E BPMN »model Actors, actors
s Class diagram relationship,
& o .
a N < 1dM system 1 Sequence diagram exchanges data objects, PA, PR, OL,
83 & 15 model (Conceptual) system data flow, actors tasks, 4 CP.CT
§ architecture model system components, ’
@ i* dependency model system tasks,
5 Component diagram technologies
BPMN model
g ss di Actors, actors Designed based on
% Class dlagrém relationship, extérgrlal B sl;zln
. oS Sequence diagram exchanges data objects, YS!
s << 16 1dM system 2 (Conceptal) system data flow, actors tasks documentation, 4 PA, PR, OI
U Az model hi pla’) sys del system c(;m onents, ’ guidelines, standards, etc. T
E architecture mode Y kp i by Security Architect,
2 i* dependency model system tasks, CISO and BA
] . technologies
Component diagram
-g >9
83 <E £ |7 Assessment
:,' : M35 model ¢
Sg @<
: g = 18 Assessment Table External publications, 4,15, 16,
[Sxe] < results reports, system evaluations 17
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Appendix B. FISP-PROCOP ARTEFACTS
B.1. FISP-ProCOP Desription

Table 18 depicts the FISP-ProCOP matrix with the guiding questions in the last
column. These questions should be used by the expert group to identify incon-
sistencies in information security and privacy management across the matrix at-

tributes.
Table 17: FISP-ProCOP matrix for a ride-hailing company
Dimen 5 Y . .
o Category Attribute # | Cross-validation questions between attributes (#)
1. Did you include the actors (1) who provide the security measures (13, 14, 15, 16)?
Actors, stakeholders, . . . . B
L 1 |II. Did you include all the actors (1) involved in business processes (18) for the end-users
PA. Actors entities g
b within the smart system?
P.
ple b Goals, tasks, motives | 2 [III. Which of the actors (1) is fully trusted to share the information (7) with?
PR. Relation Re]atiunsh?ps and IV. Did you depict the relationships (3) between all the actors (users, stakeholders, service
. dependencies 3 3 . . B P
ships providers) (1) including the ones outside of smart system scope?

between actors

0.
Orga

OS. Strategy

Purpose for the
system usage, org.
design & strategy

4

Challenges to address

V. Does the mentioned system purpose consider the interests (2) of the actors (1)?

VI. Does the number of active end-users pose a challenge (5) to the smart system?

VIL Is the level of your organisation's involvement in the smart system lifecycle reflected
in the policies & practices (11) used for the partners?

VIII. Do you mention owners of the systems your organisation use as actors (1)?

IX. Do you mention owners of the systems your smart system has integrations with as
actors (1)?

X. Can the mentioned challenges be solved by using the respective standards (6)?
XI. Are the mentioned challenges addressed by any measures in (11, 12, 13, 14, 15, 16)?

OC. Formal
Constraints

Legislation,
regulation, standard

XII. Do the legislations, regulations, and standards (6) include sector-specific (4)
regulations and standards w.r.t. the system purposes?

Type of information

XIII. Who from (1) is the origin or provider of this information? How do you verify the

business processes

nisa used 7 origin?
on XIV. Does the infromation manipulation by actors in (1) directly correspond to their goals
How the information 8 in (2)?
is manipulated XV. Do the manipulation operations (8) over the information (7) correspond to the system
Ol purpose (4)?
Information XVI. Can the dependencies (3) between actors (1) violate security criteria (9)?
Involved Security criteria 9 | XVIL Do the defined security criteria (9) consider the all the requirements for the
information types (7) w.r.t. legislations and standards (6)?
XVIII Did you define the rules of PII (8) visibility (10) for all the actors (1)?
Privacy objectives 10 XIX. Can the dependencies (3) between actors (1) violate privacy criteria (10)?
¥ o0 XX. Do the defined security criteria (9) consider the all the requirements for the
information types (7) w.r.t. legislations and standards (6)?
CP. Policies & - . XXI. Are the policies & practices (11) include all the mandatory ones from regulations and
N Policies & practices 11 E
Practices standards (6)?
XXII. Do you have training & education (12) measures for all the actors in (1) (users,
CE. Training Training & education |12 stakeholders, external entities)?
& Education s XXIIIL Do the training & education (12) include all the mandatory ones from regulations
é" Sec. and standards (6)?
Privac Architectural 13 XXIV. Do the architectural measures (13) include all the mandatory ones from regulations
measures and standards (6)?
Counte -
rmeas Use case-§rlented XXV. Do the use case-oriented measures (14) include all the mandatory ones from
technological 14 o . .
ures  [CT. regulations and standards (6)?
Teck N measures
= Cryptographic 15 XXVI. Do the used cryptographic measures (15) include all the mandatory ones from
building blocks regulations and standards (6)?
Others technological 16 XXVIL Do the other technological measures (15) include all the mandatory ones from
measures regulations and standards (6)?
PrL. System | Security as a part of 7 XXVIIL Does the system lifecycle (17) include all the mandatory activities, practices, etc.
Pr. Lifecycle the system lifecycle from the followed regulations and standards (6)?
Proce y ses
sses PrU. Usage of I;Jsse[c(:nz:s;: :f;hne ofthe| 18 XXIX. Do the specified business processes cover the data exchange (8) of all the
the System 4 p information types (7) with all the actors (1)?
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Table 18 depicts an example of the FISP-ProCOP matrix for a ride-hailing
company??.

Table 18: FISP-ProCOP matrix for a ride-hailing company

Dime
nsion | Category # | Attribute Attribute i
Users: driver, car owners;
N PA. Act Actors, stakeholders, entities | Service providers: AWS, Paypal, Payment system provider;
P. - Actors 1 Other stakeholders: Trusted Authority, City government, Local taxi firms
pple: 2 |Goals, tasks, motives user, service provider, laaS
PR. Relationships and o q
Relationships | 3 |dependencies between actors gy ol gremma
Objective: ride-hailing in the cities;
Purpose for the system usage. Active end-user: 1,001 — 10,000;
Tpose Y 2% | Involvement in the system lifecycle: We have a development team that is fully responsible for the
OS. Strategy org. design & strategy . §
o system, its support and development;
4 Number of integrations: 1-2
5 | Challenges to address interoperability, availability
o. OC. Formal Legislation, regulation, European Union directive 2010/40/EU (7 July 2010) (a.k.a. ITS Directive), NIS2 directive,
Orga | Constraints 6 |standard Predpis 181/2014 Sb. (zdkon o kybernetické bezpecnosti), ISO/IEC 27001, No, not certified
nisati 7 | Type of information used Car plates Driver ID
on —— — = a
Hov\. lh‘e ml;ormauon s Car plates are shared with Driver and City governement we save Drlver!]ﬁ? foreheetin el
oI 8 p eligibility of driving
lnf;)rmalion 9 |Security criteria Confidentiality, Integrity Confidentiality, Integrity
Involved Controller: We are;
. - Processor: PLT;
Py bjectives Not a PII - q
rivacy objectives ota Can be shared with: PLT & City
10 overnment
Policies & Practices: NIST CSF, Security Development
. - Lifecycle; L .. 5
cr. Poh.ﬂcs Policies & practices Principles: Least privilege, Data minimisation; Coordm.almn.o.fpollcles wilh
& Practices . . partners: auditing
Knowledge management practices: System documentation,
C. 11 Unwritten rules followed by the teams
Sec. E inil [ N - - B 0 wr 5 -
5 CE. Tralr!mg Training & education Tra!n!ngs for user: Intrm‘iucmg thle privacy policy during the first-time onboarding to the system;
i & Education |12 Trainings for employees: we don't have
riva . Architecture: Public Key Infrastructure (PKI);
cy Architectural measures g ing identities of - . 1 & loggi
Coun 13 i identities of partners: access control & logging i
ter Use case-gnented Payment-related measures: Card-based payment Dl it i i
meas [ 14 |technological measures measures: usual document
ures N . T Classical cryptograhy: RSA digital signature;
Technology . s g
echnology 15 Cryptographic building blocks R
. TAM: Role-based access control;
Others technological S .
measures Secure communication: Not applicable;
16 Other: firewall
PrL. System Sccurity as a part of the Principles O.f systen:n development and support: Security testing, Separation of development, test
Pr. Lifeeycle system lifecycle and production environments;
Proce ” 17[% Y Security monitoring: Vulnerability scanner
sses | PrlU. Usage Use cases of the system as a . . 5
of the System | 18| part of the business processes I A ImeT g TR G aites

22The spreadsheet can be accessed here: https://doi.org/10.5281/zenodo . 14923440.
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Table 19: FISP-ProCOP matrix for a ride-hailing company

# |Cross-validation questions between attributes Explanation for validation failure :’:sl:li:"o"
1. Are the mentioned actors (1) include the providers of the security measures (13, 14, 15, 16)? Yes
1
11. Are the mentioned actors (1 )include all the parties involved in business processes (18) for |Our employees participate in car services, but are No
the end-users within the smart system? not included as actors
2 |1IL Are all the actors (1) trusted to share the information (7) with for their purposes (2)? Yes
3 V. Did you depict the relationships (3) between all the actors (users, stakeholders, service Vi
providers) (1) including the ones outside of smart system scope?
V. Does the mentioned system purpose consider the interests (2) of the actors (1)? Yes
VL If the number of active end-users poses a challenge to the smart system, is it mentioned in Yes
as a challenge (5)?
4 | VIL Is the level of your organisation's involvement in the smart system lifecycle reflected in Y
the policies & practices (11) used for the partners? s
IX. Do you mention owners of the systems your smart system has integrations with as actors | We didn't mention the integration with payment No
? system providers
5 X. Can the mentioned challenges be solved by using the respective standards (6)? Yes
XI. Are the mentioned challenges addressed by any measures in (11, 12, 13, 14, 15, 16)? Yes
ITS directive is mandatory for transportation but
6 XII. Do the legislations. lati and dards (6) include sector-specific (4) regulations is not mentioned; No
and standards w.r.t. the system purposes, sector and location of your partners (1)? We operate in EU and collect Driver's info,
therefore GDPR is relevant, but isn't mentioned
XIII. Who from (1) is the origin or provider of this information? Do the measures in (13, 14, N )
7 15, 16) verify the origin? yes, RSA signature Yes
8 XV. Do the manipulation operations (8) over the information (7) correspond to the system Y
purpose (4)? 3
XVI. Are there no dependencies (3) between actors that may violate security criteria (9)? Yes
9 | XVIL Do the defined security criteria (9) consider all the requirements for the information Y
types (7) w.r.t. legislations and standards (6)? s
We didn't specify the need of protecting
XVIIL. Did you define the rules of PII (8) visibility (10) for all the actors (1)? DriverID from access by AWS or Payment No
system provider
10 [ XIX. Do the dependencies (3) between actors (1) not violate privacy criteria (10)? Yes
XX. Do the defined roles (10) consider all the requirements for the information types (7) w.r.t. Y
L p es
legislations and standards (6)?
XXI. Are the policies & practices (11) include all the mandatory ones from regulations and
11 § Yes
standards (6)?
XXII Do you have training & education (12) measures for all the actors in (1) (users, Yes
stakeholders, external entities)?
12 L . . .
XXIIL. Do the training & education (12) include all the mandatory ones from regulations and Trainings for employees are absent but are No
standards (6) and policies (11)? required by the followed NIST CSF
13 XXIV. Do the architectural measures (13) include all the mandatory ones from regulations Y
and standards (6) and policies (11)? 3
XXV. Do the use case-oriented measures (14) include all the mandatory ones from regulations
14 | A . Yes
and standards (6) and policies (11)?
ISO 27001 encourages considering emerging
. . threats like quant J ting. Thus, g
XXVI. Do the used cryptographic measures (15) include all the mandatory ones from red S s v intum computing. ©aus, ing
15 . . threat of "harvest now, decrypt later", we should No
regulations and standards (6) and policies (11)? tard ’ - »
start using post-quantum cryptography in the
upcomming years
XXVILI Do the other technological measures (15) include all the mandatory ones from
16 : . Yes
regulations and standards (6)?
XXVIII Does the system lifecycle (17) include all the mandatory activities, practices, etc. Threat modelling is a part of Sec. Dev-t
17 . p B No
from the followed regulations and standards (6)? Lifecycle but is not mentioned here
XXIX. Do the specified business processes cover the data exchange (8) of all the information
18 . Yes
types with all the actors (1)?

Table 20 provides the mapping of the components of FISP-ProCOP with the
clauses of the ISO/IEC 27001 standard [27].
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Mapping FISP-ProCOP with the clauses in ISO/IEC 27001

Table 20

sonquyie Kue Aq PaIdA0D JOU ST ASNE[ ) -

snque wos £q APIdI[dXd Jou PIIdA0D ST dSNE[O ) -

SOINQLIJIE SWOS AQ PAIGAOD ST dSNE[D ) -

anqupe JODOId-dSId payrew ay) Aq AP1d1idxo jou paIdA0d ST ASNE[d Y - o

anquye JODOIJ-dSI Padew oy} £q PaIdA0D SI aSNE[O A} - @

5 wIISAS
b 81 3y} Jo a3es() (114 | sassad0.q
AN Id
O O 0O O 0O o o o o O O O O e ® O L1 waysAS 114
qo 91
o I
3 m| A3ojouyddy, " 1D
qo ¥1 Saansedw
qo 1 -19)uno)
uoneINpy fearg
i e J L B T ] B
39 sdndRIg
O O O O 0O O O O O O e © O @ o © O O O I » SOPI0J “d)
) 01
© 4 ° 6 PaAjoAU]
° 3 uoneuLIoyu] ‘1)
| uone
o L -siuesiQ
sjure)suo)) ‘O
b 9 [ewiof "H0
®| <
|| A39ens ‘SO
v q‘ |+
q ¢ | sdiysuoney ud
q [4 ardoaq g
L SI0)IV "Vd
e I
gvilg |l |||, ol 7oltael €1 TV ()] leolrol €1 T V| cclac]y- oo ll s || 2= q £1080)¢ OIS
ToIIor c6lcelcelzel o 1'6|€8|T8|1'8 silsLlse VL|EL|TLITLIEI|TI 19| 1o | 19 ES|TS(US|(PY|Ev|Ty| TV # D —uounq
sasnep 100LT DAL/OSI d0OD01d-dSId

171



B.2. Study 2: FISP-ProCOP Validation

Table 21 contains the questions from the questionnaire used in Study 2 for FISP-
ProCOP validation.

Table 21: Study 2 - Questionnaire (shortened) [26]

General questions about the company

1.1. What is your organization’s name?

1.2. What is your position/role in the organization?

1.3. Where does your company primarily operate?

1.4. For which purposes does your company use I'T system(s)?

1.5. Would you call the system used in your company “an intelligent trans-
portation system”?

1.6. In which area does your company primarily operate?

1.7. How many active end-users does your digital solution have in the selected
region?

Section “Organization”

2.1. What is the main objective of your ITS?

2.2. How much is your company involved in the lifecycle of your ITS?

2.3. How much has your system changed during the last 5 years?

2.4. With how many external systems is your system integrated?

2.5. What are the challenges you face during the usage/development/support
of your ITS?

2.6. What kind of information is used within your ITS?

2.7. Which security or privacy-related legislation and/or regulations affect
your ITS?

2.8. Which cyber/information security standard(s) does your organization fol-
low?

Section “Security and Privacy measures. Part 1”

3.1. Who are the stakeholders of your products/services the ITS?

3.2. What are the practices and policies used for assuring information security
and/or privacy management in your company?

3.3. How much security development is integrated into your system lifecycle?
3.4. Which information security and privacy training are established for your
system users?

3.5. Which information security and privacy training are established for the
employees?
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Table 21 — Continued from previous page

Section “Security and Privacy measures. Part 2”

4.1. Which of the following architectural measures are used in your ITS?

4.2. Which technologies are used in your ITS for authentication and access
control?

4.3. Which measures are used in your ITS for secure communication between
parties?

4.4. Which cryptographic measures are used in your intelligent transportation
system?

Section “Security and Privacy measures. Part 3: System functionality”

4.5.1. Do you have navigation/routing functionality in your ITS?

4.5.2. Which technologies are used in your ITS for navigation/routing?

4.6.1. Do you have payment functionality in your ITS?

4.6.2. Which technologies are used in your ITS for payment?

4.7.1. Do you have a location-based search in your ITS?

4.7.2. Which technologies are used in your ITS for parking slot/toll/vehicle
search?

4.8.1. Do you have the functionality of pass/reservation document creation in
your ITS?

4.8.2. Which technologies are used in your ITS for pass/reservation document
creation?

Section “Security and Privacy measures. Other”

4.9. What are the other security- or privacy-preserving technologies used in
your ITS which were not mentioned?

4.10. Do you consider employing post-quantum cryptography in the future in
your ITS?

Section “Security and Privacy measures. Part 4: Processes”

5.1. Which of the following principles are used during your system develop-
ment/support?
5.2. Which network security measures are used for your ITS support?

Follow-up questions about this survey

How would you assess the level of your information system security?
Which sources did you use to answer this survey?
How easy was it for you to find the information asked in this survey?
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Table 22 depicts the mapping of the questionnaire with the framework’s di-
mensions and attributes.

Table 22: Study 2 - Mapping attributes of FISP-ProCOP with

naire [26].

the question-

C. Sec. & Privacy

CP. Policies & Practices

Policies & practices

q q Questions from the
D Category, Auribute questionnaire
Actors, stakeholders, entities 3.1;
PA. Actors - 1 i
P. People Goals, tasks, motives Follow-up questions
PR. Relationships Relationships and dependencies between actors -
. Purpose for the system usage, org. design & strategy 2.1,
OS. Strategy
Challenges to address 2.5
OC. Formal Constraints Legislation, regulation, standard 2.7-2.8
O. Organisation Type of information used 2.6
. How the information is manipulated -
OI. Information Involved - —
Security criteria -
Privacy objectives -
3.2-3.3,4.1,5.1;

Follow-up questions

CE. Training & Education

Training & education

3435

Architectural measures 4.1
Countermeasures . .
Use case-oriented technological measures 4.2-4.3, 4.5-4.8
CT. Technology B e
Cryptographic building blocks 4.4, 4.10
Others technological measures 4.9
Pr. P PrL. System Lifecycle Security as a part of the system lifecycle 2.2-2.3,5.2
r.rr
PrU. Usage of the System | Use cases of the system as a part of the business processes | 4.5-4.8
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Appendix C. PRIVACY ANALYSIS ARTEFACTS
C.1. Study 3: Ride Fulfilment

Figure 39 depicts the instantiated GDPR model for processing task ‘3. Approve
ride’.

| No security measures present [Art.25] ]

«Controller»
CentralSystem

data_storage_period:
security_measures:
recipients:

clear_purpose:
unambiguous:
affirmative_action:
distinguishable:

© LegalGround

unspecified: true
consent: false
contract_performance: false
controller_legal_obligation: false

specific: vital_interest_protection: false
withdrawable: public_interest: false
freely_given: legitimate_interest: false
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te. ”
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7 © «MissingArtifact»
Wfzacues, PrivacyPolicy
ire =
ProcessingSystem |’ «NotRequired» @DataHandler controller_contact_info
7 7 v ThirdParty  — dpo_contact_info
> | g task is not being recorded [An.so]'ﬁ SireeeYoTinroc sty
p - legal_basis
integrity | — o=
availability «NotRequired» :tata_recmle_ntds
resilient: ©«Pro€esslngT§5k» Recipient —1 78 storage_periol
pseudonimity: performs | _Approve_ride right_to_access
data_r:lmmlz.atlon: %" | [recorded: raise zg::_::_:;::yre
reste I mapi right_to_portability
v right_to_withdraw_consent
©«Data$ub/ect» provides @«PersonalData» right_to_lodge_complaint
[Recor of processing is missing [M_ggﬁ R P = RideDetails roquires automated_decision_making
manifests”” category: general a
ST - 4 «NotRequired»
«MissingArtifact» y manifests € LegalGroundspecialCategory
RecordOfProcessing A
e requires [y
purpose:
contact_details: issir tifact»|
personal_data_category: Consent

Figure 39: Study 3 - GDPR compliance check results: output of the DPO tool [59]



Figure 40 depicts the proposed general redesign aspects with the blue artefacts,

here PETs need to be applied.
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The results of data disclosure analysis in Pleak are presented in Figure 41, and
they show data artefacts visibility considering employed PETs.

# RideUpdate
RideDetails Storage,
EncrPas Encr Ener ¢
. . _ Storage 1, RideUpdate . . . .
IntermToken Notification, RideDetails, RideDetails RideRequest, storage 1 Token privateKey A privateKey B publicKkey_A publicKey B
PasNotification RideDetails Storage 2 RideRequest R\daupd;le
Storage_2
AVsystem v v v - - v - o} - - o}
CentralSystem v H H H H H
External - - - H - H
_server
Passenger - v - - (o] - v - o] (o]

Figure 41: Study 3 - Example of data disclosure analysis results (V - visible, O -
owner, H - hidden)

C.2. Study 4: Smart Parking

The following As-Is models are used as BPMN| inputs for the proposed method:
» Register user (Figure 42);
* Request a parking permit (Figure 43a);

Conduct payment (Figure 43b);
Park a vehicle (Figure 44);
* Request extension (Figure 45);

* Analyse parking (Figure 46).

= User for parking \:/ Digital Identity Credeéhntials User Credentials :
2 is needed 11 Create = recejved
digital identity 1.2, Send digital 1.5. _Store
(through the identit credentials and
trusted third Y secret key
party)
|
- = = = = = = = = 1 |
|
V
1.3. Register 1.4. Send user 1.6. Store secret
credentials key
o | identilydetails
a recejved
: A : D /?\
Digitalldentity UserCredentials

Figure 42: Study 4 - Register user As-Is sub-process (adapted from [188, 187]
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. i Parking Permit .
5 Parking permit i
£ received H H
& ! H L :
H ayment H
Create parking 2.1. Send Conduct 5 P nformaton ¢
request parking request payment 2 -
S (]
Parking permit i
| obtained ;ey"::;’:( Send payment
—_—— = ——— — — T == =
Request is Paymentis
submitted done
T
2.2. Transfer 2.7. Transfer |- - - ===
parking request parking permit =
o ]
s Parking permit Transfer
| request is N payment
processed o
| - o P:eygﬁsﬂ‘ Payment details.
tr sfered
. " received ranstere
armg Permi ) |
v I
—_—— - Payment
Information |
2.5. Generate 26. Send 28.save ) N L[] o = !
arking permit paking permit parking permit
P transaction
5 Parking request Check payment
7 is processed - .
2 | Payment detais PaymentIs
AAAAAAAAAAAAAA received checked
ParkingPermit Transactoninfo | | [ b= }
ParkingRequest Payment
Information

(a) Study 4 - Request permit (b) Study 4 - Conduct payment

Figure 43: Study 4 - Request permit and Conduct payment As-Is sub-processes
(adapted from [188, 187])

B 3.7. Enter PLT
H : and park
g icati Parking Permit A i
Digital Identity— Authentication arking Permil Valiily Result Permit vehicle
. is valid? Ve
_ ‘ehicle is
[ ked
Z 3.3. Present parke
o parking permit
Driver has a Cunﬁr ation
i
parking permit (ecef\',ed Receie parking
| | pem\ll validity Parking permit
should be
| | | | requested
(=== - __— = | —_——_— - - = —
I - === }
I | Permit
is valid?
3.2. Check 3.4. Verify :r'g'ncr“:f:‘mt 3.6. Allow
authentication signature P va\%d’i’ly vehicle to enter
5 Parkingf permit : Vehicle is
o received VANA VAR : parked
Atromaton sl e )D -
request Parking Permit Validity Result parking is
declined

Figure 44: Study 4 - Park a vehicle As-Is sub-process (adapted from [188, 187]
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E . Extension E .
xtension notification xtension
request received request
4.1.Create a sent No
parking permit
5 extension
Z request 8
a
T - | | Request a
: | parking permit
feeeadd | |
|
Extension request | |
_________ J l
4.2. Request 4.5. Transfer
o process extension
parking permit notification
o extension
%)
a
' |
' |
Extension request | |
—_—_——- Y e e — — -
| A
I )
v 4.4. Check
4.3. Find possibility to
relevant parking extend the
= / permit details parking permit
T Extension ) time Notify about
request <3 A A extension
received < .
.......... N
Extension request Parking permit

Figure 45: Study 4 - Request extension As-Is sub-process (adapted from [188,

187]
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___________ Al
" |
equest
. P,ay"‘el"' Exit parking lot parking Enter PLT and |
information ParkingPermit extonsion park vehicle |
Digital Identity Credentials

|
] |- : !
e Tredentials g Parking pbrmit "1y Validity of the |
received, e Confirmed |
Create digital Send parking Authenticate Send parking Issue parking |
identity request permit permit |
|
| | ! | |
T T T T T T ] |
| | | | |
| | | - —— = )
[ [ ! |
[y User figital | [ | |

a identity teceived | | |
|
| [ ! |
| [ ! |
- | | |
___________________ 7 T |
___________ [ |
L ki S: ki Check !

og parking ave parking \eck user
Generate : ; . Log permit |
ermit Confirm Verify signature ) authentication
parking permit generation transaction verification proof |
rar_lmg‘ Paymant Authenticaton |
regtest odeiveg 7 request recged 7T
B K Y Is parkng |
permit vid? |
ParkingPermit !
Credentials. |
= Parking Paymentinformat |
& | Request o LR RN Extend parking _ L __
ParkingLog permit
[permit_generatio
- ParkingPermit Allow vehicle to
enter
extension, exif]
Parking perri
time expires
Log parking Finish parking Log permit Log vehicle
finish extension entrance

Figure 46: Study 4 - Analyse parking As-Is sub-process (adapted from [188, 187]

180



Table 23 depicts the exact inputs used in the DPO Tool for each sub-process in

order to conduct GDPR compliance analysis.

Sub- Data Controller | Processor | Processing task | Personal
Process subject Data object
Register | Driver PSP PSP Process Digital | Digital
User Identity Identity
Request Driver PSP PLT Transfer parking | Parking Re-
a parking permit (rep- | quest (based
permit resenting the | on Digital
delegated Gen- | Identity)
erate parking
permit)
Conduct | Driver PSP PLT Transfer  pay- | Payment In-
Payment ment (represent- | formation
ing the delegated
Check payment)

Table 23: DPO Tool Inputs for the Sub-Processes

Figure 47 depicts the instantiated GDPR model for processing task “Transfer

parking permit’ in the Request permit As-Is sub-process.

No security measures present [Art. 251"

©Missiacissy
'SecurityMeasures,
technologies:
isms_standard:

@ orreniecs

Processing system has missing attributes [Art. 321

Iv secures

(©Processingsystem

confidentiality:
integrity:
availability:
resilient:
pseudonimity:
data_minimization:
redundancies:
tested:

imity:

Processing task is not being recorded art. 30 (&)
Nams /

Y

‘ » provides

A manifests ‘f
«MissingArtifacts

RecordOfProcessing
Consent is missing (Art. 71"

©ceronaivatar
ParkingRequest.

category: general

contact_details:
personal_data_category:
data_storage_period:
security_measures:
recipients:

IV requires

e @© LesalGround
clear_purpose: unspecified: true
unambiguous: consent: false
affirmative_action: contract_performance: false
distinguishable: controller_legal_obligation: false
ecific: vital_interest_protection: false
withdrawable: public_interest: false
freely_given: legitimate_interest: false

manifests

rocesngrase:
: Datssupiect]
© rarsier parking pemit| TR RS Sy [©pstener e
recorded: false ‘

I receives

Privacy policy is missing [Art. 13,141

“MissingArtifacts
PrivacyPolicy

©

controller_contact_info
dpo_contact info
purpose_of_processing

automated_decision_making

Figure 47: Study 4 - GDPR compliance check results for Request permit As-Is

sub-process (adapted from [188])
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Figure 48 depicts the Request permit To-Be sub-process extended with PKI
encryption and GDPR-required process aspects.

[controller_contact info]ldpo_contac personal datalDi publicKey_A EncrParkingPermi ParkingPermit
t_info][purpose_of_processing](legal gitalldentity Encrparkngequ
g _basis][data_recipients][storage_j per ParkingRequest D”VateKEy B
£ | |ty | iodllright_to_access]lright to_recti genera\
@ PrivacyPolicy, | fyl[right_to_erasure][right_to_porta
2 | bility][right_to_lodge_complaint]fr >,
[a) ight_to_withdraw_consent]lautomat .~ 710 et : K
g Lz Parking permit -
2 N - received
3 [PKEncryption][ [PKDecryption]
3 0.2 Provide Create parking processing_tas 2.1. Send Conduct [processing_tas
3 consent request K] Encrypt parking request payment K] Process
parking request A parking permit
|
| (- - ——= S Ghemml———— — o ch L
| : | (m— ==
|
Y
0.1 Display 2.2. Transfer 2.7. Transfer Document
privacy policy parking request parking permit Processing
_ ; A
K] Q "
° [clear_purpose]lunamb S |
€ | | iguous]laffirmative_acti | |
O, on][distinguishable][spe | I [r;a;net][“;pose][cﬁmda
& | | cificlwithdrawable]fre  (argfact Consent ct_details][personal_da
2 ely_given] [Artitact) Consen! | 1 ta_category][data_stor
q [Artifact] age_period][security_
est | | RecordOfProcess | measures][third_countri
Jlinteg 1t] | | ing es_transfer][recipients]
imity][data_minimizati dancies][t LS Ch '
annel
ested][isms_standard][consent] [TLS Channep ! | __ [TLS Channel] \
——— o — o — - T -
+ T
! [PKComputatio '
[PKDecryption] pu [PKEncryption][ e
n][processing_t 2.8. Save
[processing_tas processing_tas 2.6. Send N
ask]2.5. N parking permit
= k] Process k] Protect paking permit y
] Generate transaction
2 parking request K parking permit
a Parking requesy par ing perm\l
S redeived..
o,
o
Transactioninfo
q ParkingPermit publickey_B  EncrParkingPermi
t

Figure 48: Study 4 - Request permit To-Be sub-process (adapted from [188])

The results of data disclosure analysis in Pleak are presented in Figure 49, and
they show data artefacts visibility considering employed PETs of Request permit
To-Be sub-process.

EncrParkingPermit, EncrParkingRequest,

Digitalld ParkingPermit ParkingRequest ioninf pri y_A pri y_B publickey_A publicKkey_B
Driver [e] 2 \ - - o (¢}
PLT - \ \ \% o o
PSP - H H

Figure 49: Study 4 - Data disclosure analysis results for Request permit To-Be
sub-process (V - visible, O - owner, H - hidden)
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Figure 50 depicts the instantiated GDPR model for processing task ‘Protect
parking permit’ in the Request permit To-Be sub-process.

(88 ¢ ocuritvMensyures) «NotRequired»
«Controller: @SecurrtyMeasures @

PSP

technologies:
isms_standard: true

F authorizes A implements

© ProcessingSystem

confidentiality:true
integrity:true
©«Nﬂfﬂﬂﬂ‘wv’ﬂd» ©«N0mﬂi‘w-’ﬂﬂ” availability:true

resilient:true
pseudonimity:true
data_minimization:true
redundancies:true
tested:true

© «Processors,
PLT

¥ performs
o ] «ProcessingTask»
@ DataHandler "g:;?g”e%'f:;” @Pmtect_parking_permit

recorded: true

¥ provides Y manifests

@ «Artifacts»
RecordOfProcessing

name: true
© «PersonalDatas» purpose: true
Digitalldentity contact_details: true

personal_data_category: true
data_storage_period: true
security_measures: true
third_countries_transfer: true
recipients: true

category:

# requires | F requires \\ manifests “ A manifests

wArtifacts
@ PrivacyPolicy
controller_contact_info: true
dpo_contact_info: true
purpose_of_processing: true
legal_basis: true
@LegaIGroundSpt-:cizal(jzategr:-r)cr @LegalGround @aNomequired» data_recipients: true
storage_period: true

: true consent: true right_to_access: true
right_to_rectify: true
right_to_erasure: true
right_to_portability: true
right_to_withdraw_consent: true
right_to_lodge_complaint: true
automated_decision_making: true

Figure 50: Study 4 - GDPR compliance check results for Request permit To-Be
sub-process (adapted from [188])
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Appendix D. IDM SYSTEM ANALYSIS ARTEFACTS

This appendix contains additional models created during the development and
evaluation of Contribution 3 and Contribution 4.

D.1. PKl-based IdM System in X-Road

Figure 51 depicts a process of a new Member onboarding in the form of a BPMN
model.

[[E |. New Member Approval by X-Road Operator
: g D
e
e
|2 5
| o
; 8’ Agreement Agreeme
s Prepare a Isigned] } Sign a
] membership membership
E ;‘E agreement agreement
,,,,,,, Request 2 et ... Agreement _
e
| o
H 'g Apply for
HE a membership membership |
! E — contract T contract A H
1| &| Organisation i Organisation |
: § wants to A i joint the X-Road E
%] join X-Road N e T instance ;
! nstance T e :
A Agreement H
greement [signed] :
1. R ing a New Member in the Syst:
=
S
2
s
= ” )
2 hgreement Initiate adding a
H H [signed] new X-Road
Y
HEAR-] Member
HE K Joining the X-
' g 8 Road
E o is approved
HE:
HEAr
el s
ke 8 Register X-Road
ps Member in
.':: the registry of !
3 members New Member |i
is registered |1

Set up Security
Server

Register as the
SS's client

Use its own
sSs?

Member wants

to define its SS|N° Memeber

canuse SS|!

X-Road Member

Is Member
already a client
of the SS?

Configure signing Import signing key
key and certificate to the SS

[+]

Figure 51: Process of Member Onboarding

The sub-processes of onboarding are presented in detail further. Figure 52
describes the processes of setting up a new Security Server.
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Set up Security Server
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Figure 52: Process of setting up a Security Server [131]

Figure 53 and 54 describe the procedure of obtaining signing and authentica-
tion certificates by the respective identities.
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Figure 55 concludes the Member’s onboarding by becoming a client of the
selected Security Server.

3 Register as the SS's client Y

Clinent's state
= "registered"”

Clinent's state
= "registration in progress”
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registration
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is done

Securty Server

Update Gldbal Config.
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@ Global

S| Redistration configuration New SS's client
| € | request received request Upgat?g Glolt)al is added
HE approved? onfig.sen '
4 manually or automatically ~ TTPLJ T
if the feature is enabled Global :
E Configuration )

Figure 55: Process of registering as a Security Server client

D.2. DPKI-based IdM System in X-Road
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Figure 56: Process of configuring a DID for a Member
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igure 57: Process of configuring a DID for a Member
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Figure 58: Components and interfaces of the modified DPKI-based PoC X-Road
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SISUKOKKUVOTE

Infoturbe ja privaatsuse haldamise meetod nutilahendustes

Tanapédeval on kodanike jaoks nutisiisteemide arendamine hoogustunud. Sellised
nutisiisteemid on tavaliselt lisatud juba olemasolevatele eraldiseisvatele infosiis-
teemidele, millel on eelseadistatud turva- ja privaatsuse meetmed. Ometi peaks
organisatsioon siisteemi integreerimisel viliste siisteemidega tagama turvalisuse
uues kontekstis. Sel pdhjusel peaks organisatsioon kontrollima, kas uuenenud &ri-
protsess, andmevood ja turvameetmed vastavad uue nutisiisteemi lahenduse turva-
ja privaatsusnduetele. Eeldame, et selle iilesande jaoks peaks organisatsioon kok-
ku panema ajutise ekspertgrupi, et analiilisida muutusi, mis pShinevad uutel siis-
teemi koostdosuhetel.

Olemasolevad infoturbe- ja privaatsusraamistikud on peamiselt keskendunud
turvalisuse tagamiseks korgtaseme haldustegevusele. Siiski ei keskendu nad or-
ganisatsiooniiilese koostdd mdjule. Seetdttu votsime siinse 10putdds eesmirgiks
uurida, milline on sellise koostod mdju infoturbele ja privaatsusele. Tapsemalt
keskendusime tehniliste ja organisatsiooniliste meetmete valimisele, mis aitaksid
tagada turvalise andmevahetuse viéliste iiksustega. Kéesolevas 1oputoos kisitleti
peamise uurimiskiisimusena: kuidas toetada ekspertgruppi nutilahenduse organi-
satsiooniiilese koostod mdju infoturbe ja privaatsuse hindamisel?

Peamisele uurimiskiisimusele vastamiseks kasutasime disainiteaduslikku uuri-
mismeetodit. Uurimistdo tulemusena valmis meetod infoturbe ja privaatsuse hal-
damiseks nutikates lahendustes. Meetod koosneb kolmest astmest, millest igaiiks
esindab kéesoleva viitekirja eraldi tdGpanust.

Toopanus 1. Olemasolevad infoturbe- ja privaatsusraamistikud ning -mudelid
keskenduvad sageli korgtaseme turbehaldusele vdi konkreetsetele turvameetme-
tele. Kuigi on olemas arvukalt suuniseid ja standardeid, puuduvad neil sageli ju-
hised praktiliseks rakendamiseks. Selle probleemi lahendamiseks toStasime vilja
FISP-ProCOP raamistiku infoturbe ja privaatsuse haldamiseks. FISP-ProCOP on
maatriksipShine raamistik, mida saab kasutada mudeli v6i mallina organisatsioo-
ni infoturbe ja privaatsuse haldamise hindamiseks. Raamistik keskendub neljale
vOtmedimensioonile: protsessid, meetmed, organisatsioon ja inimesed. Iga dimen-
sioon sisaldab kategooriaid ja atribuute, mida saab kohandada konkreetsetele nu-
tisiisteemi kontekstidele. Raamistikku valideerisime kahe juhtumiuuringuga liik-
luse nutisiisteemide valdkonnas.

Toopanus 2. Privaatsuse tagamise tdendamiseks tootasime vilja tooriistadega
toetatud meetodi, mis kasutab ELi andmekaitse regulatsiooni nduetele vastavaid
ja privaatsust edendavaid tehnoloogilisi analiiiisi vahendeid. See meetod aitab tu-
vastada privaatsuse rikkumisi ning annab soovitusi minimaalsetele protsessi ja
sisteemi kohandusvajadustele. Eeldades, et ekspertgrupp on méiéiratlenud driprot-
sessi mudelid, kasutab meetod avatud ldhtekoodiga t6oriistu nagu DPO ja Pleak,
et analiitisida privaatsusndudeid ja hinnata tehnoloogia privaatsuskaitse efektiiv-
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sust. Me valideerisime meetodit kahe liikluse nutisiisteemi juhtumiuuringu abil:
autonoomne sdidukipdhine sdidujagamissiisteem ja nutikas parkimislahendus.

Toopanus 3 ja 4. Et aidata organisatsioonidel mdista usaldusmudelite mo-
ju turvalisusele ja privaatsusele organisatsiooniiilestes nutilahendustes, tootasi-
me vélja kaks identiteedihaldussiisteemi kujundust. Kujundusi hinnatakse IdM-
stisteemi kvaliteedi hindamise mudeliga, mis pdhineb Cameroni digitaalse iden-
titeedi seadustel ning keskendub turvalisusele, kontrollile, kasutatavusele ja hool-
datavusele. Vilja tootatud disainilahendused voimaldavad nutikaid siisteeme, mis
on lubatud X-tee andmevahetussiisteemiga. Kujunduste hindamisel selgus, et op-
timaalne usaldus- ja identiteedimudeli valik sdltub konkreetsetest organisatsioo-
nilistest eesmérkidest ja soovitud siisteemi omadustest. Igal 14bi vaadatud usal-
dusmudelil — detsentraliseeritud ja hajutatudmudelil — on oma eelised ja puu-
dused. Detsentraliseeritud mudel on osutunud organisatsioonide jaoks ebaprak-
tiliseks infrastruktuuri ja juhtimise keerukuse tottu. Praktilisem alternatiiv tdieli-
kult tsentraliseeritud PKI-pShisele siisteemile on hajutatud usaldusega tsentrali-
seeritud IdM, mis pakub tasakaalu detsentraliseerimise, usalduse minimeerimise
ja vihenenud keerukuse vahel.

Kokkuvdtvalt voib 6elda, et kirjeldatud meetod aitab andmekaitseametnikke,
infoturbeametnikke, drianaliiiitikuid ja turvaarhitekte turvalisuse ja privaatsuse ta-
gamise koordineerimisel. See uurimus annab organisatsioonidele vdimaluse tu-
gevdada turvalisust, kaitsta tundlikke andmeid ja jargida diguslike regulatsioonide
vastavust.
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