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Framework for Privacy-Preserving Synthesis of Textual Data

Abstract: To safeguard patient privacy, sharing medical record data for research must
adhere to various privacy regulations. To facilitate data sharing, various data protection
techniques have been proposed, such as pseudonymization, anonymization and the use
of synthetic data. The aim of synthetic data generation is, based on an original dataset,
to produce a new dataset in a way that preserves the statistical relationships within the
original data while not exposing any identifying or sensitive information about the data
subjects therein.

Synthetically generated data can still be insufficient from the point of view of privacy-
preservation. For this purpose, approaches rooted in differential privacy (DP) have been
proposed. DP typically relies on worst-case assumptions about attackers’ knowledge,
potentially leading to overly conservative measures. Applying DP principles to free-
form text, such as medical epicrises, is complicated by their high dimensionality and
complexity, as the same information can be conveyed in many different ways.

In this work, motivated by the challenges of sharing textual health data, we propose
and apply a general framework for evaluating privacy risks in text generated by large
language models (LLMs). Considering a journalist attack model, we adapt differential
privacy principles, quantifying privacy loss (*'; ) based on the outputs of specific attack
functions rather than relying on worst-case assumptions of DP. We demonstrate the
framework by establishing baseline privacy characteristics via direct Nn-gram sampling
analysis on both medical and social media texts and by exploring membership inference
signals using surprisal analysis on LLMs fine-tuned with social media texts. While
assessing synthetic data from standard LLMs highlighted methodological challenges,
the framework provides a methodology for evaluating the privacy properties of text
generation models and their outputs, informing decisions on sharing such data for
research purposes.
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Synthetic data, differential privacy, electronic medical records, natural language process-
ing, large language models.
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Raamistik tekstiandmete privaatsust sailitavaks stinteesiks

Lihikokkuvote: Patsientide privaatsuse kaitsmiseks peab terviseandmete jagamine
teadusuuringuteks vastama erinevatele privaatsusregulatsioonidele. Selle protsessi hol-
bustamiseks on vilja pakutud mitmeid andmekaitsetehnikaid, nagu pseudoniiiimimine,
anoniiiimimine ja siinteetiliste andmete kasutamine. Siinteetiliste andmete genereerimise
eesmirk on algandmete pohjal luua uusi andmeid viisil, mis siilitab algsete andmete
statistilised seosed, kuid ei avalda andmesubjekte isikustavat ega nende tundlikku teavet.

Andmesiintees voib siiski jddda privaatsuskaitse seisukohast ebapiisavaks. Seetottu
on vilja pakutud diferentsiaalprivaatsusel (DP) pohinevaid lahendusi. DP ldhtub reeglina
riindaja teadmuse halvima juhu eeldustest, mis voib viia iileméédra konservatiivsete pri-
vaatsusmeetmeteni. Vabavormiliste tekstide, nditeks epikriiside korge dimensionaalsuse
ja horeduse tottu on nendele DP pohimétete rakendamine keeruline, kuna iihte ja sama
teavet saab esitada erinevatel viisidel.

Lihtudes terviseandmetena esinevate tekstide jagamisega seotud véljakutsetest, paku-
me kiesolevas to0s vilja ja rakendame iildist raamistikku suurte keelemudelite (LLM)
genereeritud tekstide privaatsusriskide hindamiseks. Rakendame DP pohimdtteid aja-
kirjaniku riindemudeli korral, kvantifitseerides privaatsuskadu (*'; ) spetsiifiliste riin-
defunktsioonide viljunditel, selle asemel et tugineda iildisematele DP halvima juhu
eeldustele. Nditlikustame raamistikku defineerides privaatsuse baastasemed N-gramide
otsevalimisel pohineva analiilisiga nii meditsiini- kui sotsiaalmeediatekstidel. Samuti
uurime liikkmelisuse jdreldamise signaale peenhiilestatud LLM-ide puhul iillatuslikkusel
pohineva analiiiisiga sotsiaalmeediatekstidel peenhéélestatud LLM-idel. Ehkki LLM-ide
stinteesitud andmete hindamine tdi esile metodoloogilised viljakutsed, pakub raamistik
metoodika hindamaks tekstisiinteesimudelite ja nende véljundite privaatsusomadusi,
aidates teha otsuseid selliste andmete jagamise kohta teadustoo otstarbeks.

Voétmesbnad:
Siinteetilised andmed, diferentsiaalprivaatsus, meditsiiniandmed, loomuliku keele to6tlus,
suured keelemudelid.

CERCS: P160, P170, P176
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1 Introduction

The advent of data protection regulations, such as GDPR, has raised new challenges for
the sharing of special categories of data, such as health data for research purposes. Data
sharing enables larger sample sizes, which improves research quality, but also poses
risks to patient privacy. These risks are usually mitigated with various privacy-enhancing
technologies (PETs). An approach to sharing data in a way that does not violate the rights
of data subjects could be the use of synthetic data$23. Synthetic data is data that

has been generated in such a way as to retain the desirable properties and distributions
of the original data, while not exposing the sensitive personal information contained
therein. The utility of synthetic data — the ability to make meaningful use of it — depends
on whether it retains these statistical properties. This utility must be balanced against
the risk of inference of sensitive and personally identi able information contained in the
original data.

The scale of data required to train large language models (LLMs) makes it dif cult to
ensure that all data has been obtained and utilized ethically and legally. Recent legal cases
highlight concerns surrounding data protection and copyright law in the era of LLMs.
For instance, the New York Times (NYT) vs. OpenAl and Microsoft lawsTi (D23
centers on allegations that the companies illegally used the newspaper's content to train
their Al models without obtaining proper licensing or consent. The initial evidence
presented by the NYT includes GPT-4 outputs that match the copyrighted NYT content
verbatim. Such outputs prompt considerations about what can be deduced regarding the
presence of these strings in LLM training data.

Research into LLM scaling law#\ZL24] has shown that LLMs possess signi cant
memorization capabilities, further raising privacy concerns. LLMs have been shown
to sometimes generate verbatim segments from their training Mi&hkT21, NCH* 23,

XFZ* 23]. This phenomenon might be seen as evidence of over tting, though such dis-
cussions are less relevant for intentionally overparameterized LLMs [RM22] 38R

To mitigate the risk of LLMs leaking private information from their training data,
pseudonymization of LLM outputs has been proposed. However, pseudonymization
methods may not fully mask implicit information usable for inferring sensitive details
[SVBV23], and stronger pseudonymization tends to degrade utli413. Moreover,
output pseudonymization is ineffective if the attacker has direct access to the model.

We must also differentiate between the generation of text segments highly similar
to the training data and the actual leakage of private information. Generation of text
segments present in the training data might simply be a result of the model's ability
to generalize, rather than of memorization. This highlights the need for more robust
guantitative metrics to assess the risk of personal information disclosure. Drawing
inspiration from cryptography, where adversarial indistinguishability experiments are
used to evaluate security, we approach the need for metrics from a differential privacy
(DP) perspective, in a manner similar to counterfactual memorizatioh[Z3L
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Traditional DP offers strong guarantees against worst-case attackers with potentially
complete knowledge of the dataset, which can lead to overly conservative measures.
Realistic attackers, particularly in the health data context, often have limited knowledge,
such as information about a few individuals (a journalist attack mageM* 22]) and
general population statistics. Such attackers might attempt membership inference attacks,
even with access only to synthetic data [GMCdM23] or by probing the model directly.

This thesis proposes and applies a framework for evaluating privacy risks under
such assumptions. A key aspect of our approach is to reframe privacy guarantees by
explicitly considering the attacker's knowledge and capabilities, moving beyond standard
worst-case assumptions of DP. We adapt DP concepts by analyzing the logarithmic
Bayes factor (LBF) computed on the outputs of speci c, concrete attack functions,
yielding quanti able privacy loss"( and failure probability () bounds relevant to those
attacks. This framework is applied to: (1) Establish privacy baselines by analyzing
directn-gram sampling attacks on both social media (CCL) and medical text (MAITT)
datasets. (2) Evaluate a surprisal-based membership inference attack targeting ne-
tuned language models (on CCL). (3) Assess the privacy of LLM-generated synthetic
data, highlighting signi cant methodological challenges related to evaluating stochastic
generative processes.

The thesis is structured as follows: Section 2 covers preliminaries and related work.
Section 3 details the proposed privacy metrics based on differential privacy and attack
functions. Section 4 establishes baseline privacy bounds using a direct sampling attack
on the datasets. Section 5 presents the analysis of LLM-generated synthetic data and
discusses the associated evaluation challenges. Section 6 evaluates a surprisal-based
membership inference attack. Section 7 interprets the ndings and limitations, and
Section 8 concludes the work. Various Al-based tools, such as Claude and Google Al
Studio were used to organize thoughts and edit this work.



2 Preliminaries and related work

Sharing datasets for research while safeguarding the privacy of individuals is a persistent
challenge. The dif culty lies in the elusive nature of privacy itself. What constitutes
sensitive or personally identi able information can be context-dependent and often only
becomes apparent after a successful attack, as illustrated by the AOL search log release
in 2006 [AOLO06]. The company, aiming to contribute to research, published anonymized
search logs of over 650,000 users. However, cross-referencing the allegedly anonymized
data with phonebook listings enabled the identi cati®Zp6] of speci c individuals

and revealed personal detaid{1022] about their lives, highlighting the limitations of
simple de-identi cation techniques.

Initial attempts to mitigate privacy risks often relied on legal contracts and agreements
between data providers and researchers, restricting data usage and imposing con dential-
ity obligations. Although effective in limited settings, this approach quickly breaks down
as the number of actors involved increases. The infamous case of Edward Snowden leak-
ing classi ed information from the National Security Agency (NS&rgl13 exempli es
this vulnerability. As a contractor with high-level security clearance, Snowden exposed
thousands of classi ed documents revealing global surveillance programs, demonstrating
how even the most secure organizations can be compromised by insiders. Even with strict
legal frameworks and internal controls, determined individuals can bypass safeguards,
underscoring the need for more robust, mathematically grounded approaches to privacy
protection.

To address this need, researchers have turned to privacy-enhancing technologies
[SRTP 21, MPP* 23, SY24 (PETSs), aiming to quantify privacy risks and provide rigor-
ous guarantees against potential attacks. These technologies encompass a wide spectrum
of methods, from pseudonymization and data perturbation techniques to more sophisti-
cated cryptographic protocols and privacy-preserving machine learning algorithms. This
thesis explores the potential of differential privacy to quantitatively assess and mitigate
privacy risks in the context of synthetic text data generated by LLMs.

2.1 De-identi cation and anonymization

De-identi cation is an umbrella term for various techniques that alter the base data in
such a way as to separate a sensitive record from the data subject it pertains to. The
simplest de-identi cation approach is pseudonymizatiearhn94 PR04, where uniquely
identifying information is replaced with another unique placeholder value. However,
as the placeholder values can be re-linked to identifying values then this might be
insuf cient from the point of view of data protection for certain use-cases.

A more rigorous approach ksanonymity Swe032, which ensures that each record
in a dataset is indistinguishable from at lelast 1 other records with respect to attributes
that indirectly identify a person (quasi-identi ers). Whikeanonymity provides some
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protection against identity disclosure, it may still be vulnerable to attribute disclosure
attacks. For example, if aldl records sharing the same quasi-identi ers also share the
same sensitive attribute (e.g., a medical diagnosis), an attacker can still infer sensitive
information about an individual even without uniquely singling them out.

To address this limitation -diversity [MKGVO07] extendsk-anonymity by requiring
that each group of records with the same quasi-identi ers have at' leasgue values
for sensitive attributes. This provides stronger protection against attribute disclosure
attacks, though it may still be vulnerable to other types of attacks.

In this case the identifying information might be replaced with less granular, non-
unique placeholder values or removed altogether, however, the unique combinations of
other data points still leave the possibility for re-identi cation of data subjefigeD2
MHVB13, MRSP15 SVBV23, YRC23. De-identi cation techniques usually degrade
the utility of the data, and the stronger the privacy guarantees provided by a technique
are, the more useful information usually tends to be lost [EEA13; [K4].

2.2 Differential privacy

Differential privacy (DP), introduced by Dwork et aDyvo0€], emerged as a response to
the limitations of traditional de-identi cation techniques. Unlike approaches that focus on
removing or obscuring identifying information, DP provides a mathematical framework
for quantifying and bounding privacy loss. They key insight of DP is that it ensures that
the presence or absence of any individual record cannot signi cantly affect the output of
an analysis. Formally, a randomized algoritMnprovides("; )-differential privacy for

all datasetX andY differing in at most one record, and for all possible outits:

PriM(X)2S] exp(") PriM(Y)2 S]+ ;

where" represents the privacy budget andllows for a small probability of privacy
breach. Higher values dfgenerally result in better utility but weaker privacy guarantees,
while stricter privacy requirements (low&y often lead to noisier, less useful outputs.

2.3 Machine learning and neural networks

Neural networks are computational models inspired by biological neural systems that
learn to perform tasks through pattern recognition in data. At their core, they consist
of interconnected nodes (neurons) organized in layers, where each connection has an
associated weight that is adjusted during training. The input layer receives raw data,
which is then processed through one or more hidden layers, before producing output
through the nal layer. Each neuron computes a weighted sum of its inputs, applies a
non-linear activation function (such as ReLU or sigmoid), and passes the result to the
next layer. During training, the network adjusts its weights through backpropagation,
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minimizing a loss function that measures the difference between predicted and actual
outputs. This process allows neural networks to learn complex, non-linear relationships
in data, making them useful tools for tasks ranging from image recognition to natural
language processing. The speci c architecture of a neural network, including the number
and size of layers, types of connections, and choice of activation functions, is typically
tailored to the particular problem being solved [GBC16].

2.4 Generative models and synthetic data

Synthetic data provides another way to share medical data without compromising patient
privacy EEH19 EE23 GGS23. By using a model to generate a synthetic dataset that
retains the statistical relationships of the base data, the utility of the base data is retained
while seemingly preserving privacy. However, a new question is raised — whether the
occurrence of certain data points from the base dataset in the synthetic output data is
evidence of their memorization by the model or exposure to them during training. It
has been shown that membership inference attacks against are possible for some types
of synthetic dataset$&gMCdM23. Moreover, research on the evaluation of privacy
metrics of synthetic data has generally focused on synthetic tabulartava 20, not
synthetic free-form texts.

In LLMs, temperature and the sampling parameters are used to govern the stochastic-
ity of the output generation process, directly impacting the distributional properties of
the generated text. Temperature controls the spread of the probability distribution of the
model's output tokens, with higher temperatures making the distribution more uniform.
Higher temperature values promote exploration and less predictable outputs, while lower
values yield more deterministic results. Top-k and top-n sampling restrict the model's
word selection to the top k or top n% most probable words, respectively. Deterministic
output is achieved with top-k sampling when k = 1, forcing the model to always select
the single most likely word. This eliminates randomness but also potentially reduces
creativity and diversity.

These parameters have direct implications for privacy. Higher temperature and less
restrictive sampling methods introduce more randomness, potentially masking sensitive
information embedded in the model's parameters. Conversely, deterministic output could
inadvertently reveal private details if the model has memorized sensitive patterns from
its training data.

2.5 Direct memorization of data

In classi ers, memorization occurs when a classi er can reproduce all class labels on the
training data, resulting in zero training error. A model class is susceptible to memorization
if it is complex enough to represent all possible binary labelings on some set of training
data. This susceptibility is closely linked to the concept of Vapnik-Chervonenkis (VC)
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dimension. The VC dimension measures the cardinality of the largest set of points that a
model class can always classify correctly, regardless of the particular binary labels of
these points. This ability to classify any labeling of a set of points is known as shattering
the set.

The concept of memorization in classi ers does not directly apply to generative mod-
els, because generative models generate new data samples rather than merely assigning
labels to existing ones. In other words, classi ers model the conditional probability
of a label given a data point, whereas generative models aim to capture the entire data
distribution.

Memorization, roughly de ned as learning that requires only little generalization
[HSB' 23] (in turn a vaguely de ned notion) can lead to verbatim reproduction of
text segments from the training corpus, potentially revealing personally identi able
information (PIl) or copyrighted material. Research has been done on methods to
guantify and mitigate memorization.

The memorization problem in generative models, in particular LLMs can be illus-
trated using the example of New York Times vs. OpenAMP23], where OpenAl
was accused of illegally using the newspaper's content to train their Al models. The
additional complexity of this case stems from the possible use of speci ¢ prompts used
by the New York Times to extract the data, which narrow the focus to particular regions
of the data distribution. This targeted querying can increase the risk of reproducing
training data verbatim. This court case as well as the wider adoption of large language
models have put the memorization capabilities of LLMs in the spotlight, both from the
point of view of model capability and privacy of the training data.

LLM memorization is in uenced by model architecture, training regime, generation
parameters, and extraction techniqu8¥T25. Some architectures may be more prone
to memorization than others. Increased repetition of sequences during training leads to
higher memorizationgXCS23, while diverse and unique training datasets mitigate this.
Techniques like gold sh lossHWJ" 24], which drop tokens during training, could reduce
memorization. Higher temperature values during generation decrease the likelihood of
verbatim reproduction of memorized sequences [CTPM.

In a black-box access model, it is not possible to infer the model's knowledge by
looking at the weights. In a white-box access model, the extraction of information
from a model via its weights is also nontrivial. Therefore, metrics of extractability and
discoverability CTW* 21, NCH* 23] have been developed — the extent to which some
data can be extracted from or discovered inside the model, usually via querying the
model itself.

From the point of view of model capability, researchers have tried to quantify the
relationship between a model's ability to memorize its training data and its architecture,
training regime and training data content. In one stua1[24], the capacity of an LLM
to memorize its training data depending on training regime and model architecture was
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evaluated as a ratio of the training data information content to the model's parameter count.
The models were trained on synthetic text data with known information content for 100 or
1000 epochs and then evaluated for the extractability of their training data by prompting
the resulting pre-trained models. The models, mostly regardless of architecture saturated
at about 2 bits per parameter memorized after 1000 epochs, or 1 bit per parameter after
100 epochs.

A study by Carlini et al. CTW* 21] demonstrated a decaying temperature approach
to extract memorized content from LLMs. The strategy involved starting with a high
temperature to encourage exploration and potentially land on a memorized sequence,
then decreasing the temperature to xate on that sequence. From this we can intuit
that a consistently low temperature would result in predictable, potentially memorized
outputs, while a consistently high temperature generates diverse outputs, unlikely to
reveal speci c memorized segments. A decaying temperature strategy, however, offers
a balance between exploration and xation, rst spreading out and then potentially
generating diverse memorized examples.

The development of prompting techniques for evaluating memorization is a separate
line of research. These techniques range from prompting the model with pre xes obtained
from known training data to more sophisticated adversarial attacks. These prompting
techniques are often evaluated using a metric of extractability or discoverability.

Pre xes, in the context of LLMs are the initial sequences of tokens that are given as
input to the model before the main instruction. However, there are also output pre xing
techniques, where the beginning of the model's output is pre- lled by the user to steer
its subsequent response in some direction. Pre x matching is a technique for detecting
memorization in LLMs by making use of the overlap between the input pre xes and the
training data. Exact and partial pre x matching aim to identify instances in which the
model reproduces memorized sequences verbatim or with heightened probability when
prompted with matching or partially matching pre xddCH* 23, WMW™* 24]. Pre x-
based sampling more generally explores the model's tendency to fall into memorized
patterns by analyzing the diversity of outputs generated from the same pre x under
different sampling conditions.

Adversarial pre xes exploit the model's sensitivity to input perturbations by system-
atically developing pre xes that maximize the likelihood of triggering the synthesis of
desired content. This can involve gradient-based optimization or search algorithms to
identify pre xes that steer the model towards desired (including memorized) outputs.
Adversarial pre xing is a technique frequently used for LLM jailbreakid@p* 23],
in which a model is steered to give unintended or unauthorized responses. Similar
techniques exist using suf xes [ZWQ3].

Extending the notion of extractability, a notion of counterfactual memorization
[ZIL™ 23] has been proposed, which helps to evaluate the memorization properties of
a model architecture by training two models on training datasets differing only by the
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extraction target. Then, the difference in memorization and extractability metrics of the
two models could provide a counterfactual answer to whether the model architecture and
training regime result in privacy leakage or not.

Finally, ways to alter the training regime of LLMs to memorize less and generalize
more have been proposed, such as gold sh |6B&J" 24], which selectively ignores
the loss for certain contextually selected tokens. This approach is conceptually related to
regularization and dropout, both of which aim to prevent over tting by introducing noise
or constraints during training. While dropout randomly drops neurons during training,
gold sh loss randomly excludes the contribution of individual tokens from the summary
loss calculation, forcing the model to rely less on memorizing speci ¢ sequences and
encouraging generalization. In other words, dropout operates in neuron space and the
gold sh loss operates in token space. Like regularization, which adds a penalty
equal to the square of the magnitude of coef cients to the loss function, gold sh loss
indirectly penalizes complex models, forcing the model to consider a broader range of
possibilities. However, whilé ; regularization results in a smoother decision boundary
(a more continuous and less jagged hypersurface that separates different classes in the
feature space), it is unclear if gold sh loss causes a smoother loss surface (a landscape of
the loss function with fewer sharp local minima). On the one hand, the random exclusion
of tokens might prevent the development of sharp local minima related to these tokens.
On the other hand, the stochasticity introduced by the random exclusion of tokens might
make the model's optimization trajectory more erratic.

Besides analyzing the privacy properties of existing models or mechanisms, tech-
niques exist to train models with inherent DP guarantees. Differentially private stochastic
gradient descent (DP-SGDACG" 16] modi es the training process via gradient clip-
ping and noise addition, yielding model parameters that satisfy a cumulgtiyeDP
guarantee calculated over the training steps. The relationship between the privacy of
these parameters and the privacy of data subsequently generated from them is discussed
in Section 3.9. Alternative approaches like private predict®BK * 24] aim to provide
DP guarantees for generation process (inference) itself.

In [BCH22, the authors investigate the potential for reconstructing training data from
neural networks, focusing on a powerful informed adversary who knows all training data
points except one, mirroring the implicit threat model of differential privacy. The authors
demonstrate the feasibility of reconstructing the remaining data point in this scenario,
both theoretically for convex models and experimentally for neural networks. For convex
models like logistic regression, they derive closed-form reconstruction attacks. For more
complex models like neural networks, they introduce reconstructor networks (RecoNNSs),
trained by the adversary to map model parameters to the target data point. Notably, this
assumes white-box access to the model.

They showcase the effectiveness of their attack on image classi ers, highlighting the
capacity of these models to store information enabling high- delity reconstruction. The
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study further analyzes factors impacting attack success, including model architecture,
training hyperparameters, and adversary knowledge. They nd that training models
with differential privacy (DP-SGD) using a suf ciently large privacy budget epsilon
can effectively mitigate these attacks. The paper concludes that standard ML models
can memorize enough information to permit reconstruction under strong adversarial
knowledge.
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3 Privacy metrics for synthetic data

The processing and sharing of sensitive data involves inherent privacy risks, particularly
when applying machine learning to generate synthetic versions of this data. While
synthetic data can theoretically preserve statistical properties without exposing individual
records, we need rigorous ways to quantify the privacy guarantees it provides. Traditional
privacy measures likk-anonymity were designed for direct data sharing, not for the
complex information capture that occurs during model training and generation. A model
trained on sensitive data might leak this information in subtle ways, from generating
exact copies of training examples to preserving statistical patterns that enable inference
of private attributes.

The processing of personally identi able information (PIl) carries signi cant privacy
risks if the data or its derivatives are leaked. To address these risks, privacy-preserving
approaches such &sanonymity Bwe03 were introducedk-anonymity requires that
each unique combination of data features (columns) representing PIl must include at least
k data entries (rows), ensuring that no individual can be uniquely identi ed. However,
this approach fails to protect against inference attacks when sensitive attributes lack
diversity.

The 2006 AOL search history breaoh@L06] exposed the practical consequences
of insuf cient anonymization. AOL released "anonymized" search logs by replacing user
IDs with random numbers, but journalists cross-referenced search patterns with public
records to re-identify individuals, including a 62-year-old widow whose medical history
and real estate interests were revealed(6]. AOL had not implemented any privacy-
preserving measures beyond pseudonymization. The breach demonstrated the failure
of simple anonymization techniques and the risks of attribute homogeneity, leading to
public backlash, the resignation of AOL's CTO, and the withdrawal of the dataset.

To address the limitations &anonymity, researchers introduced the notion-of
diversity MKGVO07], which requires that within each group of records sharing the same
guasi-identi ers, there must be at leaddistinct values for each sensitive attribute. By
ensuring diversity in sensitive attributésdgiversity reduces the risk of inferring speci c
attribute values, even whd@aanonymity is satis ed. However-diversity is not fool-
proof: adversaries can still exploit background knowledge about global or group-speci ¢
attribute distributions to infer probabilistic information about individuals. Furthermore,
stricterk-anonymity and -diversity requirements often degrade the utility of the data, as
they necessitate more aggressive generalization or suppression of information.

Additionally, bothk-anonymity and -diversity are designed for publishing microdata
records and do not provide guidance for releasing aggregate statistics, such as group
medians or averages. A different framework is needed to reason about the privacy
implications of such summary statistics.

The limitations ofk-anonymity and -diversity motivated the development of more
robust privacy frameworks. Differential privacy (DR)MNSO6 emerged as a gold
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standard, providing mathematically rigorous guarantees against membership inference
attacks. Unlike earlier approaches, DP does not rely on assumptions about attribute
distributions or adversary background knowledge — instead, it quanti es privacy loss
through a worst-case analysis of data in uence. However, standard DP implementations
often require adding substantial noise to achieve these guarantees, particularly when
applied to complex data types like text. This noise injection can degrade data utility
and may be unnecessarily conservative when the data generation process itself contains
inherent randomness.

In this work, we address three limitations of conventional DP approaches:

1. We reformulate DP for settings where data generation already introduces ran-
domness (e.g., through stochastic sampling in language models), enabling tighter
privacy bounds without additional noise injection

2. We quantify the background knowledge required for effective attacks, moving
beyond worst-case assumptions to provide practical privacy guarantees

3. We characterize how privacy guarantees strengthen when adversaries have limited
information compared to theoretical worst-case scenarios

Our approach focuses on achieved privacy rather than prescribed noise levels. This
proves particularly relevant for synthetic text generation, where the sampling process
naturally introduces uncertainty that can provide privacy bene ts. Rather than following
the conventional DP paradigm of adding noise to guarantee privacy, we develop methods
to quantify the privacy already afforded by existing system randomness. This avoids the
utility degradation typically associated with DP while still providing formal guarantees
against membership inference attacks.

Traditional differential privacy evaluates security by considering the attacker's proba-
bility of success over all possible pairs of adjacent datasets. This model assumes perfect
adversarial knowledge, including complete understanding of the dataset and its distribu-
tion. While this provides objective guarantees, it may be overly conservative in practice.
These limitations motivate our focus on explicit adversary modeling.

Our key insight is to reframe privacy guarantees around the attacker's knowledge.
We ask: what information must an attacker possess to perform optimal attacks? What
privacy guarantees can we provide when the attacker's knowledge is practically limited?
To ground this, we examine membership inference attacks, where an adversary tries to
determine whether speci c records were used to generate the output.

Synthetic data generation introduces three natural obfuscation layers between training
data and outputs. First, the model training process itself involves randomization through
initialization and optimization. Second, the generation process uses random sampling to
produce outputs, controlled by parameters like temperature. Finally, even the original
data may contain inherent noise or uncertainty. These layers of randomness make it
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dif cult for an adversary to make de nitive claims about the presence or absence of
speci c records in the original training data based on synthetic outputs.

3.1 Membership inference attacks

Whenk-anonymity and -diversity are insuf cient, we can turn to differential privacy
(DP). DP provides a formal mathematical framework for bounding how much information
an adversary can gain about any individual by observing the output of a computation
on a dataset. For instance, if we have a medical study of HIV patients, DP ensures that
even if an adversary knows everything about all other participants, observing the study's
outputs will not signi cantly increase their con dence about whether a speci ¢ person
participated or what their HIV status might be. This bound on information gain protects
against membership inference and many other types of attacks.

Consider a scenario where HIV prevalence in a medical study group is twice that
of the general population. If an adversary can de nitively determine whether someone
participated in the study, they can immediately update their probability estimate of
that person having HIV — even without directly accessing any health records. This
illustrates how indistinguishability of membership maps to semantic security properties
— if datasets with and without an individual are indistinguishable, we also protect the
sensitive attributes that could be inferred from membership.

While analyzing full semantic security implications is out of scope for this work, we
formalize our HIV example and similar scenarios through the framework of differential
privacy. Speci cally, we focus on two types of attacks: membership inference (MIA),
where an adversary tries to determine if a target individual's record was used to generate
the output, and attribute inference, where they attempt to learn protected attributes.
The indistinguishability of DP bounds MIA success direciisBP22 and provides
guarantees against learning additional information beyond population statistics.

Let us consider rst a very simplistic scenario where there is a univdrsepossible
elements (e.g., individuals or records). A dataset, such asU is then a multiset of
elements drawn frort. Let D denote the set of all such possible datasets that can serve
as valid inputs to a mechanism. Let there be a randomized data aggregation routine
(mechanismM () that takes in the entire dataset and provides some output, for example
estimates some averages. Let

RangéM) = fojo M(X);X 2 Dg

denote the set of all possible outputs that can be produced by the mechafism
In our context, we are interested in generative machine learning models. In such a
case, we can split our mechanism into a training algorithm

Train: D !
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that learns model parameters from a parameter spaeed a generation algorithm
Generate 'O element

which takes the learned parameteland an elemerit from a random noise space and
produces a single synthetic data elem@nthe spac®¢iementiS the set of all possible
individual synthetic elements the generator can produce.

Data synthesis can be viewed as a particular data aggregation mecharirapie-
mented using this model pair. First, we train on input détto obtain parameters

Train(X)
Then, data elements are generated using these parameters and randdnnoise
o Generatg;! )

Following Kerckhoffs' principle, we must assume an adversary has complete knowl-
edge of theTrain and Generatealgorithms, treating only the trained parameteiss
private. This principle emphasizes that security should not rely on obscurity — only the
secrecy of the key (in this case, ensures protection. This helps us analyze realistic
threats — an adversary would likely know what model architecture and training process
we used, but gathering information about model weights requires signi cant effort and
access.

This setting raises two distinct privacy concerns: we must consider both the differen-
tial privacy of Train producing , and potential privacy leakage from synthetic outputs
01;::%; Generaté;! ). The leakage through syntetic outputs becomes critical as
n increases. With more synthetic samples, an adversary gains additional information to
approximateGeneraté; ) and thus learn something about

However, even if an attacker sees many synthetic samples, they might not recover the
exact parameters This is because many different parameter sets can produce identical
outputs — for example, in a neural network, swapping two neurons and their connections
can result in the same function. Still, if an attacker can nd any parameter set that
perfectly mimics the behavior of, the privacy guarantees ultimately depend on how
private the training process itself was.

Given that the adversary has complete knowledge of the data generation mechanism
M (), as well as full access to both possible input dataXetmdY, they can use Bayes'
formula to update their beliefs about which dataset was used for training heeta
synthetic output observed by the attacker. For these fully known dabasmtslY, the
attacker can compute posterior probabilities:

PriXjdl = Pr[MP(:[(g]: 4 prx]
PrYjq = Pr[MP(r\[((i]: 9 priy
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wherePr [X ] andPr[Y] represent the adversary's prior beliefs about which dataset was
used for creating the output. The attacker's prior beliefs are subjective, they depend on
prior background knowledge. For instance, in the context of genetic data, an attacker
might have background knowledge about any of the following, which could be useful in
membership inference:

« the likelihood of speci c genetic variants in certain populations, paired with the
target's demographic pro le;

« if the target has not visited a doctor in a long time, they are less likely to be in
medical research datasets;

* the target's public genealogical records or family medical history;
* the geographic distribution of genetic donors.

Such information helps attackers form concrete probability estimates about dataset
membership before seeing any outputs.

This setup follows standard statistical analysis of hypothesis testiRg[Xj 0]
Pr[X] and Pr[Yjo] Pr[Y] then observing the synthetic outpoitprovides little
information to the attacker, as it fails to signi cantly alter their prior beliefs.

To reduce technical complexity, we consider the ratio of posterior beliefs where the
denominatoPr [0] is factored out. Let (x) denote the posterior odds andhe prior
odds. LetBF (0) denote the Bayes factor. Then:

PriXjo] _ PriM(X)= o Pr{x]
e TR T

) BF (o)

(1)

The ratio of prior beliefs is subjective, depending on the attacker's background
knowledge. However, the Bayes fac®F (0) is determined entirely by the mechanism
M () and is thus objective.

3.2 Logarithmic Bayes factor

SinceX andY are equivalent datasets, there are two ways to de ne the posterior odds
ratio between them. The logarithmic Bayes factor (LBF) quanti es the information gain
about which dataset was used to produce the outpormally:

LBF x.v(0) = In E:[['\I\;'I((é;:g]]
LBF y.x (0) = In E:[[::/IA((;;Z;’]]
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When not explicitly speci ed, we useéBF (0) to denoteLBF x.y(0). A positive
LBF x .y (0) indicates increased con dence that the output came from daXasather
thanY . For instance, observing an element uniqu¥ toould yield a positivd. BF y.x (0)
and a negativéBF x .y (0). From Equatior(1), we can see thatBF (0) quanti es how
much an adversary can update their beliefs after observing a speci ¢ autpfulve
wish to limit the adversary's ability to distinguish betwe¥nandY (for instance, to hide
whether a speci ¢ individual's records were used in training) with some bdumeée
must ensuréBF (0) " for all possible outputs.

Theorem 1(Symmetric LBF property) The logarithmic Bayes factor exhibits a skew-
symmetric property such that:

LBF)(;Y(O): LBFy;x(O) .

Proof. The skew-symmetry follows directly from the logarithmic identity:

PriM(X)=o0 _ | PriM (Y) = 0o
PAM(Y)=0o _ " PriM(X)= q

O

This property demonstrates that the information-theoretic perspective of the logarith-
mic Bayes factor remains invariant under dataset order exchange.

While we have considered individual outpatsn practice outputs might be partially
censored — for instance, when personal identi ers are removed. In such cases, we can
only determine that the output belongs to some&3Xset Rangé¢M ). For such sets, we
extend this de nition:

Pr{M(X) 2 O]
PriM(Y) 2 O]

LBF X;Y(O) =In
For sets of outputs, thelBF values cannot exceed the most extrdiBé values
of individual elements in those sets, as shown in the following lemma.

Lemma 2 (Logarithmic Bayes factor summation constraintetM ( ) be a mechanism
operating on datasets andY. ForanyO RangéM ):

min LBF)(;Y(O) LBnyy(O) maXLBFx;Y(O) .
020 020

Proof. First, note that outputs where both probabilities are zero do not &fefet .y (O)
as they contribute nothing to either sum. By de nition:

F)
. wo PIIM(X) = o
LBF x.y(0)=In P OZZ PriM(Y) = o
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- : Pr[M (X)= _ Pr[M (X )=
Letd = min o0 w andc = max oo %.

We know that for sequences of non-negative real num@e)s, and(h)y,, if

8 n,d g—' c, then

at i+ a,
b+t by
Applying this inequality to our probability ratios, since by construction each ratio
lies betweerd andc:

4 poo PriM (X) = 0]
020 PrIM(Y) = 0]

Since logarithm is strictly monotonic and preserves ordering, we g =
In(min( )) = min(In( )) and similarly formax:

min LBF)(;Y(O) LBnyy(O) maXLBFx;Y(O) .
020 020

For outputs wher@r[M (Y) = o] = 0 butPr[M (X) = o] 6 0, we havdLBF x .y (0) !
1 , making the upper bound trivially true. The lower bound still holds since we either
have all in nite values (making both sides in nite) or at least one nite value in the set
we are taking the minimum of. [

3.3 Dataset proximity metric

In practice, it might be impossible to bound the LBF for two reasons. Firstly, the datasets
X andY might be too different in their content. Secondly, the mechanism might fail with
a small probability and produce a revealing outcameln this section, we introduce
proximity metrics that quantify dataset differences. The second challenge is explored in
Section 3.4, where we examine how to handle mechanism failures.

The standard de nition of differential privacypR14] quanti es the difference be-
tween databases in terms of different data points. Dwork and Roth usedribem,
which corresponds to the size of the symmetric difference of multisets over over the set
of all possible elementd, to measure this distance. DétandY be multisets. Then
we can de ne count vectors andy, wherex, andy, denote the multiplicity of element
u 2 U. For two multisetsX andY, the cardinality of their symmetric difference is
de ned as

kX4 Yke = Xu  Yul
u2U
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Example. Consider two multisetX = f1;2;2gandY = f2;3g. Thenx =[1;2;0]is
the count vector foX andy = [0; 1; 1] is the count vector fo¥. Then the ; distance is:

kKX4YKk e=j1 Oj+j2 1j+j0 1
=1+1+1
=3

This can be interpreted as the number of differing records between databases, where each
term represents the absolute difference in the count of each unique element.

De nition 1 (Data Sources)LetS be a set of sources. For each sous® S, letDg be
a multiset of elements generated by that source. A da¥asggnerated by these sources
is de ned as:

[

X = Ds ;

s2S

where[ denotes multiset union preserving multiplicities.

Example. Consider a Twitter dataset where sources are userBargithe multiset
of tweets made by usear If an element appearstimes inDs, andm times inDy,, it
appears + m times in their union.

De nition 2 (Source Set Symmetric Differencefjor a set of possible sourcé&; let Sy
denote the set of sources that generaind S, denote the set of sources that generate
Then we can de ne the source-level difference of multXegndY as

kX4 Yks = kS,4 Syke :

Example. Consider a dataset with sourc®s= fs;;s;; S3;549. Let userss; ands,
have identical tweet seB¥s, = f1;,2g andDs, = f 1, 2g, respectively. Let useis and
s, have different tweet seB, = f1;1gandDs, = f2; 2g.

LetX = D, [ Ds, be generated by sources;; s,gandY = D¢, [ Dg, be generated
by sourced s3; s,9. Then:

Sy = fs1;85:0
Sy = fs3;549
X =111;229
Y=111229
kX4 Yke=0
kX4 Yks =4
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This example demonstrates that two datasets can be identical in terms of their el-
ements KX 4 Yke = 0) while being completely different in terms of their sources
(kX4 Yks = 4). This distinction between element-wise and source-wise differences
leads us to de ne two forms of adjacency between datasets.

De nition 3 (I%ata Adjacency) Gé;ven two subsets of sourc8sg, S, S generating
datasetsX = ,5 DiandY = 5 Dj, the datasets are considered element-wise
k-adjacent if:

kX4Yk ¢ Kk :
The same datasets are considered source-Wiadjacent if:

kX4Yk ¢  k:

3.4 Mechanism failures

In order to de ne differential privacy, Dwork and Rot®R14] introduce partial ordering
between probability distributions.

De nition 4. LetX andY be multisets. Then the distributidh (X) is ("; )-dominated
by M (YY), if for any set of possible outcom& RangéM ):

PriM(X)20] exp(") Pr[M(Y)20O]+

It is dif cult to interpret this de nition, therefore we use a slightly more stringent
version of dominance, which has a simpler interpretation.

De nition 5. LetX andY be multisets and 2 O be any output of the mechanidvh.
The distributionM (X) is "-dominated by (YY) with failure probability , if

Prlo M(X):LBFx.y(0)>"] : (2)

We are usually interested in the smallest possible failure probabilitghe de nition.

Given a xed target' and datasetX andY, letFyx andFy be sets of failing outcomes:
Fx =fo2 RangéM) : LBF x.y(0)>"g
Fy=fo2 RangéM) : LBFy.x(0)>"g :

We rst x a privacy target” and then compute as the minimal probability of
outputs that exceed this target threshold. For a privacy targ&F x .v andLBF y.x
exceed the thresholdwith at most probability in both directions:

PriM(X) 2 Fx]
PriM(Y) 2 Fy]
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These bounds correspond to De nition 5 failure probability — rst forl (X) be-
ing dominated bw (Y), then forM (Y) being dominated bW (X). When both of
these dominance relations hold with the samthis naturally leads us to stri€t;, )-
differential privacy. We can now reach a correspondence with the original DP de nition.

Lemma 3. LetM be a randomized mechanisinbe the privacy threshold, and; Y be
datasets. If the distributioM (X)) is "-dominated by (Y) with failure probability ,
thenM (X) is ("; )-dominated by (Y).

Proof. LetO Rang€¢M ) be an arbitrary set of possible outputs & be the failure
set. We spliO into two disjoint setsO; = O\F yx containing outputs whefeBF >" |
andO, = O n Fx containing outputs wheleBF  ". By the law of total probability:

PriM(X)20]=Pr[M(X)20]+Pr[M(X)20,] :
SinceO; is a subset of the failure set and using our assumption about failure probability:
PriM(X)20,:] PriM(X) 2 Fx]
For outputs inOD,, by de nition of LBF :
PriM(X) 20;] exp(") PriM(X)20,]
Combining these bounds:

PriM(X)20]=Pr[M(X) 204]+Pr[M(X) 2 05,]
+exp(") Pr[M(X) 2 0,]
+exp(") Pr[M(X)20]
This corresponds to the de nition ¢f; )-domination. ]

Note that the reverse implication does not hold due to the loosening substitutions
performed in the last inequality. The following lemma shows thdbmination with
failure probability is more a more stringent notion théh )-domination.

Lemma 4. LetM be a randomized mechanism ahd 0. If M (X) is("; )-dominated
byM (Y) where is the minimal such value, then the probability of LBF failures must be
at least . Formally, there exists, such that:

Pr[M (X) 2Fx] 2
where

Fx =fo2 RangéM) : LBF x.v(0) >"Q :
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Proof. Let , = Pr[M (X) 2 F x] be the probability of LBF failures. Assume towards
contradiction that, < . By Lemma 3, ifPr[M(X) 2 F ] 2, thenM (X) is
("; 2)-dominated byM (Y).

However, this contradicts our assumption thatas minimal for("; )-domination,
since we found, < that also satis es the domination property.

Therefore, our assumption must be false and we have , completing the
proof. O

This result can be intuitively understood by observing that in the standard de ni-
tion, the additive term is effectively scaled byil=Pr[M (Y) 2 O] when comparing
probability ratios directly. SincBr[M (Y) 2 O] 1, this scaling can make violations
appear smaller in the standard de nition than when measured directly in our strict de ni-
tion. Speci cally, for outputs wher@r [M (Y) = o] is very small, even minor absolute
differences betweeRr[M (X) = o] andexp(") Pr[M (Y) = o] can lead to large LBF
violations, requiring a larger, to account for them.

3.5 Recipe for estimating differential privacy

Dwork et al. Pwo0§g introduce differential privacy, a framework for quantifying privacy
guarantees. Note that if we x concrete datasetandY, we can evaluate their privacy
properties directly. When making general statements about differential privacy for only a
xed mechanism, we require these properties to hold for all adjacent datasets.

De nition 6. LetM be a randomized mechanism. We say Mais ("; )-differentially
private if for all adjacent dataset&, Y and for all sets of output® RangéM ):

PriM(X)20] exp(")Pr[M(Y)20]+
PriM(Y)20] exp(")Pr[M(X)20]+

When =0, the mechanisrM satis es"-differential privacy (-DP), a stricter form
of privacy where the additive termis eliminated. In this case, the paramétepeci es
the maximum allowable multiplicative difference in the probabilities of observing any
outputO when the mechanism is applied to adjacent datasets. This effectively serves as
a privacy budget: each application of the mechanism consumes a portion of this budget,
and as more queries are made, the total privacy budget consumed increases.

De nition 7 (Strict("; )-Differential Privacy) LetM be a randomized mechanism and
let X, Y be adjacent datasets. De ne failure sets:

Fx =fo2 RangéM) : LBF x.y(0)>"g
Fy =fo2 RangéM) : LBFy.x(0) >"g :

27



We say thaM satis es strict("; )-differential privacy if for all adjacent datases, Y

PriM (X) 2 Fx]
PriM(Y) 2 Fy]

Theorem 5(Computing from"). For xed adjacent datasetX, Y and xed" > O, let:

Fx =fo2 RangéM) : LBF x.y(0) >"g
Fy =fo2 RangéM) : LBFy.x(0)>"g :

Then the minimal such thatM (X)) is "-dominated by (Y) with failure probability
andM (Y) is"-dominated by (X) with failure probability is:

=max(Pr[M(X) 2F x];Pr[M(Y) 2Fy]) :

Proof. Let 1 =Pr[M(X) 2Fx]and ,=Pr[M(Y) 2Fy].
According to De nition 5:M (X) is "-dominated byM (YY) with failure probability

Prfo M(X):LBFx.y(0)>"] «:

The minimal such, is achieved when, =Pr[M (X) 2 Fx]= 1 .
M (Y) is"-dominated byM (X)) with failure probability  if

Prfo M(Y):LBFyx(0>"]

The minimal suchy is achieved wheny, = Pr[M (Y) 2 Fy] = , .
We require a single such that both conditions hold:

Pr(M(X) 2 Fx]
PriM(Y) 2 Fy]

This means we need and , . For to be minimal while satisfying both
inequalities, it must be the smallest value that is greater than or equal to,ketd ».
Therefore, the minimal = max( 1; 2) = max(Pr[M(X) 2F x];PriM(Y) 2 Fy]).

Il

In practice, we can computg; ) pairs ef ciently using a two-pointer approach.
First, we compute the probabilitiéd [M (X) = o] andPr[M (Y) = o] for everyo 2
RangéM ) over X andY — note that this requires only summary statistics of some
function overX andY as separate inputs. From these probabilities, we caldubfey .y
andLBF y.x values. Then we sort bottBF x.y andLBF y.x arrays in descending order,
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then rearrange their corresponding probabilitles §ndPy) using the same permutation
as their respectiveBF arrays. This sorting means that for any thresholdll outputs
with LBF >" appear consecutively at the start of the arrays. Thus, the failur€ gets
andFy can be computed by accumulating probabilities from the start of each sorted array
until we reach outputs withBF  ". By the Theorem 5, for that" is the maximum
of these accumulated probabilities.
Starting from in nity and sweeping through uniqu®F values as thresholds gives
us a sequence @¢f; ) pairs. Each represents a privacy threshold and its corresponding
represents the probability of exceeding it.

(a) Output distributions foM 1 andM ». (b) Log-Bayes factors (LBFs) fdvl1 andM .

Figure 1. Comparison of output distributions and LBFs for mechandmandM .

(a) Output distributions for mechanisrivs; andM, over datasetX (red) andy (blue).
Top: M; shows zero probability of generating 1 froYn while maintaining uniform
distribution over other elements. BottoiM:, can generate 1 from both datasets, with a
xed probability % plus the probability from uniform sampling. (b) Corresponding LBF
values for outputs o ; andM,

be sets of positive integers. Lit;(X) return a random sample element frotnand
M1(Y) from Y, correspondingly. As shown in Figure 1a (top), in the case®fl, itis
impossible to obtain it fronM 1(Y), asl 2Y and thus

PriMy(x)=1] _ 110

LBEW=n srvm=g ™ o

=1

Therefore, no nite" exists such tha®r[M,(X) =1] exp(")Pr[My(Y) =1]. Since
it was suf cient to show that no bound holds for at least one example, this mechanism is
not"-DP for any". If we loosen the = O restriction, we are allowed to exceed the
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Figure 2. Privacy guarantees for mechanidvhs(blue) andMV, (red) expressed 45; )
pairs. M, requires in nite" to achieve = 0, while M, achieves nite" values for
=0.

threshold with probability . Note that fors 6 1 we can express

PriMy(X)=¢] _ =~ 1510 _ 9
PriMy(Y)=s] ~ 19 ~ 10"

LBFx;y(S) =1n

The probability ofM (X ) outputtingl, which always breaks any niteé threshold, is
%, as the mechanism o ; returns a random element of its input. In all other cases,
LBF never exceeddn % . In this setting, such a mechanism is either=( In % ,
= 35)-DP or simplyl -DP, implicitly with = 0. Note that in the case of in nit&,
we can simply say that the mechani$ is in this case not differentially private as long

as =0.

f2;:::;10g be sets of positive integers. Lk,(X) returnl with probabilityli0 and a
random sample element fro¥ with probability% (and similarly forY). As demon-
strated in Figure 1a (bottom), in this setting, it is indeed possibl&fgiY) to output
1
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PriMa(X)=1] _ %5 1+ 5% 3 _ i5* 105 _ 19
PriM,(Y) =1] o1+ 2 g

For all other possible outputs, suchzas
PriMa(X)=2] _ 35 0+ 5

PriMa(Y)=2] L o0+ 2

1 9

1 _ 1o 9

1 1

s 10 10
We can therefore say that in this settij; is In 33 -DP, implicitly with =0. M,

isalso( = In%, = -2)-DP, as the' threshold can be exceeded with probabitify

1% whenM, is sampling fromX , which is the worst case for this value.

for" = In

3.6 Limitations of differential privacy

The differential privacy bounds discussed so far assume perfect adversarial knowledge.
An adversary with complete information about data3etsndY can compute theBF

of any observation and achieve the maximal posterior odds garpgf). However,

this faces two practical limitations. First, privacy breaches might only be possible for
speci ¢ outputsO that occur rarely — this is handled by t{ie )-pro le. The second
limitation is more severe: computind3F requires complete knowledge of both datasets

X andY, which itself would constitute a more signi cant privacy breach than success in

a membership inference attack.

The computational challenge of requiring complete datasets can be reduced by
considering suf cient statistics. For a mechanibim let SS, (X ) denote a suf cient
statistic that captures all information needed to determine the behawbraf dataset
X. For instance, iM outputs single tokens, the®S, (X) could be the probability
distribution over tokens thd¥#l outputs when run oX. Importantly, knowing the
complete dataset provides no additional information about the outputd/obeyond
whatSSy (X) tells us.

This means our adversary does not need complete knowledgeaodY — they
only needSSy (X) andSSy (Y). While this is still a strong knowledge assumption, it
is signi cantly more tractable than requiring full datasets.

Example. Consider a medical research setting whéres a dataset containing detailed
health records of patients receiving an experimental HIV treatment. Suppose we have
a basic mechanisil that, given a dataset, uniformly samples and outputs a single
random word from all words in patients' records. For this simple random word sampling
mechanism, a suf cient statist8 Sy, (X ) would be the word frequency distribution. An
adversary trying to determine if a speci c target patient is receiving this treatment would
need:
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» SSy (X): The word frequency distribution over all patient records

» SSy (Y): The word frequency distribution over the dataset with the target patient's
record removed

Obtaining either distribution would constitute a massive privacy breach — the adversary
would need to know the medical details of every patient in the study just to construct
these statistics.

Even having access to aggregate word frequencies could reveal sensitive information,
as certain medical terms or treatment descriptions might be strongly correlated with HIV
status. For our word sampling mechanism, the normalized word frequency distribution
is exactly the suf cient statistic. Notably, an adversary who knows &8 (X ) and
SSv (YY) can compute their difference to infer the target patient's contribution directly.
In the case of word count frequenciesXifcontains all patients and excludes our
target patient, theBS,, (X) SSy (Y) (appropriately scaled) directly reveals the word
distribution in the target patient's records. This demonstrates why even summary statistics
themselves constitute a serious privacy breach.

To address this limitation, we need to consider more realistic scenarios where attack-
ers have limited knowledge. Instead of knowing exact datasedadY, an attacker
typically has some background knowledgg that suggests which datasets are plausible
candidates foK andY.

Let| denote either element-wise or source-wise inclusion in the dataset — that is,
either the inclusion of a speci ¢ record or all records from a particular source (as de ned
in Section 3.3). For a speci c outpot we are interested in how much more likely the
adversary, having observed this output, would consider the underlying dataset to include
the record or the source rather than not.

Let (o) represent the posterior odds ratio after observing output

Pr([ljo;Bg]

(0) = Pr[: 1jo; Bg] :

Using Bayes' theorem and following the same structure as Equation (1):

Pril;Bg]  PriljBg]
[rlo):Be} friiBe)

BF (0)

(0) =

Here represents the adversary's prior beliefs and is independent of the observed
outputo. The Bayes factoBF (0) quanti es how the observation updates these beliefs,
analogous to the ratio of mechanism probabilities in Equation (1).
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First, we expresBF (0) in terms of all possible datasets that satisfy the inclusion/ex-
clusion condition:

X X
Prigl;Bg]=  Pr[o;Xjl;Bg]=  Pr[gX;l;Bg] Pr[Xjl;Bg] :
X X

Under complete knowledge of data¥etbothBg andl become redundant, as the
dataset itself tells us de nitively if the target patient is included:

PrioX;I1;Bg]=Pr[oX]=Pr[M(X) = o] :
This gives us the extended formBf .y (0):
P
PriM (X) = o] Pr[Xjl;Bg]

Prol;Bg] _

B (0= Brlgi 1iBg] - PrIM(Y)= of PriYj I:Bg] -
Y

Taking the logarithm yields the subjectit&F .y :

0P PriM (X) = 0] Pr[XjI;Bg]1

LBF x.v(0) = In @&

Y

PriM(Y) = o Prl[Yj: I;Bg]A

This subjectiveeBF quanti es how an adversary with background knowled&ge
updates their belief about target inclusion after seeing owutptihe term<Pr[Xjl; Bg]
andPr[Yj: I;Bg] represent the adversary's prior beliefs about possible datasets with
and without the target and therefore remain constant.

This formulation faces two problems. First, computing this forhBF is infeasible
as it requires summing over all possible datasets. Second, an adversary's probability
distributions over datasetB([X|jl; Bg] andPr[Yj: I;Bg]) may not re ect reality.

Example. Consider our HIV treatment dataset. An adversary might incorrectly believe
that the presence of a standard antiretroviral drug (e.g., tenofovir) indicates participation
in the experimental treatment group. If this drug appears in the output, the adversary
would compute a highBF value, incorrectly concluding strong evidence of inclusion,
when in reality this drug is commonly prescribed in standard HIV care regardless of
experimental treatment participation. Conversely, the same adversary might dismiss the
appearance of a rare HIV genetic resistance test result as irrelevant noise, when this test
is actually performed exclusively on experimental treatment participants. They would
compute a lowLBF for this observation, failing to recognize its signi cance as evi-
dence of inclusion. In both cases, the adversary's incorrect beliefs lead to miscalibrated
probability assignment$¢ [Xjl; Bg] andPr[Yj: |;Bg]) and consequently unreliable
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inference, reaching false conclusions about membership in the rst case and missing
important signals in the second.

These limitations imply that while differential privacy bounds provide strong the-
oretical guarantees under perfect knowledge assumptions, we need additional tools to
reason about privacy in practical scenarios where adversaries have limited and potentially
incorrect information.

An important insight is that working with suf cient statistics often simpli es mod-
eling the attacker's knowledge. Consider our word sampling mechanism: instead of
needing distributions over complete datasets, we only need to reason about unigram
frequencies. If our background knowledge assumes texts are sampled from standard lan-
guage distributions, we can model expected word frequencies using Zip an distributions
typical of natural languagéjal4. This gives us a tractable analytical form for back-
ground knowledge that is much simpler than reasoning about full dataset distributions.

3.7 Attack functions as a way to compress the output

Given the limitations of standard differential privacy, we can take a more practical
approach by considering speci ¢ known membership inference attacks (MIAs) and
quantifying their severity in terms comparable to differential privacy. In many real-world
scenarios, we already have well-established techniques for performing membership
inference against machine learning models. Rather than considering the theoretical worst-
case adversary with perfect knowledge, we can analyze how effective these practical
attacks are by formalizing them as attack functions, which are speci c algorithms that
attempt to infer membership based on observed outputs. This allows us to measure their
privacy impact using the same mathematical framework as differential privacy while
focusing on realistic threat models.

First, we need to specify what the attack functions compute and how they relate to the
membership inference problem. Then we can examine what background knowledge they
require and how this knowledge affects their success rate. This reformulation achieves
three key properties:

1. It quanti es what background knowledge an attacker needs, letting us bound their
posterior odds change objectively;

2. As the attacker's knowledge approaches perfect information, the bounds converge
to standard differential privacy;

3. For any practical attack strategy, we can evaluate both its effectiveness and the
minimum background knowledge required for success.
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The main insight is that while we cannot compute exact LBF values with imperfect
knowledge, we can model privacy guarantees through concrete attack functions.
Consider a classi er functiocore: D | O that attempts to extract meaningful
information about dataset membership, wh@rean be any output space. For instance,
O could beR for likelihood scores, of 0; 1g for binary decisions. Note th&core M
is itself a mechanism. Since this is just post-processing the outpMt,ahe new
mechanism has DP guarantees at least as strollg, asoreover, they might be stronger,
as we reduce the output ™ onto a single score, losing information in the process.
After composition, we can treat it as a standalone mechanism, forgetting our access to
M and analyzing only the nal outputs. Instead of optimizing typical ML metrics like
precision or recall, we analyze how much this composed mechanism can leak about
the input dataset. This lets us reason about differential privacy with respect to speci c
attack functions rather than all possible outputdvof The attack function acts as a
lens, focusing the privacy analysis on the speci ¢ information leakage relevant to that
particular adversarial strategy. This generality motivates De nitions 8 and 9 and leads to
Theorem 6 for computing actual privacy bounds.

De nition 8 (Strict ("; )-Differential Privacy against a single attack)et M be a
randomized mechanism adbe an attack function. Let andY be adjacent datasets.
De ne failure sets:

Fx
Fv

02 Rang¢A) : LBF £, (0) >"
02 Rang¢A) : LBF {, (0) >"

where for eaclo 2 Rang€A):
PriA(M (X)) = 9]
PrIA(M(Y)) = o
We say that A satis e€'; )-differential privacy if for all adjacent dataseis, Y:
PriA(M (X)) 2 Fx]
PriA(M(Y)) 2Fv]
De nition 8 addresses static adversaries who must commit to their attack function
before observing any outputs from the mechanmThis models situations where the

attack is decided upon ahead of time, rather than being tailored to speci c outputs. We
formalize this notion as differential privacy against static adversaries.

LBF 4.y (0) = In

De nition 9 (Strict("; )-Differential Privacy against a static adversary, for an attack
class) Let M be a randomized mechanism ahdbe a class of attack functions. Lét
andY be adjacent datasets. For eagh2 A, de ne failure sets:

Fx = 02 RangéA):LBF ., (0)>"
F$ = 02 RangéA): LBF .y (0) >"
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where for eaclo 2 Rangé€A):

PriA(M (X)) = d
PriA(M(Y)) = d

LBF .v(0) =In

We say that M satis e§"; )-differential privacy againsA if for all adjacent datasetX,
Y and for allA 2 A:

Pr A(M(X)) 2F§
Pr AMM(Y)) 2F %

The de nition above addresses the case where an adversary must commit to a speci ¢
attack function from clasa before observing any outputs. However, in many practical
scenarios, adversaries can adapt their attack strategy after seeing mechanism outputs.
This stronger adversarial model warrants its own privacy de nition.

De nition 10 (Strict("; )-Differential Privacy against adaptive adversaries, for an attack
class) Let M be a randomized mechanism ahdbe a class of attack functions. Lét
andY be adjacent datasets. We say that M satiq'es )-differential privacy against
adaptive adversaries fror if for all adjacent datasetX, Y and for allo 2 RangéM ):

Pr 9A2 A:A(0) =1~ LBF £, (0) >"
Pr 9A2 A:A(0) =17 LBF{,(0) >"

In this adaptive model, the adversary rst observes ougdubm mechanisnM , then
selects the attack functiok 2 A that maximizes their information gain. This represents
a stronger adversary who can tailor their attack method to each speci c output. Note
that for each outpun, the preimagé (1) RangéM ) is a subset of the mechanism's
range containing. It is essentially a failure set speci cally chosen by the adaptive
adversary to contaia while maximizing information gain.

Theorem 6(Computing for Attack-Based DP)For xed datasetsX, Y, attack function
A, and xed" > 0, letF{ andF# be de ned as above. Then the minimaduch thatv
satis es strict("; )-differential privacy againsA is:

=max(Pr AM(X))2F% ;Pr AM(Y) 2F% ) :

Proof. Let ; =Pr AM(X))2F% and ,=Pr AM(Y))2F & .
According to De nition 8, forM to satisfy strict("; )-differential privacy againsA,
both of the following conditions must hold:

Pr AM(X)) 2F§ (1)
Pr AMM(Y)) 2F% (2)
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Substituting the de nitions of,; and ,: Condition (1) requires; . Condition (2)
requires ;

For to be the minimal value satisfying both inequalities, it must be the smallest value
that is greater than or equal to bothand ,. Therefore, the minimal = max( 1; ) =
max(Pr A(M(X)) 2F{ ;Pr A(M(Y)) 2F % ). O

The generalization from differential privacy against a single attack function to an
entire attack class models realistic threat scenarios where we must defend against not
just a single attack strategy, but an entire class of potential attacks. For example, in
authorship attribution, we might need to protect against all possHgiam frequency
analyzers, not just one speci ¢ implementation.

It must be noted that the plausibility ¢f, ) quanti cation depends on what back-
ground knowledge we assume available to attackers. This becomes tractable when either
suf cient statistics are believably available or when the information content required to
compute them is small enough to be realistically obtainable.

De nition 11 (Suf cient Statistics for Privacy Mechanismd)etM be a randomized
mechanism operating on dataset A functionSS, mapping datasets to summary
information is a suf cient statistic foM if:

PriM(X) = 0SSy (X); X]=Pr{M(X) = gjSSu (X)]

That is, conditioning on the suf cient statistic makes the output distribution independent
of the original dataset, meaning that knowing the complete dataset provides no additional
information about the outputs ™ outputs beyond wh&Sy, (X) tells us.

Since" represents the maximum over all plausible score functions, this assumes the
adversary knows both which function is optimal and its corresponding suf cient statistics.
For a restricted class of functions, we can view this as multiple attackers using different
functions, where we must maintain security against all of them. The plausibility stems
from our beliefs about what information adversaries can realistically access.

The framework becomes less abstract when we consider speci ¢ attacks. Take a
surprisal-based attack that outputs the negative log probability of observing certain
patterns. HereRangéA) = R, meaning we no longer deal with probabilities but with
real-valued scores. However, this complicates privacy analysis by introducing an in nite
space of suf cient statistics — we have gone from the space of outpis tofR, which
is even less tractable. When the output spade, ithe suf cient statistic becomes a
function, making the adversary's core assumption — that they can know the complete
statistical description of the output — impossible to satisfy. Rather, they must work with
an approximation of this function.

This motivates us to consider a simpler but practical special case: attack functions
with binary outputs that make concrete decisions about membership. This restriction to
the spacé 0; 1g leads us to examine probing attacks.
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3.8 Probing attacks and limiting behaviour

The simplest attacks in text generation exploit statistical patterns in language use — if
a person's writing contains rare words or distinctive phrases, nding these patterns in
synthetic text suggests their data was used in training. This intuition is grounded in basic
probability: rare linguistic features are less likely to appear by chance, indicating training
data membership.

Let the target element be a speci ¢ data pgntvhich could represent an individual,
a document, or any distinguishable unit in the dataset. Let us consider adversaries who
try to determine ifp is present in the dataset. The adversaries express their belief through
a binary decision: one indicates presenc irzero indicates absence (presenc¥)n
Such an adversary employs a classi er function that takes a mechahisuitput as its
input and returns their binary guess. We focus on the subclass of attack functions where
the output range is restricted to {0,1}.

Example. Consider two simple binary classi er attacks on text data. Firsélgto)

be 1 if wordw appears in outpud, and 0 otherwise. This attack function directly tests for
speci ¢ patterns the targgicommonly uses. A more sophisticated version assigns a style
scores(0) to outputs based om-gram frequencies or other stylometric features, then
thresholds this scoré;(0) = 1 if s(0) t and O otherwise. To illustrate the attack’s
effectiveness, one could construct a Receiver Operating Characteristic (ROC) curve by
varying the thresholtland plotting the true positive rate against the false positive rate
when distinguishing between outputs frothandY .

Note that such an attack function might operate on suf cient statistics rather than
complete datasets. For example, a writing style classhanight compute its score
based om-gram frequencies, word distributions, or other stylometric features that
form suf cient statistics for authorship detection. Speci cally A, SSy.a,, (X)
is a frequency set of all the possible outputsvfover X: f(w;freg (w)) : w 2
RangéM )g.

We have de nedA,, as an indicator attack function for a speci ¢ word. To explore
privacy guarantees, we can extend this to multiple words. The key question is: if we have
suf cient information for each word, how do static and adaptive de nitions converge to
the same objective privacy measure?

An optimal adversary would try to minimize their uncertainty about whether ele-
mentp belongs to the dataset. Without explicitly modeling the adversary's background
knowledge, they would look for an outpathat maximizes:

Pr[M (D)= cip2 D] .
O PrM (D) = 6p2 D] -

3)
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When we consider the adversary's background knowl&igethis becomes more
complex as they must account for their beliefs about possible datasets (or, equivalently,
their suf cient statistics):

P PIIM(X)= d Prixjl;Bg] |
"~ PriM(Y)= o Pr[Yj I;Bg] "

(4)
For such an optimad, we can construct a simple attack function:

(
1, x=o0
Aq(X) = ' 5
o(X) 0; otherwise: ©®)

As terms containing background knowledge are constant,

PriA.(M (X)) = 1]
PrA.(M(Y)) = 1]

PriM(X) = dl .

9A, 2 A PrIM(Y)=q -

0

(6)

When the adversary's background knowledge equals complete knowledge of the
datasetX andY or the summary statisticSSy (X ) andSSy (Y), in other words, when
A is not constrained, this formulation becomes equivalent to De nition 6. This is because
with complete knowledgeRr[Xjl;Bg] = 1 for the true dataset and O for all others,
eliminating the sums in our expressions (similarly for true and false summary statistics).
The equivalence fof'; ) DP follows similarly.

In practice, constraining to a speci c class of binary attack functions allows us to
tailor privacy metrics to realistic threats. This means that the attacker might not always
have an optimab to constructAb. When working with a constrained subclassfofwe
would like to ensure that the composition of attack functions from this subclass with our
mechanism satis es differential privacy — that is, for attack functions in this subclass, the
compositionA M is "-differentially private (and similarly fo("; )-DP):

PriA(M (X)) = 1]
PriA(M(Y)) = 1]
PriA(M(Y)) =1]
PriA(M (X)) = 1]

In

" (7)

In

" ®)

When working with a class of binary attack functions (Ra#get f 0; 19), we
can apply De nition 9 directly. Note that for binary attacks, each failureFsttcan
only be;, fOg, f1g, or f0;1g. The casé* = f0; 1g indicates catastrophic failure
where both possible attack outputs exceed the privacy threshold. Thereby, the original
differential privacy de nition is specialized to the binary outputs of attack functions.
While the original de nition considered arbitrary subsets of the mechanism's range, and
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De nition 9 extended it to an arbitrary output space, here we only need to consider
subsets of 0; 1g.

This binary specialization simpli es the analysis, but fundamental computational
challenges remain. With a binary subsetAaf computing exact values fdr or
would still require summing over all possible datasets or summary statistics weighted
by background knowledge. While constrainiAgto speci c attack strategies (like
threshold-based classi ers) makes the problem more concrete, it does not resolve the
computational complexity or the issue of potentially incorrect beliefs encoded in the
attack functions. Nonetheless, by focusing on implementable attack functions rather
than theoretical bounds, we can attempt to empirically evaluate concrete privacy risks in
realistic scenarios where adversaries have limited capabilities and potentially incorrect
assumptions about the data.

3.9 Data synthesis with guaranteed privacy

The primary appeal of differential privacy lies in its ability to provide provable privacy
guarantees for mechanisms by construction, rather than measuring privacy loss after
the fact (as we have done). Such mechanisms eliminate the need to reason about
possible summary statistics, background knowledge, or input datasets. For example,
the exponential mechanism provide®P by design through carefully calibrated noise
addition.

Beyond general theoretical mechanisms, speci ¢ techniques have been developed to
integrate differential privacy directly into machine learning work ows, aiming to produce
models or outputs with built-in guarantees.

One established approach is training the model itself using DP-GIGT 16].

This method modi es the standard training procedure by clipping per-example gradients
and adding noise before parameter updates. The resulting model paranssttssy a
cumulative("; )-DP guarantee with respect to the training détaypically calculated
using techniques like the moments account&@G* 16] that compose the privacy loss
over all training iterations.

An alternative paradigm, particularly relevant when using large pre-trained models
where private retraining is impractical, is private prediction at inference kB[ 24].

This approach focuses on ensuring the generated output sequence is differentially pri-
vate with respect to sensitive inputs provided at inference (e.g., prompts containing
private data). Techniques involve processing sensitive inputs in batches, aggregating
and clipping model logits, and using sampling methods interpretable as the exponential
mechanism. This method provides guarantees directly on the synthetic output, bypassing
the complexities of privacy transfer from model parameters.

Both DP-SGD (providing guarantees on model parameters) and private prediction
(providing guarantees on generated outputs) are approaches to achieving differential
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privacy in synthetic data generation and both involve different implementation complex-
ities and trade-offs compared to the post-hoc analysis framework used earlier in this
thesis. These methods shift the privacy burden from post-hoc analysis to the design of
the generation process itself. Although important alternative strategies, they are beyond
the scope of the empirical evaluation carried out in this thesis.

Beyond these speci c implementations, the core probabilistic sampling mechanism
used within standard LLM inference itself is similar to the exponential mechanism,
particularly when considering the role of the temperature parameter. Let us Mdael
as a random query that combines the training of an LLM on a training daaaatl the
subsequent generation of a single token based on some prompt, by means of composition
described above.

In the exponential mechanism, the quality functgpassigns utility scores to each
possible output, with higher scores indicating more desirable outputs given the input data.
Instead of deterministically selecting the highest-scoring output, the mechanism smooths
the output distribution based on these scores — responses closer to the highest-utility
output are still more likely, but not guaranteed. The weight assigned to an outoumh
the rangeR is:

" ogX;r)
2q (9)

where qis the sensitivity ofj— the maximum change in score when changing a single
element in the input. The probability of selectings then:

w(r) = exp

wr) .
r2R W(r% .
We see that asapproache®, the output distribution approaches uniform oRengéM ),
providing maximum privacy but minimum utility. Asapproaches in nity, the mecha-
nism becomes deterministic, always selecting the highest-scoring output.

Similarly, in LLMs, the softmax function with temperature scaling in the output layer
assigns weights to each token in the vocabulary:

PriM(X) = r] = (10)

w(z;) = exp( ?) (11)

wherez; are the logits and is the temperature parameter. The probability of selecting
tokeni is then:

pW(z) .

W) (12)

Prly] =
If we consider the logitg; as analogous to the scoring functigfX ;r), and the

temperature paramet@ras inversely related t6=(2 @), we can posit a threshold far
to impose DP-constraints on the generation of a single LLM token:
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T=°29. (13)

This relationship suggests that higher temperatuneight correspond to stronger
privacy (lower effective'), while lowerT moves towards deterministic output, weakening
privacy guarantees. However, formalizing this analogy int¢"an)-DP guarantee faces
signi cant hurdles. Firstly, de ning and computing the necessary sensitivity tergn,
is problematic. If interpreted as the sensitivity of the model's logits to changes in the
training data, calculating this for complex LLMs is generally considered intractable.
Secondly, the analogy implicitly assumes token-level independence, which is violated
by the autoregressive nature of LLM generation. Therefore, while temperature offers an
intuitive control over output randomness, achieving rigor@us)-DP for the generated
sequence requires explicit mechanisms for sensitivity analysis and bounding (such
as logit clipping with respect to input prompts, as usedABK™* 24]) and careful
composition accounting over the generated tokens, techniques employed by dedicated
private prediction methodologies. The temperature analogy remains a useful conceptual
parallel but lacks the necessary components for providing formal privacy guarantees on
its own.
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4  Attacks against direct n-gram sampling

Building on the attack-based differential privacy framework established in Section 3,
we rst empirically evaluate privacy bounds for a baseline mechanism: direct sampling
of n-grams. We focus on the simple case where outputs are generated by sampling
individual words (unigrams) or short sequenaegyfams) according to their frequencies
directly from an original dataset. This mechanism, while basic, provides insights into
fundamental privacy limits inherent in the data’s statistical properties, which any text
generator preserving frequency distributions must contend with.

4.1 General framework

The core mechanism studied here samplggams according to their frequencies in the
input dataset. Given a universe of sourBgsve construct pairs of adjacent datasets
andY by excluding a subset of sources S:

[ [
X = Dy and Y = Ds :

s2S s2SnU

The privacy analysis then compares the output distributiomsgrams when sampling
directly fromX and fromY..

For the direct sampling mechanism operating>oror Y, the empiricaln-gram
frequencies serve as suf cient statistics. Assuming an attacker has knowledge of these
frequency distributions allows for the objective computation of the logarithmic Bayes
factor LBF x.y) as de ned in Section 3. We therefore precompute these frequency
distributions for the objective baseline analysis.

Note that these baseline privacy measurements are in uenced by source randomness.
Evaluating worst-case privacy requires examining all possible source subs®giisce
this is intractable, we sample random subsets for xed siZg®nd analyze their typical
behavior. This approach provides insights into practical risk but does not guarantee
bounds against the absolute worst-case source exclusion. Systematically identifying the
worst-case subsét for n-gram sampling remains computationally challenging and is
outside the scope of this work.

The primary goal of this section is to establish objectije )-differential privacy
bounds for simplen-gram sampling, providing a baseline against which more complex
generation mechanisms can be compared later.

The analysis primarily focuses on the privacy implications of observing a sin-

gle n-gram. If an adversary observkan-grams,os;:::; &, sampled independently,
the total logarithmic Bayes facto[:,(LBF) can be approximated by summing individ-
ual LBFs: LBFX v (05110 00) i=1 LBF x.v(g). If each observation satis es

JLBF x.v(0)] "single (Outside a fallure event of probabilityingie), thenk such obser-
vations could lead to a totdlBF x .y (sequencg . Kk "singe This basic composition
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implies that maintaining a target overall privacy ldgg, for k n-grams requires a per-
n-gram budgetsinge "wia=k. Consequently, th€'; )-curve for publishingk words
would shift towards highet values (potentially by a factor &) for a given , or require

a signi cantly higher (e.g., up tk singie Via union bound) to maintain the sarhe

This linear summation is a basic heuristic; advanced composition offers tighter bounds
but is beyond this section's scope. The singigram results presented subsequently
form the basis for such compositional analysis.

4.2 Datasets

Evaluating privacy guarantees with a focus on membership inference requires datasets
with clear source attribution and representative text distributions. The privacy loss
incurred as a result of an attack depends on the particular features of a dataset. For
example, if a dataset has few unique elements or repetitive data, a privacy attack is less
likely to be successful compared to a dataset that is known to have many unique elements.
We use two datasets.

The Cheng-Caverlee-Lee (CCL) Twitter datase€C[1( (hereafterDcc ) serves
as training data, containing 9,000,659 tweets from 21,022 users collected between
September 2009 and January 2010. We chose this dataset as it provides public data for
reproducible research, clear source attribution via user IDs, natural language distributions,
and diverse writing styles across topics.

We also evaluate privacy guarantees on the MAIDTM* 23] dataset (hereafter
Dwmarrt), @n internal medical text dataset containing epicrisis documents from Estonian
hospitals. This represents a practical use case where privacy preservation is critical. The
dataset is source-attributed to individual patiepist(id ), allowing source-wise privacy
analysis. For the direct sampling analysis presented in Section 4.4, the entirety of the
available word count data derived from this dataset was used, essentially acting as a
summary statistic.

The underlying electronic health records (EHRs) are structured documents com-
prising multiple sections (e.g., anamnesis, objective status, diagnosis, treatment plan).
However, for the purpose of the word-count analysis performed here, this structure was
simpli ed: all textual content associated with a patient was effectively treated as a single
collection of words attributed to that patient source. The speci ¢ table used aggregated
word counts per patient across all their associated text elds.

For both theMAITTdataset and the subset of the CCL dataset, we construct pairs
(X;Y) that differ by excluding speci ¢ sources frolh, with exclusion set sizg$Jj 2
f1,10, 100 100@. This range covers scenarios from individual to group privacy. For
later evaluation of attacks on synthetic data, we also generate a single pair of synthetic
datasets withUj = 100 based on the subset of the CCL dataset.

Table 1 summarizes some statistics for the data subsets used. Due to computational
constraints, only the rst 10% of thBcc, dataset was used. The flliarr word count
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data was used for direct sampling analysis.

Table 1. Summary statistics for datasets used.

Statistic DccL (10% SUbset) Dmarrr (Word CountS)
Total word occurrences 119 million 66 million
Unique sources (Users/Patients) 106 thousand 146 thousand
Unique words (Vocabulary) 2.7 million 4.4 million
Avg. words per source 1,121 2,508
Avg. distinct words per source 378 1,233

4.3 Privacy measurement

To quantify the privacy loss associated with diraegram sampling, we employ the
objective differential privacy framework (Section 3) and compute(the) trade-off
curve using the method from Theorem 5.

Consider the mechanism that directly samples an iteounigram om-gram) from
dataseD 2 fX ;Yg. The probability is its relative frequendyy [M (D) = o] = fp(0).
These frequency distributionfsy, andfy, are the suf cient statistics. For each possible
outputo, we compute the LBF:

LBF x.v(0) = In ( fx (0)=f(0))
LBF Y:X (0) = In( fy(O)zfx (0)) = LBF X;Y(O) .

In nite LBF occurs if 0 exists in one dataset but not the othigr(Q) = 0;fx (0) > 0),
implying > 0is required for any nite".
Given" > 0, the failure sets are:
Fx = fo2 RangéM) : LBF x.v(0)>"g
Fy =fo2 RangéM) : LBF y.x(0) >"Q :

The minimal failure probability for this" is:
0 1

X X
(") = max @ fx (0); fy(0)A

02F X 02F \

Evaluating this acrosstraces thg€"; )-curve for the direct sampling mechanism. This
applies identically to unigrams amdgrams using their respective frequencies.
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4.4 Results and analysis of direct sampling

We sample words from datasets with source attribution. As evaluating privacy for all
possible excluded source subsdts computationally intractable, we analyze random
subsets for various siz¢dj to understand typical privacy behavior relevant for practical
risk assessment. Our experiments reveal several ndings about failure probabilities when
sampling words directly from datasets with source attribution.

1. Failure set behavior and dataset comparison. The trade-off between privacy loss
" and failure probability is visualized in Figure 3, with vertical lines indicating critical
thresholds and horizontal lines marking signi cant jumps in posterior probabilities

(Bayes factors). For the CCL dataset (Figure 3a, left panel — original data), the probability
mass of failure set6x andFy grows with the number of excluded sourgel§. This
trend is also directly illustrated in Figure 4, which shows how individial) points
grow together withUj. This is further explored in Figure 5, which demonstrates a power-
law relationship betweehandjUj at a xed level. This is intuitive: the more sources
are excluded when constructidgfrom X, the more the probability ratios of words
tend to diverge, increasing the mass of the failure sets at any given thréshidhs
is particularly true for sources that provide rare words; for such words, the probability
ratios change the most. In the worst case, if a source that is the unique provider of some
word to the dataset is removed, this results in in Mi@F .y .

A question arises when interpreting these curves for practical privacy: can acceptable
privacy (') be achieved with a tolerable failure probability? For the CCL dataset
with jUj = 1000 excluded users, achieving a low failure probability such as10 ©
is infeasible. At = 10 3, the corresponding In(1:2) 0:18, indicating that an
adversary's posterior odds of correct membership inference can increase by a factor of
1.2 when observing a single sampled word. If multiple (&g, 10) words are sampled,
then under naive composition (simple summatiot galues), the cumulative privacy
loss increases to approximatély 1:8, which allows for non-negligible inference risk.
Achieving a tighter privacy guarantee, such"as In(1:01) 0:01, would require
accepting a substantially larger failure probability, e.g., 10 * for jUj = 1000.

The direct sampling analysis performed on the medical epicrises dabaget()
yields qualitatively similaf"; ) trade-off curves (Figure 3b). Larger exclusion getp
lead to higher privacy loss (rightward shift of curves). This con rms that basic statistical
properties relevant to differential privacy in direct sampling manifest similarly across
different text types, from social media to medical records. The appropriate choice of
("; ) ultimately depends on the application's acceptable risk pro le for the speci ¢ data

type.

2. Effect of censoring (CCL dataset). In the censored CCL data (Figure 3a, right
panel), words with counjX | 2 were replaced with & CENSOREDken. This
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(a) CCL dataset: original (left) and censored (right).

(b) MAITT dataset.

Figure 3. Trade-off between privacy lossand failure probability for direct word
sampling. (a) Compares original and censored CCL data. (b) Shows results for the
MAITT dataset. LargejUj corresponds to higher overdll Vertical lines at = 10 &,

=10 3, =10 ?!indicate failure probability thresholds. Horizontal lines'at
In(10), In(2), In(1:2) mark posterior probability jumps.

replacement results in a noticeable shift of the curves to the left. Speci cally, when
jUj = 1, we observe thdt never reaches in nity, even with = 0, since rare words
(those with lower counts) are censored, preventing extreme divergence bétvaeeh
Y. At higherjUj, where fewer sources are excluded, the effect of censoring becomes
less pronounced, and the curves resemble the original non-censored data. This illustrates
that censoring helps mitigate extreme privacy loss in cases where rare words dominate
the dataset, leading to a more stable trade-off betWeerd .

ForjUj = 1, censoring words with counts 2 prevents in nite" at = 0. For
largerjUj (e.g.,jUj = 1000), it still reduces privacy risk but leaves non-trivial leakage:
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" In(1:2)at =10 3. Simple count-based censoring alone does not guarantee strong
privacy at tight benchmarks (e.d., In(1:01)). While it dampens the largest LBF
spikes, it does not eliminate distinguishability arising from frequency shifts in common
words. For highly sensitive data (e.g., genetic), additional mechanisms may be required.

Figure 4. A scatterplot of (y-axis) and (color) for differentjUj when sampling words
directly from the (non-synthetic) CCL dataset. jAj (x-axis) increases, so do bdth
and , moreover, at the samiethreshold increases rapidly witfJj. Note thafUj is
categorical, with jitter applied to the x-axis for clarity.

3. Limiting behavior. We observe cases whefg contains words that appeari but
notinY (or vice versa), giving.BF !'1 . These words will always be in the failure set
regardless of, creating a minimum > 0 below which no nite" privacy guarantee is
possible. For example, in the CCL dataset analysigUpr= 100 (Figure 3a, left panel),

the curve shoots upwards around 10 °. This means any attempt to guarantee privacy
with " < 1 must accept a failure probability of at led€t °, because this fraction of the
probability mass corresponds to words exclusively preseXdtan Y. ForjUj = 1000,

this minimum increases to roughl¥0 4. This ooron represents the inherent leakage
from unique identi ers (in this case, unique words tied to the excluded sources) and is
visible in both CCL and MAITT datasets. Censoring (Figure 3a, right panel) mitigates
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Figure 5. Behavior of at = 0:001as a function ofUj. The power law t" =
0:00027764jUj%8267 (R? = 0.9116) reveals sublinear scaling. This improves upon the
linearO(jUj) dependelglce_(implied by the triangle inequality for pure DR 14]) but
does not achieve the( jUj) bound of advanced composition [DRV10].

this by reducing the number of words uniqueXoor Y. ForjUj = 1 with censoring,
innite " at =0 is prevented.

4. n-gram effects and sparsity. Figure 6 shows the empirical complementary cumula-
tive distribution function (CCDF) oh-gram counts for a single representative source
from the CCL dataset (comparing 1-grams and 3-grams) and the MAITT dataset (1-
grams). This plot illustrates the sparsityrofyrams, particularly longer ones. For the
sampled CCL user, 67.1% of their unigrams and a signi cantly higher 97.1% of their
trigrams occur only once (i.e., are unique to that user within their own text corpus). For
the sampled MAITT patient, 71.8% of their unigrams occur only once within their texts.
While trigram data for MAITT is not shown, it is expected that trigrams would exhibit
even greater sparsity than unigrams in the medical texts as well.

This high prevalence of uniquegrams, especially for trigrams, has direct privacy
implications. If a source (e.g., a user or patient) contributes magnams that are unique
globally across the entire dataset (or at least unique to a small set of sources including
them), then the presence of suchragram in any output (e.g., a directly sampled snippet
or synthetically generated text) can act as a strong identi er for that source. For example,
if 97.1% of a user's trigrams are unique within their own text, and a substantial fraction
of these are also rare or unique across the whole dataset, then sampling one such trigram
provides strong evidence about its origin. Consider a scenario where 100 users (1% of a
10,000 user dataset like CCL) are excluded. If these users contribute a proportional share
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Figure 6. Log-log empirical CCDF afi-gram counts for a single source from CCL
(1-grams and 3-grams) and MAITT (1-grams), illustratmgram sparsity. For the
sampled CCL user, 67.1% of their unigrams and 97.1% of their trigrams occur only once
within their own texts. For the sampled MAITT patient, 71.8% of their unigrams occur
only once within their texts.

of trigrams, and a large fraction of these (e.g., approaching 90-95%) are globally unique
to them as a group, then randomly sampling a trigram from the full dataset has a roughly
0:01 0:95 0:95%chance of perfectly identifying one of the excluded users, leading
to an in nite LBF, and also setting a oor for the minimum failure probability

Comparing unigram and trigram failure sets for the CCL dataset (Figure 7) reveals
distinct scaling behaviors for privacy losqat xed = 0:01) as a function of the
number of excluded usejgj. Both show approximately linear scalinglof(") with
log(jUj), consistent with the power-law relationship observed earlier (Figure 5), but
trigrams exhibit a steeper slope.

Counter-intuitively, ajUj = 1, trigram attacks incur lower privacy los$) {than
unigrams for this xed = 0:0L This occurs despite trigrams being sparser (Fig-
ure 6), which leads to more unique items with in nite LBF and thus a higher minimum
achievable failure probability finti > minuni ). The value' is determined by the
LBF threshold where the cumulative probability of the failure set reaches the target

= 0:01 The explanation lies in the distribution of LBF values for non-unique items.
For unigrams, removing one source likely perturbs the frequencies of many common
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Figure 7. Privacy los$ at xed = 0:01(1% permitted failure probability) for different
numbers of excluded usejidj, comparing unigram (blue) and trigram (green) attack
functions when sampling directly from the CCL dataset. Each box represents 10 random
trials. Note the logarithmic scale on the y-axis. Both attacks show approximately
linear scaling ofog(") with log(jUj), but trigrams exhibit steeper scaling, crossing over
unigrams betweejUj = 10 andjUj = 100 despite starting from a lower base value.

words slightly, creating a large pool of items with small-to-moderate LBFs. Reaching

= 0:01 might require accumulating probability mass down to a relatively Righ
threshold that includes many of these moderately distinguishing words. For trigrams,
after accounting for the unique items contributing t@.+i , the remaining non-unique
trigrams might include some with large nite LBFs (due to larger relative frequency
changes upon source removal). However, if these high-LBF trigrams are themselves
very infrequent, their contribution to the cumulative failure probability might be small.
Reaching the target= 0:01 could then necessitate including trigrams with only modest
LBF values, resulting in a lower overall threshdld <" i .

As jUj increases, removing more sources drastically increases the LBF values for
many moren-grams. The steeper scaling for trigrams shows they are more sensitive
to this increased distinguishability, likely because their baseline frequencies are lower,
causing their LBF values to increase more rapidly than those of more robust unigrams.
This leads to the observed crossover betwegn= 10 andjUj = 100.

5. High- behavior. The" curves (Figure 3) show thdtapproaches zero as
increases beyond the probability mass of the most frequent words in either dataset. This
occurs because onceis high enough to cover all words with signi cantly different
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frequencies between datasets, the remaining words must necessarily have similar fre-
guencies, allowing for very small privacy lossesThis reinforces the notion that privacy
challenges in direct sampling are dominated by the tails of the frequency distribution.

6. High values of LBF correlate with low probability Px. The objective analysis
assumes the adversary knows the complete frequency distrib@itjoasdfy. This

is unrealistic. A more practical adversary might only know or estimate frequencies
for a limited subset of potentially distinguishing words. Understanding which words
typically exhibit highjLBF j values is thus crucial for assessing risks under such limited
knowledge, as these words are candidate$-faplators that an attacker might focus
on. The relationship betwed? and LBF, explored below, informs which words are
likely to be such violators. This aspect is further explored in the context of subjective
privacy loss in Section 5.4 (Figure 13). To investigate which words contribute most to
privacy violations in direct sampling, we examined the relationship between sampling
probabilityPx and privacy impactl(BF x.y andLBF v.x).

Figure 8 shows LBF over the sampling probability for the CCL dataset, which
exhibits a negative correlation between LBF magnitude and sampling probddgility
The visualization reveals a strong negative trend on a log-log scale: higher-frequency
words consistently show lower absolute LBF values (lower privacy impact). The largest
LBF magnitudes occur almost exclusively for words with very low sampling probabilities
(Px < 10 ®). This supports the intuition that privacy violations stem primarily from rare
words. The shift in the"( ) trade-off observed in the censored CCL data (Figure 3a,
right panel) further suggests that censoring rare words helps mitigate privacy risks by
removing words with high.BF values.

Figure 9 shows the LBF over the sampling probability for the MAITT patient dataset,
which also exhibits a similar negative correlation to the CCL data (Figure 8). In both
Figure 8 and Figure 9, a notable feature for thi&F y.x values (red points) is the
potential for a pronounced horizontal artifact. This occurs for words present in the
datasety (i.e., after exclusion of sourcés$) whose individual counts are identical in
X andY (meaning they were not contributed by any sourc®)nbut the total word
count of dataseY is smaller than that oK. Consequently, their sampling probability
increases by a constant factor. This results in a constant pdsBivg .x for all such
words, creating the observed horizontal line if many such words exist.

These direct sampling results on patient data provide the relevant baseline for subse-
guent analyses involving synthetic medical text generation. When considering synthetic
data generated by an LLM, the privacy guarantees depend on how accurately the model
reproduces the original frequency distributions. If an LLM perfectly preserves unigram
frequencies, th¢"; )-curve would match Figure 3. However, deviations introduced
during generation will alter the LBF values (as discussed conceptually in Section 5.2).
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Figure 8. Relationship between sampling probabilRy Y and logarithmic Bayes factor
(LBF) for direct sampling across different exclusion set sjk4s Each point represents

a unigram. Blue points showBF x.y and red points showBF y.x. A negative
relationship is observed on the log-log scale: higher probability words exhibit lower
absolute LBF values. Notably, fdiBF v.x, the words inY whose counts remain
unaffected by the exclusion &f are scaled up by a constant factor as the total sum of
counts decreases, causing a straight horizontal artifact.
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Figure 9. LBF vs Sampling Probabilityp{) for Patient Data @ yarr) with Direct
Sampling. Facets show different exclusion set sjggsOnly LBF > 0 is plotted due to
the log scale on the y-axis. Note the pronounced horizontal artifatiér,, (red).
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5 Privacy analysis of LLM-generated synthetic data

Having established baseline privacy bounds for diregram sampling in Section 4,

we now turn to evaluating synthetic data generated by an LLM as a potential privacy-
enhancing mechanism. The central question is whether the process of model training and
stochastic generation obscures the distinguishing features present in the original data,
offering better privacy protection than direct sampling.

5.1 General framework for synthetic data evaluation

To compare the baseline with generative approaches, we evaluate a synthetic data mecha-
nism. For this, we ne-tune an LLM separately on adjacent datasedadY (de ned as

in Section 4, withjUj = 100 for this speci c evaluation) to obtain modelldy andMy .

We then generate synthetic datasgt{sandSy from these models, matching the size of

the original datasets. The privacy analysis compares the statistical properties (empirical
unigram frequencies) @y versusSy.

The sources of randomness relevant here include source randomness (akeating
training randomness (LLM initialization/optimization affectiNgy ; My ), and generation
randomness (stochastic sampling creaBrgSy ). Our evaluation uses single instances
for My ; My andSyx;Sy. Analyzing multiple training runs and multiple generation
runs for each paifX;Y) was computationally infeasible given project constraints
(time, resources). While providing only a snapshot, this single-instance analysis allows
initial comparison but, as discussed later, limits the reliability of conclusions about the
mechanism's inherent privacy.

The suf cient statistics for this analysis are the empirical unigram frequencies within
the generated synthetic datasB{sandSy. Using empirical frequencies from single
generated dataseBx ; Sy serves two purposes. First, it allows a direct comparison
to the baseline direct sampling analysis using equivalent statistics. Second, it re ects
the information an attacker might realistically obtain by observing a large sample of
synthetic output. These empirical frequencies can be seen as noisy estimates of the true
expected frequencies from the modklg ; My . If we assume the generation process is
stable, these empirical frequencies might approximate the mean frequencies.

When analyzing the privacy of the synthetic data itself, the relevant suf cient statis-
tic SS for an attacker observing the synthetic outputs, given a sampling mechanism,
is the empirical frequency distribution within the synthetic dataset,fi¥ (w) and
ng (w). The attacker uses these observed synthetic frequencies (or probabilities de-
rived from them) to compute theilBF and make inferences. The original frequencies
fx (w); fy(w) are relevant for understanding how much the generator distorts the original
data and how this distortion impacts privacy, but the direct basis for the privacy calcula-
tion in the synthetic scenario is formed by the frequency distributions of the synthetic
data itself.
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5.2 Synthetic sampling strategy and LBF

To assess whether generating synthetic data provides meaningful privacy bene ts over
direct data sharing, we now consider a scenario where the mechihiswolves an
additional step. Instead of sampling directly from the original datasetsY, we rst

train a generative model (e.g., an LLM) &n(resulting in modeM x ) andY (resulting in
modelMy). Then, we generate synthetic sam@gs My andSy My. The privacy
analysis then compares the distributions of these synthetic outputs. The central question
is whether the generative process itself, through its inherent randomness, smoothing
effects, or potential failure to perfectly memorize, adds a layer of privacy protection
beyond what is achieved by simply sampling from the original data.

If the generation process signi cantly alters the probability distributions compared to
the original data, it might obscure the differences betwddixX ) andM (YY), potentially
reducing privacy loss, though likely at the cost of data utility. Conversely, if the generator
faithfully reproduces the original distributions, the privacy guarantees may not improve
substantially, rendering the synthesis step potentially ineffective in terms of differential
privacy improvement over direct sampling.

A key factor in this analysis is how well the generative model preserves the statistical
properties of the original data, particularly the marginal word distributions. Since any
effective text generator should aim to approximate these distributions, privacy violations
observed in simple unigram sampling indicate limitations that synthetic data generation
must also overcome. L& (w) andf y (w) be the true frequencies (or probabilities) in the
original datasets. A generator might produce synthetic data where the empirical frequency
ofwordwisfd (w) = fx(w)+ x(w)whentrainedoiX,andfd (w) = fv(w)+ v(w)
when trained orY. The privacy loss for observing word in the synthetic output is then
determined by the ratio of these perturbed frequencies:

|

L) fx(W+ x(W)
fQ (w) fy(w)+ v(w)

Whether this synthetic LBF offers better privacy (i.e., is smaller in magnitude) than the
LBF from direct sampling depends on the nature and magnitude of the deviatibng
and y(w) introduced by the generator.

We can approximate the change in LBF compared to direct sampling due to these
perturbations using a rst-order Taylor expansion around the original frequencies:

LBF (W) = LBF (W)  LBF girecW)
LBFirect LBFirect
2 or W 2 ot
_ x (W) v(w) |
fx(w) fy(w)

v (w)
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This approximation highlights that the relative changes in frequerty) @re crucial.

For instance, consider a scenario where the perturbations are roughly proportional to the
frequencies, e.gj,x (w)j] 01 jfx(w)jandj y(w)] 0:1 jfy(w)j. Inthis case, the
change in LBF is approximately bounded joyl  0:1)  0:2 (assuming worst-case
opposite signs for the relative errors). This suggests that if the generator introduces errors
that scale with frequency (e.g., a consistent 10% relative error), the impact on LBF might
be relatively controlled across different words.

However, generative models might introduce errors that do not scale proportionally.
It is plausible to assume that the generation process might add or subtract a small
absolute number of occurrences for any given word, perhaps 1-2 instances, regardless
of its original frequency. Consider a rare wordwith fyx (w) = 5 occurrences and
fy(w) = 2 occurrences. The direct samplib§F girec{W) = In(5=2) 0:92 If the
generator adds 1 occurrence when traineonyx = 1) and subtracts 1 when trained
onY (v = 1), the synthetic frequencies becofi& (w) = 6 andfd (w) = 1.

The resultingLBF ¢yni(W) = In(6=1)  1:79, a signi cant increase in privacy loss.
Conversely, if x = 1and y =1,thenf? (w)=4,f2 (w) =3, andLBF gr(w) =
In(4=3) 0:29 a decrease in privacy loss.

This demonstrates that for infrequent words, even small absolute discrepancies in
counts introduced by the generator can dramatically alter the LBF, potentially worsening
or improving privacy for speci ¢ outputs compared to direct sampling. If the synthetic
generation process perfectly preserved the original word probability distributions from
X andY into Sx andSy respectively, the.BF s n(w) would equalLBF girecl(W)
for all wordsw. However, any deviation or noise introduced by the generator means
P(wjSx) 6 P(wjX) or P(wjSy) 8 P(wjY). Such distortions can either amplify or
dampen the original LBF. If the generator, for instance, makes a wdthat was more
indicative of X thanY') even more disproportionately likely Bx compared t&y, then
JLBF syni(W)j > JLBF girecd W), €Xacerbating privacy loss for that word. Conversely, if
the generator tends to smooth distributions, for example by censoring very rare words
or by making their probabilities iBx andSy more similar, thefLBF sy(W)j could
decrease, improving privacy for those speci ¢ words, often at the cost of utility. The
scatter plots in Figure 12 illustrate that such deviations from original probabilities
occur. The net impact on LBF (panel (a)) depends on how these generator-induced
changes affect the rati®(wjSy )=P(wjSy) compared to the origind (wjX )=P(wjY).

A detailed discussion of these observed deviations is in Section 5.4.

5.3 Privacy measurement for synthetic data

The subsequent analysis compares direct sampling results with synthetic data. For the
synthetic data evaluation, both objective and subjective, we compute privacy loss based
on the empirical unigram frequencies observed in single instances of generated synthetic
datasetsSy andSy derived from model$1yx andMy respectively, (as described in
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Subsection 5.1). This approach allows for direct comparison but, as discussed at the
end of Section 5.4, carries important limitations regarding the handling of generation
randomness.

When evaluating the privacy of synthetic data generation, the mechahismcom-
passes both training modelgl{ on X, My onY) and generating synthetic datasets
(Sx  Myx,Sy My). The privacy analysis then concerns an adversary observing
samples drawn from these synthetic dataSgtaindSy .

The relevant statistics for this analysis are the empirical frequencies of ootfuts
grams om-grams) within the generated synthetic datasets, derigtga) andf 2 (o).
From the perspective of an adversary observing samples from the synthetic datasets,
these empirical frequency distributions serve as the necessary suf cient statistics.

The LBF is calculated based on these synthetic frequencies:

|

fs, (0)

LBF 2/7"(0) = In
Y fg, (0)

The failure set§ ™" andF 3" are determined usingBF " and the choseh The
corresponding minimal failure probability’"(") is computed using the probability
mass within the synthetic distributions:

0 1

X X
sy =max @ 19 (0 fO (9K

synth synth
02F 02F |

This yields thg("; )-curve for the synthetic data generation mechanism. Comparing this
curve to the one obtained from direct sampling reveals the privacy impact (bene cial
or detrimental) introduced by the synthesis step. Computing'th@-curve uses the

ef cient sorting and accumulation method described previously.

5.4 Results and analysis of synthetic data

We compare the privacy properties of the synthetic data generated by LLM trained on
the 10% of the CCL dataset and the same dataset excluding the datgJfreni100
random users with the direct sampling baseline, noting the signi cant limitations of the
evaluation of single-generation instances.

5.4.1 Objective privacy loss of synthetic data

The objective privacy loss is assessed by comparing empirical unigram frequency dis-
tributions from single generated instan&sandSy . Figures 10 and 11 visualize the
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Figure 10. Conceptual comparison of objectie ) trade-offs for direct sampling vs.
synthetic data (single instance) whigfj = 100. The synthetic curves (dashed lines)
appear to show highérfor a given compared to direct sampling.

resulting("; ) trade-off and logarithmic Bayes factor (LBF) distributions relative to the
direct sampling baseline.

The synthetic data results presented here are based on single generation instances
and likely overestimate privacy loss due to ignoring generation randomness, a limitation
discussed further in Section 7. The objec{iVe )-curves for synthetic data (conceptually
represented for exclusion set siz&l$ = 100 in Figure 10) appear to lie above those for
direct sampling, indicating higher privacy los$or a given failure probability, or a
higher for a given". Furthermore, a direct comparison of LBF values forjtig= 100
case (Figure 11) indicates that, for words with similar sampling probabiftieshe
LBF magnitudes calculated from the single synthetic instance often appear higher than
those from direct sampling. While censoring rare words might still provide a relative
privacy improvement for synthetic data (analogous to Figure 3a, right panel), the absolute
privacy level measured in this single instance appears worse than direct sampling.

To further investigate the relationship between direct sampling and the synthetic
data instance, Figure 12 provides word-level scatter plots for words common to both the
original data subset (used for the direct sampling trial With= 100) and the generated
synthetic datasetSx andSy.

Panel (b) of Figure 12 compares the empirical probability of waf& in the

original dataseX with their probabilityP™"in the synthetic datas& . A positive
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Figure 11. Comparison of LBF v$y for direct sampling versus synthetic data gen-
eration wherjUj = 100. Direct sampling LBFs are shown in blueRF x.y) and red
(LBF v.x). Synthetic data LBFs are overlaid in cydrBF /3") and magentaBF 3.

For many words with similaPy , the synthetic data appears to exhibit higher absolute
LBF values in this single-instance evaluation.

correlation is evident, indicating that the LLM preserves general frequency trends from
X in Sy . However, there is considerable variance, with points scattered aroupd-the
diagonal, showing tha®"" values are noisy approximations®f™. The magnitude
of the variance, in some cases resulting ihOa3-fold difference in either direction,
seems to invalidate the assumption o1@%change in marginal word distributions from
Subsection 5.2. For infrequent words (low values on the x-axis), it appears points may
tend to lie below they = x line, suggesting the mod® x might make these words even
rarer inSy . Such deviations can be attributed not only to sampling randomness during
generation but also to inherent model characteristics. For instance, language models
may not represent all words according to their true frequencies from the training data;
particularly, words that appeared rarely in training might be generated even less often
by the model than their original low frequency would suggest, or their contextual usage
might be learned less accurately [MGEA].

Panel (a) of Figure 12 compareBF Jectwith LBF /3" for words where both values
are positive. A substantial number of points lie signi cantly aboveytke x diagonal,
indicating that for many words providing evidence ¥roverY, their distinguishing
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