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Evaluation metrics for predictive monitoring systems with highly im-
balanced datasets

Abstract: A predictive monitoring system is a machine learning model used periodi-
cally with the goal of monitoring the behaviour of database entities. Most monitoring
systems are trained and tested on highly imbalanced data as the target events are quite
rare. Moreover, the evaluation of predictive monitoring is even more complicated by
aspects specific to the task (e.g. proper timing of alerts and possible reoccurrence of
alerts). Thus, there is a need in stable, class imbalance tolerant metrics that also reflect
all monitoring-specific issues.

We have investigated existing approaches of monitoring systems evaluation and found
them to be quite case-specific. Therefore, we have extended and modified the meth-
ods in use to be domain-independent and easily adjustable to the task at hand. The
proposed evaluation approach is implemented and evaluated with experiments on data
from different domains. In addition, we analysed several metrics designed specifically
for imbalanced data to conclude if they can be used for monitoring evaluation due to
restrictions of the approach.
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Hindamismoodikud ennustavatele seiresiisteemidele kasutades tasa-
kaalustamata andmestikke

Lithikokkuvote: Ennustav seiresiisteem on masindppe mudel, mida kasutatakse perioo-
diliselt, eesmérgiga teostada seiret andmebaasi entiteetidel. Enamus seiresiisteemid on
treenitud ja testitud tasakaalustamata andmestikel, kuna sihtsiindmused on haruldased.
Lisaks on ka seiresiisteemide hindamine keeruline iilesandele vastavate spetsiifiliste
ndudmiste tottu (nt. hidirete digeaegne tdstmine ja hiirete kordumine). Seega on vaja
stabiilset, tasakaalustamata klassidele tolerantset hindamismooddikut, mis votab arvesse
ka seiresiisteemile spetsiifilisi ndudmisi. Me oleme uurinud olemasolevaid lahendusi
seiresiisteemidele ja leidnud, et enamus on juhtumipdhised. Seega me oleme laiendanud
ja muutnud olemasolevaid meetodeid, et need oleksid valdkonnast soltumatud ja lihtsasti
kohandatavad vastavalt iilesandele. Viljapakutud hindamismdddikud on rakendatud ja
hinnatud eri andmestikke peal, mis on périt eri valdkondadest. Lisaks oleme analiitisinud
mitmeid moddikuid, mis on spetsiaalselt viljatootatud tasakaalustamata andmestikke
jaoks, et kindlaks teha, kas neid on vdimalik kasutada piiratud lahendustes.

Votmesonad: Ennustav seiresiisteem, masindpe, hindamismdddikud, tasakaalustamata
andmestikud
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