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ABSTRACT

With the ever-increasing use of Internet of Things (IoT) devices, there has been a
massive influx of raw data. Managing such data involves complex tasks, including
acquiring data from diverse devices in various formats, performing operations
such as filtering and transformation, and executing machine learning operations.
Effectively managing the flow and lifecycle of such data presents a significant
challenge. To achieve low latency and other Quality of Service (QoS) metrics,
edge and fog computing models are increasingly being adopted over cloud-based
IoT data processing. This adds complexity to dynamically executing data analysis
tasks across varying distances and on heterogeneous hardware devices.

One approach for realizing IoT data processing is using monolithic container-
ized applications that combine data operations into a single container. These
containers can be migrated across the IoT continuum (edge, fog, cloud) to op-
timize user QoS metrics. Using containers can present challenges and complexi-
ties when developing multilayer data-driven IoT applications that require effective
data management. Other challenges can arise in ensuring seamless end-to-end
connectivity and scaling data operations at a granular level. The other existing
solutions, like large data processing clusters (e.g., Apache Flink or Spark) and
off-the-shelf tools, can be unreliable due to resource constraints (edge and fog
devices) and the event-driven nature of IoT applications.

The hypothesis is that this can be simplified by using serverless computing
and data pipelines. In Serverless computing, data analytic tasks can be created
as individually scalable virtual functions and executed in an event-driven manner.
Data pipelines enable composing individual data processing tasks into a large dis-
tributed data flow. By combining both models, Serverless Data Pipelines (SDP)
can be created where serverless functions are used as pipeline tasks and seam-
lessly invoked while the data moves through the pipeline. Serverless functions
can easily be deployed in edge, fog, or cloud environments, and data pipeline
technologies are used for data transport, routing, and function invocation.

The goal of this thesis is to address critical aspects of data processing within the
IoT environments, focusing on the transition from containers to serverless archi-
tectures. It first analyses the bottlenecks in traditional monolithic container-based
approaches to IoT data processing. It then explores the application of server-
less computing in IoT environments as a potential solution to overcome the chal-
lenges identified with monolithic architectures. Finally, it assesses the scalability
of serverless data processing frameworks in managing stochastic IoT workloads.

This thesis makes three contributions. First is a novel simulator and frame-
work for container orchestration in IoT environments, along with a gradient-based
back propagation approach (GOBI and GOBI*) for scheduling, which outper-
forms existing schedulers. The second contribution comprises three design ap-
proaches for SDPs and their suitability analysis for various IoT applications. SDPs
based on standard Data Flow Tool (DFT)s are unsuitable for compute-intensive



tasks such as video processing, but they are efficient for bandwidth-intensive
applications. Object Service Storage (OSS) based SDPs are better suitable for
compute-intensive tasks and MQTT-based SDPs are suitable for latency-sensitive
tasks but not for compute and bandwidth-sensitive tasks due to higher CPU and
memory utilization. The third contribution is the suitability analysis of reactive
autoscaling mechanisms for SDP under four different workload patterns. For
compute-intensive tasks, the resource-based scaling approach works effectively
for jump, steady, spike, and fluctuation workloads. For short execution time tasks,
workload-based scaling suits all four workloads.

Overall, this thesis addresses the complexities and challenges in the process-
ing of IoT data while shifting from monolithic container architectures to serverless
computing models for handling IoT data. The contributions assist IoT develop-
ers in selecting the most suitable data processing mechanism, considering factors
such as computing resources, bandwidth, energy consumption, and latency while
meeting sensitive QoS requirements.
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1. INTRODUCTION

Advancements in Internet and Communication Technology (ICT) have prolifer-
ated the widespread deployment of IoT applications in several consumer domains
such as smart health care [6], smart city [7], and industrial and transportation
applications [8]. It has been predicted 3x rise from 7 billion devices to 25.44
billion connected devices by 2030 [9] . In such applications, thousands to bil-
lions of IoT devices generate massive amounts of raw data. Data processing and
management in the IoT have complex activities that encompass data acquisition
from heterogeneous devices, processing (for e.g, data cleaning, Machine Learning
(ML) operations), and storage.

One such example would be, a scenario in a smart factory where video surveil-
lance is utilized to detect incorrect worker poses while operating sensitive machin-
ery. This involves collecting video streams, analyzing frames to identify worker
poses and faces, annotating them with names, and issuing alerts to both adminis-
tration and workers in case of potential harm. Managing the flow and life cycle of
video data encompasses various tasks such as collection, routing, filtering, anal-
ysis, annotation, alerting, and storage, posing significant challenges. To simplify
this process, pipelines are commonly employed to combine individual data pro-
cessing tasks into cohesive services, allowing for the reuse and composition of
common data handling processes into more complex data pipeline services.

Off-the-shelf data pipeline technologies like Apache NiFi, StreamSet, Air-
Flow, and cloud-based services such as Google DataFlow and AWS Data Pipeline
are popular choices for data handling and processing. They enable the creation
of advanced drag-and-drop-based workflows. Additionally, Apache Spark, Flink,
and Storm are increasingly being used for IoT data processing, leveraging both on-
premise servers and cloud resources for scalability [177]. However, using such
tools in IoT contexts can have drawbacks, such as the need to create large and
costly data processing clusters to manage IoT data. Many IoT applications re-
quire real-time actions and event-driven operations, making the configuration of
large clusters less suitable and potentially costly. For instance, in video process-
ing applications where IoT data like video streams must be sent to distant clouds
for processing, it can lead to bandwidth consumption, increased latency, high de-
pendency on end-to-end connectivity, higher transfer and storage costs, and other
typical issues with centralized data collection and potential impacts on QoS.

To address this issue, a novel fog computing architecture was introduced bridg-
ing IoT devices and cloud servers. This involved transferring certain data analysis
tasks from distant clouds to nearby fog nodes, enhancing real-time service per-
formance. The fog devices advanced enough with substantial computing power,
including Tensor Processing Units (TPU) and General Processing Units (GPU)s ,
along with increased storage capacities. These hardware improvements have sim-
plified the adoption of edge and fog computing, enabling the deployment of com-
pact containers on edge devices. CISCO pioneered fog computing in its network

16



devices, such as routers and switches, facilitating application hosting through
docker containers. For example, CISCO 800 series ! routers and CISCO Cata-
lyst 9000 switches % support application hosting via the CISCO I0S XR platform
using docker containers. Additionally, smaller devices such as edge gateways,
such as InHand 1G502° and IG902 IoT gateways, are now capable of running
docker containers at the network’s edge.

Containers offer a means of encapsulating applications, effectively isolating
them from the underlying infrastructure, and enabling consistent deployment across
diverse environments (edge, fog, and cloud). In the context of 10T data process-
ing, the use of containers has been shown to be advantageous in various studies
[49]-[51], [66]-[68] due to its lightweight and portability. Such features enable
IoT application containers to migrate between various heterogeneous devices over
the fog and edge layers [100]. In this process, it is essential to ensure that schedul-
ing decisions are suitable to meet user expectations and achieve the desired QoS.
However, this approach presents several challenges related to fine-tuning data op-
erations, addressing latency concerns, and optimizing resources within resource-
constrained edge and fog environments. For example, in container-based ap-
proaches, developers tend to encapsulate all data operations into a monolithic
containerized application [49], [83] instead of creating fine-grained services for
individual data operations that can be invoked in response to specific events.

Such kind of more advanced fine-grained individual data operation services
can be streamlined by using serverless computing. Research studies [11], [23]-
[30] conducted to investigate serverless architectures and frameworks for the IoT
continuum have shown to be greater flexible in resource allocation, improved la-
tency performance, and can lead to cost savings [13], [14]. Serverless computing,
a novel cloud computing service model that leverages function-level billing and
scaling, and design event-based, real-time, and scalable IoT data processing has
been significantly simplified [13].

In the Serverless model, functions are individually deployed services that are
triggered on certain events (e.g. new database record or REST request arrival),
receive data, and produce output. The serverless cloud model has several ben-
efits including fine-grained auto-scaling and increased productivity gains due to
reusable serverless functions deployed on-premise or in the clouds [14], [15]. It
is also significantly easier to deploy individual functions in different locations
compared to more monolithic applications (e.g. when compared to Apache Spark
data analytic applications). SDP are created where serverless functions are used
as pipeline tasks and are seamlessly invoked while the data are moved through
the pipeline. Serverless functions can be deployed in cloud, edge, or fog en-
vironments, and data pipeline technologies are used for data transport, routing,

Thttps://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000

Zhttps://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-
switches/white-paper-c11-742415.html

3https://www.inhand.com/en/products/iot-edge-gateways/
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and function invocation. This is where combining a Serverless model and data
pipelines can produce significant benefits to avoid some of the disadvantages of a
cloud-centric approach and reduce the complexity of designing multilayer (edge,
fog, cloud) IoT applications.

Considering the solutions for IoT data processing as described in the above
context along with their challenges, the overall hypothesis of the thesis relies on
three aspects:

» Despite the advancements offered by serverless data pipelines, we hypoth-
esize that container-based data processing presents unique advantages in
certain IoT data processing scenarios that serverless architectures cannot
replicate due to its challenges in scheduling and orchestration.

* We hypothesize that serverless functions can be effectively made state-full
by integrating specific state management techniques, enhancing their suit-
ability for resource-constrained edge/fog environments in IoT applications.

* We hypothesize that adaptive scaling techniques can dynamically enable
serverless data pipelines to adjust to the stochastic behavior of IoT work-
loads, significantly improving data processing efficiency and reliability.

1.1. Problem Statement and Research Goals

The applications outlined in Figure 1 are focused on event-centric and share some
of the common characteristics such as few data operations require more resources
(computation, memory), maximum bandwidth, and specific QoS expectations,
particularly in terms of low latency and low energy footprints. As discussed ear-
lier, data operations can be routed over edge, fog, and cloud layers, and vice versa,
to optimize QoS requirements. However, as shown in Figure 1, the diversity of
device architectures and resource capacities decreases as we move towards the
cloud layer but increases as we move away from it. This presents challenges in
terms of the execution of such data analysis operations across multiple layers.

As discussed in the Introduction, we have two approaches to deal with the
data processing of these applications, first approach using containers by packing
all the operations into single container application and schedule, and migrate the
container applications between hosts in edge/fog to optimize the latency and en-
ergy consumption or other QoS parameters. The second approach, focused on
event-driven data processing, using dynamic serverless data pipelines for scalable
processing. Taking these aspects into account, the primary goals of the thesis are
three-fold as described below.
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Research Goals (RG)

RG1: To explore the challenges in existing container-based applications in

IoT data processing.

RG2: Precise investigation of approaches for building scalable serverless

data pipelines and checking their suitability for various IoT workloads.

RG3: Analyze and identify optimal reactive scaling methods for auto-scaling

the serverless data pipeline components to effectively process stochastic work-
L loads within the IoT continuum.

J

Regarding RG1, we explore and outline the challenges in container-based IoT
data processing, and the answer to RQI will address the solution to RG1. Re-
search studies [66]-[68] indicate that container-based data processing, applica-
tions bundled and executed as a monolithic containerized application. Over the
years, researchers have extensively investigated how to place tasks or schedule
containers in the three layers to meet the desired Quality of Service (QoS) re-
quirements. However, the challenge of reaching low latency and energy con-
sumption is further complicated by modern application workloads that are highly
dynamic [69] and heterogeneity in resource capabilities [70]. To address this
challenge, container migration and orchestration are the one approach to tune the
performance. Several research studies have investigated container migration ap-
proaches to improve application execution and reduce response time and other
QoS metrics [101], [102]. However, migration moves the entire application con-
tainer to the scheduled fog node. If the number of migrations is more, then more
bandwidth is consumed, which may hinder the performance of the IoT appli-
cations. So, the key challenge is to orchestrate all activities that adhere to the
scheduling decisions offered by the scheduling algorithm, placing the containers
on the appropriate hosts.

To provide quick and energy-efficient solutions, many previous work has fo-
cused on developing intelligent policies to schedule tasks (monolithic applica-
tion containers) on fog hosts [71], [72]. These methods have been dominated by
heuristic techniques [73]-[75]. Such approaches have low scheduling times and
work well for general cases. For accurate and scalable modeling of the fog envi-
ronment, there have been many works using local search based on deep learning
or learning models with neural networks that approximate an objective function
such as energy consumption or response time [69], [71], [76]. As these neural
networks approximate objective functions of the optimization problem and share
the same problem of high scheduling overhead. Such high scheduling times limit
the extent of possible improvement of latency and subsequently SLO violations.
This is not suitable for highly volatile environments where host and workload
characteristics may suddenly and erratically change. Thus, there is a need for an
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approach that not only can adapt quickly in volatile environments, but also has
low scheduling overheads to efficiently handle modern workload demands. This
problem motivates us to establish the research question as follows:

Research Question 1 (RQ1)

How feasible is the utilization and adoption of container-based mono-
lithic applications for loT data processing in fog environments without
encountering QoS bottlenecks?

Regarding to RG2, we highlight the key challenges by formulating with RQ2
and the answer to the research question will provide a solution to RG2. Serverless
functions are stateless with high granular scaling, which introduces additional
complexity [21] and challenges in data management between functions that re-
side in the edge, fog and cloud nodes [11], [168], [169], [176]. Some enterprise
solutions such as Azure IoT or AWS Greengrass use serverless edge functions to
pre-process and push data to enterprise clouds. Data movement between functions
that reside on the edge and in the cloud is often handled by using object storage
services such as AWS S3 [153]. However, it is challenging when a large set of
functions are deployed in edge/fog infrastructure and data needs to be transferred
on each function invocation [11]. The object storage may yield higher charges
when more data and more function invocations occur. Although object storage
attains the purpose of handling intermediate data, but costs, latency, etc., are chal-
lenging. There also exist off-the-shelf DP tools like StreamSet [172] and Apache
NiFi [170], [171], which provide some support for edge/fog environments and
can also be utilized to solve the issues, but they usually manage the flow of data
in a more centralized manner and often require significant computing resources to
run effectively.

Alternatively to object storage, its also possible to use message brokers (e.g.
Apache Kafka, MQTT) as Message Queues [163], [165], [166] between server-
less functions for designing serverless data pipelines. Compared to object-storage,
they would require less storage and may be faster due to more extensive memory
usage, which is highly desirable in edge/fog environments. However, compared to
NiFi, it may be more difficult, for example, creating and designing the pipelines
when there are a large number of functions and to control the precise execution
flow of pipelines.

Despite the large number of research works published related to serverless IoT
data processing [11], [23]-[25], [27], [28], [30], there is still a significant gap
in the research literature in terms of creating and designing SDPs. The existing
research literature is not convincing enough to choose a suitable approach for
specific data and computing-intensive applications. This research gap motivates
us to address the following research question.
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Research Question 2 (RQ2)

How can Serverless Data Pipelines are created in fog and edge comput-
ing environments, that are suitable to specific requirements of diverse
IoT applications?

Regarding RG3, we explore scaling challenges of serverless data pipelines, and
the answer to RQ3 will address the solution to RG3. In the scenarios discussed
above, user workloads can often be stochastic [54] and require a faster response
time [52], [53]. Therefore, such workloads need serverless data pipelines with
auto-scaling capability to adjust to changing demand. However, the auto-scaling
of SDPs in fog environments has to be optimal. Over-provisioning of resources
(serverless function or other pipeline components) can lead to higher utilization,
which can consume more resources and hinder the performance of other work-
loads [173]-[175]. Moreover, under-provisioning of resources may degrade the
expected QoS of running workloads. We know that SDP has multiple components,
for example, serverless functions and data handling and routing components. Now
the question is which component to scale based on the workload pattern, for in-
stance, scaling only serverless function will work, or both components should be
scaled. Auto-scaling is heavily driven by a set of configurations and rules that act
as threshold metrics for making scaling decisions [59], [60], [175]. Moreover, it
is challenging for developers to identify such scaling rules on each function or
pipeline component deployed in the system.

In addition, the scalability of SDPs can be achieved through available standard
auto-scaling methods such as resource metrics and workload-based techniques.
However, an investigation is needed to determine which approaches are effective
for configuring SDP components under diverse workload patterns. Taking into
account of workload behavior and auto scaling challenges, the research question
that arises is the following.

Research Question 3 (RQ3)

How can we leverage the existing auto-scaling approaches for scaling
the serverless data pipelines that are suitable for diverse and dynamic
workload patterns?

1.2. Research Methodology

Considering the challenges and aligned research questions in previous section, we
present methodology to answer the research questions.

To address RQ1, we explored existing approaches to orchestrate container-
based IoT applications in edge and fog environments. We found that the current
state-of-the-art literature has focused on solving scheduling problems using sev-
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eral optimization techniques, such as heuristics, evolutionary methods, and re-
inforcement learning. However, these approaches need a longer decision time
to schedule. Furthermore, the migration of the container application was one
of the optimal approaches used to reduce energy consumption and latency, us-
ing the scheduling decision offered by the optimization algorithms. To study
the drawbacks of these approaches, we designed a simple Python-based discrete
event simulation tool that uses the concept of container migration and schedul-
ing for edge and fog computing. In addition, we designed a framework (real
test bed environment) that is used to deploy and orchestrate the scheduling deci-
sions offered by the scheduling algorithms in the simulator on real edge and fog
devices. The docker container engine and its Checkpoint/Restore In User-space
(CRIU) framework were used for container migration. We created docker images
of real-time IoT applications such as the Aeneas, PockeSphinx, and Yolo applica-
tions described in the article [111]. We investigated six state-of-the-art scheduling
approaches to measure energy consumption, number of migrations, latency, and
scheduling decision time.

Furthermore, we collected the data set by running these schedulers and random
schedulers. Using these data, we devised a neural network-based gradient-based
back-propagation scheme. In addition, we extend the orchestration approach by
using co-simulation to obtain an optimal and faster scheduling decision. How-
ever, our research investigation shows that a novel approach is efficient enough to
schedule container applications but has several drawbacks. Here, the whole con-
tainer is migrated instead of routing the user request along with the data. Further
container migration consumes more bandwidth and is not focused on scalability
aspects and event-driven architecture.

Taking into account the same IoT applications, we designed more advanced
data processing technologies using serverless data pipelines that support the event-
driven nature of IoT applications. To address the RQ2, we have shown how SDP
can be deployed in the three-layer IoT architecture. Aligned to the architecture,
we proposed three approaches for designing Serverless Data Pipelines with three
different data handling mechanisms such as Apache Nifi, MQTT Message Queue,
and MinlO object storage service like AWS Simple Storage Service (S3).

Furthermore, we designed serverless data pipeline approaches using those three
data handling mechanisms for three real-time fog computing workloads such as
Aeneas, Pocket-Sphinx, and a custom video processing application. We selected
applications with heterogeneous characteristics. For example, video processing
using Yolo requires extensive computational power, Aeneas prioritizes minimal
latency, and PocketSphinx is sensitive to bandwidth usage. We deployed SDPs
on real-time edge and fog cluster consisting of 5 Raspberry Pi cluster and Open-
Stack clouds. In addition, we measure performance metrics, such as processing
time and resource utilization of these different SDP approaches. From the perfor-
mance metrics, we draw up suitability analysis that helps the IoT developers to
choose the SDP approach to different types of fog computing workloads.
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To address RQ3, we first outline existing reactive scaling approaches such as
workload-based and resource utilization-based along with their scale configura-
tions and architecture. In addition, we show how such reactive approaches are
configured on serverless data pipeline components. For this, we used six different
scaling approaches that can be configured on SDP components. To validate their
performance, we used two real-time fog computing workloads, the Aeneas and
PuhatuMoniroting applications. We measure the performance, such as processing
time and resource utilization, of the scaling methods for various user arrival pat-
terns that mimic the Azure real-time serverless workloads. Furthermore, we offer
insights into the suitability of scaling approaches, experience, and challenges en-
countered during the implementation and evaluation of the scalability of serverless
data pipelines in various configurations.

In summary, the thesis contributes to the field of IoT data processing in three
key areas. Firstly, we developed a Python-based tool, integrated within container
orchestration, aimed at aiding researchers in demonstrating scheduling algorithms
for container orchestration. Through this tool, we conducted an in-depth analy-
sis of container application scheduling and migration, uncovering both benefits
and challenges. Secondly, we devised three serverless data pipeline approaches,
showcasing their advantages and offering a suitability analysis for different appli-
cations. This examination serves as a valuable resource for IoT developers seeking
guidance on selecting the most suitable data processing approach using serverless
computing. Thirdly, we conducted an analysis on scaling serverless data pipelines
utilizing existing auto-scaling mechanisms. Additionally, we conducted suitabil-
ity assessments for four workload patterns against six scaling approaches. This
comprehensive analysis provides invaluable insights for IoT developers in config-
uring scaling settings effectively.

1.3. Contributions

This thesis establishes three contributions that help IoT developers choose the
appropriate data processing mechanism.

Contribution 1: Container applications for loT data processing. We designed the
COSCO framework for container application scheduling and orchestration that
utilizes the migration approach. We implemented six state-of-the-art scheduling
algorithms (Heuristic, Evolutionary approaches, Max-Weight-based approaches,
Reinforcement Learning (RL) models) and two new algorithms (neural network-
based approach), GOBI (Gradient-based back-propagation to input) and GOBI*
(Uses co-simulation), which use back-propagation to input and are validated against
the baseline algorithms. We evaluated algorithms against performance metrics
such as the number of migrations, scheduling time, energy consumption, and re-
sponse time. The experimental results show a significant improvement in terms
of energy consumption, response time, service level objective, and scheduling
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time by up to 15, 40, 4 and 82%, respectively, compared to the state-of-the-art
algorithms. However, our experimental experience indicates that migration of the
entire data processing application induces more bandwidth as the number of mi-
grations increases.

Contribution 2: Design approaches for Serverless Data Pipelines. We designed
three serverless data pipeline approaches (based on the standard data flow tool
(DFT), based on object storage service (OSS), and based on MQTT), further im-
plemented using three real-time fog applications. Furthermore, we evaluated per-
formance using metrics such as end-to-end data processing processing processing
time, resource utilization (CPU, memory, read/write network) in edge, fog, and
cloud environments. Our results with suitability analysis indicate that DFT was
not suitable for compute-intensive applications such as video or image process-
ing, while OSS was better suited for this task. However, DFT was efficient for
bandwidth-intensive applications due to the minimal use of network resources.
On the other hand, MQTT-based SDP was observed with increase in CPU and
Memory usage as the number of users rose, and experienced a drop in data units
in the pipeline for PocketSphinx and custom video processing applications. How-
ever it performed well for Aeneas which had low size data units.

Contribution 3: Auto-scaling of Serverless Data Pipelines . To increase the ef-
ficiency of serverless data pipelines in terms of QoS metrics such as processing
time and resource utilization, we used the auto-scaling mechanism. We investi-
gated the scaling approaches that can adopt stochastic behavior of IoT workloads.
Further, we evaluated the scaling approaches on real-time fog environments, using
QoS metrics such as processing time and resource utilization. Our analysis of suit-
ability, using the weighted average scoring method on two QoS metrics, revealed
that for the Aeneas application, a combination of workload-based (QueueLength)
scaling at Message Queue Trigger and resource-based (CPU) scaling on serverless
functions was effective in dealing with Jump and Steady workloads, while only
resource-based (CPU) scaling on serverless functions was sufficient to handle
spikes and fluctuations. For the PuhatuMonitoring application, workload-based
(QueueLength) scaling on serverless functions was effective for Jump and Steady
workloads, while workload-based (RPS) scaling adequately managed spikes and
fluctuations.

1.4. Thesis Structure

Sections 1.1 to 1.3 provided the context for the thesis, outlined the research goals,
presented our research methodology, and described the contributions of the thesis.
Overall structure of the thesis is organized as shown in Figure 2 and Table 1.

Chapter 2 offers a comprehensive background on essential concepts, including
the Internet of Things (IoT) and its layered architecture, various data processing
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Table 1. Overview of research goals and corresponding contributions along with publi-

cations

| Research Goal

| Research Question |

Contributions

RG1: To explore the challenges in
existing container-based applications
in IoT data processing.

RQ1: How feasible is the utilization and
adoption of container-based mono-
lithic applications for IoT data
processing in fog environments without
encountering QoS bottlenecks?

#1 - Container applications for
IoT data processing

Publications:
- (2020) TPDS [1]

RG2: Precise investigation of
approaches for building scalable
serverless data pipelines and checking

their suitability for various IoT workloads.

RQ2: How can Serverless Data Pipelines be
created in Fog and Edge computing environments
that are suitable to specific requirements of diverse
IoT applications?

#2 - Design of serverless data pipelines

Publications:
- (2021) FGCS [2]
- (2022) Springer Book Chapter [3]

RG3: Analyze and identify optimal
reactive scaling methods for auto-scaling
the serverless data pipeline components to
effectively process stochastic work-

loads within the IoT continuum.

RQ3: How can we leverage the existing
auto-scaling approaches for scaling

the serverless data pipelines that are
suitable for diverse and dynamic
workload patterns?

#3 - Auto-scaling of serverless data pipelines

Publications:
- (2024) submitted to ACM TAAS [5]
- (2022) WFIoT Conference [4]

Chapter 1
Introduction

]

Chapter 2

(

Contribution 1 (RQ1)

Chapter 3
Monolithic containerized
applications for loT data

processing

Background
and Related Work

Contribution 2 (RQ2)

"

Chapter 4
Design of Serverless Data
Pipelines and their suitability
analysis

|
L J

Contribution 3 (RQ3)

Chapter 5
Auto-Scaling of Serverless
Data Pipelines

l

Conclusion and Future
Directions

Figure 2. Structure of the thesis
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methods, containers, serverless computing, and data pipeline mechanisms. In ad-
dition, this chapter provides a detailed overview of the real-time IoT applications
featured in this thesis.

Chapter 3, tackles the RQ1 of RG1. This chapter investigates monolithic container-
based data processing and presents our proposed container orchestration algo-
rithm. This work was extracted from work [1] and published in IEEE Transactions
on Parallel and Distributed Systems.

Chapter 4 tackles on addressing RQ2 of RG2 and is based on the work [2],
[3]. This work was published in Future Generation Computer Systems and the
Springer book chapter.

Chapter 5 addresses RQ3 of RG3 and is based on the works [4], [5]. This
work [5] will be submitted for review. Article [4] presented and published in
the proceedings of 2022 IEEE 8th World Forum on Internet of Things (WF-1oT) .

Chapter 6 serves as the conclusion of the thesis, summarizing key findings, and
outlines potential directions for future research.
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2. BACKGROUND

This chapter provides a comprehensive overview of key concepts and terminol-
ogy used throughout the thesis, as well as a detailed explanation of the real-time
applications used to illustrate the research objectives. Section 2.1 outlines the
essential components of the three-tier IoT system, while Section 2.2 offers in-
formation on the architecture of IoT computing, including edge, fog, and cloud
computing. Furthermore, Section 2.3 provides an in-depth look at cloud-centric
data processing, along with its associated challenges, while also highlighting the
advantages conferred by edge- and fog-centric data processing architectures.

Section 2.4 outlines containers and serverless computing as integral elements
of data processing, accompanied by a comparative evaluation of container-based
solutions versus serverless computing along with their respective merits and draw-
backs. Furthermore, Section 2.5 dives into the architecture of serverless comput-
ing and its implementation in the design of serverless data pipelines for IoT data
processing. Finally, in Section 2.6, we describe four real-time IoT applications
used to support the demonstration of the research objectives outlined in this the-
sis.

2.1. Internet of Things

The "Internet" is a significant and revolutionary term in the current digital world.
Way back in 1962, where research was started by Defense Advanced Research
Projects Agency (DARPA) and later named Advanced Research Projects Agency
Network (ARPANET) in 1969. The Internet became a significant component of
the IoT, and history goes back to the 1980s when the first Internet-connected Coca-
Cola machine used at Carnegie Mellon University, this IoT system was used to
check to see if there was a drink available and if it was cold. The keyword In-
ternet of Things was originally coined in 1999 by Kevin Ashton, who was MIT’s
Executive Director of Auto-ID Labs. He believed that Radio Frequency Identi-
fication (RFID) was a prerequisite for the Internet of Things, where all devices
were tagged with RFID and computers could manage, track and inventory them.

A commonly known definition of IoT from the Cluster of European Research
Projects (CERP) on the Internet of Things states that "The Internet of Things al-
lows people and things to be connected anytime, anywhere, with anything and
anyone, ideally using any path / network and any service”. This signifies two
keywords, "Internet" and "Things", where Things encompass a more generic set
of physical entities such as smart devices sensors and any other object that is aware
of its context and can communicate with other entities, making it accessible at any
time, anywhere over the Internet.

Generally, "things" refer to a physical object that can sense, process, and actu-
ate, which is controlled and managed over the Internet. For example, controlling
the heating system in the apartment based on external weather conditions and

28



Juswabeuey ssa00y pue Ajusp| ‘Aoeald

‘ Data Visualization/ } [@ Data

B API
Management

Web Portal Integration
e — N
:[ Event Processing and Analytics |
| |
I : . 5
| Resource Managment Service Repository and |,
! (Edge/Fog, Cloud ) Discovery |
i Eneterprise Shared Bus, Message Brokers, ) i
| (Data Collection. Routing, Transport) |
r_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—_—‘_ —
I
| - Communications Control 3 o
' Data | | HTTP, MQTT, AMQP Foomel 9
| s g
| N =
| Devices } D
I | >
| g I a % y W @ K-

I

| Bz | 3
| & P~ B L
e

Figure 3. IoT Reference Architecture

29



human activities. Currently, such applications fall into several domains such as
Smart City, Industrial, and Healthcare applications. Rapid innovations and ad-
vancements in Telecommunication technologies like 5G and other allied areas en-
abled significant transformation in the ubiquitous use of IoT applications achiev-
ing the "Internet of Everything" (IoE). The key term "IoE" is used by CISCO
to describe things, places, and people that expose and consume services to each
other entities, enabling machine-to-machine, human-to-machine and human-with-
environment interactions.

The building blocks of an IoT system include several entities such as sensory
embedded devices, communication networks, and application services. Over the
years, [oT research has taken considerable interest in academia and research com-
munities to realize the IoT concepts to reality, in essence, to provide a picture
as a unified network of smart objects, people, and processes that are capable of
universally and ubiquitously communicating with each other.

Several organizations such as the International Telecommunication Union (ITU),
CISCO, IEEE, and the European Research Cluster on the Internet of Things de-
vised open standard methodologies and architectures defining the components or
service layers in the IoT systems. The consortium of industry parameters led by
CISCO presented an IoT reference architecture, which focuses on a seven-layer
architecture. Research teams in academia have suggested similar reference ar-
chitectures. The benefit of these reference architectures and models is that they
provide a broad overview of the entire system, hiding the particular limitations and
implementation details. This gives them an advantage over other architectures.

Figure 3 shows the IoT reference architecture, which is a modified version of
the additional services and presentation layers. The number box in each service
and presentation layer indicates the mapping of the components from CISCO’s
S-layer architecture. The service layer includes data processing and analytics, re-
source management and resource discovery, additional message brokers, and an
Eneterprise Service Bus (ESB) built on top of the communication and physical
layers. The presentation layers focus on data integration and API management for
sharing the data, and visualization using custom dashboards on web portals. In
addition, device and data security over all layers is provided by the privacy, iden-
tity, and access management layers. Device management is the main service that
provides the configuration and management of 10T devices on physical objects.

Layer 1 comprises sensor devices, including video cameras, vehicles equipped
with sensor arrays, and smart home devices. Sensors like those for humidity, tem-
perature, and CO2 can be connected to microcontroller units (MCUs), system-on-
chip (SoC) devices, or ARM-based devices such as Raspberry Pis. These sensor-
equipped devices can communicate over various network channels such as Wi-Fi,
BLE/Bluetooth, Zigbee, LoORaWAN (Long Range Wide Area Network), or NB-
IoT (Narrowband IoT). IoT devices typically operate on limited power sources,
such as batteries or energy harvesting. Therefore, low power consumption is crit-
ical. For instance, sensors and microcontrollers used in IoT devices are designed
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to operate efficiently on minimal power. 10T devices often handle small amounts
of data but may need to process or transmit this data frequently. Throughput re-
quirements can vary; for example, video surveillance IoT devices need higher
throughput compared to environmental sensors.

Further, these devices have the ability to perceive information and also trans-
mit it through communication channels that support lightweight communication
protocols such as MQTT, HTTP, and AMQP, which are part of Layer 2. This
layer serves as the communication interface for transmitting and receiving data
and control signals between the upper layer and the devices in Layer 1.

Layer 3 encompasses various elements that handle the collection, storage, data
processing, routing, and supervision of relevant resources. Within this layer, mes-
sage brokers or event channels play a pivotal role in collecting, routing, and trans-
porting data through designated channels. Additionally, resource management in-
cludes tasks such as scheduling, scaling, and overseeing resources in continuous
IoT clusters such as edge, fog, and cloud, all coordinated by the resource man-
agement component. Service discovery and recovery mechanisms automate the
connection of data processing systems and data storage. In addition, the responsi-
bility of processing IoT data, extracting insights, and executing actions based on
specific business logic to interact with the remote IoT environment falls under the
purview of the data processing and algorithmic control component. Layer 3 is of
paramount importance within the context of this proposed thesis. In the following
section, we will discuss further the compute continuum and the associated data
processing approaches.

2.2. Compute Continuum in loT

We extend the description of the layer 3 resource management component, layer
2 and layer 1 from Figure 3 in the context of the compute continuum. Typically,
the compute continuum is dispersed into three layers, cloud, fog, and edge com-
puting [77]-[79]. The computing continuum brings cloud data centers close to
data sources located at the edge of the network by creating micro data centers
located in various geographical locations with an increase in heterogeneity of de-
vices that pose challenges in application deployment and data management [80].
Subsequently, our proposed thesis addresses the three research questions (RQI,
RQ2, and RQ3) in IoT data processing to achieve the desired QoS (such as low
latency, optimal resource utilization) by leveraging the compute continuum.

2.2.1. Cloud Computing

Cloud computing offers the ability to seamlessly rent compute, storage, and net-
work services through a pay-as-you-go model. It is supported by a virtual pool
of limitless resources and clusters that exhibit scalability and elasticity. These re-
sources are leased to users based on negotiated QoS metrics specified in Service
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Level Agreements. Typically, cloud data centers with high-end servers with sev-
eral thousands of CPUs, terabytes of memory and storage leased dynamically and
reliably to multiple users by sharing the underlying infrastructure.

In the context of IoT and data processing, IoT developers can configure expen-
sive distributed data processing clusters for scalable operations such as Apache
Spark, Flink, or Storm. Additionally, the use of preconfigured data pipeline ser-
vices, such as Google Data Flow and AWS Data Pipeline, to design end-to-end
data migration and processing pipelines for IoT data.

2.2.2. Fog Computing

The first definition of fog computing proposed in 2012 by CISCO was "Virtual-
ized platform that delivers the compute, storage, and networking service between
end devices and traditional cloud data centers" [77]. It states that fog acts as an
intermediate layer between the cloud and the terminal sensor devices. However,
in a more diversified way, researchers [81], [82] defined- "Fog computing as a
scenario where a large number of ubiquitous and ubiquitous heterogeneous (wire-
less and sometimes autonomous) devices communicate and potentially cooperate
among them and with the network to perform storage and processing tasks). It
means that fog computing ecosystem is made up of a large number of fog nodes
such as high-end routers, gateways, switches, mobile base stations, and custom
fog servers. These devices have compute, storage, and network capabilities like
cloud data centers, but at nanoscale. They can act as nano-data centers between
the cloud and terminal layer. These devices are located on streets, restaurants,
mobile base stations, or other suitable areas. They can be static at a fixed location
or mobile on a moving carrier. The end devices can be conveniently connected to
the fog nodes to obtain services. They have the capability to compute, transmit,
and temporarily store the received sensed data. Real-time analysis and latency-
sensitive applications can be performed in the fog layer.

Fog servers are equipped with the ability to host container runtimes, such as
Docker and Containerd, as part of the fundamental infrastructure. This also drives
to create large-scale Kubernetes clusters by grouping the multiple fog servers.
This provides IoT developers with the ability to package applications, execute
them across multiple fog nodes, and scale them. Furthermore, Serverless Run-
time Environments such as OpenFaaS or Fission essentially hosted on the K8s or
container run times which provides the facility to create functions for data opera-
tions and scale the functions based on the IoT data arrival rate.

2.2.3. Edge Computing

Edge computing encompassed a set of end point devices such as sensing elements,
surveillance cameras, high-end sensing devices, mobile phones with connected
sensors, smart vehicles, health behavior measurement devices, and other smart
devices. Edge devices usually with computation constraint devices can sense the
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data and actuate based upon the control signal generated upon the data processing
carried out at higher compute elements. They normally sense the data of phys-
ical objects and send them to the upper layers for processing. In general, these
devices are geographically distributed in nature. Edge devices connected to near
by routers or switches or IoT controller nodes, which can perform the simple data
analytic operations such as filtering, error correction, or consolidation or other
such operations.

2.3. Data processing in loT

Taking into account Figure 3, the layer 3 component focuses mainly on event
processing and data analytics, specifically tailored for IoT data processing. To
align with Quality of Service (QoS) expectations and fulfill user Service Level
Objectives, there are two key strategies: data can be transferred to the cloud or
processed in close proximity to data sources within edge and fog environments.
Moreover, the research literature highlights exploring two distinct approaches: a
cloud-centric approach and an edge/fog-centric approach.

2.3.1. Cloud-centric approach

In the cloud-centric approach, all data must be transported to one central data
center and processed using scalable data processing platforms (such as Apache
Spark, Flint, or serverless data processing pipelines ). Several solutions [114] ex-
ist for cloud-centered IoT platforms from different CSPs such as ThingsSpeak!,
Cayenne?, etc, but such platforms are fully focused on collecting data from IoT
devices and performing complete data processing and controlling device opera-
tions from centralized clouds. However, using only cloud-centric IoT platforms
has multiple disadvantages, such as high end-to-end connectivity dependency,
higher latency, higher transfer and storage costs, and other typical issues with
centralized data collection. Its challenging due to that current IoT applications
are latency agnostic and demand for huge bandwidth to upload live data streams
to clouds for processing (for example, using thermal video cameras for predictive
maintenance of heavy electrical machines or detecting safety position of workers
using video cameras).

2.3.2. Edge/Fog-centric approach

Recently, edge / fog-centric data processing has gained considerable interest in in-
dustry and academia [43], [115]-[117] due to the need of immediate data process-
ing solutions that take advantage of current advances in the Internet and telecom-
munication industry. The primary focus in this type of architecture is to perform
preliminary operations near the source(in gateways, on-premise servers, or near by

Uhttps://thingspeak.com/
Zhttps://developers.mydevices.com/cayenne/features/
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geographically distinct located servers), such as video compression or data aggre-
gation, and further transported to cloud systems. State-of-the-art research on edge
/ fog computing-based data processing has been heavily investigated to solve inter-
esting problems such as scheduling and placement of user tasks (data operations)
based on user QoS expectations [118]-[120], tuning the infrastructure so as to re-
duce the energy consumption and maximum utilization of the fog resources [69],
[121], [122], data management and orchestration in data analytic pipelines [123]-
[125], further choosing the best approach for data processing when it comes to
stream, batch or function-based processing [117], [126].

Previous work diversified with the use of monolithic containerized applica-
tions and serverless functions as part of data processing architecture. Some works
demonstrates the advantages of using containerized applications, where fog clus-
ters are configured with container engines that involve many fog nodes. The data
operations are bundled in to container instance which is created in the fog cluster
along with the data. Furthermore, the container migration approach was used in
previous work [106] to tune the efficient use of fog resources and QoS metrics.
The serverless edge/fog architecture provides better advantages over monolithic
containerized applications in terms of scaling, agility, and function scheduling.
Cheng et al. [21] proposed a serverless data processing architecture for fog-based
data processing. The serverless engine is configured on fog nodes and data orches-
tration is enabled through data centric programming model called Fog Function.
Similarly, Cassel et al. have implemented the serverless architecture for IoT data
processing and show potential benefits.

We use both architectural approaches, container-based and serverless-based
edge/fog data processing. In addressing RQ1 within Contribution 1, we leverage
a monolithic container-based fog system in conjunction with a migration strategy
to effectively schedule containers on the fog nodes, optimizing resource utiliza-
tion, and ensuring quality of service metrics. Additionally, for RQ2 and RQ3,
we adopt a serverless architecture for data processing, orchestrating the scaling of
data operations by designing scalable event-driven serverless data pipelines.

2.4. Containers

In the past, most applications were configured and deployed on bare metal servers.
This was the responsibility of the developer, who had to develop, configure, and
manage the application’s deployment on the server. This on-premise deployment
of the application posed challenges such as underutilization of servers, scalability,
and portability. Recent developments in virtualization have enabled faster deploy-
ment and configuration of applications through the creation of virtual machines
and storage. However, virtual machines are complex in their architecture, which
means that the images of the operating system are larger and take longer to boot.
This results in longer application deployment times, which can range from a few
minutes to several hours.
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Over the years, the design and development of software applications have
changed rapidly, focusing on agility and the delivery of software to meet chang-
ing business needs. Such a transformation evolved recommending ease of de-
ployment and focus on the business logic rather than infrastructure management.
This evolution has seen a progression from the use of bare-metal servers to virtual
machines and further toward containerization.

Containers became the mainstream in the application configuration and de-
ployment. In container-based applications, developers need to pack the appli-
cation code, libraries, and system libraries by creating an application image to
deploy it on the infrastructure. Containers are efficient self-contained packages of
software that include the application code, its necessary libraries, and its depen-
dencies. They can be run on a variety of platforms, including desktops, laptops,
traditional systems, and cloud environments. Containers make use of operating
system virtualization, taking advantage of the Linux Namespaces and Control
Groups (cgroups) features of the OS kernel. Furthermore, containerization brings
numerous advantages (such as fast time to market, manage scalability and porta-
bility, and quick deployment) in transitioning applications from a monolithic ar-
chitecture to a light-weight container-based architecture, compared to traditional
and virtual machine-based deployment methods.

2.4.1. Container Engines

Container engines are the technology used to create, manage, and deploy con-
tainer applications and images. Container architecture is based on kernel features
that utilize the cgroups and namespaces of the host operating system to create iso-
lated containers by sharing host resources. Container engines are a ready-made
solution for handling Linux features and offer a straightforward way to manage
the container life cycle. Docker is a widely used tool for container runtime, and
other popular tools like Containerd and Podman are some of the others.

As we move from the cloud to the fog and edge layers, the heterogeneity of
hardware devices increases. For instance, ARM, x86, and x64 architecture de-
vices, as well as ESP33 and PyCom boards, are all embedded devices. Container
engines offer developers the opportunity to build container applications that are
compatible with multiple architectures and can run on edge and fog devices with
minimal effort.

Developers must package their application code, libraries, and system libraries
into an application image to deploy it on the infrastructure for container-based
applications. Additionally, they must also pay attention to scaling the application,
organizing the network, and managing storage. This eventually combersome task
for the developers, hence container orchestration tools provide feature to create
multi node cluster and manage the large cluster up to a few hundred hosts. Addi-
tionally, Container orchestration simplifies the job of multi-tenant service scaling,
configuration management, deployment, and security. The community has devel-
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oped several container orchestration tools and platforms; some of them are Docker
Swarm, Kubernetes, and others.

Kubernetes have multiple versions and one of such is K3S which is light weight
container orchestration specially for resource constraint edge devices. Using K3S
like engine, its easy to create and manage the multi-node cluster using edge nodes
and fog servers and run container-based applications across compute continuum.

2.4.2. Container Applications

Containerized applications are composed of the entire application itself with all
the modules and functions that are expected, or they may not be internally mono-
lithic but instead be structured as multiple components, layers, or a sequence of
operations. However, externally, it is a single container, a single process, a single
single service, or containing a set of operations.

A monolithic application has most of its functionality contained within a sin-
gle process/container, which is composed of internal layers or libraries. In this
context, a single container is deployed for each request, and based on the demand,
the copies of the containers are added based on the load balancing of the host
machines. The overall monolithic containerized application is shown in Figure 4.
The colored blocks symbolize the operations or groups of functions that the con-
tainer performs. Developers create a monolithic application and build a container
image that is compatible with multiple architectures. Subsequently, containers are
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generated across the compute continuum in accordance with the user demand and
Quality of Service (QoS) expectations.

2.4.3. Container Migration

Container migration is a strategy used to move running containers from an existing
container host to another container host. Container migration used by container
engines during node failures or as container delegation due to resource pressure
or other system failures. Container engines support migration functionality us-
ing the CRIU? (Checkpoint and Restore in User Space) utility. Docker offers a
migration approach using the CRIU utility and provides docker native commands
via CLI for example docker checkpoint for check pointing the running container
and docker start —checkpoint to start the container from where its check pointed.
This approach enbales the container to migrate from one docker host to another
docker host. Previous research work[41], [102], [128] used this approach to mi-
grate containers from overloaded fog nodes to under-loaded fog nodes without
compromising user QoS metrics. In contribution 1, we utilize the container mi-
gration approach to tune the energy consumption and latency optimization of user
workloads with SLAs.

2.5. Serverless Computing and Data Pipelines

2.5.1. Serverless Computing

Serverless had emerged as a new model of cloud computing to deploy and scale
applications at the functional level. This provides an opportunity for developers to
focus on business logic instead of focusing on scaling, configuring and managing
[87], [88]. Developers are required to just submit a function written in a high-
level language and the serverless systems will take care of everything else such
as instance selection, auto-scaling, deployment, fault tolerance, etc. Serverless is
also known as FaaS (Function as a Service), where a provider executes a piece of
code (normally called a function) by dynamically allocating the resources. The
code is typically run by provisioning the stateless containers and terminates after
execution. Developers or end users are billed only for the execution of functions,
unlike in the virtual machine billing model. This billing as opposed to traditional
systems, where there is a need to pay for idle CPU and memory. Hence, serverless
is advantageous and essential to run event-driven applications.

Event-driven systems consist of many short-running tasks expected to run in
any sequence or in any combination. Serverless functions could be triggered by
events such as data operations, http requests, querying services, update events in
business process, and other events such as monitoring services. The serverless
platform itself can be represented in the concept of an event processing system

3https://criu.org/

37



QOrigin of events Serverless Platform

FaaS User
Interface
HTTP requests

o API| Gateway
Queues
Object Storage
Notifications

Other event
sources

(" Function Worker |

[ Function Worker |

(" Function Worker |

" Function Worker ‘

Event Queues
Dispatcher

Event Sources

Figure 5. Serverless as an event processing system [84]

[13], [87]. The general architecture is represented in Figure 5. The events are as-
sociated with user defined functions. The event source triggers the event by send-
ing web service http requests, and associated functions are executed by master by
spawning workers with associated resource requirements based upon workloads.
Events are managed by queues for entry and exit of requests.

The driving force is the benefits of serverless architecture, such as process
agility and less operational cost, faster setup, and easier operational management.
The evolution of serverless proliferated into two main serverless paradigms known
as serverless runtime and serverless databases [84]. In this thesis, we only focus
on serverless run-times. The first serverless platform powered by AWS released in
2014 is known as the Lambda service [95] and is motivated by the open Lambda
project. In 2016, the serverless became part of the marketplace by the cloud giants
Microsoft Azure functions [94], Google cloud functions [93], and IBM Open-
Whisk [96]. Apart from the proprietary cloud providers, open source efforts lead
to the birth of projects such as OpenWhisk [92], OpenFaaS [91] and so on. The
following section provides an overview of several serverless platforms available
in the marketplace.

Commercial Serverless Platforms:. Public cloud serverless frameworks (FaaS)
enable developers to build, deploy functions, and applications using fully man-
aged end-to-end serverless platform. Several cloud serverless platforms are avail-
able in the market, and we limit ourselves to platforms that have a large user base
such as AWS Lambda, IBM Cloud functions, and Google Cloud Functions.

1. AWS Lambda: AWS Lambda [95] is a serverless, event-driven compute
service provided by AWS. Moreover, developers can set up triggers for
more than 200 software as a service applications (SaaS), including file pro-
cessing, stream processing, web applications, IoT back-ends, and mobile
back-ends. The run-times supported are Java, Go, PowerShell, Node.js, C#,
Python, and Ruby code. The cost of using the Lambda service measured in
invocation requests to function and memory duration (GB-Sec). However,
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one million invocations are free per month and $0.20 per one million after
exceeding the free limit. Taking into account memory limits, 400,000 GB-
Sec of compute time per month and after that <$0.000017 per 1 GB-Sec.

2. Microsoft Azure Functions: This serverless platform was started by Mi-
crosoft Azure in 2016. Azure Functions is a serverless compute service that
lets you run event-triggered code without having to explicitly provision or
manage the infrastructure. It supports C#, JavaScript, F#, Java, PowerShell
and Python run times. The price is calculated on the consumption and ex-
ecutions per second of the resource. Similarly like AWS, Azure functions
have similar free limits, for example, one million invocations a month. Af-
ter the free quota, $0.20 per million. For memory, Azure Functions have a
limit of 400K GB-Sec per month. After this $0.000016 per GB-Sec.

3. Google Cloud Functions [96]: It is provided by Google Cloud Services. It
is an event-driven compute platform that allows users to easily connect and
extend Google and third-party cloud services and build applications that
scale from zero to the planet scale.

4. IBM Cloud functions [95]: IBM offers this service based on the architecture
of the Apache OpenWhisk open source framework, which IBM manages.
This service finds applications in various use cases, serving as serverless
back-ends implemented as micro-services with clearly defined endpoints.
It is utilized for mobile backend, cognitive data processing, and data pro-
cessing through the composition of serverless functions, forming serverless
chains, commonly referred to as serverless data pipelines.

Opensource Serverless Platforms:. The following are the most popular open
source serverless frameworks with maturity in development to a large extent.

1. OpenFaaS: Alex Ellis created OpenFaaS, which has grown into a collabo-
rative project with a growing number of contributors. OpenFaaS is a frame-
work for developing serverless functions using Docker containers. It allows
developers to quickly create functions that contain their business logic with-
out having to write a lot of extra code. These functions can be triggered by
a variety of external events.

2. Apache OpenWhisk: Apache OpenWhisk is an open-source Serverless Com-
puting platform that enables functions to be executed in response to incom-
ing events at any scale. This architecture is based on Docker containers,
which provide the infrastructure, servers, and scalability needed. Develop-
ers have a wide range of programming languages to choose from, such as
Go, Java, .NET, PHP, Python, Ruby, Rust, Scala, and Swift. Functions can
be implemented with the desired runtime and executed on OpenWhisk us-
ing Docker images. OpenWhisk can be deployed on both local and cloud
infrastructures, with support for the Kubernetes, OpenShift, and Docker
Compose frameworks.
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2.5.2. Serverless Data Pipelines

IoT data processing typically consists of several stages like raw data collection
from IoT sensors, pre-processing, applying machine learning model for outlier
detection, tagging outliers and storing the results. Such a sequence of stages is
modeled in a pipeline manner with data processed at each stage and provided as
input to next stages. Data pipelines (DP) are chains of workflows with a series
of data processing components [97]. A DP tool/engine is a system with built-in
components that captures, organizes/manipulates, and routes data to one or more
required locations.

Modern DP tools are available as open source (Apache NiFi [98], StreamSet,
Apache Airflow) or as commercial products (Google Data Flow). Leveraging such
data pipeline engines in IoT data processing has several benefits, such as account-
ability and guaranteed delivery; however, such clusters often need more resources
and are not efficient in resource-constraint and event-driven IoT systems.

A simple example of a serverless data pipeline is shown in Figure 6. Consider
a use-case in smart factory, where video surveillance cameras are used to detect
the false pose of factory worker while operating a sensitive device/machine; here,
video streams are collected, split into frames (images) and detect the pose of the
worker, finally alerting the administration and the worker about false pose that
yield harm to person or to the machine. Each module depends on the previous
module for data input, which resembles a data pipeline. The video data generated
from video camera (data source) is processed in a sequence of modules and finally
stored in a storage (data sink). Here, moving entire video streams for cloud-
oriented data processing yields major disadvantages in bandwidth issues to upload
video, latency, and cost of processing. So, essentially, part of data processing
pipeline executed near the data source and further on to the cloud systems or
entire pipeline deployed near the data source on the factory floor. However, due
to advancements, cloud services can bring near to the device and then streamline
from edge to cloud data processing.

Its challenging to configure compute and memory hungry data pipeline plat-
forms in the factory floor. Therefore, due to the light weight and easy synchroniza-
tion of serverless functions from cloud to edge and vice versa by cloud providers,
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the data processing is efficient. Aligning to this, entire use-case modules are de-
composed to individual serverless functions, where each function output is fed to
another serverless function for processing data from the source sink by construct-
ing pipelines, which are termed Serverless Data Pipelines. In Figure 6, SF1, SF2,
and SF3 are serverless functions (SF) formed as data pipelines. Due to the non-
stateless nature of serverless functions, intermediate storage units are used for a
complete end-to-end data pipeline. Once SF is designed, it can reuse and deploy
on platform-independent and heterogeneous hardware such as X86 or ARM sys-
tems. This drastically reduces the time to market and developers need not worry.

2.6. Real Time loT applications

In this thesis, we realized the use of containers and SDPs using four real-time
IoT applications that include video processing (yolo), Aeneas, Pockesphinx and
Puhatu environmental monitoring applications. The first three applications belong
to the set of standard fog computing workloads or applications that are considered
from the article [85]. Applications are classified into latency critical (LC), band-
width intensive (BI), location aware (LA), and computationally intensive (CI).
The Puhatu monitoring application is an application with small data units and is
a latency critical application, as considered in our article [4]. These applications
are redesigned as a series of data flow pipelines that can spread across edge, fog,
and cloud infrastructure for the implementation of SDPs. In Chapter 3, we de-
signed these applications (excluding PuhatuMonitoring) as monolithic containers
by packing all the data operations into a single container image. The detailed
implementation of data flow pipelines is described in chapters 4 and 5.

2.6.1. Video processing application

The You Only Look Once (YOLO) makes predictions with a single network eval-
uation, unlike systems like Region-Based Convolutional Neural Networks (R-
CNN), which require thousands of networks for a single image. Hence, its pre-
dictions are 1000x faster than R-CNN and 100x faster than Fast R-CNN. This fog
application is the ideal candidate to consider because of bandwidth sensitiveness
and requires high network bandwidth to send video stream from edge node to
cloud and aiming for faster processing with immediate response. Most of the op-
erations are compute-intensive and demand for more CPU and Memory resources.
So, the application is designed to process the preliminary detection of objects in
fog and send them to the cloud for further analysis. To understand precisely, we
use a scenario of real-time object detection from the article [86]. The abstract flow
of the data in this use case is shown in Figure 7. Here a drone is used to capture
the video footage and to process this, sequences of operations are carried out as
follows:

1. Drone captures video footage and forwards it to edge gateway using a com-

munication protocol such as MQTT or HTTP or other protocols.
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2. Edge gateway compresses the video and forwards to fog nodes.

et

In a fog node, the video is decompressed using a set of tools (gzip or zip).

4. The video will be split into a number of frames that can be processed indi-
vidually.

5. The frames are passed to YOLOv3 framework and objects are identified
from respective frame.

6. The raw output generated from YOLOV3 is processed to json document.
This will nicely arrange the raw text into json elements consisting of iden-
tified objects.

7. The json documents are stored in storage service for further analysis.

This application is used as a real-time workload in Chapters 3 and 4. The set
of activities described above is encapsulated in a single monolithic container in
Chapter 3. However, in Chapter 4, each task is an individual service and is de-
signed as a data pipeline. To design the above example in traditional computing
platforms, the developer needs to specify the necessary input, configuration, and
run-time environment to perform the required data operation seamlessly by pro-
visioning resources on the fly. However, it adds an issue of over-provisioning,
rather than demand. For example, short-running tasks like triggering an alert mes-
sage to the end-user when a human/animal object is identified don’t require heavy
computation. Thankfully, the serverless platform can subsidize this issue by in-
voking functions whenever events are triggered by consuming less computation
resources.

In this application, the entire video processing application is decoupled into a
set of OpenFaaS-based serverless functions as shown in Table 2. Among these,
two major functions are (a) Split and (b) Yolo as described in the following.

 Split: Splits the video into multiple frames using ffmpeg, an image/video
editing tool. The number of splits depends on the value given to the fps
argument in ffmpeg command

* Yolo: Yolo is an object detection framework that has a darknet library.
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The rest of the functions mentioned in Table 2 are used as subsidiary functions in
the pipeline. This video processing application is implemented in all three SDP
approaches, as described in Section 4.3.

Table 2. Number of serverless functions used

| SDP/Application =~ Aeneas  Pocketsphinx  Video proc,l

DFT based SDP 2 3 3
OSS based SDP 5 6 6
MQTT based SDP 2 3 3

2.6.2. Aeneas: A text-audio synchronization

The Aeneas tool is specialized for automated synchronization of audio to a given
text file, also known as forced alignment. It automatically generates a synchro-
nization map between a list of given text fragments and an audio file containing
the narration of the text.

This fog application is the ideal candidate to consider because of bandwidth-
intensive and consumes huge network bandwidth to stream audio files from a large
set of end-user devices to the edge node and cloud node. End users aim for faster
response times, and to achieve this, few of the operations are performed in fog
nodes. We show the scenario of an Aeneas-based real-time application and its
abstract flow in Figure 8.

Here, end-user devices, such as mobile devices or other devices, are used to
stream.wav or.mp3 audio files. Then the following operations are carried out as
follows:

1. End user offloads a .wav file to edge gateway using a mobile device.
2. Edge gateway compresses the audio and forwards to fog nodes.

3. In a fog node, audio is decompressed using a set of tools (gzip or zip).
4

. The file (.xhtml) is downloaded from the cloud or other repository that is
used as input to the Aeneas tool. The file contains text that is used for
alignment in the audio file.
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5. The raw .mp3 or .wav is processed using the Aeneas tool along with the
given file (.xhtml). The Aeneas tool has the facility to generate the align-
ment output in json.

6. The json documents are stored in a storage service for further analysis.

In Chapter 3, we use the Aeneas application composed of a monolithic container
with all the sets of activities described above. However, in Chapter 4, the set of
activities composed into SDP by designing the individual activity in to service.
The above traditional data pipeline is redesigned to SDP by composing these op-
erations into serverless functions. It has one major function:

* ageneas: Aeneas is python library for forced alignment of given text in a
audio file and is configured with python3 run time. This function accepts
two input files text file (.txt, .xhtml), audio file (.wav,.mp3) and generates
the aligned output (.json, .mile). It generates .json as a HTTP response to
the invocation.

2.6.3. PocketSphinx: A Speech-to-text conversion

It is a software engine specialized for speaker-independent continuous speech
recognition [85]. An audio file (.wav) is converted to a defined language in text
form using a pre-trained acoustic model to determine the source and destination
language for speech-to-text conversion. The sample audio files are taken from the
large-scale speech repository 4.

In this fog application, we consider a scenario where end user submits a.wav
file via mobile phone and it needs to be processed (either fog/cloud) to find a
given text in the audio file. This application is bandwidth and compute intensive
and requires higher network bandwidth to offload the audio files to the cloud.
Hence, it is feasible to process near the data source in the fog nodes to achieve
higher response times. Figure 9 shows the abstract view of the application with
the following set of operations:

“http://www.repository.voxforge1.org/downloads/SpeechCorpus
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In Chapter 3, we use the PocketSphinx application composed of a monolithic
container with all the sets of activities described above. However, in Chapter 4,
the set of activities composed into SDP by designing the individual activity in to
service. The general flow of the PocketSphinx application mentioned above is
designed to a set of serverless functions as shown in Table 2. It has one major
function:

* pocketsphinx: Pocketsphinx is a Python library for speech-to-text conver-
sion using a predefined acoustic model. This function accepts one audio file
(-wav,.mp3) and generates the aligned output (.json). It generates .json as a
HTTP response to the invocation.

In Chapter 3 Section 3.2.2 and Section 3.5.2 will describe the workload model
that represents the task considered to be a monolithic container of such real-time
applications along with the data. In Chapter 4, we represent F = {f1, f2,..., fm}
as a set of serverless functions for each application, for example, Aeneas for DFT
based SDP has m = 2. In Section 4.3 of Chapter 4, we describe the specific imple-
mentation of SDP approaches and three associated use cases that are implemented
according to the design of the proposed SDPs.

2.6.4. Puhatu Monitoring Application

The wetland environmental monitoring takes place in the northern part of the
Puhatu Nature Protection Area (NPA), NW Estonia, next to the open-pit oil-shale
quarry. Actual mining occurs mostly 1 km north of the NPA boundary, but under-
ground parts of the mine, groundwater pumping and draining channels are only
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a couple of hundred meters from the protection area. The aim of the monitoring
network is to observe if groundwater lowering affects the surface water hydrologi-
cal regime in the wetland. Two main parameters are monitored. First, fluctuations
in water level with respect to the ground surface occur in shallow wells that are
penetrated by peat. Second, changes in the ground surface altitude of peat must
be measured relative to the mineral soil below the peat because the highly porous
water-saturated peat itself can compact due to the lowering of groundwater in
the long term. There are 15 monitoring sites, grouped into five profiles that are
roughly perpendicular to the Puhatu NPA / quarry boundary.

An abstract view of Puhatu monitoring is shown in Figure 10. This includes
three layers in the system and is responsible for collecting and storing the sen-
sory data from the monitoring system to cloud storage. It consists of three layers:
Data Acquisition Layer (DAL), Data Processing Layer (DPL), and Data Storage
and Visualization Layer (DSVL). The DAL is a primary layer that collects raw
streaming data (payload) from a set of environmental monitoring sensors and de-
codes the payload to extract the sensor data and metadata. Furthermore, the DPL
is the intermediate layer responsible for collecting the data from the DAL and
passing through the data pipeline to convert the data formats and extract the re-
quired features to store in a time-series database. Finally, the DSVL is responsible
for storing and generating visualization charts to show the data stream measure-
ments over the timestamps. It also has the alert mechanism to inform an organiza-
tion of a major change in the readings of the data stream. The detailed description
of individual layers is given in the following subsections.

Data Acquisition Layer. The data acquisition layer consists of hardware com-
ponents such as IoT devices connected with in situ sensors, the LORA gateway,
and the network server. The monitoring area is very remote and LTE does not
extend to all sites. One of the monitoring IoT devices is shown in Figure 12. IoT
devices are attached to mineral soil-anchored steel tubes that also serve as poles
for the LORA antenna. The devices are powered by a LiPo battery that is charged
using a 2W solar panel.
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IoT devices have an MS5803-07 pressure sensor to measure absolute pressure
and temperature in the water well, while the same type of sensor or MS6805
pressure sensor is in the device box to measure air pressure and temperature. The
water level in the well is calculated as the pressure difference between these two
sensors, expressed as meters of H20. The IoT device is controlled by Pycom
FiPy on an expansion board. It has an ESP32 chip that is programmable with
micropython. It supports five networks, including LoRa.

The elevation changes on the ground surface were measured with ultrasonic
distance sensors (MAXBOTIX MB7360) that were located at the base of the de-
vice box. Since the steel tubes and the device box are anchored to the mineral soil,
the change in distance indicates the rise or lowering of the peat surface. Initially,
measurements were made on natural ground, but moss and grass form a rough
surface from which ultrasound reflections are weak and distances vary. There-
fore, the short plastic tube was inserted into the peat soil so that its top surface
extended 20 cm above the ground. Having a reference above the actual ground
surface also helps to get true ground surface fluctuations because in rainy periods
the area may be flooded.

Data Processing Layer. The aim of the DPL is to pre-process the raw data,
detect the outliers, tag the data and make it ready to store in the storage server in
the DSVL layer as shown in Figure 13. The DPL consists of software services
such as Apache NiFi, a serverless runtime engine, and a message queue broker
(MQTT) based on the type of SDP design.

Figure 13 illustrates the working of the Data processing Layer. The Network
Server (TheThingsNetwork Server) receives the raw payload from the IoT device
and decodes it and then publishes it to various endpoints such as MQTT or HTTP
APIs. The decoded payload is subscribed from the MQTT broker. The MQTT
subscriber is connected to the broker over a TLS encryption channel. Here, the
MQTT subscriber subscribes to the topic /up, which means that data will be re-
ceived from all active devices in the Network Server. The data consumed are in
json format and passed to the next task to pre-process the data. The raw data (json)
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received includes sensor readings, metadata, and other gateway-related informa-
tion. The pre-processing task is to extract the required json fields and normalize
the sensor readings.

Further, parsed data are moved to the next task to prepare these data as per
InfluxDB line protocol format and also forward to the outlier detection task to
identify the anomaly in the data using the Machine Learning model. The training,
testing, and exporting ML algorithm is explained in the article[4]. The outlier
tagging task is to tag the data that the data stream has anomalous sensor readings.
Furthermore, it is also to be stored in the storage server. The Insert to storage task
invokes the HTTP API of influx to insert data into InfluxDB in the DVSL layer.

Data Processing Layer. The primary function of the DSVL as shown in Fig-
ure 14 is to store historical data and to visualize the sensory readings to end-users.
It consists of InfluxDB scalable time-series database to store the parsed data based
on time intervals and Grafana visualization tool to generate interactive charts.

2.7. Summary

This chapter offers a comprehensive overview of concepts, architectures, and pre-
liminary aspects of technologies associated with IoT data processing. We describe
the modified architecture of a seven-layered IoT system, focusing on Layer 3,
which aligns with the scope of the proposed thesis, specifically focusing on data
processing. In addition, we describe the compute continuum within the IoT sys-
tem, which includes cloud, fog, and edge computing. The proposed thesis focuses
on the compute continuum architecture, with a particular emphasis on edge/fog-
based data processing. Further, we described container applications, container
engines, and container migration concepts that are heavily used in Chapter 3.
Serverless computing architecture along with open source and cloud vendor solu-
tions are briefly described, and we also provide hints on serverless data pipelines
with an example, where in this we provide background to Chapter 4 and Chap-
ter 5. Finally, we precisely made an attempt to describe real- time IoT applications
which are used in Chapter 3, Chapter 4, and Chapter 5 for evaluation of proposed
concepts.
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3. CONTAINER APPLICATIONS FOR IOT DATA
PROCESSING

This chapter examines the use of monolithic containerized applications in IoT data
processing in fog environments. The objective is to explore the use of container-
ized applications and scheduling techniques that can improve Quality of Service
(QoS), such as latency and energy consumption. Additionally, a novel gradient-
based optimization strategy is proposed that uses backpropagation of gradients
with respect to input using coupled simulation. To demonstrate this, a simulation
and testbed framework known as COSCO is designed. The overall contribution
of this chapter provides answers to Research Question 1 (RQ1).

3.1. Introduction

In the context of IoT data processing, the use of containers has been shown to
be advantageous in various studies [66]-[68]. For example, Pankaj et al. [83]
employed a container-based architecture to illustrate a video-based analytics use
case for IoT data processing. Additionally, Ahmed et al.[49] proposed a container-
based resource management system for data processing on IoT gateways. Casal-
icchio et al.[99] conducted an investigation to adapt container applications and
their challenges in geodistributed applications (Edge, Fog devices). They have
described several use cases such as video streaming and multiplayer gaming ap-
plications, and mobile edge computing applications.

Data processing on the edge of the network using containers is beneficial due
to its light weight and portability and can be migrated, moved between various
heterogeneous devices over the fog and edge layers [100]. As described in the
background section, data operations are consolidated within a containerized ap-
plication designed to execute on the underlying infrastructure, which could be
edge or fog devices. When users make requests for data processing, these requests
are scheduled to execute on designated hosts or nodes within the infrastructure.
When the user request is scheduled, meaning that the processing logic encapsu-
lated in the container image is brought to host, where a container is instantiated,
and data processing is initiated. In this workflow, the crucial aspect is to ensure
that scheduling decisions are appropriate to meet user expectations and achieve
the desired Quality of Service (QoS).

However, scheduling user requests (also known as tasks) and managing in
large-scale fog environments is challenging due to the highly volatile nature of
modern workload applications and sensitive user requirements such as low re-
sponse times and low-energy footprints.

Container orchestration involves a variety of activities, such as making con-
tainer images available, scheduling, placing containers on hosts, and migrating
containers (application migration) to meet quality of service (QoS) expectations.
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Several research studies have investigated container migration approaches to im-
prove application execution and reduce response time and other QoS metrics.
Carlo et al. investigated the performance of fog applications based on container
migration to reduce response time [101]. Similarly, Kaur et al. [102] conducted a
survey to explore how container placement and migration approaches can benefit
and improve QoS parameters in the execution of containerized applications. The
key challenge is orchestrating all activities that adhere to the scheduling decisions
offered by the scheduling algorithm, placing the containers on the appropriate
hosts. To our knowledge, such orchestration platforms to simulate and test on
real platforms (including migration modules) for research and development are
not available.

As part of scheduling algorithms, current state-of-the-art algorithms focus on
heuristic, evolutionary, max-weight-based and reinforcement learning. For ex-
ample, Several studies [105], [178], [179] have shown how heuristic based ap-
proaches perform well in a variety of scenarios for optimization of diverse QoS
parameters. However, such heuristic-based approaches do not model stochas-
tic environments with dynamic workloads [69]. Other prior work has shown
that evolutionary-based methods, and generally gradient-free approaches, perform
well in dynamic scenarios [68], [72], [181]. They take much longer to con-
verge [182] and are not as scalable [183] as gradient-based methods. However,
MaxWeight policies can exhibit poor delay performance, instability in dynamic
workloads, and spatial inefficiency [184], [185]. To overcome this, GOBI and
GOBI* are able to adapt to dynamic scenarios by constantly learning the mapping
of scheduling decisions with objective values. This makes them both robust to
diverse, heterogeneous, and dynamic scenarios.

Given the challenges outlined earlier, this chapter makes a triple-fold contri-
bution toward addressing Research Question 1 (RQ1). First, we formulate the
problem of containerized application scheduling in dynamic workload environ-
ments and further investigate state-of-the-art container scheduling methods and
their associated challenges. Second, we introduce a tool known as the Coupled
Simulation and Container Orchestration Framework (COSCO) designed to sim-
ulate and test scheduling approaches employing container migration in real test
environments. Lastly, we developed an intelligent scheduling algorithm utilizing
a back propagation-based approach informed by coupled simulation.

3.2. System model and Problem formulation

3.2.1. System Model

We consider standard distributed and heterogeneous devices in a three-tier archi-
tecture, as shown in Figure 1. Our system model has three layers such as the edge
layer with sensors, the fog, and the cloud layer). We consider tasks to be mono-
lithic containerized application instances with input data that are being generated
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by sensors and other IoT devices, and results received by end users or actuators
that initiate controlling actions. These devices constitute the edge layer and send
and receive all data from the fog gateway devices. The fog broker or controller
is responsible for the management of tasks and hosts and performs activities such
as task scheduling, data management, resource monitoring, and container orches-
tration. The focus of this chapter is on improving the Fog Broker scheduler by
providing an interface between container orchestration and resource monitoring
services with a simulator. Our work proposes discrete-time controllers, which are
commonly adopted in the literature [69], [71].

We consider communication between end-users and the fog broker to be fa-
cilitated by gateway devices. The compute nodes in the fog layer are referred to
as hosts, with various compute configurations. Hosts at the edge of the network
are resource constrained and have low communication latency with the broker
and gateway devices. On the other hand, cloud hosts are several hops from the
users and have much higher communication latency and are computationally more
powerful. We assume that there are a fixed number of host machines in the fog re-
source layer and denote them by H = {hg, hy,...,hy_1}. We denote the collection
of time series utilization metrics, which include CPU, RAM, Disk and Network
Bandwidth usage of host A; as U(h%). The collection of maximum capacities of
CPU, RAM, Disk, and Network Bandwidth with the average communication la-
tency of host 4; is denoted as C(h;).

3.2.2. Workload Model

The workload model represents the characteristics of the requests generated by
IoT devices. We divide the timeline of user requests generated into equal-sized
scheduling intervals of equal duration A. The ¢-th interval is denoted by I, and
starts at s(;), so s(Ip) =0 and s(I;) = s(l;—1) + AVt > 0. In the interval [,_;, N;
IoT devices create new tasks. The gateway devices then send batches of these
new tasks N, with their SLO requirements to the Fog Broker. The SLO violations
are measured corresponding to the response time metrics of task executions as a
fraction of them that exceeds the stipulated deadlines. The set of active tasks in

the interval /; is denoted as A; = {a{,,a’l,...,at‘ A,l} and consists of |A,| tasks. Here
t

; represents an identifier for the j-th task in A,.

The Fog Broker schedules the new tasks to the compute nodes and decides
which of the active tasks need to be migrated. At the end of interval /,_, the set
of completed tasks is denoted as L, hence the tasks that carry forward to the next
interval is the set A,_; \ L,;. Thus, the broker takes a decision D' = D(Y;), where
Y, is the union of the new (N;), active (A,_; \ L,) and waiting tasks (W;_). This
decision is a set of allocations and migrations in the form of ordered-pairs of tasks
and hosts (assuming no locality constraints). At the first scheduling interval, as
there are no active or waiting tasks, the model only takes allocation decision for
new tasks (Ny). Here, D denotes the scheduler such that D : Y; — Y; x H. Only

a
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if the allocation is feasible, i.e., depending on whether the target host can accom-
modate the scheduled task or not, is the migration/allocation decision executed.
Initially, the waiting queue and the set of active and leaving actions are empty.
The executed decision is denoted by D and satisfies the following properties

D(A;) C D(Y;), where (3.1
v (d,hi) € D(Ar), U(d) +U(B) < C(hy). (3.2)

We use the notation a'; € D(A,) to mean that this task was allocated/migrated. The
set of new and waiting tasks N; UW;_; C D(A,), where N; C N; and W;_; C W,_1,
denotes those tasks which could be allocated successfully. The remaining new
tasks, i.e. N; \Nt are added to get the new wait queue W,. Similarly, active tasks
are denoted as A,_l C A;_. Hence, for every interval I,

Ay <_]AVZUVVZ—1UAI—1\Lt (3.3)
W, < (Wi \W,_1) U (N, \ N;), where (3.4)
Wi =A_=L_;=0. (3.5)

We also denote the utilization metrics of an active task a’j €ArasU (ag) for the
interval ;. We denote a simulator as S : D(A,) x {U(d)) V' € A} — {U (K})|Vhi €
H} x P, which takes scheduling decision and container utilization characteristics
to give host characteristics and values of QoS parameters. Here P, € P is a set
of QoS parameters such as energy consumption, response times, SLO violations,
etc. Similarly, execution on a physical fog framework is denoted by F. Hence,
execution of interval I, on a physical setup is denoted as

({U(h)|vh; € H}, ) = F(D(A,),{U (d})|Vd; € A}}). (3.6)

3.2.3. Problem Formulation

After the execution of tasks A, in the interval /;, the objective value to minimize
is denoted as O(P,). O(F,) could be a scalar value which combines multiple QoS
parameters. To find the optimum schedule, we need to minimize the objective
function O(P,) over the entire execution duration. Therefore, we need to find the
appropriate and feasible decision function D such that Y, O(P,) is minimized. This
is subject to the constraints that at each scheduling interval the new tasks N;, wait-
ing tasks W,_; and active tasks from the previous interval A;_; \ L, are allocated
using this decision function. The problem can then be concisely formulated as:

T
minimize O(R)

b zg(') (3.7)
subjectto Vt,Egs.(3.1) —(3.6).
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Table 3. Symbol Table

Symbol Meaning

I t'" scheduling interval

A, Active tasks in I

Wi_i Waiting tasks at the start of /;

L Tasks leaving at the end of I,

N; New tasks received at the start of /;
H Set of hosts in the Resource Layer
h; i'" host in an enumeration of H

d, 7' task in an enumeration of A,
U(ht) Utilization metrics of host A; in I,
U(d) Utilization metrics of task @’ in I;

Y, =N,UW,_1UA \Lt
D(Y;) or D

Scheduler input at the start of [

Scheduling decision at start of I;

Feasible sub-set of scheduling decision D
Scheduling decision of GOBI in GOBI* loop
Objective value at the end of /;

Execution of an interval on simulator
Execution of an interval on physical setup
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Further Scheduler module of the Fog Broker will optimize an objective func-
tion O(P,) at every interval /; via taking an optimal action in the form of scheduling
decision D. This D is then used by the framework/simulator to execute tasks as
described in optimization program (3.7). We extend the objective function to (3.7)
to make the appropriate scheduling decisions in a fog environment that focuses on
energy consumption and response time, as QoS metrics which are most crucial
metrics for fog environments [103], [104]. For interval I;,

O(P) = a-AEC, + B - ART,. (3.8)

Here, AEC and ART (€ F) are defined as follows.

1. Average Energy Consumption (AEC) is defined for any interval as the en-
ergy consumption of the infrastructure (which includes all edge and cloud
hosts) normalized by the maximum power of the hosts.

2. Average Response Time (ART)! is defined for an interval /, as the average
response time for all leaving tasks (L;), normalized by maximum response
time until the current interval.

3.3. Scheduling algorithms

Considering the objective function from the equation 3.8, in the following subsec-
tion we describe the proposed Gradient Based Optimization using Back-propagation
to Input (GOBI) and GOBI*. Further we elaborate the state of art scheduling al-
gorithms which are used as baseline for the proposed approach.

3.3.1. Proposed algorithms

We present two novel algorithms in this work: GOBI and GOBI*. GOBI uses a
neural network as a surrogate model and gradient based optimization using back-
propagation of gradients to input. With advances like cosine annealing and mo-
mentum allow us to converge to an optima quickly. Moreover, GOBI* leverages
a coupled simulation engine like a digital-twin to further improve the surrogate
accuracy and subsequently the scheduling decisions.

GOBI scheduler. In GOBI scheduler, We optimize the objective function O(F;)
within each interval I; by selecting an optimal scheduling decision D. The cho-
sen D is subsequently used by the framework or simulator to execute tasks as
described in the optimization program (3.8).

To train the model, input parameters are considered as follows: We consider
a finite maximum number of active tasks as M. For any given interval, |[A;| < M.
The feature vector of size F' comprises utilization metrics of Instructions per sec-
ond (IPS), RAM, Disk, and Bandwidth consumption. Taking into account this, the
task utilization matrices {U (a’j_1 )V, a’j_1 €A,_1} as an M x F matrix denoted as

IBoth AEC and ART are unit-less metrics and lie between 0 and 1
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@ (A,_1), where the first A,_; rows are the feature vectors of tasks in A;_ in order
of increasing creation intervals, and the rest of the rows are 0. Similarly, feature
vector of host utilization with IPS, RAM, Disk and Bandwidth consumption and
communication latency of each host each of size F’. Thus, at each interval I, for
|H| hosts, we form a |H| x F’ matrix ¢ (H,_1) using host utilization metrics of in-
terval /;_,. Finally, as we have N;,W;_1,A,_; and L, at the start of /,, the decision
matrix ¢ (D) is an M x |H| matrix with the first [N, UW,_; UA,_; UL,| rows being
one-hot vector of allocation of tasks to one of the H hosts. The remaining rows
being 0.

We now describe how a neural model can be trained to approximate O(F;) us-
ing the input parameters [¢(A;—1),¢(H;—1),¢(D)]. Consider a continuous func-
tion f(x;0) as a neural approximator of O(P,) with the 8 vector denoting the un-
derpinning neural network parameters and x as a continuous or discrete variable.
Here, x is the collection of utilization metrics of tasks and hosts with a schedul-
ing decision. The parameters 8 are learnt using the dataset A which is defined as
A={[¢(Ai=1),0(Hi—1),9(D)],O0(F,)}; such that a given loss function L is min-
imized for this dataset. We form this dataset by running a random scheduler and
saving the traces generated. The loss L quantifies the dissimilarity between the
predicted output and the ground truth. We use Mean Square Error (MSE) as the
loss function as done in prior work [69]. Hence,

L(f(x:0),y) = + ¥ o(y— f(x:0))?, where(x,y) € A.

Thus, for datapoints (x,y) € A, where y is the value of O(F,) for the corre-
sponding x, we have 8 = argming Y., y)ea[L(f(x; 6),y)]. To do this, we calcu-
late the gradient of the loss function with respect to 6 as VgL and use back-
propagation to learn the network parameters.

Now, with this, we need to find the appropriate decision matrix ¢ (D), such that
f(x;0) is minimized. We formulate the resulting optimization problem as

minimize f(x;0
(D) (x:6)
subject to each element of ¢ (D) is bounded
V1,Eqs.(3.1) — (3.6).

3.9

This is a reformulation of the program (3.7) using the neural approximator of
O(P,) as the objective function. Note that, because there is a bounded space of
inputs, there must be an optimal solution, i.e., 3 ¢ (D) such that

F($(A1),9(Hi-1),9(D)):6) <
f([9(Ai1),¢(Hi 1), ¢(D)];8), V feasible ¢ (D).
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We solve this optimization problem using gradient-based methods, for which
we need V,f(x;0). Once we have the gradients, we can initialize an arbitrary
input x and use gradient descent to minimize f(x; 6) as

Xn+1 exn*Y'fo(xn;e)v (3.10)

where 7 is the learning rate and 7 is the iteration count. We apply Eq. (3.10) until
convergence. The calculation of V, f(x,; 0) in the above equation is carried out in
a similar fashion as back-propagation for model parameters.

After training the model f, at start of each interval I;, we optimize ¢(Z) by
the following rule (7 is the learning rate) until the absolute value of the gradient is
more than the convergence threshold &, i.e.,

O(D)ni1 < O(D)n— V- Vo) f(xa:0). 3.11)

In dynamic scenarios, as the approximated function for the objective O(F;)
changes with time we continuously fine-tune the neural approximator as per the
loss function MSE(O(P,_1), f([¢(A;—2), ¢ (H,_2),¢(D'~1)];8)) (line 20 in Algo-
rithm 1). Equation 3.11 then leads to a decision matrix with a lower objective
value (line 6 in Algorithm 1). Hence, gradient based iteration with continuous
fine-tuning of the neural approximator allows GOBI to adapt quickly in dynamic
scenarios. When the above equation converges to ¢(D*), the rows represent the
likelihood of allocation to each host. We take the arg max over each row to deter-
mine the host to which each task should be allocated as D*. This then becomes
the final scheduling decision of the GOBI approach. The returned scheduling de-
cision is then run on a simulated or physical platform (as in Eq. (3.6)) and tasks
sets are updated as per Eqgs. (3.3)-(3.5). To find the executed decision D, we sort
all tasks in D* in descending order of their wait times (breaking ties uniformly at
random) and then try to allocate them to the intended host in D*. If the allocation
is not possible due to utilization constraints, we ignore such migrations and do not
add them to D. At run-time, we fine tune the trained neural model f, by newly
generated data for the model to adapt to new settings.

We now discuss the novelty of the COSCO framework. As all scheduling al-
gorithms and simulations are run on a central fog broker [108], it can be easily
run in fog environments which follow a master-slave topology. As discussed in
the architecture, a simulator can execute tasks on simulated host machines to re-
turn QoS parameters P. To execute an interval I;, the simulator needs utilization
metrics U (atj),Va’j € A;, and a scheduling decision D' to be executed on the sim-
ulator. Thus, at the beginning of the interval /;, we have L,,N,,Wtil and A;_1.
After checking for the possibility of allocation/migration, we get D(A,), N; and
W,_1. Now, using Eq. (3.3), we find A,. Using given utilization metrics U (a’j) and

A A

D(A;), we execute A, tasks on the simulator to get S(D(A;),{U(a})|Vd; € A, }) =
{U(h!)|Vh; € H},P,. This means that at the beginning of interval I, the COSCO
framework allows simulation of the next scheduling interval (with an action of
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Algorithm 1 The GOBI scheduler
Require:
Pre-trained function approximator f(x; 0)
Dataset used for training A; Convergence threshold €
Iteration limit o; Learning rate y
Initial random decision D
1: procedure MINIMIZE(D, f, 2)
2 Initialize decision matrix ¢(D); i =0
3 do
4 x < [z,0(D)] > Concatenation
5: 0 < Vo) f(x;0) > Partial gradient
6
7
8
9

O(D)«—o(D)—7v-6 > Decision update
i<i+1
while 0| >eandi< o
Convert matrix ¢ (D) to scheduling decision D*
10: return D*
11: end procedure
12: procedure GOBI(scheduling interval I;)

13: if (t==0)

14: Initialize random decision D

15: else

16: D + D* > Output for the previous interval

17: Get ¢(At,1), ¢(Ht,1)
18: D* <~ MINIMIZE(D, f, [¢(A;—1), ¢ (H;—1)])

19: Fine-tune f with loss =
20: MSE(O(F—1), f([#(Ar—2). § (H;—2),9(D'~")]:6))
21: return D*

interest D and predicted utilization metrics) to predict the values of the QoS pa-
rameters in the next interval £;. This single step look-ahead simulation allows us
to take better scheduling decisions in the GOBI* algorithm, as discussed below.

Now that we have a scheduling approach based on back-propagation of gradi-

ents, we extend it to incorporate simulated results. To do this, we use the following
components.

1. GOBI Scheduler: We assume that we have the GOBI scheduler which can
give us a preferred action of interest D. Thus, at the start of a scheduling
interval I;, we get D = GOBI(I;) (line 8 in Algorithm 2). D now denotes the
decision of GOBI*.

2. Utilization prediction models: We train a utilization metric prediction model,
such that using previous utilization metrics of the tasks, we get a predicted
utilization metric set for the next interval. We use a Long-Short-Term-
Memory (LSTM) neural network for this and train it using the same A
dataset that we used for training the GOBI neural approximator. Thus, at
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Algorithm 2 The GOBI* scheduler

Require:
Pre-trained function approximator f*(x; 60*)
Pre-trained LSTM model LSTM ({U (a;, Wi <t})
Dataset used for training A*; Convergence threshold &€
Learning rate 7; Initial random decision &

1: procedure GOBI*(scheduling interval I;)

2 if (t==0)

3 Initialize random decision D

4 else

5: D + D* > Output for the previous interval
6 qet¢(At—1)a¢(Ht—l) /

7 l{(a;)Vafj EA + LSTM({U(aS-)Vt’ <t})

8 D < GOBI(I,)

9: {U(n!)|Vh; € H},AEC,,ART, +
10: S(D(A)), {U(atj)Va; €A})

11:  O(P) <« o-AEC, + B -ART,
122 D* < MINIMIZE(D, £, [0 (A,_1),0(H,_1),0(P,)])

13: Fine-tune f* with loss =

14 MSE(O(P1), £([9(Ar-2), 0(Hy-2), 0(D'1)]:0)) + 1(0(B-1) <
O(P_1))x MSE(D'~!, D' 1)

15: return D*

the start of interval I, using D from GOBI and checking allocation pos-
sibility, we get N; and W,_;. Using (3.3), we get A,. Then, we predict
U(d}),Vd'; € A, using the LSTM model (line 7 in Algorithm 2). Hence, we
get the ¢ (A;—1), ¢ (H,—1) matrices.

3. Simulator: Now that we have an action D and predicted utilization metrics
U (ag),Vatj € A;, we can use the simulator to predict the QoS parameters at
the end of /; as described in lines 9 and 10 in Algorithm 2.

Since at the start of the interval I;, we do not have utilization models of all
containers and subsequently hosts for /;, our GOBI model is forced to predict
QoS metrics at the end of /; using only utilization metrics of the previous interval,
i.e., I,_1. This can make GOBI’s predictions inaccurate in some cases. However,
if we can predict with reasonable accuracy the utilization metrics in /; using the
utilization values of the previous intervals, we can simulate and get an improved
estimate of the QoS parameters during the next period ;. Adding these as inputs
to another neural approximator for O(P;) denoted as f*(x, 0*), we now have x =
[¢(At—1)7 ¢(Ht—l)70([)l)7 ¢(D)]

Again, using a random scheduler and pre-trained GOBI model, we generate a
dataset A* to train this new neural approximator f*. At execution time, we freeze
the neural model f of GOBI and fine tune f* with the loss function. This loss
function is the MSE of objective values. We add the MSE between the predicted
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Figure 15. Iteration of GOBI* approach at the start of interval J;

action D by GOBI* and D by GOBI in case the estimated objective value of GOBI
is lower than that of GOBI*. Thus,

L=MSE(O(P1), f*([$(Ar2), 0 (H;2), (D' "));67))
+1(0(P_1) < O(P_1)) x MSE(D'"™',D'™1).  (3.12)

Using this trained model, we can now provide the schedules as shown in Algo-
rithm 2 and Figure 15. At interval I,, the previous output of GOBI¥, i.e., D'~ is
given to the GOBI model as the initial decision. The GOBI model uses utilization
metrics to output the action D. Using a single-step simulation, we obtain an esti-
mate of the objective function for this decision. Then, GOBI* uses this estimate
to predict the next action D. Based on whether GOBI*’s decision is better than
GOBI or not, GOBI* is driven to the decision which has lower objective value.
This interactive dynamic should allow GOBI* to make a more informed prediction
of QoS metrics for I, and hence perform better than GOBIL

3.3.2. Baseline algorithms

In this subsection, we describe an existing state of the art optimization approaches
used in containerized scheduling in IoT environments, which are used as baseline
with our proposed approach.

* Heuristic approaches: Research literature shows that heuristics methods
perform well in optimization of various QoS metrics in diverse scenar-
i0s[104], [105]. Approach LR-MMT proposed by Beloglazov et.al[105],
Linear regression (LR) was used to predict which host will be overloaded
in near future and Minimum Migration Time (MMT) was used to select
the containerized applications/tasks which can be migrated. Together LR-
MMT was used to schedule the container/task dynamically, where LR was
used for overload detection and MMT for selection of the tasks. Similarly,
MAD-MC heuristic algorithm calculates the mean attribute deviation of the
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CPU utilization of the hosts for overload detection and uses the minimum
correlation to select the containerized applications for migration [105].

* Evolutionary approaches: This approaches are gradient free optimization
for example Genetic algorithm uses the neural model for object value ap-
proximation and optimization to reach the optimal value and this makes to
perform well in dynamic scenarios[72].

* Max-Weight based approaches: Max-weight approaches employ the tech-
nique of assigning priorities based on certain criteria, and the task/resource
with the highest weight is allocated or scheduled at each time interval.
This theoretical approach has the capacity to reduce resource contention
in decision-making, which is why it is so popular. As a baseline , we used
POND[107] by Liu et al. which is a variant of Max-Weight approach.

* Reinforcement Learning (RL) models: Recently RL based approaches have
taken considerable interest in optimizing the edge and fog systems. The
RL approaches uses the decision making process using Markovian assump-
tion to obtain the optimal and desirable state for each interval of schedul-
ing process by observation of current state and reward for optimal deci-
sion. A recent method, DOLCM, models the container migration prob-
lem as a multi-dimensional Markov Decision Process (MDP) and uses a
deep-reinforcement learning strategy, namely deep Q-Learning to schedule
workloads in a heterogeneous fog computing environment [106]. The state-
of-the-art method, A3C, schedules workloads using a policy gradient based
reinforcement learning strategy which tries to optimize an actor-critic pair
of agents [69]. We will use these two approaches as a baseline algorithms
to compare the RL and proposed approaches.

3.4. COSCO Architecture

Coupled or symbiotic simulation and model based control have long been used in
the modelling and optimization of distributed systems [108]-[110]. Many prior
works have used hybrid simulation models to optimize decision making in dy-
namic systems. To achieve this, they monitor, analyze, plan and execute decisions
using previous knowledge-base corpora (MAPE-k) [113]. However, such works
use this to facilitate search methods and not to generate additional data to aid the
decision making of an Al model. COSCO is developed to leverage a seamless
interface between the orchestration framework and simulation engine to have a
interactive dynamic between Al models to optimize QoS.

We present the design of the COSCO simulator and the framework together
with the details of the interface. COSCO is an event-driven simulator and frame-
work for container orchestration in fog environments. It is a simple Python-
based software solution that researchers can use to simulate, test, and deploy their
scheduling algorithms for containerized applications by modeling user workloads.
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It contains several modules classified into simulator, framework, common mod-
ules, along with controller, and fog node modules, as shown in Figure 16. The
COSCO modules that are running on the controller node can be a developer ma-
chine that is capable of simulation of discrete events and should be easy to connect
to the fog nodes through passwordless ssh. Fog nodes configured with the COSCO
agent service, which is used to push and pull the instructions and data from the
COSCO framework module. The fog nodes could be LAN connected machines,
cloud based virtual machines located at different availability zones, or could be
RPi cluster. The following section will provide details of each of the modules in
the COSCO ecosystem.

Common Modules and Controller: The controller module is the main thread,
where it provides an interface for developers to create the simulated and frame-
work environment, setup and model the workloads, choose the scheduling algo-
rithm, and can also initiate the experiments. In simple terms, main entry point
to the implementation which runs the simulation or execution of tasks in a phys-
ical environment. It uses preimplemented schedulers, data center configurations,
workload models, and database modules to simulate/execute containerized appli-
cations. The Stats module monitors and logs information on workloads, hosts,
containers, and workloads for complete execution (simulation or physical execu-
tion). The Grapher generates comparative graphs for the raw traces saved from
the Stats module. Utility module is used for the automated installation script used
by the controller module, which installs the required packages to configure the
fog nodes by installing the agent service. Scheduler module has the implemen-
tation of various compatible schedulers and is used by both the Simulator and
the Framework modules. Moreover, the Scheduler class allows taking scheduling
decisions in the form of task selection getSelection() and placement getPlace-
ment(). Task selection function selects the containers that need to be migrated to
another host; task placement function returns the target host for each selected or
new container. Metrics module is used to store CPU(IPS), RAM, disk, and band-
width consumption of tasks/containers at the end of each scheduling interval. In
addition, common modules are shared between the simulator and the framework
modules.

Simulator modules: Environment is the implementation of the Simulator class
which allocates new workloads, determines if allocation/migration is possible,
executes event-driven simulation and destroys completed workload. The con-
troller modules initialize with the required data for Environment. The Container
is the implementation of a simulated container application with CPU(IPS), RAM,
Disk and Bandwidth time series models and it depicts the real time application in-
stance. The Host is the implementation of simulated host objects with IPS, RAM,
Disk, Bandwidth capacities and utilization values. The host depicts the real time
fog nodes in the IoT enviornment. The workload module is used for generating
container-based workloads or user requests using traces of static/bitbrain applica-
tions. The number of workloads being generated at each interval can be set by the
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Figure 16. COSCO architecture

user. The hosts are created/simulated using the Datacenter class which provides
a list of Host objects to the simulator or framework.

Framework modules: The framework modules are used in implementation of
the physical container management framework, which monitors hosts and con-
tainers, determines if container placement is possible, checkpoints/migrates/restores
containers, and destroys completed containers. 7Task is the identifier object for a
container that runs in the framework with IPS, RAM, disk and bandwidth uti-
lization values. Node is the identifier object for a host with IPS, RAM, disk,
bandwidth and utilization values. Database is the InfluxDB client which main-
tains time-stamped information of all hosts and containers. Datacenter is the im-
plementation of Datacenter class which configures host machines in the physical
testbed and obtains the IPS, RAM, Disk and Bandwidth capacities. Server enable
interaction with the individual agents for container management scripts based on
Python DockerClient API. Agent.service recieves the request from Server and
execute the request and sends the response which runs as a flask service.

The following are the key features of COSCO:

* Easy to model the Al based scheduling algorithms for integrated edge, fog
and cloud infrastructures, because the researchers have to only extend one
to their custom algorithms.

* Provides seamless integration of scheduling policies with simulated back-
end for enhanced decision-making along with coupled simulation to test in
real-time environments.

* Supports container migration on physical deployments (not supported by
other frameworks) using the CRIU utility.

* Developers can deploy multiple solutions depending on their requirements.
These include a Vagrant virtual machine testbed, a VLAN fog environment,
and cloud-based deployment using Azure, AWS, or OpenStack.

* Equipped with smart real-time graph generation of utilization metrics using
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Table 4. Host characteristics of Azure fog environment.

. Core RAM Ping Network Disk Cost .

Name Quantity 0 p MIPS RAM o dwidth  tGme  Bandwidth Bandwidth  Model Location
Edge Layer

Azure B2s server 4 2 4029 4295 MB 372MB/s 3ms 1000 MB/s 13.4MB/s 0.0472 $/hr  London, UK

Azure B4ms server 2 4 8102 17180MB 360MB/s 3ms 1000 MB/s 10.3MB/s 0.1890 $/hr  London, UK
Cloud Layer

Azure B4ms server 2 4 8102 17180MB 360 MB/s 76ms 1000 MB/s 103 MB/s  0.166 $/hr  Virginia, USA

Azure B8ms server 2 8 2000 34360 MB 376 MB/s 76 ms 2500 MB/s 11.64 MB/s  0.333 $/hr  Virginia, USA

InfluxDB and Grafana.

* Real-time metrics monitoring, logging, and consolidated graph generation
using custom Stats logger.

3.5. Evaluation

To test the efficacy of the proposed approaches and compare them with baseline
methods, we performed experiments on both simulated and physical platforms.
As COSCO has the same underlying models for task migration, workload gener-
ation, and utilization metric values for both the simulation and the physical test
bench, we can test all models in both environments with the same underlying
assumptions. We use o = 3 = 0.5 in (3.8) for our experiments.

3.5.1. Experimental setup

The physical environment used in the COSCO framework deployment was leased
from the Microsoft Azure cloud provisioning platform. We created a test bed of
10 VMs located in two geographically distant locations with Intel Haswell 2.4
GHz E5-2673 v3 processor core architecture. The gateway devices are part of the
same LAN as the server that was hosted in London, United Kingdom. In the set of
virtual machines, six are leased from London availability zone and four are from
Virginia, United States. The capacities of virtual machines or hosts C(h;)Vh; € H
are shown in Table 4. The power consumption models are taken from the SPEC
benchmark repository. We run all experiments for 100 scheduling intervals, each
interval being 300s long, giving a total experiment time of 8 hours and 20 minutes.
We averaged over five runs and used various types of workload to ensure statistical
significance.

In the simulation environment, we consider the setup with 50 host machines
as a scaled-up version of the 10 machines from the last subsection. As we can-
not place the simulated nodes in geographically distant locations, we model the
latency and networking characteristics of these nodes in our simulator according
to Table 4.

3.5.2. Workloads

To generate workloads to train the GOBI and GOBI* models and test them against
baseline methods, we use two workload characteristics Bitbrain traces and DeFog
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applications. These were chosen because of their non-stationarity, highly volatile
workloads, and similarity to many real-world applications. In simulation enviorm-
net, we used BitBrain traces to generate dynamic workloads for cloudlets based on
the real-world, open-source Bitbrain dataset [112]?. The DeFog applications[111]
are a fog computing benchmarks which consist of six real-time heterogeneous
workloads such as Yolo, Pocketspinx, Aeneas, Fogl.amp and iPokeMon. We use
three specific heterogeneous applications of DeFog: Yolo (Memory, Bandwidth
and Compute Intensive benchmark), PocketSphinx (Compute Intensive) and Ae-
neas (Bandwidth Intensive). These applications explained in the Chapter 1 in
Section 2.6.

3.5.3. Evaluation metrics

We assess the baseline algorithms and compare them with our proposed GOBI
and GOBI* scheduling algorithms using the following evaluation metrics, which
have been considered in previous articles [69], [71], [113].

* SLO Violations: We compute SLA violations for DeFog and Bitbrain work-
loads based on the percentile of response time of the completed tasks, which
should not be lower than 95% and is inspired from [31].

* Average Migration Time: It is calculated on the sum of the average migra-
tion time of all the tasks over all the intervals in the run.

* Scheduling Time: It is measured as the average time to reach the scheduling
decision over all intervals in the run.

» Average Wait Time: It is the average time the container or task waits in the
queue before it starts its execution.

3.5.4. Results

In this section, we provide comparative results showing how GOBI and GOBI*
perform against other baselines as described in Section 3.3.2. We compare the
proposed approaches with respect to the evaluation metrics described in Sec-
tion 3.5.3. The graphs in Figure 17 show the results for runs with length of 100
scheduling intervals viz 8 hours 20 minutes using the DeFog workloads on 10
physical Azure machines. Figure 18 shows similar trends in the result for 50
hosts in a simulated environment.

Figure 17(a) shows the energy consumption of Azure host machines for each
scheduling policy. Among the baseline approaches, A3C consumes the least aver-
age interval energy of 221.63 KW-hr. Running the GOBI approach on the Azure
platform consumes 193.11 KW-hr, 12.86% lower than A3C. Further, GOBI* con-
sumes the least energy 188.26 KW-hr (15.05% lower than that of A3C). The major
reason for this is the low response time of each application, which leads to more
tasks being completed within the same duration of 100 intervals. Therefore, even

’http://gwa.ewi.tudelft.nl/datasets/gwa-t-12-bitbrains
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with similar energy consumption across all policies, GOBI and GOBI* have a
much higher task completion rate of 112-115 tasks in 100 intervals compared to
only 107 tasks. Similarly, when we consider 50 host machines in a simulated
platform (Figure 18(a)), GOBI* still consumes 9.39% lower than A3C. The en-
ergy consumption with GOBI is very close to A3C.

Figure 17(b) shows the average response time for each policy. Here, the re-
sponse time is the time between the creation of a task from an IoT sensor and
the gateway that receives the response. Among the baselines models, POND has
the lowest average response time of 266.53 seconds. Here, GOBI and GOBI*
have 226.04 and 156.09 seconds (15.19% — 41.43% better than POND). For the
three applications, the average response time for each policy is shown in Fig-
ure 17(e). Clearly, among the DeFog benchmark applications, Yolo takes the
maximum time. The highest response time for Yolo among all policies is for GA
as it prefers scheduling shorter jobs first i.e. Pocketsphinx and Aeneas to reduce
response time. This is verified by the results which show that Aeneas has the
lowest response time when the GA policy is used. Another disadvantage of this
preference is that it leads to high wait times when running the GA policy. How-
ever, in larger scale experiments on 50 hosts in simulation (Figure 18(b)), GA
has much lower wait times leading to the best response times among the baseline
algorithms. Here, compared to GA, GOBI and GOBI* have 17.98% — 20.87%
lower average response times, respectively.

Figure 17(f) shows the average waiting time (in intervals) for tasks running on
the Azure framework with each policy. As prior works have established that RL
approaches are slow to adapt in highly volatile environments [69], [145], the A3C
and DQLCM approaches are unable to adapt when a host is running at capacity.
This means that for a large number of scheduling intervals (47.72%), they predict
an overloaded host. Hence, the task cannot be assigned in the same interval and
has to wait until either it is assigned to another host, or the resources of this host
are released. This is also reflected in the wait time per application (Figure 17(f)).
However, as GOBI and GOBI* are able to adapt quickly to the environment, be-
cause of the neural model update in each iteration, they do not face such problems
even on larger scale experiments.

For the experiments of physical hosts as shown in 17(g), as POND has the
lowest response time, the SLO violation rate is also the lowest among the baselines
(2.75%). GOBI has only 0.9% SLO violations and GOBI* has none. This is due
to the back-propagation approach which minimizes the response time, as well
as avoiding local optima using the adaptive moment estimation approach (Adam
optimizer). For GOBI, the SLO violations are only for Yolo tasks (4.5%). In
the simulation environment, due to the high wait and response times of the A3C,
DQLCM and POND schedulers, their SLO violation rates are highest among all
methods. Here, GOBI has only 1.1% SLO violations. Due to the high response
times of A3C and DQLCM for 50 hosts, the SLO itself is much higher giving
the GA approach with low response times only 0.2% SLO violations. GOBI*
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has no SLO violations in this case as well. The main reason for low response
times in GOBI and GOBI* is their low scheduling time. Even with single-step
simulation, the back-propagation based optimization strategy with the AdamW
optimizer converges faster than the gradient-free optimization methods like A3C,
DQLCM GA and POND.

Figure 18(d) shows the average migration times for all polices. Here, GA has
the highest migration time due to the largest number of migrations. This is as
expected due to the non-local jumps in the GA approach which lead to a high
number of migrations. Approaches like the back-propagation method (GOBI and
GOBI*) and RL based approaches (A3C and DQLCM) have comparatively low
migration times. Due to the convergence to better optimization, the execution
times for iterative optimization approaches including GOBI, GOBI* and GA are
the lowest among all approaches (Figures 17(c) and 18(c)). Finally, Figures 17(h)
show that GOBI and GOBI* are the most fair schedulers.

However, running monolithic containerized applications in event-driven IoT
architectures presents its own set of challenges. To optimize QoS metrics such
as latency and energy consumption, we employed the concept of container mi-
gration. This involves moving application containers from overloaded hosts to
underloaded hosts during the scheduling and placement phase. Instead of relo-
cating entire application containers, it would be more beneficial for the individual
data operations service hosted on the hosts and routed based on QoS requirements,
which is more beneficial in resource-constrained edge/fog architectures. Over ex-
periments show that scheduling decisions definitively can yield optimal results;
however, the migration approach needs extra bandwidth to move the entire en-
capsulated container application between nodes, which is challenging in edge/fog
environments. Other challenges related to granular scaling of data operations, not
all application containers, and billing based on data operation execution provide
more benefits in even driven architectures. These challenges can be streamlined
by unpacking a monolithic application into granular data operations by design-
ing data pipelines along with serverless technology. Some key advantages of
serverless-based data processing over monolithic containers are:

1. Resource management: Containers often required a level of infrastructure
management; for example, we demonstrate the scheduling and placing of
containers on a set of hosts for optimal resource usage and latency require-
ments. However, serverless computing fully abstracts the responsibility
from the developers.

2. Scalability: Containers needed intervention to scale the more instances of
containerization application, where serverless functions are built to scale on
demand based on the incoming requests or load.

3. Code Reusability: Containers consolidate multiple data operations or pro-
cessing logic for an entire application, while serverless architectures break
down functionality into granular-level functions. These functions can be
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reused across multiple applications or in various data processing scenarios.

4. Support for event-driven architecture: Containers support event-driven with
external management to control the trigger and action, which become com-
plex in the container environment. However, serverless applications are
itself event-driven and react to events or triggers. This encourages the cre-
ation of reusable decoupled components that respond to specific events.

3.6. Summary

We have presented a coupled-simulation approach to leverage simulators to pre-
dict the QoS parameters and make better decisions in a heterogeneous fog setup.
The presented COSCO framework allows for the deployment of a holistic plat-
form that provides an easy-to-use interface for scheduling policies to access simu-
lation capabilities. Moreover, we have presented two scheduling policies based on
back-propagation of gradients with respect to input, namely, GOBI and GOBTI*.
Comparing GOBI and GOBI* against state-of-the-art schedulers using real-world
fog applications, we see that our methods are able to reduce energy consumption,
response time, SLO violations, and scheduling time. Between GOBI and GOBI*,
GOBI* gives better QoS values; however, GOBI is more suitable for resource-
constrained servers.

The primary objective was to explore the use of monolithic container applica-
tions to efficiently schedule tasks in fog environments through the container mi-
gration strategy. However, the proposed system has limitations in accommodating
workflow models for IoT data processing, which can become complex to man-
age within monolithic containers. The system aims to decrease scheduling time,
without emphasizing fine-grained autoscaling, increase productivity, and improve
flexibility of Iot data processing.
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4. DESIGNING SERVERLESS DATA PIPELINE FOR
IOT DATA PROCESSING

This chapter examines the use of serverless data pipelines for IoT data processing.
The objective is to investigate the various approaches in designing serverless data
pipelines using different intermediate data storage units (off-the-shelf tools, object
storage, and message queues) in the pipelines. We investigate the performance of
such approaches using real-time 10T applications (video processing, Aeneas, and
PocketSphinx) described in Section 2.6 and then provide a suitability analysis
for IoT developers to choose the appropriate SDP according to their type of ap-
plication. The overall contribution of this chapter provides answers to Research
Question 2 (RQ2).

4.1. Introduction

Nowadays, data pipelines are widely used for data processing, especially in the
context of machine learning-based data analytics for Internet of Things (IoT) ap-
plications. Data pipelines are constructed using data pipeline engine or tools of-
ten configured on cloud or on-premise services with huge amounts of resources.
For example, using large and expensive data processing clusters (e.g. Apache
Spark, Flink, Storm) [12] may not be optimal because many IoT applications are
event-driven and require performing actions in real-time [11]. As we discussed in
background section about three tier architecture and edge/fog based IoT data pro-
cessing, in such scenarios, the use of resource hungry data pipeline mechanisms
poses a challenge due to the allocation of excessive resources, surpassing the ac-
tual demand. Considering the design and performance bottlenecks of container
based monolithic applications, described in the Chapter 3, this Chapter discusses
the use of serverless approach.

Leveraging serverless computing simplifies the design of event-based, real-
time, and scalable IoT data processing [13]. By integrating serverless modelsc
along with data pipelines, it becomes feasible to develop multilayer (edge, fog,
cloud) IoT applications, offering significant advantages in both design and de-
ployment in multilayer environments. Here, serverless functions are used to cre-
ate pipeline tasks (data operations) and are invoked as the data move through the
pipeline. This provides an advantage in deploying edge, fog and cloud functions,
while data pipeline technologies can be used for data transport, routing, and func-
tion invocation.

However, there are challenges in using the SDP model for IoT data process-
ing that need to be investigated. Heterogeneity in hardware resources available
at the edge, fog, and cloud presents an interesting challenge in terms of how to
allocate and prioritize data flow between functions located at the fog and cloud to
meet the desired Quality of Service (QoS). Furthermore, serverless functions are
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stateless, and their frameworks only manage the runtime of functions, completely
separating them from data management [21]. This separation simplifies serverless
computing, but has drawbacks for data-intensive and stream processing pipelines
[22], which can pose challenges when dealing with intermediate data between
functions of the pipeline.

The heterogeneity in hardware resources available at the edge, fog and cloud
presents an interesting challenge in terms of how to allocate and prioritize data
flow between functions located at the Fog and Cloud to meet the desired Quality
of Service (QoS). In addition, there are other issues that must be taken into ac-
count and evaluated. Serverless functions are stateless and their frameworks only
manage the runtime of functions, completely separating them from data manage-
ment [21]. This separation simplifies serverless computing, but it has drawbacks
for data-intensive and stream processing pipelines [22], which can pose chal-
lenges when dealing with intermediate data between functions in the pipeline.
Data movement between functions residing at the edge and cloud is often han-
dled by using object storage services like AWS S3. However, challenging when
a large set of functions are deployed in edge/fog infrastructure and data needs to
be transferred on each function invocation. The object storage may yield higher
charges when more data and more function invocations occur. Even though object
storage attains the purpose of handling intermediate data, cost, latency, etc., are
challenging.

There also exist off-the-shelf DP tools like StreamSet and Apache NiFi, which
provide some support for edge/fog environments and can also be utilized to solve
the issues, but they usually manage the flow of data in a more centralized manner
and often require significant computing resources to run effectively. Alternatively
to object storage, its also possible to use data brokers (e.g. Apache Kaftka, MQTT)
as Message Queues between serverless functions for designing serverless data
pipelines. Compared to object-storage, they would require less storage and may be
faster due to more extensive memory usage, which is highly desirable in edge/fog
environments. However, compared to NiFi, it may be more difficult to control the
precise execution flow of pipelines.

Public cloud service providers such as AWS greengrass [161], Google Cloud
IoT [157] and Microsoft- Azure IoT Edge [162] have typical IoT data pipeline
solutions for industrial, healthcare, smart city and other real-time use cases. For
example, consider AWS IoT Greengrass, where the Lambda service will be ex-
ecuted at the edge layer for data acquisition and pre-processing. Later data is
forwarded to the cloud by edge devices, and then it passes through pipeline of
activities for post processing, and finally is delivered to the data sink.

Valeria et al. proposed a solution of IoT data stream processing in distributed
fog and edge computing environments with decentralized scalable manner [129]
and further extended to how data processing operators were placed in computing
nodes considering the efficiency, application topology and resources configura-
tions [167]. These works provide hint that off-the-shelf data stream processing
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tools such as Apache Storm can be used for the task. However, these stream
processing tools require huge computing clusters and in IoT deployments more
often devices are heterogeneous with limited computing capacity. More often
IoT workloads are event and time driven which motivates us to investigate the
serverless based data processing pipelines. Further, SDPs easily been deployed
at various levels in the IoT hierarchy (edge, fog and cloud Infrastructure) with
efficient granular scaling of the serverless functions.

Das et al. [153] proposed a model for efficient execution of user tasks as server-
less functions in edge/cloud environments and designed a set of data pipelines
using AWS Greengrass on edge devices along with Lambda capabilities. Our ap-
proach looks similar to this model, however it lacks fog based processing pipeline
model.

Dehury et al. [154] designed a framework known as CCoDaMiC, which aims
to ensure data accuracy, trustworthiness, and validation in SDP. This work directly
relates to our proposed DFT based SDP approach. However, CCoDaMiC mainly
focuses on data accuracy and trustworthiness and not on the performance of the
applications. Lixiang et al. [155] designed a framework for video processing
using serverless lambda functions known as Sprocket. Authors demonstrated the
efficiency of serverless functions for faster execution by constructing pipeline of
activities for video handling. However, their primary focus is to reduce latency
and cost by using the techniques of parallelism. Interestingly, this work motivated
us to consider the complex video processing use case in our proposed research.

Several techniques and methods have been proposed that illustrate the use of
MQTT for data acquisition from different data sources using the publish / sub-
scribe model [163], [165], [166]. MQTT brokers can act as data carriers and can
store data until subscribers consume it. This approach is well suited for storing
temporary or intermediate data between processing elements in SDP. In our work,
one of the approaches uses MQTT together with serverless framework to construct
data pipelines from data source to sink.

Taking into account the challenges mentioned above and in the Introduction
Chapter 1 Subsection 1.1, it motivates us to investigate the advantages and disad-
vantages of different mechanisms by answering Research Question 2 (RQ2). The
following are contributions to this chapter.

* We illustrate how SDP can be deployed in a three-tier IoT architecture.

* We propose three approaches for designing Serverless Data Pipelines with
three data handling mechanisms (Apache Nifi, Message Queues and object
storage services such as AWS S3).

* We use real-time fog computing workloads, such as Aeneas, PocketSphinx,
and custom video processing applications, to compare the performance (e.g.
processing time) and resource utilization of various SDP approaches.

* We offer insights on the suitability of these SDPs for different types of fog
computing workload.
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* We also describe insights on public cloud service provider solutions to de-
sign serverless data pipelines.

The remainder of the chapter is organized as follows. Section 4.2 provides an
SDP architecture in a three-layer IoT system. Following this, three novel SDP
approaches are designed, articulated, and implemented for real-time fog comput-
ing use cases in Section 4.3 and compared with different performance metrics in
Section 4.4. Finally, the concluding remarks and future work are discussed in
Subsection 4.5.

4.2. System Architecture

Data Pipeline Faa$S Engine
Engine
Visualize Object Storage
Server
[ Docker Swarm ]
Cloud Infrastructure
Camera [
Data aquistion Data Pipeline .
SCARA tools Engine FaaS Engine
Sensors —
Message Object Storage
Other IIZE)ocI_(er Broker Server
Sensors | ngine
[ Docker Swarm

Edge Infrastructure

Fog Infrastrcture

Figure 19. Proposed SDP architecture

We present a system architecture that consists of the required software services
to handle the flow and execution of data in a pipelined manner, as shown in Fig-
ure 19. Data are generated by 10T devices (such as surveillance cameras, SCARA
(Selective Compliance Assembly Robot Arm) robot sensors, and health monitor-
ing sensors) and are eventually sent to edge/fog infrastructure for processing and
then to cloud for storage. The following are typical functions of each layer:

4.2.1. Edge Infrastructure:

The edge layer is primarily focused on receiving data from IoT devices and per-
forming preprocessing operations. For this purpose, we use data acquisition tools
or software solutions such as MiNiFi, custom services such as Python, or other
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runtime services, as shown in Figure 19. The use of MiniFi or Python services de-
pends on the data pipeline mechanism used to construct the SDP. For example, in
Apache NiFi based SDP, MiniFi is used. The detailed description of the services
used in edge infrastructure is described below.

» MiniFi ': Apache MiNiFi is a super light-weight version of NiFi made
for the edge devices. It can run as a system service, and it is centrally
managed using Apache NiFi. Developers can easily design the pipelines
using a set of processors in Apache NiFi and push them into the MiniFi
service. These pipelines can handle preliminary data operations near to
the source, e.g., compressing a video recorded by drone before sending
to cloud/fog to reduce bandwidth consumption, etc. We use this MiniFi
service in the implementation of DFT tool based SDP as described in 4.3.1.

* Custom services: Custom services are similar to the MiniFi processors.
Such services need to be created from scratch using a specific programming
language. E.g., A Python program can be created to collect and compress
the video. Python-based custom services are created and used in the imple-
mentation of OSS and MQTT-based SDP as described in 4.3.2 and 4.3.3,
respectively.

4.2.2. Fog Infrastructure

Fog Infrastructure is mainly responsible for processing the data received from
Edge infrastructure, for which, Data pipeline engine (Apache NiFi?), FaaS engine
(OpenFaaS3), MinlO*, and MQTT?® services are used. The fog infrastructure in-
cludes a group of fog servers deployed in a cluster with a set of particular software
services using Docker Container Engine. The processed data are then forwarded
to the cloud infrastructure to further process, store, and generate alerts and notifi-
cations. The use and necessity of software services are described below:

Faa$ Engine: FaaS Engine is primarily one of the core components of this pro-
posed work. OpenFaaS serverless platform is used in this work, as it is lightweight
and easy-to-configure over other alternative solutions. OpenFaaS can be installed
atop of Docker or Kubernetes platform. Docker containers are used to host and
execute the serverless functions. The functions can be invoked using HTTP end-
points with the necessary data. The function invocation is performed in the pipeline
by Data pipeline engine, MinlO event notification system, and MQTT event noti-
fication service.

Data pipeline engine: As discussed in Section 4.1, we use Apache NiFi, a
data pipeline processing platform, which manages the data flow between the sys-
tems. This provides a set of independent processors with specific functionalities

Uhttps://ifi.apache.org/minifi/
Zhttps://nifi.apache.org/
3https://www.openfaas.com/
“https://min.io/
Shttps://mqtt.org/
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to process and manage the data. The data flow between processors is managed via
scalable queues. Developers can easily design custom data pipelines using a flexi-
ble user interface and automatically configure, control, and deploy the pipelines in
Edge infrastructure using MiniFi service. This MiniFi-Nifi integration efficiently
manages the orchestrated loT data processing from the edge, fog, and cloud, and
vice versa.

Message Queue: Message queues are published/subscribe protocol-based data
carriers between source and sink. We demonstrate the use of Message Queues to
build data pipelines integrated with the OpenFaaS serverless platform. A lightweight
messaging protocol, MQTT, is ideal for small sensors and mobile devices and is
suitable for high-latency or unreliable networks. MQTT uses different data types
such as UTF-8 encoded string, bit/byte integer, binary data, and UTF-8 string pair.
A serverless function can publish the processed data to MQTT, and in turn, func-
tions are invoked when data need to be subscribed using web hooks. The flow
of data between MQTT and the serverless platform builds consistent and reliable
SDP.

Object storage service: An open source cloud-based storage solution, MinlO,
compatible with Amazon S3, stores IoT data. This provides a RESTful API to ac-
cess/insert/remove buckets and objects. Moreover, triggers are set to bucket when
its content is accessed/written/removed, and corresponding event notifications are
generated using techniques such as web-hooks and Message Queues. This is ad-
vantageous in 10T applications for handling event-driven data. It is configured as
high-availability cluster using docker swarm.

4.2.3. Cloud Infrastructure

Cloud infrastructure is mainly responsible for processing heavy computation data
received from Fog infrastructure and storing the data. This is also responsible
for generating alerts and notifications to activate other business processes when-
ever required. To perform this, a set of services from cloud providers or user-
configured open-source services are used, such as Data pipeline engine (Apache
NiFi, AWS data pipeline, Google Cloud pipeline, etc.), Object storage service
(MinlO/AWS S3/ Google object storage), Message queues (MQTT/AWS SNS)
and Faas engine (OpenFaaS/AWS Lambda/Google Functions).

The setup and configuration of the FaaS engine, the data pipeline engine, and
the object storage service are the same as those of the fog infrastructure. Along
with this, the cloud infrastructure is also responsible for Visualization and Re-
porting. The primary job of visualization is to display processed data using visu-
alization tools. The Grafana visualization tool is used to measure Edge/Fog and
cloud nodes’ performance metrics in this work. Additionally, the Prometheus time
series database is used where performance metrics are collected.
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4.3. Serverless Data Pipeline (SDP) approaches

Considering the general architecture mentioned above and the challenges men-
tioned in Chapter 1 in Section 1.1 and in this chapter in Section 4.1, the serverless
data pipelines are designed using different approaches. In this section, we in-
troduce three approaches: (a) Off-the-shelf data flow tool (DFT) based SDP, (b)
Object storage service-based SDP, and (c) MQTT-based SDP. Furthermore, we
implemented the proposed SDPs for real-time IoT use cases as described in Sec-
tion 2.6.
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4.3.1. Off-the-shelf data flow tool (DFT) based SDP

In DFT based SDP, the developer does not need to maintain the queue, rather
we use the queuing capability of Apache Nifi, which manages the centralized
management of data and with integration of a serverless platform.

In this SDP approach, we have used Apache MiniFi in the Edge infrastruc-
ture to receive and preprocess the data, as shown in Figure 20. As discussed in
Subsection 4.2, MiniFi service can run on devices with restricted resources and
is managed autonomously using the central Apache NiFi from Fog Infrastructure.
Here, sensed data from IoT devices is received into MiniFi using processors such
as ConsumeMQTT or ListenHTTP, based on the communication protocol used be-
tween edge infrastructure and IoT devices. Some data preprocessing processors,
such as data compression, filtering, and aggregation, are also configured but with
limited computing resources and capabilities. MiniFi does not have a GUI and is
developed with Java/C++ libraries and can be quickly started as a system service.
The data flow with processor groups is designed in Apache NiFi and is automat-
ically pushed into the MiniFi service. MiniFi performs the data operations and
pushes the flow file containing the data to the Apache NiFi service configured in
the fog.

Apache NiFi is used to handle data flow in fog and cloud infrastructure. Apache
NiFi provides a flexible set of processors for data operations and integration be-
tween cross-platform systems. This gives the capabilities to seamlessly integrate
the serverless platform through specific Apapche NiFi processors, such as Invoke-
Hitp, PutLambda, etc. Such multiple NiFi processors can be connected to others,
allowing the developer to invoke multiple serverless functions. The key benefit is
that Apache NiFi facilitates queued data that can lend back pressure when limits
are attained during data flow processing. Another benefit is that it has priority
queuing to set single/multiple prioritization schemes that dictate how data is re-
trieved from a queue. This allows the developer not to pay much attention to
maintaining or implementing the queue between each pair of serverless function
invocations.

For the serverless platform, OpenFaaS is used in both fog and cloud infras-
tructures. However, public cloud serverless services can also be used in the cloud
infrastructure such as Amazon Lambda. The serverless function receives the data
flow file as input from invokedHTTP request and sends the processed data as an
HTTP response body. Every serverless function is invoked using an HTTP end-
point with respective HTTP methods (POST or GET). We implemented the DFT
based SDP using real-time IoT use cases as described in the following paragraphs.

In Custom video processing application, the Drone sends the video footage
to the edge node. At the edge node, the MiniFi service is configured with GetFile
MiNiFi processor to read the video file from disk and forward the video to Nifi
in the fog node. The Nifi in fog infrastructure consists of three main processors
to invoke three different OpenFaaS serverless functions (FFmpeg, Yolo, convert-
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Tojson). On the other hand, the Apache NiFi in cloud infrastructure consists of
multiple processors to store the data (received from Fog infrastructure) into MinlO
bucket.

Similarly, in the Aeneas application the end-user mobile device sends an au-
dio file to the edge node. At the edge node, the MiniFi service is configured with
GetFile MiniFi processor to read the audio file received and compressed using
gzip processor and forward it to NiFi configured in the fog node. The NiFi in
fog infrastructure consists of three main processors, first is the decompress pro-
cessor, second is to invoke two different OpenFaaS serverless functions (aeneas,
getFile(.xhtml)), and third is creating JSON from the output. Finally, these data
are stored in the MinlIO bucket using multiple NiFi processors.

The PocketSphinx has similar implementation as above, but Nifi in fog in-
frastructure consists of three main processors; first is the decompress processor,
second is to invoke two different OpenFaaS serverless functions (pocketsphinx,
text processing), third is creating JSON from the output.

4.3.2. Object Storage service based SDP

In an OSS based SDP, the object storage service will resemble a persistent queue
where the developer can visualize the data stored on the storage server as a queue.
The capability of the object storage service is to trigger an event notification using
webhooks, making the integration of object storage with the serverless platform
flexible. In this approach, we have used the Python service on the edge infras-
tructure to receive, pre-process, and transport data from the IoT devices to the fog
infrastructure, as shown in Figure 21. Here, the Python requests library is used to
invoke serverless functions from the edge Python service to functions that reside
in fog.

MinlO is used to handle data flow in fog and cloud infrastructure. MinlO is
an open-source, scalable high-performance storage service, as described in Sec-
tion 4.2. The flexible bucket notifications are a set of events such as inserted,
accessed, deleted, and copied. The corresponding events are triggered using web
hooks. This flexibility allows for the seamless integration of storage service and
serverless platform invocations. Apart from this, the MinlO Python client library
makes it easy to code the functions to access the object data from a specific bucket.

For the serverless platform, OpenFaas is used in both fog and cloud infrastruc-
ture. Here, the serverless functions are invoked from the gateway node with data
or from the events triggered in MinlO buckets. Furthermore, the serverless func-
tion may store processed data into buckets using the MinlO client library. Again,
events may trigger to invoke functions and continue until the fog node forwards
data to cloud infrastructure. In the cloud infrastructure, data flows in a similar
fashion over MinlO and OpenFaas serverless platform. This constitutes an SDP,
where object storage with persistent mode acts as an intermediate data handling
mechanism between serverless functions. The following paragraph will describe
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the use of OSS based SDP in designing the real time use cases.

In Custom video application, we use a Python service as a drone simulator
to send the video file to the gateway node. The gateway node is configured with a
Python service to read a video file and send it to the fog node for processing. In fog
node, MinlO is configured with two buckets: (a) unprocessed to store raw images
and (b) processed to store processed video in JSON format. These buckets are set
with web-hook event notifications to trigger serverless functions when a new data
object is inserted. This implementation uses five serverless functions, as given in
Table 2. However, in Aeneas application, in fog node, MinlO is configured with
two buckets: (a) raw-audio to store raw images and (b) syncmap to store synchro-
nization map generated to audio file in JSON format. This implementation uses
six serverless functions, as given in Table 2. Finally, the PocketSphnix applica-
tion in the fog node, MinlO is configured with two buckets: (a) raw-pocketsphinx
to store raw images and (b) processed-pocketsphinx to store the converted audio
file to text, (c) output-pocketsphinx to store text-processed data. This implemen-
tation uses 6 serverless functions, as given in Table 2. In the cloud infrastructure,
two MinlO buckets are created, (a) success-pocketsphinx- to store success results
from text processing, (b) failure-pocketsphinx to store failure results from text
processing. These buckets are responsible to store the processed audio files and
output is mainly in text format.

4.3.3. MQTT-based SDP

In this proposed SDP approach, MQTT is used as a queue to store the data, differ-
ent queues are represented by different MQTT topics and serverless functions can
be triggered when new data objects are published into a specific topic. The gate-
way node receives data from IoT device using the custom Python service (Python
code is written to perform specific operation). The received data are preprocessed
and published to the MQTT broker with a topic name, as shown in Figure 22.

The topic names need to be subscribed by the OpenFaaS serverless functions,
to consume the data in the queue. For this, Serverless frameworks should be built
in with connectors between itself and message broker to subscribe the topics and
invoke corresponding functions. Apart from this, MQTT does not have the capa-
bility to directly trigger an HTTP endpoint upon the arrival of new data. Thanks
to the OpenFaaS community for developing the openFaas-mgqtt connector, which
runs as a service to invoke serverless functions by subscribing to MQTT topics.
OpenFaas has multiple connectors supported for different Message Queues. The
serverless function processes the data and publishes the output again to the Mes-
sage Queue. This process continues until the data from the source reaches to the
data sink, as shown in Figure 22. The following paragraphs describe how the use
cases were implemented using the MQTT based SDP.

Similar to OSS based SDP approach, all the three applications are configured
with python service in the edge node. In Custom video processing application,
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the Python service publishes the video to MQTT broker with topic name. The
openfaas-mgqtt connector running in fog node subscribes to the topic name and
invokes the functions. Here, we use three serverless functions, as given in Table
2 and one openfaas-mgqtt connector service. Similarly, in the Aeneas application
the Python service publishes the audio file to MQTT broker with topic name. The
openfaas-mqtt connector running in fog node subscribes to the topic name and
invokes the functions. Here, we use three serverless functions, as given in Table 2
and one openfaas-mgqtt connector service. In PocketSphinx application, we use
three serverless functions, as given in Table 2 and one openfaas-mgqtt connector
service.

For calculating the evaluation metrics in Section 4.4, we represent storage units
asasetS={S1,52,...,5}. The storage unit could be processors in NiFi, MQTT
queues or MinlO buckets. Next section will describe about experiment details.

4.4. Experiment and results

All the proposed SDP approaches are implemented on three applications as de-
scribed in the Chapter 2 Section 2.6. Further, the goal is to measure the per-
formance w.r.t metrics to understand and investigate efficiency of those SDPs on
various applications (text, audio, video and image applications). In the following
section, we will discuss the metrics used to measure the performance and anal-
ysed the results, further outlined the experience on the SDP implementation and
provided future directions.

4.4.1. Performance metrics

In this subsection, we will describe various performance metrics along with their
mathematical formulae. The resource utilization metrics are measured cumula-
tively on all the three layers of infrastructure that consists of utilization of edge
(Gateway) resources, fog resources, and cloud infrastructure resource. Here, con-
current user requests are generated in the sensor nodes in all the three use cases
with corresponding data such that it mimics the real-time application. Monitoring
software solutions such as Prometheus and Node Exporter are used to collect such
metrics. PromoQL (Prometheus Query Language) is used to calculate the metrics
for a specific time period.

* Processing Time: In IoT environments, computation time and latency are
very crucial. In this regard, the SDP processing time is directly proportional
to response time of the user requests and therefore we note that these met-
rics as native pipeline performance metrics. Processing time is measured
in seconds, which is defined as the total time taken to process a data in a
pipeline from source to destination. The source is a sensor node and sink is
a storage/other end point in Cloud Infrastructure as described in Section 4.2.
The processing time is addition of both communication and computation
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Table 5. List of Notation.

Notation Description

P Computation time

Cr Communication time

F Set of serverless functions

R Set of n number of concurrent users’ requests R =
{ri,ray...,rn}

D Duration of the user request from source to destination (data
sink)

D, Timestamp recorded at arrival from the source

D, Timestamp recorded at destination

DAT Disk Access Time

NCT Network Communication Time

S Set of intermediate storage units S = {S},5>,...,S}

DU, Timestamp recorded when data unit arrived in the storage unit

DUy Timestamp recorded when data unit departed from the stor-
age unit

time (latency). In the below paragraphs, we formulate the mathematical
equations used to calculate these metrics. These metrics are calculated us-
ing logs of MinlO, MQTT, Apache NiFi and OpenFaaS gateway.
Computation time : The computation time is calculated as summation of
time required to compute a data unit by individual processing units (server-
less functions) in a data pipeline. Let R be the set of n number of concur-
rent users requests R = {ry,r,...,r, }. In our experiments the value of n is
considered from 10 to 300 and each user request carries a data unit to be
processed by serverless function in the pipeline. The computation time of
individual " user request is

P(r)="Y P(ri,fj) (4.1)

ijEF

where F = {fi,f2,..., fu} is a set of m number of functions and P(r;, f;)
represents the time taken by the function f; € F' to execute or process the
request r; € R.

Communication time: The communication time denoted as Cr(r;) of iy,
user request is the time required to move data unit from source to sink in
pipeline excluding the computation time. It is the summation of disk access
time (for intermediate storage units) and network communication time.
Let D, (r;) be the arrival time at source and D, (r;) be the completion time
of the i"" user request at sink. The total duration of serving the user request
D(r;) is measured as

D(ri) :Dct(ri)_Dat(ri) (42)

85




From equation (4.1) and equation (4.2), the communication time is calcu-
lated as
CT(}’,'> :D(I",’) —P(I"i) (43)

Further, In the SDP approaches the data units are stored in the intermediate
storage units and served to serverless functions for processing. The total
time that data unit resides in the storage unit is considered as disk access
time denoted as DAT (r;) is inclusive of time required to store and access
the data units. Let DU(r;,S;) and DUy (r;,S;) be the arrival time and
departure time respectively of the i user requests’ data unit in the storage
unit §; € S. The total duration of disk access time is calculated as

DAT (r;) = Y, DUy (ri,S;) — DUy (ri,S;) (4.4)
S.,'ES
where S = {S1,52,...,Sk} is a set of kK number of storage units.

Finally, network communication time denoted as NCT (r;) is the summa-
tion of time required to move a data unit (of a user’s request) in network
from user’s device to the sequence of processing units (serverless function)
and intermediate storage units until the final data sink. Now from the equa-
tion (4.3) and equation (4.4) network access time is calculated as

NCT(I’,') = CT(ri) —DAT(I’,') (45)
Average CPU utilization: The average CPU utilization is measured in per-
centage (%) and is calculated over time period from pipeline invocation till
the data is received in the final destination.
Average memory utilization: It is measured in percent (%) and is calcu-
lated as sum of total free memory, cache memory, memory in buffer and
divided by total memory. Similarly, average disk utilization is measured in
percentage (%).
Network received: This is calculated as bytes per second and is calculated
as sum of bytes received on the network over a period of time.
Network transmitted: It is calculated as bytes per second and is calculated
as sum of bytes uploaded on the network over a period of time.
Disk I/0 Read: This is measured in kilobytes and is calculated as sum of
bytes read from file system over a period of time.
Disk I/O Write: It is measured as bytes per second and is calculated as
sum of bytes written in to the file system over a period of time.

4.4.2. Experimental Setup

The Docker Container Engine v19.03.12 is installed in both fog and cloud infras-
tructure in swarm mode. The OpenFaaS serverless platform is used as a FaaS
engine configured in fog and cloud. OpenFaaS functions are developed using the
programming language templates (bash streaming and Python 3.7). OpenFaaS
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Table 6. Hardware configuration for experimental setup

Device name Configuration (Processor, RAM) Quantity | Node type
RPi 4B model Quad-CoreCortex A72, 4GB LPDDR4 2 Fog node

RPi 3B model Quad-CoreCortex A53, 4GB LPDDR4 1 Gateway node
Virtual machine 4-Core, 8GB DDR4 1 Cloud node
Minix Neo Z64-W10 | Quad Core Z3735F (64 bit), 2GB DDR3 1 Fog node
Router Inteno DG200 model with 1000Mbps full duplex | 1 Network layer

command line interface (CLI) is used to build and deploy the functions into the
OpenFaaS gateway. The Apache NiFi v1.3.2 is used in both fog and cloud as con-
tainer service. The Apache NiFi user interface is used to design the data flow and
monitor the flow files. The MinlO is deployed using docker compose service and
volumes are mounted in the host machines. The MinlO client is used to create
and configure the settings for event notifications on bucket.

A set of hardware devices and cloud resources are used to deploy and setup
application services, as shown in Table 6. Three Raspberry Pi 4B models and
MiniX NEO Z83-4U Intel Mini PC are used for setting up fog infrastructure. For
cloud infrastructure, the virtual machines of size m2.medium with vCPU and 8GB
RAM resembling similar capacity as AWS are provisioned from the University’s
private OpenStack cloud. The Raspberry Pi 3B model is used as a gateway node,
and all the edge and fog devices are connected in a LAN with 1000 Mbps net-
work bandwidth using Inteno DG200 router. The fog devices are connected to
cloud services via 1000 Mbps network bandwidth. The network setup used for
interconnection between edge, fog and cloud environments are dedicated to these
experiments.

Upon setting up of necessary hardware and application services, the use cases
(Aeneas, PocketSphinx and custom video processing ) are deployed. The corre-
sponding performance metrics are measured, and results are discussed in below
subsections.

4.4.3. Results and Discussion

We considered scaling the number of users as a parameter to measure the perfor-
mance of the approaches because the rate of concurrent arrival of user requests
heavily impacts the pipeline performance. To measure the performance of all the
metrics, several users are scaled from 1 to 15 for video applications (we used a
chunk of video file as one user request) and 10 to 300 for Aeneas, PocketSphinx
applications, and the corresponding SDP performances were measured. However,
for calculating the processing time we considered 100 users in Aeneas and Pock-
etSphinx due to data units were started dropping in MQTT based SDP.
Performance metrics observed with Aeneas application. The processing time
was studied in all the three SDP approaches, as shown in the Figure 23. Here,
the y-axis represents processing time in seconds, and the x-axis shows the # of
users. The OSS requires a maximum of 540s to complete the 100 users requests,
whereas MQTT based SDP and DFT processed in 330s and 324s, respectively.
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Figure 23. Aeneas application - Processing time measured in seconds

The OSS had more processing time as the number of users increases, because
MinlO notification invocations are synchronous. This pipeline had around five
serverless functions as shown in Table 2 and two functions were extra to facil-
itate for retrieving the object data from MinlO buckets and this can lead to ex-
tra processing time. The computation time in OSS and MQTT based SDP was
higher, where as disk access time was more in DFT. The internal queues in DFT
manages efficient flow of data that makes to stay the data units in the queue that
increase the DAS time. In OSS and MQTT based SDP, events were triggered as
the data units arrived in to storage units which makes openfaas gateway to push
these asynchronous user requests to NATs queue that increases the overall func-
tion execution time. The average computation time was highest in OSS with 351s
but DFT had lesser computation with more disk access time of 280s.

The average CPU utilization and Memory utilization were measured, as shown
in the Figure 24. The primary vertical y-axis shows an average CPU utilization
measured in percentage (%) and the secondary y-axis shows the Memory utiliza-
tion. The DFT consumed highest CPU of 36%, whereas MQTT based SDP con-
sumed a lesser CPU of 21.06% and OSS had moderate CPU utilization of 31%.
But MQTT based SDP started using more CPU after 300 users request and further
the data units in the pipeline started dropping.

The Object Store and MQTT-based SDP used more number of lightweight
python-based serverless functions, and DFT had a higher CPU utilization due to
the set of Apache NiFi processors used in the pipeline that require extra computa-
tion power apart from serverless functions.

The average Memory utilization at the secondary y-axis is measured in percent
(%). The MQTT-based SDP approach has the highest memory usage footprint
of an average 45.92%, whereas DFT and MQTT based data pipelines used an
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Figure 24. Aeneas application - Average CPU and Memory utilization
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Figure 25. Aeneas application - Average Disk Reads and average Disk Writes measured
in Kilobytes

average of 40.29% and 36.42% of memory, respectively.

In the Figure 25, the primary y-axis represents disk I/O read and the secondary
y-axis shows a disk I/O writes measured in Kilo Bytes (KB). In the case of the
OSS SDP approach, 18.38KB disk reads which is maximum as compared to DFT
and MQTT with 2.9KB and 1.17KB, respectively for 300 users.

Similarly, OSS had a higher disk writes of 155KB as compared with DFT and
MQTT with 83KB and 96KB respectively for 300 users. The OSS has more
disk read/writes due to the read/write of bucket values based on each trigger.
While in Apache NiFi, data flow is through the queue and doesn’t had sever disk
read/writes.

Network performances of the SDPs were measured as Network receive and
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Figure 26. Aeneas application- Average Network Transmit and Average Receive data and
measured in Kilo Bytes

transmit bytes as shown in Figure 26. The OSS and MQTT has highest Network
receive bytes calculated as average overall users 32KB and DFT performed well
with 34KB. But for Network transmit bytes, MQTT had the highest reading with
64.3KB for 300 users. While, DFT had less network transmit bytes of 20KB over
300 users. MQTT recorded with highest values in terms of network performance
due to each data flow with topic will be published and subscribed over the net-
work, even in OSS most of the network operations recorded on buckets with event
triggers.

In this application, MQTT based SDP had a lowest computation time with
minimum processing time as compared with DFT and OSS. Further, MQTT based
SDP did not experience any drop of data units in the pipeline as compared with
PocketSphinx and Custom video application. Moreover, CPU, Memory consump-
tion and data Read/Writes metrics were also lowest, but there was raise in Network
Receive/Transmit but it was negligible since the data unit size in the pipeline was
very minimum. Considering the above metrics and associated SDP performances
for Aeneas application, it is evident that MQTT SDP worked better over OSS and
DFT, as shown in suitability table Table 7.

Performance metrics of the PocketSphinx application. The processing time
of the PocketSphix application over all the proposed SDP’s were measured as
shown in Figure 27. The OSS had the highest processing time of 851s, whereas
DFT had 663s with minimum processing time. This application had large a set
of functions in the pipeline and OSS event notifications are set to three buckets to
store intermediate results. All the events are triggered asynchronously and lead to
a larger processing time. As similar to Aeneas, DFT shared highest disk access
time, whereas OSS and MQTT had maximum computation time. In MQTT, major
challenge was the data unit drop rate increased as the number of user requests
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Figure 27. PocketSphinx application- Processing time measured in seconds
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Figure 28. PocketSphinx application- Average CPU utilization and average Memory
utilization and measured in

increased and here, drop rate was approximately 2%.

The CPU utilization and Memory utilization were observed in % as shown in
Figure 28. The OSS and MQTT equally consumed the CPU of 28% calculated
over 300 users as shown in the primary y-axis, whereas DFT consumed highest
CPU 31%. However, MQTT had more CPU usage when user requests increased
which is not suitable in terms of compute intensive and heavy compute bounded
workloads. Similarly as in Aeneas, DFT uses Apache NiFi and required more
CPU to execute processors concurrently. The memory utilization shown in the
secondary y-axis, DFT had highest average memory utilization of 46% whereas
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Figure 29. PocketSphinx application - Average Disk Reads and average Disk Writes and
measured in Kilo Bytes
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Figure 30. PocketSphinx application - Average Network receive and transmit and mea-
sured in Kilo Bytes

MQTT used the highest memory of 48% after 300 users.

The disk I/O read and writes are measured in KB as shown in Figure 29. The
OSS leads to more disk read SKB as compared to DFT with 2KB and least with
MQTT-based SDP of 1KB over 300 users. Similarly as in Aeneas, OSS utilizes
the MinlO (S3) storage and at each event triggers on bucket notification, data
would read from the disk leading to higher disk reads. The disk writes were
shown in secondary y-axis, as similar OSS had significant disk writes of 70KB
because the number of buckets used were more as compared with Aeneas and
Video processing application. The least disk writes by MQTT-based SDP and
moderately by DFT is due to data pushed and pulled in the queue neither directly
written nor read from the disk.
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Figure 31. Video processing application - Processing time measured in seconds

The network receives and transmits were measured in KB as shown in Fig-
ure 30. Here, the network received bytes performance of OSS had highest as
6KB while DFT had least with 2KB. The secondary y-axis represents the Net-
work transmit bytes, similarly as above OSS had the highest transmit bytes with
7KB and DFT had least with SKB over 300 users. Push events and notifications
events of MinlO make OSS to consume more Network receive and transmit bytes.
Evermore, Pocketsphinx uses more buckets as compared with other applications.

Considering the above performance metrics, its observed that DFT and MQTT
performed equally better on Pocketsphinx application as compared with OSS.
However, Pocketsphinx required more bandwidth to transfer audio files over the
fog network and this motivates to consider DFT as suitable SDP shown in Table 7.

Performance metrics observed for custom video application. The video pro-
cessing application naturally demands huge computation power and more band-
width to process and offload the video files. The quality of the video is determined
by frame rate. A frame per second (fps) is the speed at which individual still im-
ages, known as frames, are displayed in the video. The higher value of fps in
the video requires more resources to process. So, it is significantly necessary to
investigate the performance metrics based on the change of the fps values. In our
work, we considered fps values scaling from 1 to 15 and measured the perfor-
mance. Along with this, its essential to investigate the rate of arrival of such user
videos as measured in earlier applications. So, in this section, we will describe
the performance metrics collected based on the change in fps values and arrival
rate of user videos.

The processing time was measured in seconds (s) as shown in Figure 31. Here,
the primary x-axis shows the number of users The primary y-axis represents the
Processing time measured for number of users. The DFT worked better with
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Figure 32. Video processing application- CPU utilization measured in percent

4500s as compared with OSS and MQTT based SDP with 5520s, 4515s respec-
tively over 10 users. As like other applications MQTT had major issue of dropping
the data units intermediate pipeline and it was approximately 28%. The other
challenge was, MQTT openfaas-connector invokes the function carrying heavy
data input, which makes maximum openfaas NATs queue memory utilization and
this raises an exceptions from openfaas gateway. Similar to other applications,
computation time was maximum in OSS where as DFT has minimum disk access
time. The event triggers in MinlO and topic publish and subscription with huge
multi-media (audio) data took quite higher processing time.

The Figure 32 represents the CPU utilization across scaling of number of users
and fps values. Based on scale of users, DFT performed better with CPU utiliza-
tion of 32%, but MQTT consumed more CPU with 35% over 15 users. However,
MQTT worked better based on the scale of fps values with 23% and DFT con-
sumed more CPU with 36%. Considering both of the scenarios, OSS worked
well. Even though the MQTT-based SDP works well in case of fps based scenario
but consumed more CPU in another scenario.

The memory utilization was shown in Figure 33, MQTT based SDP consumed
less memory as compared to OSS and DFT with 34%, 46% and 44% respectively
over 15 users. Interestingly, OSS consumed less memory with 35% as compared
with MQTT and DFT with 46% and 49% respectively. The MQTT-based SDP
and OSS were good in terms of memory consumption considering both of the
scenarios.

Disk Read for both of the scenarios shown in Figure 34, OSS had very few
disk reads in both of the scenarios with average values of 1KB, 6KB respectively.
MQTT-based SDP had more disk reads and DFT moderately worked better in
both of the scenarios.

Figure 35 shows the Disk Writes, MQTT has minimum disk write in both sce-
narios with an average value of 966KB, 33KB respectively. OSS had the highest
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Figure 33. Video processing application- Memory utilization measured in percent (%)
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Figure 34. Video processing application- Disk Reads measured in Kilo Bytes (KB)
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Figure 35. Video processing application- Disk Writes measured in Kilo Bytes (KB)
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Figure 36. Video processing application- Network receive bytes measured in Kilo Bytes
(KB)

disk writes based on the number of users while DFT had more based on the fps.
The OSS will have obviously higher disk writes due to objects stored on the disks
and DFT had more disk writes due to interaction of NiFi processors with file sys-
tem.

The Figure 36 and Figure 37 represent the network performance measurement
for both of the scenarios in Kilo Bytes (KB). In terms of network receive bytes
in scaling of users scenario, OSS worked very well with 2KB and DFT moder-
ately better with 4KB, but MQTT had more network receive bytes with 5.3KB
considering 15 users. However, the scaling of fps values scenario, DFT worked
well with 59KB, but OSS had maximum values over all the SDPs with 215KB. In
network transmit bytes, DFT performance was moderately good with 6KB, 47KB
but OSS consumed minimum network resources(receive bytes and transmit bytes)
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Figure 37. Video processing application- Network Transmit bytes measured in Kilo Bytes
(KB)

in terms of scaling the users whereas MQTT consumed more network resources.
The MQTT based SDP consumed more network bandwidth due to publish of the
multi-media data over the tcp network and mqtt-openfaas clients always listen to
this topic leading to higher network consumption.

Considering the various performance metrics based on scaling of users and
fps values, results that Video processing application consumes more CPU due to
ffmpeg and YOLOV3 tools and even demand more bandwidth to offload the multi-
media files between edge/fog/cloud infrastructure. However, DFT consumes less
network resources but more CPU and disk resources, rather OSS uses less CPU
but required more network resources. MQTT-based SDP performance shows that
not suitable for Video processing due to the heavy usage of resources.

Suitability analysis: . All the proposed SDPs were implemented for three fog
computing applications, the observed performance of all metrics vs all applica-
tions are reported in Table 7. The focus of suitability analysis was to extract
insights from observed experimental results in the selection of best-fit SDP for
Aeneas, PocketSphinx, and Video processing applications. The overall results
were summarized with the suitability index and the corresponding suitable SDP
for each application was presented in Table 7.

In this Table 7, average performance metric values were calculated by averag-
ing the recorded values of SDPs performance across individual applications, and
then minimum and maximum of such average values were noted and correspond-
ing SDPs were chosen, as mentioned in the Table 7. Further, the suitability index
was calculated by counting the SDP names across each application on both the
Minimum and Maximum of average columns, and then the percentage of their
contribution, over all the metrics was calculated. Because this helps to decide at
what percent the SDP is suitable (Minimum of average column) or not suitable
(Maximum of average column). Finally, according to the suitability index, the
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Table 8. Average performance metric values across three applications

[ Metric/Application DFT 0SS MQTT ||

Processing Time (m) 20.97 23.97 21.77
CPU Utilization (%) 69 61 52
Memory Utilization (%) 97 85 86
Disk Read (KB) 4 19 3
Disk Writes (KB) 102 197 95
Network Receive (KB) 15 31 33
Network Transmit (KB) 22 43 63

well-suited SDP for each application was noted as mentioned in Table 7.

As mentioned earlier, Aeneas is a BI application and according to the suitabil-
ity index, MQTT-based SDP is well suited for this application with 43%, in-spite
it has huge network consumption which is not acceptable for BI applications.
However, it had good performance in other metrics. The DFT is not suited due
to higher processing time and disk utilization with 48%. In the PocketSphinx ap-
plication, MQTT-based SDP has a suitability index of 57%, whereas it also has
the highest not suitability index with 43%. The OSS had poor performance in all
aspects, but DFT has 0% index for not suitability, this motivates to consider the
DFT as the best-suited SDP for PocketSphinx. Finally, for the Video processing
application, the performance of OSS was significant with a suitability index of
51% and 71%.

Experience and future directions. The set of experiments and associated re-
sults in earlier subsections show that SDPs performance varies significantly ac-
cording to end user application (CI, BI). An IoT has a stochastic and heterogene-
ity (latency intensive, CI, BI) nature of workloads. To process such data oriented
workloads the placement and design of the data pipeline mechanism on fog/cloud
is quite necessary where our research fills this gap.

However, while designing and implementing these SDP approaches signifi-
cant portion of time was consumed in designing and developing the serverless
functions in various proposed SDPs. The OSS consumed more time to design as
it required more than five number of serverless functions as shown in Table 2,
whereas DFT is least with maximum of three functions because of a set of built-
in processors in Apache NiFi that could handle necessary utility operations such
as PUTS3 to store a data in MinlO were used. But in MQTT based SDP and
OSS we need to write them as functions. The DFT was best in designing and im-
plementing, because state of art Apache NiFi data pipeline tool was used, which
basically reduced efforts and easily integrated with serverless frameworks. The
function templates and associated Docker files of serverless functions including
other utility source files are available in GitHub .

Apart from the design experience, the resource utilization metrics such as
CPU, Memory, Disk Reads and Writes are important in serving the demands of
IoT applications, because the resource demand from end-user requests vary with

7https://github.com/shivupoojar/ServerlessDataPipelines
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respect to the type of the application. For example, video application demands
for maximum compute and bandwidth resources, whereas text processing appli-
cation demands only for bandwidth. So to investigate and analyze the resource
utilization metrics and processing time, we calculated the average over all the
three applications (on performance metrics) as shown in the Table 4.4.3.

The DFT consumed highest CPU (69%) and Memory (97%), whereas least in
network utilization (15KB, 22KB) and processing time (20.97m), this indicates
that DFT is best suitable for applications with huge bandwidth demand such as
text processing. Further, OSS consumed moderate CPU (61%), Memory (85%)
and network utilization (31KB, 43KB), but had large number of disk read and
writes (19K B, 197KB). These results show that OSS is best fit for video or image
processing applications (bandwidth and compute-intensive) due to lesser CPU,
Memory, and network utilization. On the other side, MQTT-based SDP utilized
the highest network resource (63KB, 33KB) and lesser CPU (52%), disk, and
moderate memory resources (86%). So, MQTT-based SDP is best suitable for
compute-intensive applications, but not suitable for bandwidth-sensitive applica-
tions.

Even though the SDPs were designed and investigated significantly based on
different performance metrics, certain challenges still exist and the key improve-
ments can be undertaken. The future directions should focus on two aspects.
Firstly, on how to minimize the processing time and resource utilization. In our
analysis, a synchronous mechanism was used to invoke the serverless functions
leading to larger processing time and they should be tested with asynchronous
mode. The serverless function scaling mechanism can also substantially reduce
the processing time and using intelligent scaling mechanisms could overcome this
issue. Secondly, how can SDPs be executed on fog/cloud in terms of dynamic and
stochastic workloads? Serverless operations were focused to fog infrastructure in
this work, however, to achieve user QoS expectations and to fulfill the dynamism
nature, a part of the pipeline could be dynamically executed in fog and rest in
the cloud. So, several opportunities exist to implement such intelligent decision
mechanisms.

4.5. Summary

In this chapter, we proposed three approaches to the Serverless Data Pipeline
(SDP). DFT, OSS, and MQTT-based SDP using Apache NiFi, MinlO, and MQTT
services, respectively. We applied these approaches to three different fog comput-
ing applications, namely Aeneas, PocketSphinx, and Video processing applica-
tion. We investigated their performance using metrics such as processing time
(computation time, disk access time, and network access time) and resource uti-
lization (CPU, memory, network, and disk utilization) and rigorously analyzed the
results by calculating a suitability index for each of them. The results show that
the MQTT based SDP works best for Aeneas, DFT performs better for Pocket-
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Sphinx and for video processing applications, the OSS performance was good as
compared with SDPs.

The proposed serverless data pipelines (SDPs) can be improved in terms of per-
formance by scaling their components.This autoscaling process includes server-
less functions and intermediate data storage units such as message brokers, trig-
gers, and object storage. In contribution 3 (Chapter 5), we explore approaches
to auto-scaling, such as reactive methods, and provided hints to proactive ap-
proaches. We use a message queue-based SDP to investigate how the components
can be autoscaled and how suitable they are for dynamic and stochastic workloads.
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5. AUTO-SCALING OF SERVERLESS DATA
PIPELINES

This chapter examines auto-scaling mechanisms for serverless data pipelines that
are designed to handle dynamic and stochastic workloads. We will explore vari-
ous approaches, such as reactive methods, to scale the SDP components and assess
their suitability for four types of dynamic workloads in two real-time IoT appli-
cations. We provide a suitability analysis of the six scaling approaches using the
weighted scoring method for two different applications with four workload pat-
terns. Furthermore, we discuss the challenges of reactive mechanisms based on
extensive experiments and provide future directions.

5.1. Introduction

Auto-scaling is a mechanism for dynamically increasing or decreasing resources
based on demand to meet QoS expectations. Modern container orchestration tools
such as Kubernetes (k8s) are equipped with easy, granular auto-scalability mech-
anisms [15] compared to virtual machine scalability. Reactive scaling approaches
are broadly classified into workload-based and resource utilization metrics-based,
respectively [61]. The former focuses on increasing or decreasing the count of
containers based on user traffic (mainly requests per second). In contrast, the
latter focuses on adding additional containers or deleting based on the resource
utilization threshold of the running containers, such as CPU or memory. The fol-
lowing provides more information on the scaling approaches used in this chapter.

Workload based scaling: The workload-based scaling approach is widely used
in public cloud serverless platforms like AWS Lambda. For example, scaling is
based on the concurrency limit. Concurrency is the number of in-flight requests
the AWS Lambda function is handling at the same time. If the function receives
more requests, then additional replicas are spawned if the concurrency limit is
exceeded. The other approach commonly used in open source serverless platforms
such as OpenFaaS is Request Per Second (RPS). Here, the function invocation
rate decides the scaling up or down of the function replicas. Similarly in message
queues, for illustration adding additional consumer instances dynamically when
the number of the messages in the queue (RabbitMQ) exceeds the limit or the
arrival rate of messages per second exceeds a certain threshold.

Resource based scaling: In this scaling approach, the system tries to keep the
metrics, such as CPU and memory, in a specified threshold limit. Scaling action
is taken with the addition or deletion of resources if the threshold is reached. This
is a commonly used approach for scaling microservices and virtual machines in
the cloud. Open-source serverless platforms such as OpenFaaS, Fission, Nuclio,
Knative, and other tools use this approach for scaling function replicas. In most
of the Kubernetes-based serverless platforms, the Kubernetes Horizontal Pod Au-
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toscaler (HPA) is used to scale based on the CPU and Memory limits set to the
functions.

Auto scaling of microservices is a well investigated area of research [56]—[58].
However, in edge and fog computing environments, especially latency sensitive
data processing is most critical, and scaling of the processing components is of
considerable interest [59]. This section briefly summarizes the recent work done
in the context of scaling the serverless data processing architectures and models.

Lucia et al. [60] proposed a proactive custom Kubernetes (k8S) based ap-
proach for adaptive auto scaling of serverless functions for various workload
profiles. Their proposed system was tested using Knative with workload based
scaling, i.e., based on concurrency limits. However, the focus was on a steady
workload with latency as the highest priority. On a similar line, [61] proposed a
custom K8S based scaling of the serverless function based on the CPU resource
utilization metrics. Their system was tested using the OpenFaaS platform. The
goal was to find the optimal CPU limit and configure the same in the auto scaler
of the system to reduce the latency of processing the arriving IoT workload. Li
et al.[62] proposed KneeScale algorithm based CPU utilization as a metric for
scaling serverless functions. They investigated spikes based on user workload for
verifying latency and throughput.

Resource based scaling of serverless functions was extensively studied by
Zafeiropoulos et al. [151], and proposed various RL approaches such as Q Learn-
ing, Deep Q Learning, and DynaQ for scaling serverless functions based on CPU
as metrics considering the discrete and continuous state space. The approaches
were simulated using an Open Gym environment and integrated into the Kubeless
serverless platform to tune the CPU configurations to optimize the latency in serv-
ing the function invocations. Along the side, Junfeng Li et al. [152] investigated
the performance of workload and resource based scaling of various serverless
platforms by considering the steady and spikes workloads.

The workload-based [64] approach was applied to message queues to scale the
microservices and investigated the elasticity based on the thresholds of Queue-
Length and Message arrival rate for IoT steady workloads. Similarly, Mahmoudi
et al. [65] investigated the concurrency threshold as a workload based approach
for scaling the serverless functions for steady workloads to reduce latency, and
cost in cloud environments.

A comprehensive comparison of related works and our proposed work is pre-
sented in Table 9. The comparison is based on several characteristics such as the
deployment environments (edge, fog, and cloud), the type of approach used for
auto scaling, and whether the focus was on workload or resource based metrics.
Further, we want to compare and understand which components (serverless, mes-
sage queue) the authors focused on. The end user workload pattern is a key char-
acteristic in investigating the scaling behavior, so we compared the user patterns
considered with other works and also various performance metrics considered by
the authors.
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The comprehensive comparison shows that many of the works focused on scal-
ing the serverless function using a resource utilization-based approach to improve
the latency and throughput for steady workloads. The workload-based approach
was mostly used for scaling the message queue consumers and partly in serverless
functions. However, most of the existing studies have focused on scaling individ-
ual serverless functions, without taking into account DAG based workflows, such
as serverless data pipelines used for data processing in edge and fog environments.
This is a crucial consideration, as scaling serverless functions heavily relies on in-
termediate data-passing units (MQTs), which must be synchronized between the
components. Apart from this, many of the works focused on only one type of
workload compared to our work. Our proposed performance evaluation work ad-
dresses this gap in the literature by taking into account the varying user patterns
and function duration in various 10T applications.

We will use reactive scaling approaches to auto-scale the SDP components. In
Chapter 4, we investigate the performance of three SDPs approaches in three real-
time IoT fog applications (video processing, Aeneas, and Pocketsphinx). Message
queues are widely used in IoT systems [135]-[140], to queue and route data. In
this chapter, we focus on SDP based on Message Queues designed for two IoT
applications as described in Chapter 2 Subsection 2.6.

The Message Queue-based SDP approach has three pipeline components: Mes-
sage Queue (MQ), Message Queue Trigger (MQT), also known as Function In-
voker/Trigger, and serverless functions. Here, data processing tasks are designed
as serverless functions, while MQ and MQT are the data carriers in the pipeline.
When data arrive in the pipeline into MQ on a specific queue, MQT triggers the
corresponding serverless function; the function executes, produces, and publishes
the output back to MQ on a specific queue. This sequence of data movement from
and to MQ and serverless functions continues in the pipeline until the data sink.

We have chosen SDP applications with different characteristics, one having
a longer execution time (2145ms) with more resource intensiveness and another
with a shorter execution time (986ms) with minimum resource utilization. The
Aeneas application deals with audio data that need more network bandwidth,
whereas PuhatuMonitoring deals with text data that needs minimum network
bandwidth. Such a category of applications helps to understand the efficacy and
behavior of auto-scaling mechanisms described in Subsection 5.4. Therefore, the
management of auto-scale in serverless data pipelines can be challenging due to
the need for synchronization between the serverless platform and the components
of the data pipeline [55]. The proposed work explores the components of server-
less data pipeline approaches that can be scaled. In addition, it examines when
to scale the components and select essential threshold metrics or optimal config-
urations that are required to define scaling. We also describe how to scale the
components based on workload or resource scaling metrics. Finally, we measure
and compare the efficiency and behavior of workload-based and resource-based
scaling approaches in fog environments using real-time applications with different
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execution times of functions.

Overall contributions in this Chapter are as follows:

* We applied and evaluated reactive scaling approaches, namely workload
based (RPS, Message rate) and resource utilization (CPU threshold) based
techniques on data pipeline components (Message queue trigger and server-
less functions ).

* We used two real-time fog computing workloads, the Aeneas and Puhatu-
Moniroting applications, to measure the performance, such as processing
time and resource utilization of the scaling methods for various user arrival
patterns that mimic the Azure real-time serverless workloads.

* We offer insights on the suitability of scaling approaches, experiences, and
challenges encountered during the implementation and evaluation of the
scalability of serverless data pipelines in various configurations.

The rest of the chapter is organized as follows. We described the three-tier
architecture in Subsection 5.2. Following this, all auto-scaling approaches and
research questions are elaborated in Subsection 5.4, and further, experiment setup
and results are outlined in Subsection 5.5. In Subsection 5.6 we share our expe-
riences from this evaluation investigation and propose future research directions.
Finally, the concluding remarks along with the proposed future work are discussed
in Section 5.7.
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Table 10. Execution time, CPU, and Memory used by individual functions of two IoT
applications

Application Execution time (ms) | Functions ﬂuml;C::z:) execution (Cnl:‘iﬁizo}?[s;;med X;il;;)ry used
Decompress 1 2 55
aeneas 2000 546 243
getText 100 5 4

Aeneas 2145 Store 44 6 7

preProcess 6 6 97
outlierIdentify | 940 154 243
tagData 5 3 32

PuhatuMonitoring 986 storeData 35 4 65

5.2. System Architecture

In this section, we described an overall three tier architecture, that includes the
required services to accomplish the Message Queue based SDP at the fog and
cloud tier. Further, we described essential services and tools required for auto-
scaling the serverless and message queue components at the fog and cloud tiers.
The system architecture in Figure 38 is composed of three layers with the required
services to handle the scalability of the pipeline components for data processing.

The edge tier manages the endpoint devices, collects and aggregates the data,
and performs pre-processing operations such as compression, filtering, etc. Fog
Tier is mainly responsible for receiving the data in the pipeline from the edge tier
and processing in a scalable manner. It constitutes a cluster of fog nodes config-
ured with Kubernetes Engine. The Serverless platform, Object Storage services,
and Message Queues are configured to store and process the data in the pipeline.
Message Queue Triggers for Serverless functions and event-based scaling services
are also part of the fog tier. Here, OpenFaasS is used as a Serverless Engine to cre-
ate, deploy, and scale the serverless functions. Furthermore, we use RabbitMQ1
as a message queueing service to store intermediate data in the SDP. The Rab-
bitMQ connector is used as an MQT for serverless functions whenever a message
payload arrives in the queue on a specific topic with associated routing keys. We
also use Kubernetes Event Driven Autoscaling (KEDA) for event-driven scaling.
The metrics of the OpenFaaS gateway, Rabbitmq, CPU, and memory utilization
of pods are scraped using the Prometheus monitoring service. The cloud tier is
mainly responsible for processing the data processing tasks (functions) forwarded
from the fog tier. This tier constitutes the services for storing, visualizing and
generating alerts or notifications to the integrated business processes. The pri-
mary focus of the cloud tier is to provide persistent storage, which acts as a data
sink in the pipeline.

Thttps://www.rabbitmg.com/
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5.3. Real Time loT Applications

Considering the system architecture, in this section we provide more insight into
the IoT applications described in Chapter 2 Subsection 2.6.

Aeneas SDP contains four serverless functions and three message queues as
described in Table 10 and Figure 39a. Here, aeneas function has a long running
time with more CPU and memory intensive. The total execution time for process-
ing a single data unit (audio file size of 512KB) by the SDP from source to sink
was 2145 ms and the execution time of the individual functions are mentioned in
Table 10.

PuhatuMonitoring is an loT application to observe changes in water level in a
wetland in the Puhatu Nature Protection Area (NPA), north-west Estonia, next to
an open-pit oil-shale quarry. This system has several activities to perform, such as
data collection, analysis, detection of outliers using machine learning algorithms,
tagging of outlier data, and storing the results. Figure 40 shows the message-
queue based SDP of the application. All functions have a short execution time
and minimum CPU and memory utilization, as mentioned in Table 10.

5.4. Scaling approaches

This section outlines the auto-scaling components of the Message Queue Based
SDP within the three-tier system architecture. It discusses how these components
are scaled using workload and resource-based approaches to ensure seamless ser-
vice for stochastic IoT workloads.

The Message Queue based SDP contains mainly three components, namely,
1)Message Queue, 2)Message Queue Serverless Connector (Function Invoker or
MQT) and 3) Serverless Functions as shown in the Figure 39. We have consid-
ered two components to understand and investigate the scaling techniques based
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on workload and resource characteristics (MQ Trigger and Serverless Functions).
The message queue is configured as a highly available cluster with multiple con-
tainers to handle the amount of workload used in the scalability testing.

It is important to identify the metric characteristics of the selected pipeline
components in order to define scaling rules for different scaling approaches. The
two scaling approaches, workload-based and resource-based, will be used as dis-
cussed previously. Each approach is linked to different metrics, and it is critical to
identify the relevant metrics for the selected pipeline components. Therefore, we
will define metrics for Message Queue Trigger (MQT) and serverless functions
(SF) below.

In Message Queue Serverless Connector (Function Invoker or MQT) com-
ponent, as part of workload based scaling, two metrics are essential, namely, the
number of messages (QueueLength) in the queue and the arrival rate of the mes-
sage (incoming Message Rate, i.e., measured as messages per second). The scal-
ing rule is defined as the threshold of QueueLength or Message Rate is met, then
additional MQT instances are added to the system infrastructure. For resource-
based scaling, CPU and memory are the metrics used, with specific threshold
values configured. CPU is considered a critical metric for scaling MQT instances,
but identifying the optimal threshold value is crucial to avoid performance issues
such as latency. Further investigation is necessary to determine the best threshold
value [61] because that may hinder latency and other performance issues.

In Serverless Functions component, the scaling metric for the workload based
approach is request per second (RPS) [152]. The RPS based approach is a default
auto scaling mechanism in modern Serverless platforms. It’s defined as the num-
ber of requests arriving at the function per second unit of time and is inherently
correlated to the rate of invocation of the functions. To configure the scaling, the
threshold value of the RPS metric needs to be calculated. This metric value varies
for various functions, for example, the RPS values are significantly different from
functions with long running and short running times. Our study focuses on both
types of functions.

Table 11 provides an overview of the approaches, metrics, and correspond-
ing SDP components. In the workload-based approach, we have considered
Request per second (RPS), Message Rate, and QueueLength as key metrics for
scaling SF and MQT respectively. RPS metric is used as the default scaling ap-
proach in serverless platforms and we are not using any of the external services
to perform the scaling. The Message Rate and QueueLength to scale the MQT is
accomplished using an extra service known as KEDA?Z.

Figure 41, shows the working details of KEDA and its integration with MQT
to monitor the scaling metrics and apply the scaling decisions. KEDA can drive
the scaling of the instances or pods in k8s cluster based on certain events such
as topics in Apache Kafka, streams in Redis, or events in S3. KEDA has many

Zhttps://keda.sh/
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Figure 41. KEDA based scaling architecture

scalers? that decide the activation and deactivation of the deployments. An exam-
ple of KEDA based scaling of MQT is shown in Figure 41. The KEDA and MQT,
both are configured as a service in the k8s infrastructure and the detailed experi-
mental setup is described in Section 5.5. The internal architecture of KEDA has
two components namely, keda-metric API server and keda-scaler respectively.
Considering Figure 41, the keda-metric API server is used to monitor and pull the
metrics (QueueLength and incoming Message Rate) on certain polling time inter-
vals from the Message Queue. These metrics are used by keda-scaler to calculate
the pod or instances count to scale and further send a signal to k8s Horizontal Pod
Auto scaler to activate the deployment with the estimated count. The threshold
values for the metrics such as QueueLength and Message Rate (MR) with asso-
ciated queue names are configured in the deployment file and the corresponding
ScaledObject is created in k8s cluster. The example of the ScaledObject file is
shown below. The triggers section has two types of auto scaling triggers, firstly
based on QueueLength and secondly on Message Rates. Here, queueName in-
dicates the name of the queue to monitor, Value indicates the threshold to scale
beyond this. The metric values are scrapped using the HTTP endpoint of the
queue. The scaling decision is made based on the highest value achieved while
scrapping the metrics.
- type: rabbitmq
metadata:

protocol: http

mode: Queuelength

queueName: aeneas

value: "4"

In the resource based scaling approach, we use Kubernetes Horizontal Pod
Auto Scaler* (k8s-HPA) for both of the SDP components. The k8s-HPA is part

3https://keda.sh/docs/2.9/scalers/
“https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
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of the K8s environment used for horizontal scaling, meaning adding extra pods
or removing them based on metric values such as average CPU utilization, and
average memory. In our experiments, the CPU is used as a scaling metric and
configured into the auto scaler with a certain threshold.

Considering the Message Queue-based SDP from the Figure 39 (a), scaling
metrics and approaches in Table 11 and further with the above questions, our ob-
jective is to investigate the performance of the scaling approaches on SDP compo-
nents for various user workloads using performance metrics defined in section 5.5.
However, the question which arises is: Does scaling only Serverless Functions
improve the efficiency of the pipeline or scaling both of the components. To an-
swer the question, our investigation focuses on using a combination of workload
and resource based approaches to MQT and SF respectively.
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Figure 42. Approaches for auto-scaling the serverless data pipelines

Considering this, we define the six approaches for auto-scaling (see Figure 42)
as follows:

1. KEDA and RPS(keda+rps) approach: In this approach, as shown in Fig-
ure 42.a, the combination of the KEDA and RPS is used to auto scale the
SDP. KEDA is used to monitor the queues and further scale the consumers
(Message Queue Triggers) that invoke the associated serverless functions.
On the other side, the Request per second approach is used to monitor and
scale serverless functions. In KEDA-based scaling, the MQT is created for
each queue, for example, in the Aeneas application, three MQTs are created
to invoke the functions.

2. KEDA and KEDA (keda+keda) approach : This is shown in Figure 42.c,
the KEDA scalers are configured to watch the queue metrics and scale the
function replicas based on the target values, for example, QueueLength or
Message Rate metrics. Similarly to approach 1, KEDA scalers are config-
ured to monitor the queues and auto-scale the queue consumers.

3. KEDA and K8s HPA (keda + k8shpa) is as shown in Figure 42.b, the
K8s Horizontal Pod Auto scaler is configured with the target CPU in all
serverless functions. The optimal target CPU is chosen for each function
by running several experiments.
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4. No Scaling and KEDA (no+keda) is shown in Figure 42.d, only KEDA is
configured on serverless functions.

5. No Scaling and K8shpa (no+k8shpa) is similar to Figure 42.d, only K8shpa
is configured on serverless functions.

6. No Scaling and rps (no+rps) is similar to Figure 42.d, only rps is config-
ured on serverless functions.

5.5. Performance Evaluation

All the scaling mechanisms described in the previous section are realized, imple-
mented for the Aeneas and PuhatuMonitoring applications, and deployed on the
system infrastructure as mentioned in Section 5.2. Further, experiments are con-
ducted with real-time workload patterns observed in Azure Cloud and provided a
detailed analysis of the obtained results. We also provide underlying challenges
and experiences learned during our experiments.

5.5.1. Performance Metrics

This subsection provides six potential performance metrics that are used to eval-
uate and check the efficiency of scaling SDPs in response to variable user de-
mands. Resource utilization metrics such as CPU, memory and pod counts are
collected using Prometheus, cadvisor software services. PromoQL (Prometheus
Query Language) is used to calculate the metrics for the specific time period. Fur-
ther, processing time and throughput are calculated using logs collected from the
data source (Message arrived into the Queue) and data sink (final result stored in
the MinlO storage).

Processing Time. In 10T applications, latency is a primary concern, and it di-
rectly correlates with system scalability. In this regard, we calculated the process-
ing time of user requests, received in the pipeline until the response reached back
to the end user or storage unit. Processing time is measured in seconds in our
experiments and it’s the total time taken from the data source, processing units
(serverless functions), intermediate storage units, and final data sink. The prelim-
inary goal of our investigation is to see how the processing time is optimal by con-
sidering scaling approaches of various components in the SDP. We performed an
extensive analysis of function execution and queuing time of user requests varies
in scaling approaches. Further, we realized the processing time distributions us-
ing the Cumulative Distribution Function (CDF) to understand the efficacy of the
scaling approaches.

Success Rate. The success rate is a metric used to find the number of users who
succeeded to reach the data sink, alternatively, it measures the number of users
processed on the given workload size. It is measured as percent and calculated by
the ratio of users processed to the total number of users fed into the pipeline at a
given time window.
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CPU and Memory Usage. The resource utilization metrics such as CPU, mem-
ory, network, and disk, are essential parameters to compare the other scaling ap-
proaches because over and under provisioning of resources may lead to degrading
the application and system infrastructure performance. In contrast, these are im-
portant metrics in IoT environments because of resource constraints in the fog
infrastructure. We measure the average CPU and memory consumption over a
range vector of 10s. The formula for CPU utilization of i’ user request in work-
load is as given below in equation 5.1 and is similar for memory utilization.

CPU, = Y (1* Y, cpu(FR)+ Y, cpu(MQT,) (5.1)

SFeSF J  FRjEFR MQT,,eMQT

where t = 10s, SF = {SF|,SF,...,SF;} is a set of k number of serverless func-
tions and FR = {FR;,FR,,...,FR;} is a set of j replicas of k' function and
MQT = {MQT,,MQT>,...,MQT,,} is a set of m Message Queue Triggers.

Number of Pods. Whenever scaling activity happens in the system, an extra
number of pods or replicas or instances are added to the system to accommodate
the huge demand. However, comparing the pod counts between various scaling
approaches provide insight into its over and under usage during its scaling life-
time.

Count(Replicas;) = Y. Count(SF)+ Y,  Count(MQT,) (5.2)
SFeSF MQT,.eMQT

where t with time window of ¢ = 10s step in metric collection, here by SF =
{SF,SF,...,SF;} is a set of k number of serverless functions and in this MQT =
{MQT,,MQT>,...,MQT,,} is a set of m Message Queue Triggers.

Fairness Index. This metric is used to calculate the fairness index for the pro-
cessing time of user requests in serverless data pipelines. The fairness index de-
termines how user requests are served using auto scaling components in the SDP.
We calculate using Jain’s fairness [144] index (JFI) and values are between 0O to
1, where a values 1 represents good fairness, i.e, all user requests have lower
processing time. The value O indicates the disproportion processing time. The
formula to calculate is:

(L PT)?

JF] = ———————
nx (ZiPTiz)

(5.3)

where PT; is Processing Time (PT) calculated for i user request or workload.

5.5.2. Serverless Workload Patterns

In this section, we explore the workload patterns of serverless applications based
on Azure Function Traces [146]. These traces are available along with invocation
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Figure 43. Azure serverless workload invocations patterns
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Table 12. Characteristics of the workload

Characteristics of the Workload | Fluctuation | Jump | Steady | Spike
Mean 2.9 0.8 2 1.87
Standard deviation 1.2 1.56 |0 0.97
Minimum 0 0 2 1
25% of the workload 2 0 2 1
50% 3 0 2 2
75% 4 1 2 3
Maximum 6 5 2 4
Total requests generated 3442 1055 | 2390 1646

logs for a duration of two weeks. To analyze the invocation patterns, we consid-
ered two days of data consisting of 41407 functions triggered by various sources
such as Event, HTTP, queue, storage, orchestration, and others. Out of these func-
tions, we selected 230 functions that are triggered by queues, which may include
Service Bus, Queue Storage, RabbitMQ, Kafka, and MQTT. We followed the ap-
proach described in ServiBench work [54] to select and classify the workloads.
We categorized the invocation patterns of the 230 serverless functions into four
types: Fluctuating, Spikes, Jump, and Steady workloads as depicted in Figure 43.
Our chosen data set indicates that 5.2% of the functions exhibit steady workloads
that remain stable throughout the invocations over time. The fluctuating workload
(34.37%), shown in Figure 43, represents the load with constant fluctuations and
frequent small bursts during invocations. The spike workload (27.08%) indicates
occasional extreme bursts with or without a steady base load. Finally, the jump
workload (30.5%) represents sudden load changes that occur only for a moment
and may exist for a temporary period.

To use the four workload patterns, it was necessary to transition from per-
minute to per-second invocation patterns. This transformation was achieved by
leveraging fractional Brownian motion, as detailed in Scheuner et al.’s work [54],
which enabled the synthesis of perturbations at the granularity of seconds while
preserving the overarching characteristics observed in the Azure traces. The ad-
justment also involved reducing the workload intensity; for instance, in the case
of the spike workload, the maximum intensity originally was at 450 requests per
second (rps), and this was lowered by 4 rps. Similar reductions were applied to
the intensities of other workloads, as illustrated in Figure 43. The specific char-
acteristics of the workload are described in Table 12, with values expressed in
requests per second (rps). The fluctuation workload exhibited a peak intensity of
6 rps, while the steady workload maintained a constant intensity of 2 rps. The
standard deviation metric signifies the extent of aggressive changes in workload
intensity, with the jump workload displaying a deviation of 1.56 rps. In the case
of fluctuation workload, 75% of the instances surpassed 4 rps. The duration of the
experiment was set at 1200 seconds, during which the fluctuation workload gen-
erated 3442 user requests, while the jump workload produced 1055 user requests.
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5.5.3. Experimental Setup

The fog tier includes a hardware unit consisting of nine Raspberry Pi (RPi) 4B
model clusters with specifications of Quad-core Cortex-A72 (ARM v8) 64-bit 4
CPU cores, 8 GB RAM, and 60GB storage. Cloud tier with two virtual machines
with 4 vCPUs, 8 GB RAM resembling the capacity of m2.medium size of AWS
EC?2 instance is provisioned from the University of Tartu’s OpenStack cloud. The
edge RPi 3B model is used as a gateway, and RPi 4B model is used as a client
to simulate the user behavior. All the edge and fog tier nodes are connected over
LAN using Netgear GS116E-200PES, 16-Port Smart Managed Gigabit Switch
with speed up to 2000Mbps. Figure 44(a) shows the hardware setup with RPis
stack connected to the router with the network system.

The lightweight Kubernetes (k8s) Engine k3s (v1.25.5+k3s1) was installed in
the fog tier, and similarly, k8s engine v1.26 was configured in the cloud tier. Open-
Faa$ serverless platform faas-netes(0.23.0)° is installed in the fog and cloud tier
as a serverless engine to create, manage and scale the serverless functions. Rab-
bitMQ was installed as three pod clusters in the fog layer, with one virtual host,
one exchange, and three message queues. The MinlO object storage service was
configured on the cloud tier to store the results after processing the serverless
data pipeline acting as a data sink. The serverless functions are created and de-
ployed using the OpenFaaS Command line interface. Further, Python 3.9 run time
was used to develop the serverless functions. The Prometheus, along with the c-
advisor, captures and monitors the k8s service metrics. Moreover, the Prometheus
REST API is used to obtain the metrics after completing the experiments.

Since fog tier nodes are with ARM architecture, some of the services like
KEDA, OpenFaaS-RabbitMQ-Connector (MQT), and RabbitMQ k8s operator are
rebuilt (from other architecture-based deployments to ARM) and further deployed
on the RPi-based k8s cluster. Those docker images can be found here in the
docker hub®. After setting up hardware and software services, Jupyter Notebook
is used to code and deploy the serverless data pipeline components of the Aeneas
and PuhatuMonitoring applications. The process flow of experiments conducted

Shttps://github.com/openfaas/faas/releases/tag/0.23.0
Shttps://hub.docker.com/u/shivupoojar
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is shown in Figure 44(b). The locust tool is used to publish the user requests
with data according to Azure workload scenarios (Jump, fluctuation, steady, and
spikes) to the message queue and initiate the pipeline. The data input size for the
Aeneas application includes the range from 512KB to 1MB audio files considered
from the projects’> . We use the real-time data collected in the Puhatu IoT ap-
plication as input in the PuhatuMonitoring application. Once user requests were
processed by SDP and final outputs were stored in the data sink (MinlO Storage
in Aeneas and Influxdb in the PuhatuMonitoring application). After the SDP ex-
ecution of each workload scenario, CPU, Memory, and Pod Count metrics were
pulled from Prometheus using PromoQL Query as an HTTP invocation with step
10s. We collected Function Execution Time, and Queueing Time using custom
services (python code) by scrapping from the OpenFaaS gateway. Finally, the
Data Profiling service was used to parse and generate the required performance
monitoring graphs.

5.5.4. Results and Discussion

An auto-scaling behavior largely depends on the arrival rate of user workloads.
So, performance validation of auto-scaling needed to generate stochastic user
workloads, and to mimic such user behavior, python-based locust® tool was used.
Locust is mainly used for HTTP-based load testing, and we have written Python
scripts!® to publish user workload on RabbitMQ channels. Several experiments
are conducted to realize the results with a minimum error rate over all of the ex-
periments. The following subsections provide a detailed analysis of the Aeneas
and PuhatuMonitoring application of the obtained results.

Aeneas Application. The processing time is shown in Figure 45 for the Ae-
neas application and is measured in seconds. These four box plots provide the
overall processing time of four quartile groups for six scaling methods. The pro-
cessing time for fluctuation workload is shown in Figure 45(a), the no+rps have a
median value of 18.03s, as compared with others, which shows that with this ap-
proach most of the users have faster processing time, whereas keda+k8shpa has
a highest average processing time of 22.15s with a maximum value of 56s. Fig-
ure 45(b) shows for jump workload, the keda+k8shpa experienced an average PT
of 9.12s with outliers, whereas keda+rps had a maximum of 21.73s. This indi-
cates that keda+k8shpa is capable to handle the jump workloads in a given time.
Figure 45(c) and 45(d) show the processing times of steady and spikes workloads.

The keda+k8shpa and no+k8shpa experienced median values of 7.97s and
7.14s respectively, in steady and spikes workloads. This indicates that no+k8shpa
can handle the spikes workload, this is because Aeneas has a long running func-
tion with compute intensive, and CPU-based autoscaling works satisfactorily here.

https://gitlab.doc.ic.ac.uk/st220/COSCO/-/tree/master/framework/workload
8https://github.com/readbeyond/aeneas

“https://locust.io/
10https://github.com/shivupoojar/autoscalingsdp/../k6_locust.py
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Figure 46. Average Function Execution Time (FET) and Average Queuing Time (QT) of
Aeneas application over scaling approaches

In the K8shpa-based approaches, the response time and data loss for the long-
running and compute-intensive function (aeneas) are lower than those of rps and
KEDA-based approaches. In a serverless platform, the rps threshold value is the
same for all functions, which does not provide optimal performance for long-
running functions, resulting in more data loss. However, in the K8shpa approach,
the optimal CPU threshold value of (20%) for Aeneas is configured, which reflects
the optimal scaling decision and achieves a lower response time.

Further, the processing time of SDP is the sum of function execution time
(FET) and queuing time (QT). To understand the correlation of queuing time and
efficiency of scaling approaches, we show the comparison of the average FET
and QT of the Aeneas application in Figure 46. In fluctuation workload, no+rps
had the lowest QT of 0.36s and FET of 17.67s, whereas keda+k8shpa experi-
enced 0.62s and 21.53s of QT and FET, respectively. This suggests that rps for
serverless functions can handle frequent alterations in the event patterns of the
workload, ranging from a minimum of 2.6rps to a maximum of 4.25rps of in-
put. With keda+k8shpa, hpa configured on serverless functions wait for the cpu
to reach the threshold before provisioning the replicas, which increases the time
taken for the function to execute. However, in spikes and jump, the keda+rps and
keda+k8shpa have lower QT and FET of 0.08s, 11.29s, and 0.47s, 8.66s, respec-
tively. This result indicates that the rps approach in serverless functions can be
flexible for frequent changing workloads, whereas the k8shpa approach can easily
deal with sudden and aggressive workloads. In steady workload, keda+k8shpa
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Figure 47. Cumulative Distribution Function of Processing Time for Aeneas application
over scaling approaches

has minimum QT and FET compared to other approaches.

To understand the variance and distribution of processing time of all work-
loads, we calculated and plotted the Cumulative Distribution Function (CDF) for
all workloads. The CDF for the Aeneas application for workloads is shown in
Figure 47. It shows that, in fluctuation workload, 80% of the workloads have the
PT of below the ~ 28s in no+rps, whereas keda+k8shpa has =~ 34s. The RPS ap-
proach has a faster scaling activation than the k8shpa based approach configured
for serverless functions, potentially reducing the PT. Surprisingly, keda+k8shpa
have 80% of below 12s in steady workload. This is because the scaling deci-
sion in k8shpa is consistent w.r.t. steady workload. Similarly, in jump workload,
keda+k8shpa have 80% have PT below 15s. However, for spikes, workload no +
k8shpa 90% of them are within 27s compared to other approaches. The CDF re-
sults show that no+rps can deal efficiently with fluctuations, while keda + k8shpa
works better for jump and steady workloads. However, no+k8shpa works satis-
factorily to deal with spikes. The overall results indicate that the long-running
functions of the Aeneas application were handled by k8shpa for jump,steady and
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Figure 48. Success rate of Aeneas application over scaling approaches

spikes.

The success rate is a crucial performance metric that indicates the percentage
of user requests or workloads that are processed and stored successfully in the
data sink. It is used to evaluate the efficiency and reliability of different scaling
approaches. Figure 48 presents a comparison of success rates for various scaling
approaches used in the Aeneas application. The figure shows that no+keda and
no+k8shpa achieved a similar success rate of 86%, indicating their inability to
handle 14% fluctuating workloads. However, in steady workloads, keda+k8shpa
had the highest success rate, processing 98% of users, while in jump workloads, it
achieved a success rate of 91%. Conversely, no+k8shpa demonstrated the highest
success rate of 98% in spike workloads. The keda+rps was least reliable in deal-
ing with the fluctuation workload with 45%, and similarly in jump with 38%. In
keda+rps approach, keda-based scaling approach in MQT dequeues user requests
and invokes serverless functions, rps lead to data loss due to time out of user
requests queued in the internal queue of serverless functions. The maximum data
loss appeared for the aeneas function which was with a long-running time.

In order to gain a deeper understanding of how the scaling approach, which
relies on the stochastic arrival of messages in a queue, behaves, we conducted
an analysis of the scaling patterns exhibited by the Aeneas function under dif-
ferent workloads. This analysis is presented in Figure 49. The x-axis represents
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Figure 50. Comparison of CPU and Memory utilization of Aeneas application for various
scaling approaches

the pod count, while the y-axis represents the message arrival rate measured in
messages arrived per second. Our observations from Figure 49 reveal that the
no+rps and keda+rps approaches progressively increase the replicas (pods) as
the message arrival rate increases. On the other hand, the keda+keda, no+keda,
keda+k8shpa, and no+k8shpa approaches aggressively react to workload spikes
but maintain a constant number of replicas due to fluctuations in the arrival work-
load. In the case of a steady workload, the RPS based approaches react slowly and
keep incrementally raising the replicas until saturation was reached. On the other
hand, the k8shpa based approaches raise the replicas over the first few seconds,
while KEDA based approaches raise the replicas instantly and then downscale to a
steady count of 7 replicas. Interestingly, the KEDA and k8shpa based approaches
were more volatile to changes in workloads, while the RPS based approaches
show similar progressive behavior. However, no+k8shpa approach aggressively
reaches a maximum count of replicas despite the load downscaling in the work-
load.

We computed the Jain’s fairness Index (JFI) for all workload patterns of the
Aeneas application to assess the variation in processing time as compared to the
expected average processing time. Table 13 presents the results. For jump work-
loads, all scaling approaches exhibited moderate fairness in processing user re-
quests, but the keda+rps approach had a higher fairness index than the others,
despite its low success rate and low CPU utilization. However, it processed 402
requests out of 1055 user requests, with a success rate of 38.1% which degrades
the QoS. In steady workloads, both the no+keda and no+rps approaches had rela-
tively higher fairness indexes compared to other scaling approaches. The fairness
index for steady workloads indicates that all approaches were moderately fair in
processing user requests. However, for fluctuation workloads, the fairness index
is higher, suggesting that a larger proportion of user requests are processed close
to the average processing time with less variance.

When processing loT data in fog environments, the utilization of CPU and
memory by application components is crucial for determining the effectiveness of
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scaling approaches. These metrics provide insights into the amount of resources
consumed by application components and can aid in evaluating the efficiency of
the scaling approach. Figure 50(a) and Figure 50(b) show the CPU and mem-
ory utilization of the Aeneas application in fog environments respectively. In
Figure 50(a), the y-axis represents the average CPU consumption measured in
millicore, with 1000m indicating 1 core, while the x-axis represents the workload
patterns.

For jump workloads, the keda+rps scaling approach has a relatively low CPU
consumption of around ~ 19millicore, while the KEDA approaches (no+keda,
keda+keda) have maximum CPU consumption of around = 38millicore. This
indicates that the no+rps approach may be more efficient in terms of CPU uti-
lization for this workload pattern. In spikes workload, similar to jump, keda+rps
has a lower CPU utilization of ~ 25millicore, whereas keda+keda had a maxi-
mum CPU utilization. In steady workloads, both keda+rps and no+rps have a
minimum CPU utilization of around = 19.43millicore, while KEDA based ap-
proaches consumed the maximum CPU. Considering the overall CPU utilization
metrics, KEDA based approaches consume more CPU resources because the scal-
ing decision is based on the QueueLength and hence more replicas are spawned,
leading to more CPU consumption.

The memory consumption of scaling approaches across various workloads is
shown in Figure 50(b). The y-axis represents the memory utilization measured
in MegaBytes (MB). In jump workload, keda+rps consumes minimum mem-
ory, whereas the keda+k8shpa consumes more memory. However, keda+rps has
a success rate of 38.2%, hence consuming less memory. The keda+k8shpa in
steady workload utilized more memory of ~ 2270M B as compared with other ap-
proaches. In spikes, no+rps had minimum memory utilization, whereas K8shpa
based approaches have maximum memory utilization. Similarly for fluctuation,
keda, and k8shpa based approaches have more memory utilization, keda+rps has
minimum memory consumption, however, the success rate is 45%.

Aside from the previously mentioned performance metrics, there are several
other crucial parameters that influence the efficacy of scaling techniques for the
Aeneas application. These parameters include the Processing Time Standard De-
viation (PT STD), the 90th percentile of PT, the Minimum of PT, and the Max-
imum of PT. PT STD is particularly important as it indicates the consistency of
processing time across a given user workload. A lower PT STD implies strong
consistency in the processing times, which is essential for the real time process-
ing of audio data in Aeneas. Similarly, the 90th percentile of PT, Minimum of PT,
and Maximum of PT are significant performance metrics that can help determine
the best and worst case scenarios for the system’s response time. Together, these
performance parameters provide a comprehensive view of the system’s efficiency,
allowing developers to optimize scaling approaches for Aeneas.

Along the side, Table 13 provides an overview of all the performance metrics
of all scaling approaches with different workloads. From Table 13 it is evident
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Figure 51. Comparison of processing time of Puhatu application

that keda+k8shpa is able to efficiently process jump workloads with a success
rate of 92.5%, with minimum PT mean, PT STD, FET, and QT of 9.1s, 10.1s,
8.7s and 0.47s respectively. However, higher utilization of CPU and Memory
utilization but a moderate replica count of 15. Considering PT (latency) as a key
metric, the keda+k8shpa works a better scaling approach for auto scaling the mes-
sage queue consumers (MQT) and serverless functions. Similarly in steady work-
load, keda+k8shpa processed adequately with a success rate of 98.3% and with a
minimum in other performance metrics. However in spikes, without any scaling
approach at MQT, and k8shpa scaling approach at serverless functions worked ef-
ficiently with a success rate of 98.3%. On the other side, no+rps and no+k8shpa
could able to handle the fluctuation workload adequately, but keda+rps is not ef-
ficient in dealing workload. Overall results show that for the Aeneas application,
k8shpa based scaling approach works better due to long running functions in the
pipeline.
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Figure 52. Function Execution Time (FET) and Queuing Time (QT) of Aeneas applica-
tion over scaling approaches

PuhatuMonitoring Application. Similar to the Aeneas application, the per-
formance analysis of the PuhatuMonitoring (PM) application is described in this
subsection. The PM application has a short running time and moderately low
compute intensive functions as discussed in Subsection 5.3. The overview of pro-
cessing time for various workloads is shown in Figure 51. In fluctuation workload,
no+rps, keda+k8shpa and keda+rps approaches yielded lower processing time
with a mean of 0.66s. This shows that the k8shpa and rps based approach works
well, however the success rate of k8shpa was higher, which means lower data loss.
Similarly in jump workload, no+rps, no+k8shpa and no+keda processed PM data
with mean of = 0.70s, however keda+k8shpa had maximum value of 7.3s. Scal-
ing approach configured serverless functions capable to deal the jump workload,
where as no scaling of MQT was necessary. In steady workloads, keda+rps and
no+keda processed data with a mean of 0.79s, where as no+rps has a maximum
value of 10.92s. On the other hand, in spikes workload no+rps, no+k8shpa and
no+keda similar minimum mean of ~ 0.5s and no+k8shpa has maximum of 3.8s.

Furthermore, Figure 52 shows the comparison of the average FET and QT of
PM applications for various workloads. Three approaches (no+rps,no+k8shpa
and keda+k8shpa) have average FET of 0.6s but keda+keda has minimum aver-
age FET of 0.56s, however the QT was maximum of 0.12s. Surprisingly, the QT
mean was higher than FET, which indicates longer waiting in the queue. This is
due to the longer waiting time in the message queue, where no scaling of MQT
and keda scaling approach in serverless functions scale the functions based on the
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Figure 53. CDF of processing time for puhatu application over scaling approaches

configured queuelength, which is not sufficient to handle load. In steady work-
load, no+rps and no+keda have lower mean QT of 0.07 but keda+rps has lower
FET as compared with the other approaches. For spikes workload, no+k8shpa
has lower mean QT of 0.04s but moderately more FET time. The no+keda was
efficient in handling the jump workloads with mean QT of 0.06s.

The CDF of PT of the PM application is shown in Figure 53, In fluctua-
tion workload, the no+k8shpa has 86% of them are processed within 1s The
no+keda and keda+rps have similar distributions initially. In the steady work-
load, keda+rps have 90% of them have PT of 1.1s, however, no+rps has 1.3s
not performing better as compared to the others. Interestingly, no+rps performed
well, with 90% of the workload’s PT under 0.58s, whereas keda+keda had 1% of
workload’s PT over 25s as compared with other approaches. In jump workloads,
the no+rps’s distributions show that 90% of them were in 1.2s and work better as
compared with other approaches.

The success rate of various workloads for PuhatuMonitoring application is
shown in Figure 54. For fluctuation workload, no+k8shpa has a more success rate
of 99% and keda+rps was less with 95%. However, in steady workload no+keda
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was with a high success rate of 98%, whereas keda+rps and keda+k8shpa were
similar with 96%. The no+rps is capable to handle 99% user requests in jump
workload. Interestingly, keda+k8shpa was able to succeed in processing 89%,
whereas other approaches reached a success rate of 99% in spikes workload.

The scaling patterns in response to the arrival rate of messages of outlierDe-
tection function are shown in Figure 55. In fluctuation workload, keda+rps and
no+rps progressively increases the replicas based on the increase in message rate,
however, keda+rps reached the maximum of 14 replicas due to parallel requests
arriving from keda based MQT. The keda+k8shpa and no+k8shpa increase the
replica initially, and further, tune to the arrival rate. All the scaling approaches be-
come to stagnant to certain replicas over a period. However, in steady workloads,
keda+keda and no+rps increases the replicas aggressively based on message rate
and becomes stationary with certain replicas. But, RPS based approaches increase
the replica progressively and reach the stationary value. Interestingly in jump
workload, due to the sudden raise in arrival rate, all approaches took the decision
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Figure 56. Comparison of CPU and Memory utilization of PuhatuMonitoring application
for various scaling approaches

for scaling, however, scale down for rps was faster. In spikes, keda+keda and
keda+rps reach the stationary point after initial scaling, not eventually reactive to
the arrival rate, whereas keda+k8shpa and no+keda reacts to the spike workload.
Considering this scenario, keda+keda and keda+rps may not be suitable for fog
environments due to the overconsumption of resources.

The Jain’s Fairness Index (JFI) for fluctuation workload, no+k8shpa is mod-
erately higher as compared with other approaches with an index of 0.4, whereas
keda+keda with a least of 0.23. This indicates that 40% of the fluctuation work-
load was processed up to the mean value of PT. Similarly in steady workload,
no+keda and no+rps with higher indexes of 0.48 and 0.50 respectively. In jump
workload, no+rps has higher fairness index of 0.39, however, in spikes workload,
it has the highest fairness of 0.81.

Considering the CPU and memory utilization shown in Figure 56, for jump
workload, keda+k8shpa used minimum average CPU (1.5 millicore) and mem-
ory (107.56MB) as compared with other approaches. Similarly for steady work-
load, with 8.6 millicore and 464MB respectively. However, in spikes no+k8shpa
with CPU of 2.07 millicore and memory of 178MB. In fluctuation workload,
keda+k8shpa had used minimum CPU and memory. Overall, K8shpa based ap-
proaches used minimum CPU and memory in puhatu monitoring application, this
is due to the scaling decision of K8s HPA based cpu threshold neither on arrival
rate.

Considering the performance metrics described above and other metrics in Ta-
ble 14. We calculated PT Mean, Max, STD and 90th percentile, also pod count
apart from the above described metrics. From the table values, it indicates that,
For jump workload, all the approaches aggressively react to the arrival rate, and no
approach is optimal to consider, however, based on the success rate and fairness
index no+rps approach works better compared to other approaches. Further, in
steady workload, no+keda works satisfactorily as all the metrics values are min-
imal as compared to other approaches. The primary reason is the KEDA service
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configured for the serverless functions spawns the replicas only according to mes-
sage arrival and it tunes to optimal replica count over time. On the other side,
KEDA may over provisioning the replica counts and degrade resource utilization.

5.5.5. Suitability Analysis of Scaling Approaches

In this subsection, an overview and suitability analysis of scaling approaches for
two applications is provided. The applications were experimented with using four
types of workloads, and the effectiveness of different scaling approaches. To un-
derstand the suitability of each workload, we used the weighted average scoring
method to rank the scaling approaches. We used two criteria to choose the scal-
ing approach, namely the processing time (latency) and resource utilization. The
latency is a primary key metric in IoT environments and is directly correlated to
the scaling approach. Resource utilization is highly critical in fog computing en-
vironments due to resource constraints. Our result analysis in the previous section
shows that resource utilization is directly proportional to the scaling approach
with the decision of spawning replicas. Further, to decide the suitable scaling
approach based on the weighted average for two criteria, we used the following
equation 5.4.

ScalingApproach,, = o * Score(PT,,) + (1 — &) x Score(RU,,) (5.4)

where w is a set of workloads { jump, steady, spikes, fluctuation} and PT,, is the
score obtained by using the weighted average technique on PT metrics on w'”
workload, similarly RU,, is the score for resource utilization metrics on w'”.

Therefore, to calculate the score for each workload, using a weighted average
scoring method, weights need to be assigned for selected performance metrics. To
choose the critical parameters in our performance metrics from Table 13 and Ta-
ble 14, we selected six metrics that are highly essential to estimate the processing
time (latency) and three metrics that contribute to resource utilization. In addi-
tion, we also assign higher weights to metrics that are important considering the
critical requirements of IoT applications similar to the approach used in the arti-
cle [186][2]. Such essential metrics for PT and their weights are (Success Rate,
0.5), ( PT Mean, 0.1), (PT 90th, 0.2), (FET, 0.05), (QT, 0.05), and (JEF, 0.1).
The resource utilization metrics and associated weights are (CPU, 0.5), (Memory,
0.2), and (Pod Count, 0.3).

We applied the weighted average scoring method with various values of ¢ on
all the scaling approaches with four workloads for two applications and the high-
est scored scaling approach was chosen for each value of o as shown in Table 15.
When, o = 0 it indicates that, resource utilization metrics have high priority than
processing time and results show that, for jumps and spikes workload, RPS based
approaches are efficient for Aeneas application because of less resource utiliza-
tion, however, k8shpa based approach is better in PuhatuMonitoring. This is be-
cause k8shpa makes the decision to spawn the replicas based on CPU usage and
periodically scales the replicas.
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Considering the results for different « values, applications, and workloads
from Table 15, it indicates that as processing time becomes the highest prior-
ity, scaling approaches were consistent with ranks. In the Aeneas application,
keda+k8shpa is highly suitable for Jump and Steady workloads. Similarly, in
no+k8shpa can able to handle the spikes in the workload, however, no+keda is
well suited for Fluctuations. This is because KEDA spawns the replicas based on
the message arrival rate into the queues and replicas were scaled in hand before
the invocations. Since the Aeneas application has compute heavy functions and
k8shpa is well-suited to handle such functions. Surprisingly, results show that the
KEDA scaler configured for MQT improves the efficiency in Jump and Steady
workloads, whereas not beneficial in Spikes and Fluctuations.

For the PuhatuMonitoring application, ro+keda is well suited for Jump and
Steady workloads, as mentioned earlier KEDA spawns the replicas instantly based
on message arrival in the queues. Comparatively, no+rps adequately handles the
spikes and fluctuations, this was because the PM application was not having the
long running time function and easily scales up and down the replicas based on
arrival rate. Interestingly, no scaling at MQT was necessary for PM application,
however, minimizing the waiting time, and scaling of MQT is essential. Efficient
resource consumption and low latency are crucial metrics in IoT applications in
fog environments to facilitate real time data processing and delivery. Nevertheless,
experimental findings reveal that scaling approaches encounter several bottlenecks
that limit the ability to simultaneously optimize processing time and resource con-
sumption. In the following section, we will discuss the experiences encountered
during the experiments and corresponding future directions.

5.6. Experiences and Future Research Directions

A series of experiments and corresponding results, we discussed in previous sub-
sections, highlight the considerable variation in the performance of scaling ap-
proaches depending on workload patterns and application diversity, such as those
featuring long running functions (e.g., Aeneas) or short running functions (e.g.,
PuhatuMonitoring). Nonetheless, achieving optimal latency and resource con-
sumption is significantly related to appropriate scaling decisions made by the al-
gorithms. The aim of the proposed Chapter is to gain a better understanding of
the behavior of such scaling approaches and to offer insights to developers.
During the experiment design phase, a substantial amount of time was dedi-
cated to brainstorming, experimenting, and analyzing the scaling configurations
for KEDA, K8shpa, and RPS approaches for both MQT and serverless functions
of two SDPs. It is crucial for administrators and developers to determine and
finetune the ideal configurations of scaling components in order to reduce costs,
latency, and resource consumption. This process presented numerous bottlenecks
and challenges. For example, in the KEDA-based approach, deciding the target
threshold of scaling metrics such as QueuelLength and Message Rate was chal-
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lenging. Because the optimal value of such metrics directly correlates to the con-
currency limit of serverless functions and execution time for each invocation, this
eventually can impact the success rate. In K8shpa-based approaches, several ex-
periments were conducted to find the optimal CPU and memory request and limits
for individual functions that fit the optimal concurrency limit. Further, choosing
the target CPU threshold for each function in K8S HPA took moderate time. Oth-
erwise, can lead to the use of more resources than required, and it’s a disadvantage
in fog environments. The decision of choosing the scaling rules RPS-based is
quite critical, developers and administrators should have prior knowledge of the
workload patterns and user behaviors, and it’s challenging. The other issue was,
the scaling rule differs for each individual function (for example, long running and
short running time). Eventually, the performance of SDPs precisely depends on
choosing the optimal scaling configurations and settings. Choosing scaling rules
and configuration settings is challenging for complex applications, and needs an
automated solution using state-of-the-art techniques [141]-[143] for choosing op-
timal configurations.

Our future work will focus on two key aspects. The first aspect involves se-
lecting resource configurations, concurrency limits, and other function settings
in the SDP without incurring additional costs. This can be achieved through
the use of statistical and machine learning based optimization techniques. Ad-
ditionally, approximation of the QueueLength and Message Rate thresholds for
scaling the MQT can be improved using these methods. Secondly, none of the
current scaling approaches have achieved a 100% success rate or ideal SDP pro-
cessing time for any single user workload, as shown in Table 10. For example,
KEDA and RPS based approaches have scaled more replicas than necessary, po-
tentially leading to higher resource utilization and hindering other applications.
These approaches may also not perform optimal scaling for long running func-
tions. While the K8shpa based approach performs better in this regard, it is harder
to achieve a 100% success rate. Therefore, optimal scaling decisions for the MQT
and serverless functions can be achieved through reactive mechanisms, which can
be designed and implemented using state-of-the-art algorithms such as statistical
modeling, machine learning, and other optimization techniques. The experimental
results provide a road map to model the behaviour of the scaling approaches using
well known scalability laws such as Amdahl’s Law and Universal Scalability Law.

5.7. Summary

In this Chapter, we described workload and resource based scaling techniques
such as KEDA, K8SHPA, and RPS scaling the Message Queue based serverless
data pipelines. We applied these approaches to the Aeneas and PuhatuMonitoring
IoT application and investigated their performance using the metrics such as pro-
cessing time, and resource utilization (CPU, Memory) and rigorously analyzed
the results by calculating the suitability index and it shows that workload based
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scaling is useful for faster response times, whereas resource based scaling is use-
ful for consistent throughput and moderate CPU, memory utilization. However,
an opportunity exist to test the approaches using long running time, and multiple
applications such as compute intensive, bandwidth intensive, and memory inten-
sive [oT applications. We also observed that the CPU, and memory provisioned
were not fully utilized and this challenge helps to investigate further to provide
optimal solutions using novel scaling algorithms.
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6. CONCLUSION AND FUTURE DIRECTIONS

This chapter concludes the thesis by summarizing the key contributions. Further,
it lists the limitations and proposes potential future research directions.

6.1. Summary of contributions

This thesis addresses the challenges of data processing over the IoT continuum.
IoT data processing involves complex tasks from data acquisition to processing.
To achieve low latency and meet other quality of service (QoS) metrics, edge
and fog computing models are increasingly being adopted over cloud-based IoT
data processing. This adoption adds complexity for dynamically executing data
analysis tasks across varying distances and on heterogeneous hardware devices.
Industries require lightweight approaches or frameworks to run data operations
close to the data sources without compromising QoS demands. To address this
issue, the goal of the thesis was threefold that address the three research questions,
the first being to investigate how monolithic containers can be realized in IoT
data processing with their drawbacks and benefits. Second, to explore serverless-
based data pipeline-based approaches exclusively used for IoT continuum-based
data processing. The third is concerned with the auto-scaling of serverless data
pipelines. To achieve the three research goals, we have addressed the research
questions as outlined below.

RQ1: How feasible is the utilization and adoption of container-based mono-
lithic applications for IoT data processing in fog environments without en-
countering QoS bottlenecks?

To answer this RQ1, we formulated a strategy for designing data operations
within monolithic containers and efficiently scheduling them across the IoT con-
tinuum, taking into account QoS parameters such as latency and energy consump-
tion. The primary challenge was to achieve optimal scheduling decisions with-
out compromising QoS metrics. Managing workloads intelligently in large-scale
edge and fog platforms proves challenging due to the dynamic nature of modern
workload applications and the specific responsiveness requirements of users. Our
literature review in Chapter 3, indicates that existing state-of-the-art algorithms
take more decision time and are not optimal in a volatile environment. So, we
proposed a gradient-based backpropagation approach (GOBI) and GOBI* for fast
and scalable scheduling and have shown that it outperforms state-of-the-art sched-
ulers. To demonstrate this, we developed a framework!, COSCO, which is the first
to allow coupled simulation and container orchestration in IoT environments.

However, deploying monolithic containerized applications in event-driven IoT
architectures presents its own set of challenges. To optimize QoS metrics such

Thttps://gitlab.doc.ic.ac.uk/st220/COSCO
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as latency and energy consumption, we employed the concept of container mi-
gration. This involves moving application containers from overloaded hosts to
under-loaded hosts during the scheduling and placement phase. Instead of relo-
cating entire application containers, it would be more beneficial for the individual
data operations service hosted on the hosts and routed based on QoS requirements,
which is more beneficial in resource-constrained edge/fog architectures. Our ex-
periments show that scheduling decisions definitively can yield optimal results;
however, the migration approach needs extra bandwidth to move the entire en-
capsulated container application between nodes, which is challenging in edge/fog
environments. Other challenges related to granular scaling of data operations, not
the entire application containers, and each data operation execution-based billing
provides more benefits in even-driven architectures. These challenges can be
streamlined by unpacking a monolithic application into granular data operations
by designing the data pipelines along with serverless technology.

RQ2: How can Serverless Data Pipelines are created in Fog and Edge com-
puting environments, that are suitable to specific requirements of diverse IoT
applications?

The answer to this question introduces a three-layered architecture that demon-
strates the construction of serverless data pipelines (SDPs) for [oT data analyt-
ics. A significant challenge in this approach is managing intermediate data in the
pipeline due to the stateless nature of serverless frameworks. Our literature review
suggests various mechanisms to address this issue, such as object storage, message
queues, or off-the-shelf data pipeline tools. However, IoT applications have di-
verse workload demands, including compute, bandwidth, and latency sensitivities.
To tackle this, we designed and experimented with three different SDP approaches
(Object Storage, Message Queues, and Data Flow Tools) using three different [oT
workloads (compute-intensive, latency-sensitive, and bandwidth-intensive).

Furthermore, we proposed a suitability index that will guide the IoT develop-
ers in choosing the appropriate SDP based on the specific type of IoT application.
Our experimental results, utilizing the suitability index, indicate that SDPs based
on standard data flow tools (DFTs) are unsuitable for compute-intensive tasks
like video processing but are efficient for bandwidth-intensive applications. Con-
versely, object storage service (OSS)-based SDPs are better suited for compute-
intensive tasks, while message queue-based SDPs are appropriate for latency-
sensitive tasks but not for compute and bandwidth-sensitive tasks due to higher
CPU and memory utilization. Object storage service (OSS) based SDPs are better
suitable for compute-intensive tasks and Message Queues based SDPs are suitable
for latency-sensitive tasks but not for compute and bandwidth-sensitive tasks due
to higher CPU and memory utilization.

RQ3: How can we leverage the existing auto-scaling approaches for scaling
the serverless data pipelines that are suitable for diverse and dynamic work-
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load patterns?

On one hand, IoT workloads are stochastic, volatile, and have diverse resource
demands, reflecting the varying requirements of different IoT applications. On
the other hand, our experimental analysis carried out in RQ2, indicates the need
for auto-scaling SDPs to meet lower processing time and other QoS expectations.
This is achieved through fine-grained scaling of serverless functions and effective
handling of intermediate data. For example, SDPs based on message queues are
composed of multiple components, such as serverless functions, message queues,
and message queue triggers. Scaling the entire pipeline without leaving any bot-
tlenecks is challenging.

To answer the RQ3, we applied two reactive methods of auto-scaling tech-
niques on the SDP components. We considered stochastic workloads for three
real-time applications with different resource demands. Further, we proposed a
suitability index used to choose the auto-scaling method for the particular intensity
of the workload. Our suitability analysis of reactive auto-scaling mechanisms for
SDP under four different workload patterns indicates that for compute-intensive
tasks, the resource-based scaling approach works effectively for jump, steady,
spike, and fluctuation workloads. For short execution time tasks, workload-based
scaling suits all four workloads.

6.2. Future directions

Experiments in the thesis were carried out within a controlled real-world setting,
however, can be extended to large-scale IoT setup which can improve the accuracy
of the system. The proposed methodology described in the COSCO framework is
limited to CPU and memory requirements of the applications, and bandwidth is
not considered for scheduling optimization. Bandwidth-aware optimization offers
a broader scope in scheduling, especially for 10T applications. Another limitation
is that the workflow or dependency of IoT tasks is not considered in this study.
The thesis focuses on only three designs of SDPs, narrowing the scope to specific
applications. However, other approaches, such as in-memory-based pipelines,
may be quite efficient in IoT data processing. We assumed the single serverless
service provider, however federation of serverless provider ecosystems can yield
more benefits in terms of availability, cost, and other aspects. The thesis did
not count the cost as one of the quality parameters. The thesis limits only three
auto-scaling mechanisms applied on message-queue-based SDP, but this limits the
scope.

Based on the limitations as discussed, in the following we walk through the
future directions that can potentially be taken forward in the IoT data processing
research.

1. Alternative SDP design approaches

In the design of serverless data pipelines, three approaches have been ex-

plored— DFT, Object Storage, and Message Queue. The DFT-based approach
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employs Apache NiFi, a centralized data pipeline engine, to manage controlled
data movement centralized within Apache NiFi nodes. However, this method
may consume more bandwidth as it involves moving the entire data instead of
controlling or controlling the location of the function. Object storage, on the
other hand, may experience performance challenges due to increased read and
write operations on the disk. Message queues, while effective for small data units,
have limitations. This prompts an opportunity to investigate the use of in-memory
databases as intermediate data storage units and explore other lightweight, low-
bandwidth consumption approaches. For instance, utilizing function chaining by
managing function invocation through a master function or main thread could be
explored.

2. Reactive scaling methods

The auto-scaling of the serverless data pipeline has provided multiple research
directions based on the experimental analysis in Contribution 2. Optimal resource
configurations, concurrency limits, and other function settings in the SDP scaling
have been chosen by running several experiments, which can lead to extra costs
in the design. It is typically challenging for IoT developers to select the optimal
resource configurations, concurrency limits, and other function settings in the SDP
during their design. This can be accomplished through the use of statistical and
machine learning-based optimization techniques. Furthermore, the QueueLength
and Message Rate thresholds for scaling the MQT can be improved by utilizing
these methods. As a result, optimal scaling decisions for the MQT and serverless
functions can be achieved through reactive mechanisms, using MAPE-K based
approach, machine learning, and other optimization techniques.

3. SDP Modelling and dynamic deployment

Serverless data pipelines offer an efficient approach for IoT data processing
in resource-constrained and heterogeneous IoT environments. Our experience in
the design of serverless data pipelines (SDPs) provides research opportunities to
model these pipelines using TOSCA-based service templates. Furthermore, dy-
namic deployment and orchestration on edge/fog environments present a signif-
icant potential, reducing design time and enabling the reuse of serverless data
pipeline components by IoT developers. In our experiments, we focused on a
single serverless provider, which can be monotonous. However, exploring multi-
ple serverless service providers adds complexity to the context. This introduces
key challenges related to dealing with federation and interoperability of multi-
ple serverless providers in edge/fog environments, particularly when leveraged
in Serverless Data Pipelines (SDP). In such scenarios, functions can be executed
based on factors like cost, reliability, fault tolerance and other QoS parameters.

4. Alternative to serverless approach
Recently, there has been considerable interest in Web Assembly (Wasm) due
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to its runtime performance and lower latency compared to applications running
in serverless environments. This opens up a new research direction, exploring
the potential of Web Assembly-based pipelines and serverless-based pipelines for
efficient IoT data processing.

6.3. Final Remarks

Overall, this thesis addresses the complexities and challenges in the processing
of IoT data while shifting from monolithic container architectures to serverless
computing models for handling IoT data. The contributions assist developers, re-
searchers, practitioners, and other associated stakeholders in selecting the most
suitable data processing mechanism, considering factors such as computing re-
sources, bandwidth, energy consumption, and latency while meeting sensitive
QoS requirements. The thesis produced three contributions that solve the problem
of container and serverless based IoT data processing approaches. The first part of
our contribution resulted in the creation of a Python-based simulator and frame-
work. This tool is designed for the scientific research community and developers
to demonstrate novel scheduling algorithms for container-based data processing
in edge and cloud environments.

The second part of the contribution resulted in a lightweight, serverless-based
data processing and pipeline framework featuring three data handling mechanisms
suited for compute, bandwidth, and memory-intensive applications. For IoT de-
velopers, this research contribution offers a suitability analysis to help choose the
reliable data processing approach for their specific use cases, such as video analy-
sis or smart environment monitoring. We demonstrated the research contribution
through its application to an environmental monitoring project deployed in the
Puhatu region in Northwest Estonia. The third part of the contribution guides
the IoT developers to choose the suitable scaling approach based on IoT use case
requirements for stochastic workloads (steady, jump, fluctuations).
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SISUKOKKUVOTE

Sundmustepohiste, skaleeruvate ja serverivabade
andmetorude disain ja orkestreerimine asjade Interneti
rakenduste jaoks

Asjade Interneti (IoT) seadmete iiha suureneva kasutamisega on toimunud tohutu
toorandmete kasv. Selliste andmete haldamine holmab aga keerulisi tilesandeid,
sealhulgas andmete hankimist erinevatest seadmetest erinevates vormingutes, filt-
reerimine ja teisendamine, ning masindppe rakendamine. Selliste andmevoogude
voo ja elutsiikli tohus haldamine on mérkimisviirne véljakutse. Selleks, et saa-
vutada madal latentsus ja muud teenusekvaliteedi (QoS) moddikud, vdetakse iiha
enam kasutusele pilvepdhise IoT andmetdotluse asemel serva ja udu arvutusmu-
deleid. See muudab andmeanaliiiisi iilesannete diinaamilise tditmise keerukamaks
erinevatel kaugustel ja heterogeenses riistvaras.

Uks lihenemisviis Asjade Interneti andmetootluse realiseerimiseks on mo-
noliitsete konteinerrakenduste kasutamine, mis kondavad andmetoimingud iihte
konteinerisse. Selliseid konteinereid saab migreerida iile IoT kihtide (serv, udu,
pilv), et optimeerida teenuse kvaliteedi (QoS) moddikuid. Monoliitsete konteine-
rite kasutamine voib tdhusat andmehaldust ndudvate andmepohiste Asjade Inter-
neti rakenduste viljatootamisel tekitada viljakutseid ja keerukust. Sujuva iihen-
duvuse tagamisel ja andmetoimingute skaleerimisel vdib tekkida ka muid prob-
leeme. Teised olemasolevad lahendused, nagu suured andmetootlusklastrid (nt
Apache Flink voi Spark) ja valmistdoriistad, vivad ressursipiirangute (serva- ja
uduseadmed) ja asjade Interneti-rakenduste siindmustepdhise olemuse tottu olla
ebausaldusvéirsed.

Hiipoteesiks on, et seda saab lihtsustada serverivabade arvutuste ja andmekon-
veierite kasutusele votuga. Serverivabade arvutuste kasutamisel saab andmeana-
liiiitilisi tilesandeid luua individuaalselt skaleeritavate virtuaalsete funktsiooni-
dena ja neid siindmustepohiselt tdita. Andmekonveierid voimaldavad koondada
iksikud andmetootlusiilesanded suureks hajutatud andmevooks. Mélema mudeli
kombineerimisel saab luua serverivabad andmekonveierid (SDP), kus serverivabu
funktsioone kasutatakse konveieriiilesannetena ja neid saab sujuvalt vilja kutsuda,
kui andmed konveieri kaudu liiguvad. Servervabu funktsioone saab lihtsasti kdivi-
tada pilve-, serva- vdi udukeskkondades ning andmeedastuseks, marsruutimiseks
ja funktsioonide kutsumiseks kasutatakse andmekonveieri tehnoloogiaid.

Selle viitekiri eesmirk on adresseerida andmetdotluse kriitilisi aspekte asjade
Interneti (IoT) keskkondades, keskendudes iileminekule konteineritelt serveriva-
bale arhitektuuridele. Esmalt analiilisitakse kitsaskohti traditsioonilistes monoliit-
setes konteineripdhistes IoT andmetdotluse 1dhenemisviisides. Seejdrel uuritakse
serverivaba andmetdotluse rakendamist asjade Interneti keskkondades kui potent-
siaalset lahendust monoliitsete arhitektuuridega seotud viljakutsete iiletamiseks.
Lopuks analiiiisitakse serverivabade andmetdotlusraamistike skaleeritavust asjade
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Interneti stohhastiliste tdokoormuste haldamisel.

Sellel viitekirjal on kolm panust. Esimene on uudne simulaator ja raamistik
konteinerite orkestreerimiseks IoT keskkondades koos gradiendipdhise tagasilevi-
tamise lahenemisviisiga (GOBI ja GOBI*) ajastamiseks, mis on effektiivsem ole-
masolevatest planeerijatest. Teine panus hdlmab kolme disaini 1dhenemist serve-
rivabade andmekonveierite (SDP) loomiseks ja nende sobivuse analiiiisi erinevate
asjade Interneti rakenduste jaoks. Standardsetel andmevootdoriistadel (DFT) po-
hinevad SDP-d ei sobi arvutusmahukate iilesannete jaoks, nagu videotdotlus, kuid
need on tohusad laia ribalaiust vajavate rakenduste jaoks. Objektisalvestusteenu-
sel (OSS) pdhinevad SDP-d sobivad paremini arvutusmahukate toimingute jaoks
ja MQTT-pShised SDP-d sobivad latentsustundlike toimingute jaoks, kuid mitte
arvutus- ja ribalaiustundlike iilesannete jaoks, kuna protsessori ja milu kasutus
on suurem. Kolmas panus on reaktiivsete automaatse skaleerimise mehhanismide
sobivuse analiilis SDP jaoks nelja erineva tookoormuse mustri korral. Arvutusma-
hukate iilesannete puhul to6tab ressursipdhine skaleerimise ldhenemisviis tdhusalt
hiippelise, piisiva, jirsu ja kdikuvate tookoormuste korral. Lithikese tditmisajaga
iilesannete jaoks sobib tookoormusepohine skaleerimine kdigi nelja tobkoormuse
korral.

See viitekiri kisitleb IoT andmete to6tlemise keerukust ja véljakutseid iilemi-
nekul monoliitsetelt konteineriarhitektuuridelt serverivabadele pilvearvutusmude-
litele asjade Interneti andmete toStlemisel. To6 viljundid aidatvad asjade Interne-
ti arendajatel valida kdige sobivaamad andmetddtlusmehhanismid, vottes arvesse
selliseid tegureid nagu vabad arvutusressursid, ribalaius, energiatarbimine ja la-
tentsus, tdites samal ajal tundlikke QoS ndudeid.
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