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Abstract

This paper provides an overview of en-
cryption systems and steganographic tech-
niques used by the Czechoslovak Maffie,
which was an anti-Austrian underground
resistance organization in 1914-1918.

1 Introduction

Austria-Hungary (1867 — 1918) was a consti-
tutional monarchy and great power in Central
Europe and basically a multi-ethnic state entity.
Czechs and Slovaks were two of the nations that
made up Austria-Hungary. They felt oppressed
and their voice were often not heard in the ad-
ministration of public affairs. The Maffie was
an underground organization of Czech politicians
and leaders formed in Prague during World War I
(1914 — 18) and an anti-Austrian resistance orga-
nization that engaged in intelligence activities.

In this work, we studied the cryptographic and
steganographic techniques used by the represen-
tatives of Czechoslovak Maffie. In section 2 we
shortly describe the historical background of the
organization. Next, in Section 3 we shortly de-
scribe the used ciphers and steganographic tech-
niques, and in Section 4 we bring insight into the
biggest affair of the resistance called "Button Af-
fair”, which is also related to cryptology.

2 Secret Political Organisation Called
”Maffie”

Maffie' was founded after the emigration of Tom4s
Garrigue Masaryk in 1914 by Czech politician Ed-
vard BeneS, who later became the second presi-
dent of Czechoslovakia, and other (mainly) anti-
royalists? (Hlava¢, 2008). During the years of the

IThe name *Maffie’ was only a nickname of the group,
and has no real connection or reference to the Sicilian crime
group called Mafia (Paulovd, 1937; Hlavac, 2008).

2Karel Kramzvif, Alois Rasin, Josef Scheiner and their
”boss”, Pfemysl Sdmal.
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Great World War, it was a central part of the First
Czechoslovak Resistance. Its main objective was
to overthrow the Emperor of Austria and to cause
the disintegration of his country. Their goal was to
tirelessly seek all kinds of information of a polit-
ical, economic, and military nature, and deliver it
to Masaryk abroad in a conspiratorial way.

The Military Maffia®> was an armed component
of the Czech domestic anti-Austrian resistance in
1914-1918 and was part of a broader movement
that led to the establishment of the Czechoslo-
vak Republic. Its main task was to undermine
the morale of the Austro-Hungarian army, orga-
nize sabotage actions, and prepare for an armed
uprising. The Military Maffia played a key role in
the preparations for the coup of 28 October 1918,
which led to the establishment of the Czechoslo-
vak Republic (Hélek, 2018).

3 Overview of Used Ciphers and
Steganographic Techniques

The Czechoslovak Maffie, as well as other secret
societies, used various steganographic techniques
and a wide range of cryptographic methods for
their communication as: hand ciphers, codes, and
encryption devices.

One of the simplest methods used* was a simple
substitution using a field postcard (the so-called
“feldpostkarta”) with irregularly cut out windows.
This card served as an encryption table, also a sec-
ond card was used with the alphabet. The encryp-
tion process was based on changing the relative
position of the window part and the alphabet part
(Valenta, 1993).

A classical Vigenere cipher (adapted to the

3The main figures of the Military Mafia were Frantisek
Sis, Vladimir Slavik, Jindfich Capek and Jaroslav Roicky.

4For example used by Karel Locher, a member of the
Maffie resistance organization in charge of liaison with the
Poles and later served in various political and journalistic po-
sitions.
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Czech alphabet) was the main cipher used by
the organization (Werstadt, 1931), also see Fig-
ure 1. This encryption method was, however,
easily broken by the Austrian secret service Ev-
idenzburo, which allowed them to monitor com-
munications between the domestic resistance and
the emigration (Paulova, 1939). After discover-
ing that the modified Vigenere cipher had appar-
ently been broken, a new, more robust encryption
method was selected, based on a reworded alpha-
bet, longer passwords, and shorter blocks of text.
The cipher was available in two forms: a ciphering
device named Kryptograf> and its paper version
called the "autoclave ruler” according to Josef J.
Fri¢ (Kucera, 2003). The cipher was based on the
Vigenére autokey.

Jabcédefghchijklmnopr¥#sidtnvysi
abcédefghchijk]l mnopr ¥sftuvyz?a
bjfcédefghchi jklmnopr¥fsétuvyzZab
cldefghchi jklmnopr¥ssfuvyzzabec
Edefghchi jkl mnopr¥sd tuvyziabcé
dle fghchi jklmnopr¥sét.vyziabctd
elfghchi jk lmnopr¥sStuvyzfabcé&de
flghchi jklmnopr¥ss tuvyzZabecddef
ghechi jklmnopr¥fsétuvyzfabc&defyg
hichi jklmnoprisftuvyzsfabcé&defgh
chli jklmrLroprisitavyziabcé&de fghch
il klmnopr¥fs¥§tuvyzfabcd&&de fghchi
jlk lmnopris3tuvyzfabcd&de fghchij
EflmnoprifsdtuvyzZabcé&de fghchijk
Imnopr¥sftuvyzfabcé&defghchit jkil
mmopr s tuvyzfabcé&defghchijklm
njoprisftuvyzfabcédefghchi jklmn
opr¥fsftuvyzfabcd&de fghchijklmno
Plr¥sftuvyzfabcé&def ghechijklmnorp
rifsftuivyzfabcéde fghchijklmnopr
Fls§tuvyzfabc&defghchi jklmnoprtF#
sfftuvyzfiabcé&defghchi jklimnopr #s
§tuvy2fabcédefghchi jklmnoprt#ss
tluvyzZabcd&defghchi jk Ilmnopr #835t
ulvyzZabcé&defghchi Jklmnopr#s §tu
viyzfabcéde fghchi jkl mnopr fsdtuvw
yppiabcddefghchi jklmnoprfsituvy
zffabcédefghchi Jkimnopris§tuauv ysz
flabcédefghchijklmnopr¥fsftuvyzi

Figure 1: Modified Vigenere / Tabula Recta (Wer-
stadt, 1931)

A different (simple) encryption device was
found in (Butyrskij et. al., 2018), however, we
were unable to identify the machine (see Figure
2).

At least two different codes were used, one to
hide the names of the resistance members in the
communication (cover names, see Figure 3) and
one classical code book for encryption. The sec-
ond one encrypts words and phrases to another
words and phrases and was marked as Allegoric
Code (orig.  Allegoricky kod Ceskoslovenské
zahrani¢ni revoluce, see Figure 4).

SCreated by P. J. Bardtek. This ciphering device could
be a predecessor of the Condenser PBJ cipher machine, see
(Antal et. al., 2024).
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Figure 2: Unidentified encryption device allegedly
used by Maffie’s spies (Butyrskij et. al., 2018)

Figure 3: List of cover names of the members of
Maffie

Various steganographic techniques were used
by the resistance (Stanek, 1931; Ocenasek, 1991;
Kucera, 2003):

¢ Invisible ink - developed by Dr. Vladimir
Stan€k a prominent Czech chemist and sci-
entist. He was the administrator of the chem-
ical department of the Sugar Research Station
(see Figure 5).

Based on a geographical map of Switzerland,
different cantons meant different fronts. The
order of the letters in the text of the postcard
signified an assessment of the overall situa-
tion (politically and militarily).

Two identical metal plates with holes that
looked like a sieve. Each hole corresponds
to one letter of the alphabet according to a
secret key.



ALLEGORIGK’

KO0D

Agrérnfci  Venkované Anemasse Podho¥
Americky Vzd4lenf Arméda Chasa
Amnrlka Vzd4lenost
Anglickf Zluticky
Anglie Flutice
Bajonet Bolest Buchs Stradnice
Banka Ulice Budapest Roztoky
Berlin Pankpéc o] Koupel
Bern Liben Bed¥ich arc. kol.Pacl
Brno Klanovice
Besky Bledy Bern{ hora  Skalka
Lechy Domov Cisar D¥éda
as Jenda
.De
Decimovén  Potrhén Domovni prohlidka N4vitéva
Divise zdroj Ddstojnfk  Kaktus
.E.
Expedovat  Pu¥et Expedice Pulen{
“F.
Fiume Chu.cixle Fronta rusk{ "u Nérodnfho Divadla®
Fribourg Koko¥{n Fronta zdpadnf Svandd:
Fronta it"" Uranie Friedrichshafen Letky
Francie Rudnice

Francougsky rudy

Garnisonf soud Krésné vy= Gener4l Zahradnfk

hlfdka Geneva Ti¥ina
Garn.soud Strahov
Halig Nébirer{ ¢ Krdl, Hostivai
Hlad Stin ko RiZové sady
Houfnice Jelitko dorfu Kole“f Keclik

ad z:
I,
Insbrug  HluboZepy Italeky Zeleng
Italie Zelenec
- & =

Figure 4: First page of the Allegoric Code (VHA,
1915)

* Newspaper advertisements were used to con-
firm the successful delivery of encrypted
messages.

* Furthermore, a special case/luggage/shoes
with double walls and hidden compartments
were used to carry the messages.

A combination of encryption and steganogra-
phy was used in a network in Genoa, Italy, to
transmit confidential information (Kucera, 2003).
It consisted of three layers. The message was
first encrypted, then written with invisible ink, and
concealed in scrolls or other inconspicuous ob-
jects. The sent messages passed through the hands
of the Austrian censors, but thanks to the precision
of the encryption, their contents remained unde-
tected (Paulova, 1939).
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Figure 5: Magazine "Prager Zuckermarkt” with a
steganographic message written with Dr. Stanék’s
original invisible ink (Stanek, 1931)

4 The ”’Button Affair”

A very famous (espionage) affair of the
Czechoslovak resistance was the so-called
Button Affair. It was one of the biggest blows
during the war when the Czechoslovak resistance
was fighting against Austria-Hungary. The affair
had serious consequences for the Czechoslo-
vak resistance, including the arrest of many
prominent figures. The case became well-known
and was discussed after the establishment of
Czechoslovakia, becoming the subject of political
controversy.

We shortly describe the events of the affair. In
September 1915, Edvard Bene§ and Jan Kyjovsky
decided to send Aloysia (Lola) Linhart to a spe-
cific mission. As a courier, she was responsible
to deliver a secret message (see Figure 6) from
Switzerland to Prague. She hid the message in
a button on her dress, which was considered a
safe way of transporting the information. Lin-



hart successfully crossed the border and arrived
in Prague, where she was to deliver the message.
However, due to a conspiratorial error and the in-
competence® of some members of the Resistance,
and the report fell into the hands of the wrong peo-
ple, leading to the exposure and arrest of several
people. (Paulovd, 1937; Paulovd, 1939; Lukes,
2016)

%3 nJ gcheocteeczzozvrsvyim
pecemisgpfrryjbhifrrjhjn
yozbsSrlahiojjiyyajbngsec
c.é'pi.tbfiéooi‘é'hbd?iiék'beh
kprkjnyousjluarfscchafs
Speozzigsdapnjdhz

Figure 6: Encrypted message from Aloysia (Lola)
Linhart’s button (Pichlik, 1991)

The message was encrypted using the modified
Vigenere cipher (adapted to the Czech alphabet).
The Austrian military authorities had already de-
ciphered the key to the Maffian alphabet during
the affair, which gave them access to sensitive in-
formation and allowed them to intervene more ef-
fectively against the resistance (Kéarnik, 1995).
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