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 A Fully Data On-chain Solution for Tracking Provenance of Handcrafted 

Jewellery 

Abstract: 

Blockchain and Smart Contract have been widely adopted in a number of business domains 

and some of the recent ones include medical records management, tracking of diamond and 

many more. The reason for using blockchain, is because it enhances trust through transpar-

ency and also the data stored on the blockchain is resilient to tempering. It’s based on the 

above premise that this paper aims at building an application that uses blockchain to track 

the supply chain of handcraft jewellery. Tracking the supply chain of a product involves 

storing complex data at each and every stage of production and therefore this may require 

databases that can store complex data structures in order to capture all the details of the data. 

However, most of the blockchain platforms can only store data using key-value databases. 

Using key-value type of databases, data can only be saved using a data key and it’s impos-

sible to perform data operation such as data aggregation yet such data operations are of great 

importance when making business decisions. Hyperledger fabric is an enterprise blockchain 

that can be extended from using a key-value database to using couchDB, a NoSQL database 

with the ability to support complex queries. In this paper we investigate the capability of 

Hyperledger fabric’s database by storing the provenance data for the handcraft jewellery 

onto the blockchain (on-chain). We present a case of Soko, a company that sells handcrafted 

products and wants to ensure transparency in the supply chain of its products. Finally, we 

conclude by discussing our findings and comparing our solution with the previous solution 

where they use both conventional databases and blockchain to store the provenance data. 
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Käsitööehete päritolu jälgimine kasutades täielikult plokiahelasse 

salvestatud andmete lahendust 

Abstrakt: 

Plokiahela (blockchain) nutilepingute (smart contracts) mehhanisme on laialdaselt 

kasutatud mitmetes valdkondades, sealhulgas meditsiiniliste andmete haldamises, 

teemantite teekonna jälgimises ja paljudes teistes kasutusalades. Plokiahela kasutamine on 

oma läbipaistvuse tõttu usaldusväärne ning plokiahelasse salvestatud andmed on võltsimise 

vastu resistentsed. Ülaltoodud eelduse põhjal on käesoleva töö eesmärgiks ehitada rakendus, 

mis kasutab plokiahelat käsitööehete tarneahela jälgimiseks. Toote tarneahela jälgimine 

hõlmab andmete salvestamist igas tootmisetapis, mistõttu see tegevus vajab andmebaasi, 

mis suudaks salvestada keerukaid andmestruktuure kõikide üksikasjde jäädvustamiseks. 

Seevastu enamik plokiahela platvormid suudavad andmeid salvestada ainult 

relatsioonilistes andmebaasides. Relatsioonilistes andmebaasides saab andmeid salvestada 

ainult võtmeväärtuste abil ning nendes ei ole võimalik teha andmete koondamise 

operatsioone, mis omavad suurt väärtust äriotsuste langetamisel. Hyperledger Fabric on 

ettevõtetetele mõeldud plokiahela raamistik, mida on võimalik laiendada nii, et 

relatsioonilise andmebaasi asemel on kasutusel mitterelatsiooniline (NoSQL) couchDB 

andmebaas, võimaldades seeläbi keerukate päringute tegemise. Käesolevas töös uurime 

Hyperledger Fabric'i andmebaasi võimekust salvestada käsitööehete päritolu plokiahelasse. 

Elulise näitena toome välja firma nimega Soko, mis müüb käsitöötooteid ning soovib tagada 

oma toodete tarneahela läbipaistvuse. Töö kokkuvõttes analüüsime saadud tulemusi ning 

võrdleme omaloodud lahendust varasemaga, kus kasutati relatsioonilist andmebaasi ja 

plokiahelat toodete päritolu salvestamiseks. 

 

Märkõnad: Päritolu, Plokiahela, Hyperledger fabric, Ethereum 
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1 Introduction 

1.1 Context 

Today, there are billions of products being produced every day, however most of these 

products the end users (consumers) have very little information availed to them about 

how, where and when these products were produced yet this information would be of sig-

nificant importance to consumers when making final decision on what to consume [1]. 

The process of determining the history of a product i.e. how, where and when a product 

was produced is what is known as provenance [2]. 

Today, most of the consumers mainly rely on the manufacturer's labels such as country of 

origin and trade label of the manufacturer that are placed on the product’s packages in or-

der to determine the provenance of a product. Though these labels give insightful infor-

mation about the products, they still do not give detailed information regarding the supply 

chain of the product and not to mention many of these labels have been found on fake 

products. 

Because of the little information availed to consumers, many manufacturers have taken ad-

vantage of that to produce sub-standard products, use unethical labour, use production 

methods that have negative consequences on the environment and human life. For exam-

ple, in 2013, BBC reported that 50,000 tonnes of meat were found to contain horse DNA 

[3] and in 1996 Nike was found to be using under age children in factories based in Asia 

[1]. 

The lack of provenance information about the products does not only affect the consumers 

but also affects manufactures, for example, manufacturers of genuine products tend to suf-

fer from market competition from those manufacturers who sell fake products since their 

products are always cheaper. This brings about financial loss to such companies and con-

sequently discouraging innovation. Additionally, keeping the supply chain of these prod-

ucts as a secret limits the various stakeholders such as the government and environment 

protectionist who can prevent Environmental, health and safety problems that could have 

been caused during production [3]. 

The handicrafts industry is no exception to the challenges listed above and sadly, the lack 

of clear way to identify the provenance of hand craft products affects the collectors (arti-

sans and designers) more since most times consumers who buy handicrafts products base 

their consumption decisions on the popularity of the collectors (artisan or designer). [4] 

goes on to state that people who identify with their work set the price based on the audi-

ence that buy their products.  In most cases the consumers of handicraft products are will-

ing to pay more for handcrafts products produced by their favourite artisans or designers. 

Unfortunately, with the existing systems it is hard to prove the identity of the artisan or de-

signer especially when the trade is a cross country borders. 

The challenges listed above call for more transparency in the supply chain of handicraft 

products. [5] has proposed and developed a prototype application that uses blockchain to 

store the provenance data for the handcraft products. Blockchain is a special type of dis-

tributed application, which stores data permanently meaning data cannot be changed (im-

mutable) and there is traceability of the data. 

The reason for using blockchain in tracking the supply chain of handcraft is because 

blockchain is an append only database and therefore does not allow deleting or altering 

data records once stored on the blockchain. Also, every data stored on the blockchain has a 

digital signature of the person that submitted the transaction and all the other participants 
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on the network need to agree on the validity of the transaction before the transaction can 

be committed (saved) to the blockchain [1]. Finally, blockchain is a distributed system and 

therefore there is no single point of failure. 

1.2 Problem statement 

This paper aims at improving the provenance solution developed by [5] where he uses 

Ethereum blockchain as a registry for what is happening in the outside world but the core 

functionality of the system runs on the conventional system. The application stores the prov-

enance data both on-chain and off-chain. One of the challenges with this type of design is 

that it’s difficult to synchronize data between the two states. Also, the data stored off-chain 

is still vulnerable for tempering.  

Besides the challenges that arise as a result of the application design, there are a number of 

challenges that arise as result of using Ethereum as the blockchain technology. Smart con-

tract embedded in Ethereum can only use limited data structure and data can only be stored 

in key-value databases. The challenge is that, it is difficult to aggregate data yet data aggre-

gation is important in any business process. 

Because of the limitation in the application design and Ethereum, this thesis proposes an 

alternative provenance application that uses Hyperledger fabric as the blockchain technol-

ogy. In our proposed application we use blockchain as the only single source of truth. Be-

cause Smart contracts in Hyperledger can be written in rich languages such as Golang, Java 

and JavaScript we decide to run the application business logic onto the smart contract. Run-

ning the business process on the smart contract will allow us to take advantage of all the 

features advertised by blockchain such as transparency and traceability. 

Research Goals  

This thesis aims at answering the following questions:  

1. What is the impact of a NoSQL database in the architecture design of blockchain 

application?  

2. What is the impact of running business logic of an application onto the blockchain 

in terms of performance, transparency and resilience? 

1.3 Structure 

The rest of this paper is structured as follows; the second chapter gives an overview of the 

state of art about provenance and blockchain technology in general. In the third chapter, we 

introduce a case study of Soko; a company that sell handcraft jewellery. We identify the 

problems with the current systems and propose possible solutions. In the fourth chapter, 

we describe the system design and implementation of our proposed proof-of-concept appli-

cation and in the final chapter, we draw some conclusions and propose possible future 

works. 
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2 Background 

In this Section, we explain the concepts and technologies that have been used in this thesis. 

We also overview a collection of related works that we found relevant to this thesis. By the 

end of this section, we should have a clear understanding of provenance, blockchain, public 

blockchain, permissioned blockchain and smart contracts.  

2.1 Provenance 

Provenance refers to the process of determining the source of origin or the history of own-

ership of a product, a piece of art or any entity with a value [6]. Provenance helps one to 

answer questions such as: where the product was manufactured, who manufactured it, which 

processes were used during the manufacturing, which materials were used during manufac-

turing, among others. Today the most common way that consumers can use to determine the 

provenance of a product is by looking at the trade labels placed on the product. However, 

these trade labels do not contain sufficient information about the entire supply chain of the 

product and moreover the information on these labels in most cases cannot be verified with 

any independent source other than the manufacturer. 

Having a clear and transparent way of determining provenance of handcraft jewellery will 

enhance consumer’s trust and confidence in the product. Blockchain technology enhances 

trust and transparency by storing provenance data in a permanent and verifiable way. 

2.2 Blockchain  
The provenance application suggested in this thesis uses blockchain technology as the un-

derlying technology. In a nutshell, Blockchain is a distributed database that stores data in a 

permanent and verifiable way [7]. i.e. the data stored on the blockchain is immutable and 

there is traceability of all the transactions [2].  

Blockchain began to attract public attention both in academia and the business world in 2008 

after Satoshi Nakamoto published his paper "Bitcoin: A peer-to-peer electronic cash sys-

tem” which addressed the long-time problem of double spending in electronic commerce  

[8]. His intention was to create a system that would eliminate unreliable third parties from 

electronic commerce. Blockchain become popular because of its key characteristics such 

as decentralization, data persistency, auditability [9] that other decentralized application did 

not offer. 
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                Figure 1.0. blockchain architecture – courtesy of https://www.zignuts.com 

Block.  

A block can be compared to a page in the ledger. A block records “n” number of approved 

transactions that have not been recorded in prior blocks. Each block that is created is ap-

pended to already existing blocks forming a chain of blocks thus the name blockchain. Each 

block consists of timestamp when the transaction was made, a cryptographic hash of the 

previous block and transaction data.  The first block is called the genesis block and has no 

parent block [9] and is always created when the network is setup. 

Ledger  

In a blockchain application all the transactions that have been approved by the participants 

are stored on the ledger. In simple words, a ledger is a database residing on the blockchain 

that stores all committed transactions in sequenced and tamper-resistant manner. A ledger 

is distributed across the network and each participant has a copy of the same ledger. The 

transactions recorded in the ledger cannot be modified instead a new transaction (block) is 

created in the ledger. Each transaction invoked by the smart contract results into a set of 

asset key-value pair that is stored on the ledger. In Hyperledger fabric, the ledger is com-

prised of the state database that maintains the current state and the blockchain (” chain”) 

that stores the immutable sequence record in a block. 

Digital Signature  

Each participant on the blockchain has a public key and private key which are issued by a 

certificate authority. The private key is kept confidential by the participant and is used to 

sign transactions [9]. The public key is used by the other participants (nodes) to decrypt and 

validate the transaction [9].  

Consensus.  

Before a transaction is committed to the ledger, all or the majority of the participants (peers) 

have to come to an agreement on whether to accept or to reject the transaction and this is 

https://www.zignuts.com/
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what we refer to as consensus. By having a consensus, only approved transactions are com-

mitted to the ledger and this ensures that the ledger is synchronized across all the partici-

pants. The participants approve a transaction by signing the transaction with their private 

key. Consensus brings about trust and prevents the content of the blockchain from tampering 

[10]. Blockchain uses different consensus mechanism (algorithms) to validate a transaction. 

For example, Bitcoin and Ethereum use proof of work algorithms as consensus strategy [9] 

whereas Hyperledger fabric and Hyperledger Indy use apache Kafka and byzantine fault 

tolerance (PBFT) respectively.  

Permissionless blockchain and Permissioned blockchain.  

Permissionless blockchain also known as a public blockchain refers to a blockchain platform 

where anyone is allowed to join the network, create transactions and participate in the vali-

dation process of transactions(mining) without the need to disclose their identity. I.e. the 

identity of participants on the network remain anonymous and all the participants have the 

same rights. An example of a permissionless blockchain include Bitcoin and Ethereum.   

On the other hand, Permissioned blockchain refers to a blockchain platform where the iden-

tity of the participants on the network is known prior to joining the network. With permis-

sioned blockchain, the participants are restricted on which resource they can access on the 

blockchain. Examples of permissioned blockchain include Hyperledger fabric and Corda. 

Permissioned blockchains provides a secure way of doing business transactions between 

organizations or entities that do not fully trust each other yet they have a common goal [11]. 

Unlike Permissionless blockchain where every participant can participate in the consensus 

process of the transactions, with permissioned blockchain, only pre-selected set of nodes 

can participate in the consensus process1 of the transactions.  

On-chain storage and Off-chain storage 

On-chain storage is when data is stored on the blockchain itself [12]. If it’s a public block-

chain, then data stored on-chain will be available to all the participants on the network.   

Off-chain storage is when data is stored outside the blockchain (say on the traditional data-

base) and only hashed value of the data is stored on the blockchain. This is used especially 

when the parties involved do not want to store the entire data set on-chain but only want to 

use blockchain to validate the correctness of the data or in scenarios where a single transac-

tion involves large volumes of data that may be larger than the permitted block size [12]. 

Most blockchain platforms have a limit on the amount of data a single block can store, for 

example in Ethereum, a block has a maximum capacity of 1 megabyte and because of this 

limitation, most blockchain platforms store the data off-chain and only store a hashed value 

of the data on the blockchain. The size of the hash is relatively small and therefore the cor-

responding cost of storage is also very low [12]. 

2.3 Smart contracts. 

Smart contracts are computer programs that can be executed correctly by a network of mu-

tually distrusting nodes without the need of an external authority [13]. Smart contracts con-

tain the business rules that should be enforced before data is altered on the blockchain. The 

business rules have to be agreed upon by all the participants and they can’t be changed by a 

single participant. Smart contracts deployed on blockchain platforms such as Ethereum re-

quire the participant to have a certain amount of crypto currency before they can be invoked. 

 
1https://blockchainhub.net/blockchains-and-distributed-ledger-technologies-in-general/[Accessed: 

12.10.2018] 

https://blockchainhub.net/blockchains-and-distributed-ledger-technologies-in-general/
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2.4 Ethereum 

Ethereum is a decentralized computing platform that uses blockchain as the underlying tech-

nology. It’s a public blockchain and therefore everyone can join the network, create trans-

actions and validate transactions(mining). Just like bitcoin, Ethereum has its own crypto 

currency called ether and every transaction carried out on the network requires the partici-

pant to have certain amount of ether. Ethereum supports the implementation of smart con-

tracts. Unlike Bitcoin’s smart contract which are only limited to currency use, Ethereum 

uses Solidity programing language to develop smart contracts which support different use 

cases, including managing agreements, tracking supplier chains, and many more. Ethereum 

uses proof of work (POW) as the consensus protocol [14]. 

2.5 Hyperledger Fabric 
Hyperledger fabric is an open source framework under Linux foundation used for building 

permissioned blockchain application. Hyperledger fabric has a modular architecture deliv-

ering high degrees of confidentiality, resiliency, flexibility, and scalability. Hyperledger 

fabric is a permissioned blockchain meaning the identity of each of the participants (peers) 

on the network is known [9] prior to joining the network and the participants enroll through 

a trusted member service provider (MSP).  

Hyperledger fabric network can be partitioned into subnetworks called channels. Partici-

pants connected to a particular channel can only access resources that exist on that particular 

channel. This is important especially when an organization wants to limit access of certain 

resources on the blockchain to certain users. 

Unlike other blockchain frameworks like Ethereum and bitcoin which require crypto cur-

rencies for every transaction that takes place on the blockchain and exchange of assets, with 

Hyperledger fabric, there is no need for a crypto currency and participants can agree on what 

to use as to exchange digital assets. 
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  Figure 2.0. Hyperledger fabric architecture design – courtesy of Ivan Vankov. 

Orderer 

Hyperledger fabric has a special node called Orderer (ordering service) which is responsible 

for accepting endorsed transactions, ordering them into a block and transfer the block to all 

the peers2. 

Membership service provider 

Each participant or peer on the network has to have a digital identity in order to participate 

in the network. The membership service provider is responsible for issuing and validating 

certificates of users, peers and ordering service on the network. 

Chain 

In Hyperledger fabric, the ledger is comprised of the state database and chain. The chain is 

the actual “blockchain”. It contains  the history of all the transactions that have been com-

mitted to the blockchain3. The chain is structured as a hash-linked blocks with each block 

containing the hash of the block’s transactions and the hash of the prior block. With this, all 

the transactions are sequenced and cryptographically linked together making it impossible 

to change the ledger data without breaking the hash links. 

State database  

State database also known as the world state stores the latest values for all keys stored in the 

blockchain4. The purpose of the state database is to make smart contract (Chain code) trans-

action extremely faster by looking up the current value of the key from the state database   

rather than search for the key current value in all the blocks.  By default, Hyperledger fabric 

uses levelDB as the state database but also supports CouchDB. LevelDB stores data as key-

value pair whereas CouchDB stores data as a JSON documents. CouchDB supports rich 

queries when Chain code data is modelled as JSON documents 

 
2 https://hyperledger-fabric.readthedocs.io/en/release-1.4/orderer/ordering_service.html 
3https://hyperledger-fabric.readthedocs.io/en/release-1.4/ledger.html#chain 
4 https://hyperledger-fabric.readthedocs.io/en/release-1.4/ledger.html#state-database 

https://hyperledger-fabric.readthedocs.io/en/release-1.4/orderer/ordering_service.html
https://hyperledger-fabric.readthedocs.io/en/release-1.4/ledger.html#chain
https://hyperledger-fabric.readthedocs.io/en/release-1.4/ledger.html#state-database
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2.6 Relational and NoSQL Databases 

A relational database is a type of database which stores data in predefined tables and each 

record or row in the table contains a unique identifier for the categories defined by the col-

umn [15]. The data stored in relational databases can be retrieved or updated using structural 

query language (SQL) queries.  The data stored in relational databases is subject to ACID 

(atomicity, consistency, isolation and durability) rules and therefore often used to store data 

which require high precision [15]. Relational databases are complex and for one to store 

data in the tables, the data must be converted into the table structure [15]. They do not work 

well in a distributed system because it is difficult to join tables across distributed system. 

NoSQL are non-relational and therefore can store data in any structure [15]. NoSQL data-

bases have been adopted because of their flexibility plus they allow developers to develop 

without having to convert in-memory structures to relational structures. Also, NoSQL data-

bases have a high data access performance when handling large volumes of data [15]. There 

are 3 types of NoSQL databases; key-value pair databases, document database and column-

oriented databases. Example of key-value pair database include levelDB, Redis, BerkelyDB 

and examples of document database include mongo DB and CouchDB. 

2.7 Related works 
This section gives a detailed overview of the previous research that has been conducted in 

the area of provenance using blockchain.  

[10] has suggested a decentralized medical record management system that uses blockchain 

technology to share and manage medical records of patients across different health providers 

or medical research institutions. The proposed system makes it easy to aggregate a person’s 

medical records in a single place where privacy and security cannot be compromised. The 

system allows the patients and health providers to have control on which data they would 

wish to share with other health providers.  

The author proposes that the different stakeholders such as researchers, public health au-

thorities will be used as miners. The author also suggests two models that can be used to 

incentivize the miners to participate in the network. The first one is based on Ethereum’s 

inherent incentivizing model where the transaction fee paid in ether (a cryptocurrency for 

Ethereum) is paid to the miners. The second model incentivizes the miners (medical re-

searchers and health care authorities) with aggregate anonymized data as mining rewards. 

The patient’s data is cryptographically hashed and stored on the blockchain. The suggested 

system uses a designated smart contract that aggregates reference to all patient’s medical 

data in a single point of reference and also designs a set of rules that govern medical records. 

The system uses a synching algorithm to transfer data stored off-chain (medical provider’s 

database) onto the blockchain. The smart contract defines a collection of data pointers and 

associated access permission that identify a patient’s medical records that are held by dif-

ferent medical providers.  Each of data points consist of a query string that when executed 

on the medical provider's database returns the patient’s medical records that the patient has 

given access to the that particular medical provider.  

It’s important to note that even though the system in question guarantees transparency in the 

medical records, the system still depends on the medical provider’s database for querying 

the medical records which results into a single point of failure. 

[1] suggests a distributed system that uses blockchain to ensure transparency and traceability 

in the supply chain of manufactured products. The suggested system collects, manages and 
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stores key product information on the blockchain throughout the product life cycle. The data 

stored on the blockchain can then be accessed by all the stockholders’ in the supply chain. 

For example, the consumers, the government and many others. The author also suggests that 

each product should have an information tag inform of RFID or QR (quick response) code 

that represents a unique cryptographic identifier that links a physical product to its virtual 

product on the network.  

The author further suggests that as the product moves from the producer to the supplier and 

finally to the consumer, each of these actors will record the current status of the product 

onto the blockchain. Each of the system actors have a digital profile on the network. The 

profile contains key information such as their relationship with the product, location, certif-

icates. Before any of the system actors can access the data on the blockchain, they are re-

quired to register on the network using the registrar service that assigns unique identity to 

each of the actors.  After registration, the actor is assigned a private and public key which is 

used to authenticate the actor on the network and identify the actor on the network respec-

tively. When a product is being added or modified on the blockchain, the actor signs the 

product using private key. In case of any malicious act by any of the actors, other actors can 

identify the actor behind the malicious act using his or her public key. The system has a set 

of rules that govern the network and they are stored on the blockchain. The rules define how 

the different actors will interact with the system and how data will be shared across the 

network. The rules cannot be changed once they have been deployed onto the blockchain. 

To change the rules, all the main actors have to consent and agree to them before they can 

be changed.  Even though the system described above has the same architecture design like 

ours, it is still a prototype and it has not been implemented. 

[16] has suggested and implemented a blockchain based application that supports data ac-

countability and provenance tracking. The application stores the data policy agreement on 

the blockchain.  The system allows data owners to track how companies have used their data 

without violating the policy agreement and in case the companies violate the policy agree-

ment, then the data owners can always revoke the policy agreement. The data usage policies 

and provenance tracking information are encoded in a smart contract and stored on a block 

chain in a privacy-friendly way [16].  

[2] has also proposed a data provenance solution that uses blockchain to audit the data op-

erations performed on the cloud data. The proposed solution uses hooks, listeners to monitor 

and record all user operations performed on the cloud data.  After each user operation on 

the files, a provenance entry is generated which is uploaded to the blockchain by cloud 

service and a copy of the data is stored on the normal database. 

Provenance.org has developed a blockchain application that tracks the supply chain of tuna 

fish.  The process begins by a fisherman sending a text message to register their catch which 

is registered as an asset on the blockchain. The text message is then accompanied by a 

unique Identifier that identifies that catch to the blockchain. At every stage of processing 

the tuna fish, the corresponding process is registered on the blockchain [3]. They use NFS 

(Near field communication) enabled stickers and QR codes to link the tuna fish with the 

digital one registered on the blockchain. 

Everledger5 and BlockVerify [17] are using blockchain to trace the origin of diamond. Their 

solutions are aimed at overcoming the challenges associated with the Kimberley process, a 

 
5 https://diamonds.everledger.io/ [Accessed: 11.11.2018] 

 

 

https://diamonds.everledger.io/
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process that ensures that global supply chain of diamond is free from conflicts diamond6. 

The proposed solution records provenance data regarding the diamond such as source of 

origin, how it was polished and the artisan onto the blockchain. The data is encrypted before 

its stored on the blockchain. 

Modum.io [17] is using blockchain and IOT (internet of things) to ensure that the tempera-

ture of pharmaceutical products meets the required temperature while transporting the prod-

ucts. Modum.io uses sensors to record the temperature of pharmaceutical products during 

shipping. The sensors are placed in the same package as the containers used for transporting 

the products. The sensors are connected to the mobile application using Bluetooth connec-

tivity that reads the temperature and sends the temperature readings to an HTTP server 

which also sends the reading to Ethereum blockchain. The Smart Contract embedded inside 

Ethereum is responsible for validating the temperature. The results are publicly accessible 

and both the distributor and receiver are notified of the results that have been stored on the 

blockchain.  

In all of the user cases mentioned above, the provenance data is stored both on the traditional 

database and on the blockchain. In our proposed solution, we use blockchain as the only 

single source of truth. 

 
6 https://www.kimberleyprocess.com/en/what-kp [Accessed: 11.11.2018] 

https://www.kimberleyprocess.com/en/what-kp
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3 System overview 
In this chapter, we begin by introducing our case study; Soko, an online company that sells 

handcraft jewellery. We describe its core business process using BPMN diagrams, identify 

the problems associated with the current system and propose an alternative system   

3.1 Case study  

The case study is about Soko, a company that sells handmade jewellery online. The com-

pany has its headquarters in San Francisco, USA and the production office in Nairobi, 

Kenya.  Soko makes the design of the jewellery and collaborates with the local artisans 

centered around Nairobi for the production. The artisans use local-sourced and eco-friendly 

materials such as reclaimed cow horns and bone as the raw material in the production of the 

jewellery.  Soko has web-based application (https://shopsoko.com/) where clients can go to 

make their sales order. The web application contains the design specification of their prod-

ucts. Once an order has been placed, the application send a purchase order to the artisan who 

is responsible for the production. The artisans receive the orders through a mobile applica-

tion. The artisan creates the handcraft based on the design specification in the order. After 

production, the artisan, delivers the handcraft pieces to Soko offices where they have to 

perform a quality test before they are accepted. Soko also employs artisans who improve 

the handcraft by polishing, electroplating and painting. The production process takes 7-10 

days before the product is delivered to the customer. Figure 3.0 illustrates the supply chain 

of the handcraft jewellery. 

 

  Figure 3.0. supply chain. 

As illustrated in figure 3.0, the handcraft jewellery under goes different stages before reach-

ing the final consumer. Soko’s business model is centred around providing ethically hand-

made jewellery to its customers and therefore it’s important that they keep the supply chain 

transparent such that their customers can be confident that they are supporting a genuine 

course. However, with the current system there is no verifiable way that the consumers can 

use to prove the authenticity of the jewellery that they buy. The consumers can only rely on 

the labels placed on the jewellery which do not provide sufficient information about how, 

where the jewellery was produced. 

Because of the challenge mentioned above, [5] has proposed and developed a system that 

uses blockchain to ensure transparency and traceability in the supply chain of handcraft 

jewellery. The system records all the processes involved in the supply chain on both a rela-

tional database and the blockchain. Figure 4.0 illustrates As-is business process of the sys-

tem developed by [5]. 

https://shopsoko.com/
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Figure 4.0.  As-Is business process. 

As shown on figure 4.0, the data stored on the blockchain is cryptographically signed 

by the responsible actor. This ensures there is data integrity of the data stored on the 

blockchain and therefore it can be trusted by other parties involved. 

3.2 Challenges with existing solution 

Even though the system developed by [5] may guarantee transparency in the supply chain 

of handcraft Jewellery, it makes minimal use of blockchain yet there are issues within the 

business process that could be solved by blockchain. For example, the artisan exchanges the 

handcraft to Soko without guarantee that they will be paid back yet blockchain can be used 

to foster smooth transactions that guarantee trust and transparency.  The rest of the issues 

are as a result in the limitation of Ethereum, the blockchain technology used in the proto-

type.   
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1. Limited querying capability. 

Smart contract in Ethereum are written in solidity, a programming language which 

does not have an interface for specifying queries when retrieving data from the 

ledger.  Solidity uses mapping to store data, this means that, data can only be re-

trieved by scanning through a map using a map key. This makes it hard to retrieve 

specific information that could be of interest to the final user of the system. For ex-

ample, if an artisan wanted to know how many pieces of handcrafts jewelry did not 

pass the quality control process within a given period of time, then retrieving this 

kind of information may not be possible by merely using a map key. In summary, 

with the existing system it’s difficult to aggregate data yet data aggregation is very 

critical part of any business when making business decisions.  

 

2. Risk of data manipulation. 

Ethereum being a public blockchain any participant can join the network and can 

participate in the validation process of the transactions (mining process). Since 

Ethereum uses proof of work algorithm where a consensus is reached by majority 

vote, then it’s possible for malicious users to join the network and obtain more than 

51% of the network and therefore being in a position to manipulate the provenance 

data stored on the blockchain.  

 

3. High maintaining costs 

Every transaction on Ethereum that invokes the smart contract requires the partici-

pant to pay ether as a transaction fee [16]. The transaction fee is meant for main-

taining the network and motivating the miners to participate in the mining process. 

This may not be feasible since tracking the supply chain of handicraft product may 

involve invoking the smart contract multiple times and consequently making the 

solution expensive. Additionally, Ethereum uses the proof of work algorithm as 

consensus mechanism which requires a lot of computation power and therefore 

consuming a lot of energy 

 

4. Low transaction throughput 

Because Ethereum is a public blockchain and in a public blockchain every nod is 

required to participate in the mining process. This results into low transaction 

throughput as the size of the nodes increases. 

It’s based on the above challenges that we propose an alternative provenance application 

that uses a different blockchain technology. 

3.3 Proposed provenance application 

We propose an alternative provenance application that uses Hyperledger fabric, a permis-

sioned blockchain application as the underlying blockchain technology. Since block chain 

is considered as a database [18], we use it as the application database to store both prove-

nance data and other application data such as purchase order.  We also embed the application 

business logic into the smart contract. The goal is to maximize the benefits of blockchain 

such as security, temper resistance and transparency. 

Why Hyperledger fabric 

There are a number of blockchain frameworks and the choice of which framework to use 

depends on the business requirements. In our proof-of-concept application we chose Hy-

perledger fabric as the underlying blockchain technology because of the following reasons 
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1. It’s a Permissioned blockchain.  

Hyperledger fabric is a permissioned blockchain meaning all participants on the 

network have a known identity prior to joining the network. With this, we are sure 

that malicious users can not join the network to influence the validation process of 

the transaction. Also, participants cannot misbehave because everyone on the net-

work will get to know and the necessary action can be taken. 

 

2. Highly scalable 

Blockchain frameworks such as Ethereum uses proof of work algorithm as the con-

sensus mechanism which requires every node connected on the network to partici-

pate in the mining process. This leads to low transaction throughput as the as the 

number of miners increases. However, with Hyperledger fabric, a few trusted 

nodes can be selected to participate in the consensus process and consequently 

leading to a high transaction throughput. 

 

3. Has a modular design.  

Hyperledger fabric has a modular design which allows extensibility and flexibility 

[19]. Developers can easily plugin-components that suit that their demands for ex-

ample developers can include custom identity management into already existing 

identity management. 

 

4. Support for complex queries.  

Hyperledger fabric state database can be extended to use CouchDB, a NOSQL da-

tabase which allows us to perform complex queries when aggregating data. 

 

To-Be Business process 

The following assumptions are taken into account for our to-be business process: 

1. Because the trade between the artisan and the Soko is of international nature we 

assume that payments are done using banks. 

2. We assume that letter of credit is accepted as form financial security. 

 

  

   Figure 5.0: provenance application value chain 

Our application aims at capturing all the process involved from the time the client makes an 

order to when an order is delivered as shown on figure 5.0.  As soon as a user makes a sales 

order, Soko sends a purchase order to the responsible artisan for production. 

Ideally, the initial production stages such as collecting raw materials may have started way 

before the order was made but for the purpose of ideation, we shall capture the production 

after an order has been made. 

Purchase order creation 
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   Figure 6.0: purchase order creation. 

As shown in figure 6.0, when a purchase order is created, a corresponding purchase order 

object will be created and stored on the blockchain. 

Request Letter of credit process. 

Given the international nature of the business, we use letter of credit as means of payment 

settlement. Instead of using crypto currency as way of settlement for a transaction, we decide 

to use the letter of credit which is more internationally accepted form of payment for inter-

national transactions. 
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    Figure 7.0. Letter of credit process 

As shown in figure 7.0, the letter of credit process involves 5 actors (the artisan, the artisan’s 

bank, Soko, Soko’s bank and the telecom company). All the actors have to sign the letter 

using their digital certificate before it can be accepted. Since most people in developing 

countries like Kenya are not connected to the internet, we shall use the mobile companies 

as the intermediary between the artisans and their corresponding banks to sign the letter. 

Production process  

The production process captures both the design process and actual production. Soko em-

ploys a designer who is responsible for making the designs. The design is then sent to the 

artisan for handcrafting as shown in figure 8.0.   
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Figure 8.0: production process.  

When the design is complete, a design token is created on the blockchain which can be used 

to trace its provenance. The design token will contain the dimensions, colors to be used and 

a digital identity of the designer. Similarly, when the production is finished a handcraft token 

is created on the blockchain which represents the physical handcraft jewellery. The hand-

craft token will contain the raw material used, the design used and the digital identity of the 

artisan.  

Shipping process 
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     Figure 9.0: shipping process 

When the production process is finished, the handcraft is shipped by a shipping company to 

Soko offices. The shipping company creates a bill of lading which contains a tracking num-

ber for the cargo. The bill of landing will be recorded onto the blockchain platform and 

linked with the letter of credit as shown in figure 9.0. The bill of lading will act as proof of 

shipment to all the parties involved like the two banks and Soko.  

Payment and Transfer of Ownership process 
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   Figure 10.0. payment process. 

The payment process is initiated by Soko’s bank upon confirming that the handcraft has 

been received by Soko (figure 10.0). After the payment has been made, the letter of credit 

is updated and later after the artisan has confirmed the payment the handcraft ownership can 

be transferred. 

Value addition 

During value addition, the handcraft is fine tuned to look more elegant. Fine tuning may 

involve more than one process and each of these processes are recorded on the blockchain 

as shown in figure 11.0.  

    Figure 11.0. Value addition  
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Domain Model 

In the previous section we have been describing Soko’s handcraft business from the business 

process perspective, in this section, we break down the data involved in the application using 

conceptual class model diagrams as shown in figure 12.0 and figure 13.0. 

Purchase order and Letter of credit creation 

When a client makes an order from Soko, Soko sends a purchase order to the artisan. The 

purchase order may contain one or more orders with each order (PurchaseOrderLineItem) 

containing the name of the design, description, price and amount. When the purchase order 

is accepted by the artisan, Soko sends a letter of credit to the artisan. The Letter of credit 

will contain the terms and conditions that are to be met before payment can be made. Below 

(figure 12.0) is a class modal diagram that illustrates the creation of purchase order and 

Letter of credit. 

 

  Figure 12.0. purchase order & Letter of credit creation domain model. 
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Production and value addition 

 
    Figure 13.0. domain model 

There are 3 primary entities during production and value addition process: ProductDesign, 

Product and the User entity (figure 13.0). The ProductDesign entity represents the design 

of the handcraft, the Product entity represents the actual physical handcraft jewellery 

whereas the User entity represents the different actors (artisan, designer, quality analyst) 

that have made changes either to the design or the handcraft. 

 

3.4 Summary 

In this chapter we described Soko’s handcraft business, identified the problem with their 

current business model. We went on to describe the proof-of-concept application developed 

by [5] and its limitation. We introduced our proposed proof-of-concept application that uses 

Hyperledger fabric as the underlying technology. We also modelled our proposed solution 

using BPMN diagrams and finally, we modelled our solution using domain modal class 

diagrams. 
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4 Implementation 

In this chapter, we describe the design and implementation for our proof-of-concept 

application and we  finally conclude by discussing our solution. 
4.1 System design 

 

 

Figure 14.0: proof-of-concept system design 

The system is composed of client application, back-end server, a blockchain network and a 

certificate authority (CA).  

Since we are building a permissioned application, each user that login into the system should 

have their own identity that is known on the network, we therefore store the user certificates 

on database where the server can retrieve the certificate when signing transactions. With 

this, a single node can be accessed by different participants of the same organization with 

different identities. For example, the designer and the artisan may use a single node but their 

transaction will be signed by their respective user certificates.  

4.2 Network setup 

As shown in figure 14.0, the network is made up of six independent organization (nodes) 

i.e. the artisan, trader, courier, quality analyst, exporting bank and importing bank. These six 

organization reflect the minimum number of participants in an export trade entity of this 

nature but the number of participants can be more. Each node is made up of a peer, a certif-

icate authority and a state database (CouchDB). 
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Peer 

As mentioned in chapter 2, that there are two types of peers: endorsing and committing 

peers. In our system, each organization has a single a peer and each of them is an endorsing 

peer. We use docker container to setup the peers and each peer runs on a separate docker 

container. More information on how to setup the peers can be found on the GitHub reposi-

tory7 

Certificate authority (CA)  

The membership provider (certificate authority) is responsible for issuing and validating 

digital identities of participants and peers. The digital identity is in form of cryptographic 

certificate. In our system, we use the default certificate authority that comes with Hy-

perledger fabric to generate certificates. Each organization has a certificate authority that 

runs on a separate docker container. In production, a certificate authority can be shared by 

more than one organization. More information on how to setup the CA can be found the 

Github repository8. 

State database 

As shown in figure 14.0, each node is connected to a state database. We use couchDB as 

state database instead of the default levelDB because it supports more complex queries com-

pared to levelDB. Each instance of the couchDB runs on a separate docker container. For 

more information on how to setup the state database can be found on the repository9 

4.3 Endorsement policy  

As mentioned earlier, a transaction can only be committed to the ledger when it has been 

endorsed by appropriate number of endorsement peers. The endorsement policy contains 

the public certificate id for the endorsing peer and the number of endorsements that a trans-

action should have before it can be considered to be valid. Below is a code snippet for our 

endorsement policy 

 
7https://github.com/ivangsp/provenance-Jewellary/blob/networkSetup/network/base/docker-compose-

base.yaml 
8 https://github.com/ivangsp/provenance-Jewellary/blob/master/network/docker-compose-cas-template.yaml 
9 https://github.com/ivangsp/provenance-Jewellary/blob/networkSetup/network/docker-compose-couch.yaml 

https://github.com/ivangsp/provenance-Jewellary/blob/networkSetup/network/base/docker-compose-base.yaml
https://github.com/ivangsp/provenance-Jewellary/blob/networkSetup/network/base/docker-compose-base.yaml
https://github.com/ivangsp/provenance-Jewellary/blob/master/network/docker-compose-cas-template.yaml
https://github.com/ivangsp/provenance-Jewellary/blob/networkSetup/network/docker-compose-couch.yaml
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From our endorsement policy, all the peers can participate in the endorsement process and 

a transaction will be considered valid if it has been endorsed by at least two peers (2-of). 

With this endorsement policy we are sure that at least two parties are aware of the transaction 

and have agreed to the transaction. 

4.4 Smart Contract  
The smart contract contains the business logic of the application. We decided to embed the 

application business logic in the smart contract to avoid tempering that could have occurred 

when hosted on a centralized application.  We implement the smart contract using Hy-

perledger composer, an open source development tool for creating blockchain applica-

tion.  Hyperledger composer is built on top of Hyperledger fabric and makes it easy to de-

velop and test blockchain applications. We chose to use composer because of its simplicity 

plus it comes with a modelling language.  

The Smart contract defines the database schema for each of the items stored on the block-

chain. Items that can be exchanged or have monetary value are defined using the keyword 

“asset”. For example, in our smart contract the handcraft token, the design token, purchase 
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order are defined as assets. The code snippet below shows the database schema for the hand-

craft token. 

 

 

As it can be seen from the code snippet, each handcraft product has a variable “serial_num-

ber” which will be used to uniquely identify the product. 

The smart contract also defines the schema for the different actors (artisan, designers, …) 

participating on the network using key word “participant”. Just like “asset”, a “participant” 

is simply an object but with unique identifier. Below is a code snippet how the artisan is 

defined, more information on how other actors were defined can be found on the repository10 

 

The smart contract does not define the schema for the admin of the business network because 

the admin is used to create other participants on the network. 

The actual business logic of the application is defined as transactions. Transactions are re-

sponsible for creating and updating the data on the blockchain. It’s important to note that 

the data on the blockchain is not updated instead a new copy of the data is created in a 

different block. It’s only the state database that is updated. Below is a code snippet on how 

the handcraft token is created, more information can be found on the repository11 

 
10https://github.com/ivangsp/provenance-Jewellary/blob/composer/chaincode/trade-network/mod-

els/org.trade.com.cto 
11 https://github.com/ivangsp/provenance-Jewellary/blob/composer/chaincode/trade-network/lib/product.js 

https://github.com/ivangsp/provenance-Jewellary/blob/composer/chaincode/trade-network/models/org.trade.com.cto
https://github.com/ivangsp/provenance-Jewellary/blob/composer/chaincode/trade-network/models/org.trade.com.cto
https://github.com/ivangsp/provenance-Jewellary/blob/composer/chaincode/trade-network/lib/product.js
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4.5 Backend 

The client application interacts with the smart contract using a back-end application built in 

NodeJS. Hyperledger composer comes with a tool called composer-rest-server which helps 



   

 

32 

  

us to auto generates a restful API that is based on loop-back technology, a NodeJS frame-

work. The restful API contains all the CRUD operations for interacting with our smart con-

tract. Because our application is a permissioned blockchain application, the smart contract 

can only accept requests from participants whose identity is known on the network. There-

fore, each participant has to register on the network to get a private key which is stored on 

the database connected to the server (figure 14.0). When a participant sends a transaction 

proposal, its signed with the user’s private key stored on the database. 

4.6 Discussion. 
Every technology has its own advantages and disadvantages and in this section we shall 

discuss the impact of using Hyperledger fabric as the blockchain platform in our proof-of-

concept application and finally we shall  draw systematic comparisons  between our proof-

of-concept application and that of [5]. 

Querying for the handcraft provenance data 

To get the provenance data regarding the handcraft token, it requires querying for all the 

blocks that contain handcraft token. At the time of writing this paper, there was no possible 

way for querying the blocks using the handcraft token identifier. The only possible way 

around this, was to query the Hyperledger composer historian; a specialized registry that 

records all successful transactions12. Although we can perform queries on the Hyperledger 

composer historian record to retrieve all the transactions, it is not possible to query for trans-

actions that are specific to a particular handcraft token. 

 

As seen in the code snippet, we can only write queries that can filter the transaction blocks 

based on the transaction id, transaction type.  This returns huge amounts of data which will 

again require manual filtering to get transaction which are specific to a particular handcraft 

token and consequently making the queries inefficient. 

Impact of using NoSQL Database as State database 

One of the reasons for choosing Hyperledger fabric as the blockchain technology was the 

fact that it can use couchDB, a NOSQL database as the state database. The advantage of 

using a NOSQL database compared to a key-value type of database is that it’s more versatile 

and it can support complex queries. However, it still has a number of limitations when used 

as a state database. Some of the challenges include: 

1. The queries are read only and cannot be used to update the state database. 

2. Some SQL commands such as LIMIT, SKIP AND JOIN are not supported. 

3. It does not support indexing. It’s important to note that CouchDB as database sup-

ports indexing when used as a standalone database, however, at the time of writing 

this paper it was not possible to index the database when writing smart contract using 

Hyperledger composer. 

 
12 https://hyperledger.github.io/composer/v0.19/business-network/historian 

https://hyperledger.github.io/composer/v0.19/business-network/historian
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Impact of Storing User certificates on a central Database. 

Since our proof-of-concept is a permissioned application, it stores the users with their cor-

responding private certificate on a database connected to a server. The purpose is to allow a 

single organization node to be used by multiple users with each user having their own iden-

tity on the network. However, if the database is compromised by malicious users, then the 

user private certificate can be stolen. 

Impact of running the business logic on the Smart contract 

We decided to run the application business logic on the smart contract because its more 

secure and temper resistance. However, this increases the processing time when compared 

with processing on the central server. The delay in the processing speed is caused by the 

time taken by the peers to validate the transaction. Because of the delay, transaction request 

from the client to the server may timeout. To avoid timeout of the transaction we use Web-

Sockets to send response from the smart contract to the server and back to the client.  

Ethereum based provenance application vs Hyperledger fabric-based provenance ap-

plication. 

In the table below we summarize the major differences between our proof-of-concept appli-

cation and that developed by [5] where he uses Ethereum as the blockchain platform. 

Table 1. difference in the application  

Ethereum based provenance application Hyperledger fabric-based provenance ap-

plication  

Uses blockchain as back up for the data 

stored on the central database. 

Uses blockchain as the single source of 

truth. 

data can be accessed by anyone connected on 

the network. 

Only registered members on the network can 

have access to provenance data. 

Requires crypto currency to perform transac-

tions on the smart contract 

Does not require crypto currency 
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5 Conclusion 

This thesis had two main goals. First, we wanted to find out the capability of using a NoSQL 

database in Hyperledger fabric.  From our findings, we concluded that using a NoSQL da-

tabase like CouchDB can help to reduce the response time of a transaction by allowing 

Smart contract to quickly access data in the blockchain, but it suffers from a number of 

limitations notably it’s limited querying capabilities discussed in section 4.6. It is therefore 

not the best choice for a database, a more expressive SQL database would be more situated. 

Investigating the best alternatives is however beyond the scope of our study and has been 

recommended for further studies. 

The second goal of this paper was to find out the impact of running the application business 

logic onto the smart contract. From our findings, Smart contract in Hyperledger have the 

capacity to run an application business logic of any kind since they can be written in normal 

programming languages like Golang, Java and JavaScript. However, the downside to run-

ning business logic onto the Smart contract is that it takes more time to process the transac-

tions because all the responsible peers have to validate the transactions. 

To conclude, the result of this paper is a permissioned blockchain application that can be 

used to track the provenance of handcraft jewellery.  

One of the challenges faced during implementation of our proof-of-concept application was 

that, it was not possible to query for specific blocks that contained a particular asset using 

the asset id or property of the asset. Future works should consider coming up with more 

efficient way that can be used to query the transaction history of an asset without querying 

all the transactions blocks. Also, future works should consider integrating a more expressive 

SQL database inside blockchain architecture. 
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